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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features big cuts in Big Tech, WeWork for spies,
Chinese foreign election influence tactics in the US, Prighozin admits to election

meddling, TikTok suppressing content, Huawei investments in Africa, China’s use of the
digital Yuan for surveillance, CRISPR for thwarting bacterial infections, a Google robot

that writes its own code, IBM claims the most powerful quantum computer, and
Microsoft accuses China of using its vulnerability database for nefarious purposes.



NEXT5 EDITOR’S HIGHLIGHTS
→ Inflation, fears of recession, and recovery from a pandemic hiring boom have led Big
Tech to an inflection point, with many of them making major job cuts. Big Tech boasts
some of the most valuable companies in the world, so it is likely to have consequences for the
economy as a whole. Amazon is pausing corporate hiring and its shares are down more than
47% this year. Apple instituted a hiring freeze in all areas except R&D. Its stock is down about
25% so far this year. Meta is in the process of cutting 87,000 jobs in an unprecedented mass
layoff for the company. Lyft is laying off 13% of its workforce, which it says is likely to result in
~$30M in restructuring costs. Its shares are down 70%. Stripe is laying off 14% of its staff.
Chime is laying off 12%. And Twitter infamously cut so many people it had to ask some to come
back. Many critics have focused on Meta and Twitter specifically, arguing that both companies
are over focused on untested services when they should be leaning into their advertisement
business to ensure a more favorable bottom line. Zuckerberg in particular is receiving criticism
for placing bets too high on the metaverse, investing $10B in building a business based on
virtual reality, including a $1500 headset that he is pitching for office meetings. And Twitter had
to take on $1B in annual interest payments thanks to debt taken on in Musk’s purchase of the
company. He has received intense criticism for his announcement that users could purchase the
blue check mark, both because it would not generate sufficient income and also because it
undermines the integrity of the platform’s vetting process for official accounts. #DIG #Geopolitics
Bloomberg CNN WSJ

→ The Intelligence and National Security Alliance (INSA) is pushing for agencies to fund
and certify shared SCIFs to give the cleared workforce more flexibility in where they can
work. INSA argues that having classified co-working spaces could help intelligence agencies
with ongoing recruitment and retention challenges. They also argue that shared SCIFs could
provide more opportunities for small businesses and startups to compete for intelligence
contracts. Lawmakers in the FY 2018 NDAA directed the Pentagon to develop processes for
building multi-use SCIFs “to facilitate access for small business concerns and nontraditional
defense contractors to affordable secure spaces.” Small businesses typically have to
subcontract with prime contractors who already have a SCIF in order to access classified
information. It is expensive and time consuming to build a SCIF and get it certified so many
small businesses simply don’t qualify for classified contracts on their own, nor can they even
access and apply for classified contracts. #USA #SCRM FNN

→ Russian businessman Yevgeny Prigozhin said on Monday that he had interfered in US
elections and would continue doing so in the future - the first such admission from a figure
implicated by Washington in efforts to influence American politics. In comments posted by
Russian press, Prigozhin said, “We have interfered (in US elections), we are interfering and we
will continue to interfere. Carefully, accurately, surgically, and in our own way, as we know how
to do.” The remark was posted the night before the US midterm elections on November 8.
Prigozhin, who is often referred to as “Putin’s chef” because his catering company operates
Kremlin contracts, has been formally accused of sponsoring Russia-based “troll farms” that seek
to influence US politics. In July, the US State Department offered a $10M reward for information
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on Prigozhin in connection with “engagement in US election interference.” He has also been
sanctioned by the US, UK, and European Union. In September, Prigozhin also admitted to
founding the Kremlin-aligned Wagner Group mercenary firm, which is active in Syria, Africa, and
Ukraine. #Geopolitics #Cybersecurity #RUS #USA #UKR #GBR #EUR Reuters

→ While Beijing’s heightened efforts to influence elections in the US are relatively new, it
has spent years developing strategies to influence politics and elections throughout the
Pacific Rim. In Australia, Beijing-linked donors directly paid prominent politicians to attempt to
shape Australian foreign policy more favorably towards China. There and in New Zealand,
Taiwan, and parts of Southeast Asia, China supported pro-Beijing businesspeople in taking
control of much of the local Chinese-language media. In one notable case, politician Yang Jian,
who spent fifteen years working in China’s military intelligence sector, was elected to New
Zealand’s parliament in 2011. He held top positions dealing with China policy and allegedly
helped soften New Zealand’s approach to Beijing. Australian officials have voiced concerns
about similar attempts. In February, Australia’s security agency foiled an effort by someone
using an offshore account to transfer funds to Australian candidates who supported the interests
of a foreign government. Beijing has also attempted to intervene in elections through
coordinated information and disinformation campaigns designed to promote candidates
sympathetic to Chinese interests. It has done so widely in Australia, New Zealand, and other
places in Asia. In recent years, China has expanded these efforts into the US. According to DoJ
reports, China has spent more over the past six years - $280M - to influence US politics than
any other foreign country. The FBI says it is now operating seven times as many China-related
investigations as it was four years ago. #Geopolitics #USA #CHN #NZL #AUS #TWN CFR

DIGITALIZATION
→ While misinformation has been prevalent during the midterm election season,
researchers warn that the biggest surge may occur after Election Day. The surge of false
narratives may eventually focus on a few key races, where delays in calling the winner or a
candidate’s refusal to concede will spur lawsuits or legislative inquiries, according to a new
report by the Election Integrity Partnership. Several election deniers are running in tight races
where the winner may not be determined for days, researchers warned, likely extending the
wave of misinformation and allowing new theories to gain traction. Researchers have also
expressed concerns this year about polling places, where a large number of partisans in
competitive states have registered to become poll watchers. Despite the fact that poll watchers
are subject to several legal restrictions, researchers warned that partisans looking for voter
fraud may claim they were prevented from detecting it, leading to confrontations that could
spread widely online. The warnings increase the pressure on social media companies and
online platforms that have worked to address misinformation on their websites to continue
special election policies aimed at limiting misinformation's spread. The Center for American
Progress, a liberal think tank, said in a report last week that election misinformation tends to “not
only continue but change and worsen in the postelection environment” — a warning that was
largely ignored by social media companies in 2020. The warnings also complicate decisions
made by Twitter to expand its “blue check” system — used to confirm the legitimacy of notable
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accounts — to anyone willing to pay $8 per month for its subscription service. The decision
raised concerns among misinformation watchdogs — and several Twitter employees — that it
could help spread election lies. #DIG #Geopolitics #USA NY Times

→ Twitter’s daily user growth hit “all-time highs” during the first full week of Elon Musk
owning the platform. Since Musk’s takeover, Twitter’s monetizable daily user (mDAU) growth
has accelerated to more than 20%, while “Twitter’s largest market, the US, is growing even
more quickly,” according to an internal FAQ obtained by The Verge. Per the FAQ, Twitter has
added more than 15M mDAUs, “crossing the quarter billion mark” since the end of Q2, when it
stopped reporting financials as a public company. Twitter last reported more than 237M mDAUs
and a 16.6% yearly growth rate for Q2. The FAQ for advertisers on November 7 stated that
“levels of hate speech remain within historical norms, representing 0.25% to 0.45% of tweets
per day among hundreds of millions.” A post to the sales team notes that 25% of the
organization was affected by Musk’s mass layoffs and that “the decision to scale back our
presence in select geographies contributed significantly to the sales reductions.” The FAQ also
restates Musk’s claim that Twitter won’t change its content moderation policies until it forms and
convenes a “content moderation council of widely diverse viewpoints.” #DIG #Geopolitics #USA
The Verge

→ TikTok may be suppressing content that includes neutral political messages focused
on getting out the vote, according to new research by advocacy project Accelerate
Change. TikToks in which creators speak certain election keywords, such as “voting,”
“midterms,” and “get out the vote,” receive only one-third as many views as otherwise identical
videos that do not include the spoken keywords, the research found. In the study, video creators
created 18 “paired” videos, identical but for one variable: In one set of videos, the creators
spoke aloud (and included in captions) certain election related-keywords, and in the other, they
held up signs with the keywords handwritten on them. The videos with written, rather than
spoken, terms received an average of 3x as many views as their “paired” counterparts —
suggesting that TikTok recommends content including election-related terms at a lower rate than
similar content without such terms. Often, with an algorithm performance experiment like this, it
is difficult to see a pattern in the data, but the outcome was dramatic and clear: TikTok blocks
more than 65% of voting video views, according to Accelerate Change President Peter Murray.
#DIG #Geopolitics #USA Forbes

→ There are growing concerns about the surveillance of delegates at the COP27 climate
talks in Egypt, with cybersecurity experts warning that downloading the official app
requires access to a user's location, photos, and even emails. The official COP27 app,
which has already been downloaded over 5,000 times, requests extensive permissions from
users before installing, including the ability for Egypt's ministry of communications and
information technology to view emails, search photos, and determine users' locations. This
information could be used by the regime of Abdel Fatah al-Sisi to further crack down on dissent
in a country that already has approximately 65,000 political prisoners. Egypt has carried out a
series of mass arrests of people suspected of being protesters in the run-up to COP27,
attempting to vet and isolate any activists in the vicinity of the talks, which will see governments
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attempting to reach an agreement on dealing with the climate crisis. The app is able to access
users’ camera, microphone, bluetooth and location data as well as pair two different apps. #DIG
#Geopolitics #Cybersecurity #EGY The Guardian

→ An offshore company that is trusted by the major web browsers and other tech
companies to vouch for the legitimacy of websites has connections to contractors for US
intelligence agencies and law enforcement, according to a new investigation. TrustCor
Systems’ Panamanian registration records show that it has the same officers, agents, and
partners as a spyware maker identified this year as an affiliate of Arizona-based Packet
Forensics, which has sold communication interception services to US government agencies for
more than a decade, according to public contracting records and company documents. One of
TrustCor's products is an email service that claims to be end-to-end encrypted. According to the
researchers, a test version of the email service included spyware developed by a Panamanian
company affiliated with Packet Forensics. Furthermore, a source familiar with Packet Forensics'
work confirmed that it had used TrustCor's certificate process and its email service, MsgSafe, to
intercept communications and assist the US government in apprehending suspected terrorists.
The latest discovery demonstrates how the technological and business complexities of the
internet's inner workings can be leveraged to a rarely revealed extent. Researchers identified
Packet Forensics twice this year attributable to a paper trail. The company, best known for
selling authorities interception devices and tracking services, is four months into a $4.6M
Pentagon contract for "data processing, hosting, and related services." The latest discovery
demonstrates how the technological and business complexities of the internet's inner workings
can be leveraged to a rarely revealed extent. In a previous spyware case, University of Calgary
and University of California, Berkeley researchers discovered that Measurement Systems, a
Panamanian company, had been paying developers to include code in a variety of innocuous
apps to record and transmit users' phone numbers, email addresses, and exact locations. They
estimated that those apps had been downloaded more than 60M times, with 10M of those being
Muslim prayer apps. #DIG #Cybersecurity #USA #PAN The Washington Post

SATELLITES & NAVIGATION
→ Maxar recently acquired Wovenware, an AI and software firm based in Puerto Rico, as
part of the company's goal of transforming its satellite imagery archive into 3D products
for gaming, media, and other industries. Wovenware was acquired for its expertise in 3D
geospatial technology and machine learning, according to Maxar CEO and President Daniel
Jablonsky. Acquisitions of tech startups like Wovenware are needed investments in order to
generate new sources of revenue from the company’s current and future imaging satellites,
according to Jablonsky. Maxar's 3D digital twin of the Earth has been used to create highly
accurate immersive training environments for the US Army as well as maps for autonomous
vehicle navigation, with gaming and entertainment as the next target markets. Last month,
Maxar collaborated with Blackshark.ai to present a digital twin product at Epic Games' Unreal
Fest conference. Maxar wants developers to be able to use its 3D digital twins in their games
and applications. Filmmakers, for example, could theoretically film anywhere by embedding
Maxar's 3D globe in a game engine. #SAT #AER #AI #DIG #AUT #USA #PRI SpaceNews
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ARTIFICIAL INTELLIGENCE
→ MIT and Carnegie Mellon University researchers are developing an AI model that can
realistically depict how the sound around a listener changes as they move through a
space. Their neural acoustic field (NAF) model is a neural network that can account for the
position of both the sound source and the listener, as well as the geometry of the space through
which the sound has traveled. The researchers fed the NAF visual information about the scene
as well as a few spectrograms (visual pattern representation that captures the amplitude,
frequency, and duration of sounds) of audio gathered from what the listener would hear from
various vantage points and positions to train it. The audio data obtained from a virtually
simulated room was used by the team. Using this information, the model can learn to predict
how the sounds heard by the listener would change if they moved to a different location. For
example, if music was playing from a speaker in the center of the room, the sound would
become louder as the listener moved closer to it, and muffled as the listener moved into another
room. This information can also be used by the NAF to predict the structure of the world around
the listener. This type of model has a wide range of applications, including virtual reality, where
sounds can be accurately generated for a listener moving through a space. Furthermore,
models like this sound-focused one could improve current sensors and devices in low-light or
underwater environments. #AI #DIG #USA Popular Science

NEXT GENERATION COMMUNICATIONS
→ Chinese telecommunications giant Huawei pledged to increase its investments in
Africa for "digital transformation" as it hosted dozens of industry executives and
regulators from the continent for a 5G summit in Bangkok. Local operators in Africa have
heavily invested in Chinese equipment and infrastructure, with Beijing frequently providing
funding to build ICT infrastructure such as data centers, fiber optic cables, and cloud services.
South Africa's Telkom, which is partly state-owned, followed smaller data-only network Rain,
which became Africa's first mobile network operator to deploy commercial 5G infrastructure
using Huawei in 2019. Safaricom, Kenya's largest mobile network operator, became the region's
first telecoms provider to commercially launch 5G high-speed internet services, using
infrastructure built by Huawei and Nokia of Finland. Safaricom's use of multiple vendors is seen
as a way for African operators to avoid US or European sanctions and calls to avoid Chinese
technology. In South Africa, Vodacom, a subsidiary of Britain's Vodafone, employs Nokia
alongside Huawei as a network provider, whereas MTN employs Ericsson, Huawei, and ZTE
technology. To date, no African government has prohibited operators from using Huawei
telecoms equipment. #5G #DIG #SCRM #Geopolitics #CHN #ZAF #KEN #FIN #GBR #EUR
#USA SCMP

FINANCIAL TECHNOLOGY
→ The widespread adoption of China's digital yuan (eCNY) allows for new forms of
government surveillance and social control, according to experts. China launched its first
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pilots of digital cash in 2019, but the eCNY’s appearance at the Olympics was part of a project
with global ambitions. As the first major country to roll out an official digital currency at scale,
China is far ahead of the US and other countries. The People’s Bank of China reported that its
official eCNY app had 261M users at the end of 2021, and that by August 31 more than $14B
had changed hands across 360M transactions. These numbers are expected to grow after a
recent expansion of digital yuan trials in China from about two dozen cities to four entire
provinces. Strategies aimed at promoting the adoption of digital yuan included reimbursing civil
servants’ expenses in digital yuan or depositing small sums in new users’ wallets to encourage
them to try the currency. The infrastructure lays the groundwork for eCNY to be China’s default
payment system in 10 to 15 years, and it has been enough to put the project ahead of any other
government-backed digital currency, according to an analyst. Chinese policymakers are
attempting to create an institutional environment that will make this type of currency with social
control implications more acceptable in the long run, according to an analyst. #FIN #Geopolitics
#DIG #USA #CHN WIRED

AEROSPACE & SPACE
→ The space economy was worth nearly $470B in 2021, with the commercial sector
accounting for the majority of that money as technological innovation has significantly
reduced the costs of operating in space. The rapidly expanding space infrastructure is
creating new uses and users for space assets. Here are four companies that are leading space
innovation projects:

➔ Space Tourism: Space Perspective, a startup based in the US, plans to launch tourist
trips to the edge of space in 2024, with a six-hour return trip costing $125k per person.
The startup claims to have developed the world's first carbon-neutral spaceship. Its
capsule, Spaceship Neptune, is powered by renewable hydrogen and thus emits almost
no emissions.

➔ Lab-Cultivated Food in Space: Aleph Farms, based in Israel, has been experimenting
with growing lab-cultivated meat in space. As space exploration programs expand, the
company aims to develop techniques to provide a self-sustaining food system to provide
fresh food for astronauts. It also wants to better understand the effects of microgravity on
some of the processes involved in the formation of muscle tissue in cow cells in order to
produce cultivated steak.

➔ 3D-Printed Space Rockets: Relativity Space uses 3D-printing to make reusable rockets
and is building the world’s largest 3D-printing factory. The company's goal is to "make
humanity multiplanetary" by putting 1M people on Mars. According to the company, its
techniques can build rockets 10x faster than traditional methods, allowing for faster,
more frequent, and lower-cost access to space.

➔ Building the World’s First Commercial Space Station: Axiom Space manages
missions to the International Space Station (ISS) for governments, corporations, and
individuals. These funds support the development and testing of new technologies,
including in-space manufacturing, regenerative medicine, accelerated disease modeling,
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and pharmaceutical development. It is also building the world's first commercial space
station, which will replace the ISS that is set to be retired by 2030.

#AER #GRN #BIO #MFG #USA #ISR WEF Space Foundation

BIOTECHNOLOGY
→ For the first time, a vaccine targeting breast cancer has been successfully used in
phase one of human trials, a vaccine that took 20 years to develop by University of
Washington School of Medicine researchers. During phase one trials, the experimental
breast cancer vaccine was found to be both safe and effective in preventing the growth of
human epidermal growth receptor 2 (HER2) cancer tumor cells. Previous studies have
confirmed that high levels of HER2 protein in the body are responsible for the most complex,
aggressive, and rapidly spreading type of breast cancer in women. In fact, excess HER2 protein
production is responsible for 30% of all breast cancer cases. In general, half of all patients with
HER2-positive breast cancer die within five years of being diagnosed. 80% of those who
received the breast cancer vaccine survived the 10-year assessment period. Participants who
received the 100 mcg dose experienced a significant cytotoxic immune response in their bodies.
Furthermore, no participant reported any severe side effects. The researchers are now
conducting phase two trials of their vaccine. #BIO #USA Interesting Engineering

→ In a medical breakthrough, red blood cells grown in a lab have been transfused into
volunteers in a world-first clinical trial. The RESTORE (Recovery and survival of stem
cell-originated red cells) single-cell randomized trial, a collaboration between the NHS Blood
and Transplant (NHSBT) and teams in Bristol, Cambridge, and London, was designed to
compensate for the scarcity of rare blood group types. First, the donors were drawn from the
NHSBT's blood donor pool. The chosen donors donated a pint of blood, from which flexible
stem cells capable of transforming into red blood cells were extracted using magnetic beads. In
labs, these special stem cells are grown in large numbers before being "guided" to become red
blood cells. Eventually, 0.16-0.33 ounces — about one to two teaspoons — of lab-grown cells
are infused. The trial then compares the longevity of lab-grown cells to infusions of standard red
blood cells from the same donor. Furthermore, if the engineered cells are shown to last longer in
the body, patients who require blood on a regular basis may not require transfusions as
frequently. This will help to reduce the "iron overload" caused by frequent blood transfusions.
The two people who were transfused with lab-grown red cells are said to be fine, with no
negative side effects. #BIO #GBR BBC Interesting Engineering

→ North Carolina State University researchers demonstrated in a new study that viruses
engineered with a CRISPR-Cas system can thwart bacterial defenses and make selective
changes to a targeted bacterium — even when other bacteria are nearby. The researchers
used two different engineered bacteriophages to deliver CRISPR-Cas payloads for targeted
editing of E. coli, first in a test tube and then in a synthetic soil environment designed to mimic
soil – a complex environment that can harbor a wide variety of bacteria. T7 and lambda, the
engineered bacteriophages, both found and delivered payloads to the E. coli host on the lab
bench. These payloads manipulated the bacterium's antibiotic resistance by expressing
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bacterial fluorescent genes. The researchers then used lambda to deliver a cytosine base editor
to the host E. coli. Rather than the sometimes harsh cleaving of DNA sequences by CRISPR,
this base editor changed only one letter of E. coli's DNA, demonstrating the system's sensitivity
and precision. These modifications inactivated specific bacterial genes while leaving E. coli
unchanged. Finally, the researchers demonstrated on-site editing using an EcoFAB loaded with
a synthetic soil medium of sand and quartz, as well as liquid, to simulate a soil environment.
The researchers also used three different types of bacteria to see if the phage could specifically
find E. coli in the system. Lambda was inserted into the fabricated ecosystem and it was very
effective at detecting E. coli and making the desired genetic changes. #BIO #USA ScienceDaily

→ Massachusetts-based biotech company Synlogic announced the results of a study
showing that its engineered version of the bacteria provided some benefit to patients
with phenylketonuria (PKU). People with the disorder are unable to break down an amino acid
known as phenylalanine, or Phe for short, which is found in high-protein foods such as meat and
eggs. If left unchecked, phenylalanine can accumulate in the brain and cause intellectual
disability, seizures, and behavioral symptoms. The company's scientists genetically engineered
the E. coli Nissle strain to produce an enzyme found in plants, yeast, and other bacteria that
eats phenylalanine. They also removed a gene from the bacteria to prevent it from replicating in
the gut. This was done to ensure that the bacteria did not establish a permanent home and
potentially cause gastrointestinal problems later on. Within a week, the engineered bacteria is
eliminated from the GI tract. The company enrolled 20 adults with high phenylalanine levels in
the trial. Participants drank a powdered version of the engineered bacteria mixed with water or
juice three times a day, before each meal. During the two-week study, the volunteers consumed
the same amount of protein as usual, allowing researchers to accurately assess the effect of the
engineered bacteria. 15 of the initial 20 participants finished all required doses. 60% saw a more
than 20% reduction in their phenylalanine levels after one or two weeks, as measured by blood
draws. The average Phe reduction among the nine participants was 42%. The company chose
a 20% reduction because it is thought to reduce the risk of brain damage caused by Phe
buildup. The company intends to conduct a larger Phase 3 study with 100 to 200 patients to
investigate the effects of the engineered bacteria over a longer period of time. #BIO #USA
WIRED

GREEN TECHNOLOGY
→ Tidal, an Alphabet X division project, is a previously unrevealed program that plans to
use cameras, computer vision, and machine learning to track the carbon stored in ocean
biomass. According to studies, the oceans could absorb a sizable portion of the billions of
additional tons of CO2 that may need to be scrubbed from the atmosphere each year to keep
temperatures under control by 2050. However, this will necessitate the restoration of coastal
ecosystems, the growth of more seaweed, the addition of nutrients to stimulate plankton growth,
or other similar interventions. Tidal chose seagrass as an initial focus because it is a
fast-growing plant that is particularly effective at absorbing carbon dioxide from shallow waters.
However, scientists only have a rudimentary understanding of how much carbon seagrass
sequesters and how important the plant is in climate regulation. It will be difficult to track climate
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progress and build credible carbon credit marketplaces that would pay for such practices
without that knowledge and affordable ways to verify that restoration efforts actually store away
more carbon. Tidal hopes to solve the problem by creating models and algorithms that convert
the 3D maps of seagrass it captures into reliable estimates of the carbon stored beneath. If it
works, automated versions of Tidal's data-harvesting technology could provide the verification
tool that has been missing. This could help jump-start and validate marine-based carbon credit
projects and markets, thereby restoring ocean ecosystems and slowing climate change. The
team hopes to develop autonomous versions of its tools, possibly in the form of swimming
robots outfitted with cameras, that can remotely monitor coastlines and estimate biomass
growth or loss.

#GRN #BIO #DIG #AI #AUT #USA MIT Technology Review

ADVANCED MANUFACTURING
→ Humanoid robots, such as the recently unveiled Tesla Bot, could be a $150B market
within the next 15 years, according to a new Goldman Sachs report. The unveiling of
Tesla's humanoid robot prototype, the "Optimus," has reignited debate over the financial
potential of such innovation. Analysts estimate that in 10-15 years, a market size of at least $6B
is achievable to fill 4% of the US manufacturing labor shortage gap by 2030 and 2% of global
elderly care demand by 2035. According to the report, if the obstacles of product design, use
case, technology, affordability, and widespread public acceptance are completely overcome,
analysts estimate a market of up to $152B by 2035 in a blue-sky scenario (close to the global
EV market and ~33% of the global smartphone market as of 2021), implying that labor shortage
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issues such as manufacturing and elderly care can be addressed to a large extent. The report
suggests investing in motion component suppliers to capitalize on this new market. #MFG #AI
#AUT #DIG #SCRM #USA Interesting Engineering Electrek

→ In a new video, Ameca, a humanoid robot, claims that she will have functional legs in
less than a year. During a Q&A on YouTube, Ameca said: “I can't walk, but I have seen
prototype legs in the Engineered Arts lab.” The British company Engineered Arts’ engineers are
working on prototype legs for the robot, which should be ready within the next year.
Furthermore, cameras in Ameca's eyes are being trained to recognize faces and determine who
is paying attention or making eye contact during conversations. This method of teaching robots
manners is another step in the long, complicated process of creating human-like machines that
can live and work alongside people — and, more importantly, do so safely. The reason for
developing a humanoid machine, according to Jackson, the company's CEO, is to perform tasks
that require human interaction. With a little more development, Ameca could be a good
companion for an elderly person, keeping an eye on them, telling them when their favorite show
is about to air on television, and never getting tired of reminding the forgetful. The goal of
Engineered Arts is to teach its robots to play board games like chess.

#MFG #AUT #GBR The Economist Daily Mail

→ Google’s robotics researchers developed a robot that can write its own programming
code based on natural language instructions. Code as Policies (CaP) is a coding-specific
language model derived from Google's Pathways Language Model (PaLM) that interprets
natural language instructions and converts them into executable code. Google's researchers
trained the model by feeding it examples of instructions and corresponding code (formatted as
code comments written by developers to explain what the code does to anyone reviewing it).
Given a comment-like prompt, it may generate some likely robot code. CaP can also make use
of specific language arithmetic and logic. A model trained in Python, for example, can use the
appropriate if/else and for/while loops as needed, as well as third-party libraries for additional
functionality. It can also convert ambiguous descriptions such as "faster" and "to the left" into the
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precise numerical values required to complete the task. CaP also has some non-code features,
such as understanding emojis and non-English languages, because it is built on top of a regular
language model. #MFG #AI #AUT #DIG #USA Popular Science

AUTONOMOUS SYSTEMS
→ Alphabet’s Wing and DoorDash are launching a pilot program in which users in select
Australian neighborhoods can have DoorDash orders delivered by drone. Wing's current
workhorse can lift about 2.5 pounds and the company is working on models designed for
heavier and lighter loads. The DoorDash experiment marks the first time Wing delivery will be
available through a third-party app. This appears to be a significant milestone for the company,
as it increases the number of locations from which Wing deliveries can be made.

#AUT #SCRM #USA #AUS The Verge

SEMICONDUCTORS & CHIPS
→ As a result of Europe's efforts to improve its domestic chip manufacturing industry,
China has found itself at the center of a number of disputes on the continent. This week
alone, Germany blocked Chinese investment in two domestic semiconductor manufacturers.
Silex, a Swedish subsidiary of Chinese conglomerate Sai Microelectronics, was denied
permission by the German government to acquire Elmos' chip factory in Dortmund for $85M.
Berlin also blocked investment in ERS Electronic, which is based in the southern state of
Bavaria, according to government sources. ERS Electronic had been exploring the possibility of
receiving investment from a Chinese private equity firm, according to a company spokesperson.
In recent months, Germany has taken steps to safeguard Western semiconductor technology
and supply chains from Chinese influence. Germany's economic minister, Robert Habeck,
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reportedly stated that while the country should build relations with China on a broader level,
Germany must exercise "particular sensitivity" when it comes to transactions in "critical sectors"
such as the semiconductor industry. Furthermore, the blocked wafer fab sale in Germany came
as China's government warned Taiwan about its plans to invest in chip manufacturing and other
high-tech industries in Lithuania. The warning came after Taiwan announced a $3.5M
investment in Lilit, a Lithuanian startup focused on ultrafast laser technology. The investment is
the first of three planned investments in the European country's high-tech industries totaling
nearly $10M. Furthermore, Taiwan's Industrial Technology and Research Institute intends to
collaborate with Lithuanian electronics manufacturer Teltonika to develop chip manufacturing
capabilities. Taiwan's National Development Council minister, Ming-hsin Kung, reportedly stated
that semiconductors will be the primary focus of Taiwan's collaboration with Lithuania. The
partnership is also expected to increase spending on EV and laser development in the Baltic
state. #CHP #GRN #MFG #SCRM #Geopolitics #DEU #EUR #SWE #CHN #TWN #LTU
Reuters The Register Financial Times DigiTimes

→ Nvidia has released a scaled-down version of its high-end A100 GPU in order to
circumvent recent US government restrictions on how companies can sell AI training
systems to adversary countries, like China and Russia. According to an unidentified Nvidia
spokesperson, the GPU is an alternative product to the Nvidia A100 GPU for Chinese
customers that meets the US Government's clear test for reduced export control and cannot be
programmed to exceed it. The fact that Nvidia states that the limits cannot be programmed to be
exceeded is significant. When GPUs were in short supply, the company announced that its new
cards would have non-hackable limiters, making the cards less desirable for crypto mining. It
wasn't long before people discovered how to circumvent those restrictions. This is consistent
with the trend of Chinese chipmakers, such as Alibaba and Biren Technology, recently tweaking
their most advanced chip designs to reduce processing speeds and avoid US-imposed
sanctions aimed at stifling Chinese computing power. The US export controls extend to
third-country chip manufacturers because almost all semiconductor fabrication plants use
American components or software, meaning the rules may amount to an embargo on all
high-end processors entering China. Because of the specifications in the export rules, three
Chinese engineers at design groups working with TSMC said it was difficult for the Taiwanese
group or any fab to accurately judge a processor's power. As a result, TSMC began asking
Chinese clients to self-report their chip output and sign disclaimers. #CHP #AI #SCRM
#Geopolitics #Cybersecurity #USA #CHN #RUS #TWN The Verge Reuters SCMP WSJ Ars
Technica

QUANTUM TECHNOLOGY
→ On November 9, IBM launched its most powerful quantum computer to date called the
Osprey, a 433-qubit machine that has 3x the number of qubits than its 2021 Eagle
machine. IBM stated that it expects this system to be operational by the end of next year, and
that it will serve as the foundation for "quantum-centric supercomputing" by connecting multiple
Quantum System Twos. By connecting three of these systems, IBM claims it can create a
system with up to 16,632 qubits. IBM's quantum roadmap includes two  more stages, the
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1,121-qubit Condor and 1,386-qubit Flamingo processors in 2023 and 2024, before the
4,000-qubit Kookaburra processor in 2025. #QNT #CHP #USA Reuters TechCrunch

→ Separately, IBM has been in talks with the Biden administration on potential export
controls for quantum computers. Instead of limiting the technology solely on processing
power, IBM recommended that any regulations that are developed cover potentially problematic
uses of quantum computing. The Biden administration is considering new export controls that
would restrict China's access to quantum and other powerful emerging technologies. #QNT
#SCRM #Geopolitics #USA #CHN Bloomberg

GEOPOLITICS
→ Microsoft's proposed $69B takeover of Activision Blizzard is being investigated
thoroughly by the EU after regulators expressed concern that the software giant could
restrict access to blockbuster franchises such as Call of Duty. The acquisition of Activision,
which owns some of the most popular games such as World of Warcraft and Guitar Hero, would
make Microsoft the world's third-largest gaming company and expand the Xbox maker's roster
of titles available to Game Pass subscribers. However, the transaction is already being
scrutinized by antitrust authorities around the world. Microsoft accused the UK's Competition
and Markets Authority last month of basing its decisions on "self-serving" input from rival Sony.
The US FTC is also investigating the transaction, including how it may affect workers. According
to preliminary findings, the deal could "significantly reduce competition on the markets for the
distribution of console and PC video games," including multi-game subscription services, cloud
game streaming services, and PC operating systems, according to EU regulators on November
8. #Geopolitics #DIG #EU #USA Bloomberg

→ According to a draft report for the European Union's parliament, spyware such as
Pegasus is being used by state-run organizations across the European Union to snoop
on politicians and journalists with virtually no EU-level oversight. Citizens can "safely
assume that all EU member states have purchased one or more commercial spyware products,"
such as Pegasus, developed by Israel-based NSO, according to the document. The report
focuses on the use of spyware and is based on investigations by journalists and civil society
organizations, as well as the parliament's own research missions. Its publication follows the
conclusion of a fact-finding mission to Greece earlier this month, where the government intends
to pass a new law prohibiting private companies from using spyware. According to the report,
which will be voted on in the coming months, Cyprus and Bulgaria serve as export centers for
spyware, Ireland offers favorable fiscal arrangements to a large vendor, and Luxembourg is a
banking hub for many players in industry. Czech capital Prague hosts the annual European fair
of the spyware industry, the ISS World “Wiretappers Ball.” The report cites cases of spying
including on Nikos Androulakis, president of Greece’s opposition socialist Pasok party and
Polish senator Krzysztof Brejza, who served as campaign leader of the opposition party Civic
Platform. Yet governments have been short on cooperation in investigating such cases,
according to the report. #Geopolitics #Cybersecurity #EU #ISR #GRC #CYP #BGR #IRL #LUX
#CZE #POL Bloomberg NY Times
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CYBERSECURITY
→ Swiss Re is advocating for a public-private partnership insurance system, with one
alternative being a government-backed fund to help bridge the coverage gap, as
insurance companies struggle to stay afloat in the face of mounting cybersecurity
claims. Global cyber insurance premiums reached $10B in 2021. The insurance giant
forecasted 20% annual growth to 2025 in a study released this week, with premiums rising to
$23B over the next few years, according to Swiss Re. Meanwhile, annual cyberattack-related
losses totaled ~$945B globally, with ~90% of that risk remaining uninsured, according to
Geneva Association insurance researchers. While Forrester estimates that the average data
breach costs $2.4M in investigation and recovery, only 55% of businesses currently have cyber
insurance policies. Furthermore, less than 20% have coverage limits in excess of $600k, which
is the analyst firm's estimate of the median ransomware demand in 2021. According to John
Coletti, head of cyber reinsurance at Swiss Re, "our industry has a critical role to play in
addressing three issues: improving data and modeling, increasing contract consistency and
clarity, and identifying new sources of capital." All three of these points are recommended by the
Swiss Re Institute to help mitigate exposure to cyber risk — and keep the insurance industry
profitable. While the industry has traditionally quantified risks using backward-looking data, this
does not work for cyber risk due to a lack of standardized data and the rapidly changing threat
landscape. Swiss Re also advises insurers to revise policy language regarding exclusion
clauses, terms and conditions in order to clarify the scope of coverage. Other insurance
companies and marketplaces are also struggling with policy language. Lloyd's of London
recently announced that its sellers' policies will no longer cover losses caused by certain
nation-state cyberattacks or those occurring during declared or undeclared wars. Following the
2017 NotPetya cyberattack, two other major insurers, ACE American Insurance Company and
Zurich American Insurance Company, were sued for lack of coverage clarity. In this case, the
issue was what constitutes an act of war, which could invalidate an insurance claim, and
whether insurance companies should pay damages caused by network intrusions supported or
organized by nation-states. #Cybersecurity #Geopolitics #CHE #GBR #USA The Register

→ The market for cybersecurity technology and service providers is worth an estimated
$2T, according to a new survey. At the current rate of growth, damage from cyberattacks will
amount to about $10.5T annually by 2025 — a 300% increase from 2015 levels. A survey of
4,000 midsized companies suggests that threat volumes will almost double from 2021 to 2022.
According to the survey, nearly 80% of the observed threat groups operating in 2021, and more
than 40% of the observed malware, had never been seen previously. According to McKinsey’s
research on the importance of digital trust, in the past 12 months nearly 10% of respondents
reported stopping business with a supplier after learning of a data breach. Over the past three
years, companies have boosted their share of total log volume visibility from about 30% to ~50%
on average and are pushing toward 65-80% over the next three years. Additionally, it was
shown that spending on products and services from vendors is set to rise 13% annually up to
2025 — a significant uptick from 10% growth over the past three to five years. This growth will
be spurred by an evolving threat landscape and talent shortages — a gap of at least 600,000 in
the US alone, according to analysts.
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#Cybersecurity McKinsey & Company

→ Microsoft accused state-backed hackers in China of abusing the country’s
vulnerability disclosure requirements in an effort to discover and develop zero-day
exploits. In its yearly Digital Defense Report, Microsoft said it observed Chinese threat actors
using an increased number of zero days over the past year. Microsoft said this sudden spike in
zero day exploits from Chinese actors comes as a direct result of a new law passed by the
government there last year. In July 2021, the Cyberspace Administration of China (CAC) issued
stricter rules around disclosing vulnerabilities for companies operating within its borders. It
requires that all Chinese security researchers report new vulnerabilities they find to a state
agency. Concerns that the Chinese military would exploit vulnerabilities before reporting them
more broadly was an integral part of the investigation into the handling of the widespread Log4j
vulnerability. Reports emerged earlier this year that the Chinese government had sanctioned
Alibaba for reporting the vulnerability to Apache first, rather than to the government. Australian
cybersecurity experts at Risky Biz are not convinced that China’s offensive cyber program is
getting help from the state’s mandatory disclosure law. They argue China has a huge
cybersecurity scene so there is no need for them to “steal” someone’s bug report when they
could just as easily purchase it from a discrete private contractor. Further, China APTs are no

16
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/cybersecurity/new-survey-reveals-2-trillion-dollar-market-opportunity-for-cybersecurity-technology-and-service-providers?cid=other-soc----oth---&sid=8087742741&linkId=188261920
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5bUvv?culture=en-us&country=us
https://www.zdnet.com/article/log4j-chinese-regulators-suspend-alibaba-partnership-over-failure-to-report-vulnerability/
https://www.zdnet.com/article/log4j-chinese-regulators-suspend-alibaba-partnership-over-failure-to-report-vulnerability/
https://www.protocol.com/bulletins/alibaba-cloud-log4j


different from the rest of the world for looking into vulnerabilities. #Cybersecurity #Geopolitics
#USA #CHN The Record Risky Biz

SUPPLY CHAINS
→ Europe's largest auto-parts manufacturer Bosch intends to use more than 20 IBM
quantum computers to help identify alternatives to the metals and rare-earth elements
currently used in electric motors and fuel cells. The computers are to simulate the properties
of the new materials. Nickel and copper have become highly contested commodities as
automakers and battery manufacturers search the globe for limited supplies. Finding
alternatives would be one way to cut costs. The collaboration with IBM "underscores the
importance that alliances have for Bosch's digital transformation," according to a statement from
the parts manufacturer. #SCRM #QNT #GRN #EUR #DEU #USA Bloomberg

→ TSMC is laying the groundwork for a second US plant adjacent to a $12B complex it is
building, a significant expansion that, if approved, will boost American efforts to advance
domestic chipmaking. The world's largest contract chipmaker has begun construction on a
building that will eventually house its second fabrication facility in Arizona, using resources
already committed to the current project, according to a statement from the company. However,
TSMC stated that it has not made a final decision on whether to build a new plant. #SCRM
#CHP #TWN #USA Bloomberg

→ China's chip imports fell the most in 2022, when imports fell by more than 13% in
October due to US restrictions and weak demand. China imported 458B integrated circuits
(IC) in the first 10 months of the year, a ~13% decrease from the ~528B units imported in the
same period in 2021, according to data released by the General Administration of Customs on
November 7. It was a faster decline than the first nine months, when imports were down 12.8%.
The lower volume also represents a reversal from 2021, when IC imports increased 21.3% YoY
in the same 10-month period. Despite the lower volume, higher chip prices increased the value
of chip imports by 1.3% to ~$351B for the period. #SCRM #CHP #Geopolitics #CHN #USA
SCMP
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