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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Russian threats to attack commercial
Western satellites, TikTok plans to surveil Americans, Twitter losing its users likely to
TikTok and Instagram, regulatory debate in the US over airplane safety and C-Band

allocations, Toyota is reconsidering its EV strategy to compete with Tesla, new transistor
technology could dethrone TSMC, and FBI arrests Chinese citizens charged with

obstructing federal investigations into Huawei.



NEXT5 EDITOR’S HIGHLIGHTS
→ Senator Wyden says Chinese hackers are exploiting gaps in US intelligence sharing
and wants FTC officials to have access to US secrets. Senator Wyden, a member of the
Senate Select Committee on Intelligence, warned that Chinese hackers are more easily able to
steal personal data because of a lack of intelligence sharing between the US Intelligence
Community and the Federal Trade Commission. In a letter written jointly to FTC Lina Khan and
DNI Avril Haines, he wrote “the intelligence community is sharing very little information” with the
FTC, especially about personal information or employees that China is likely to target for cyber
espionage. Such data categories could include information about Americans’ health, DNA,
location data, facial recognition, and workplaces, according to Wyden’s office. He says sharing
this kind of information would help the FTC better protect the information and hold accountable
companies and government agencies whose “negligent cybersecurity has resulted in the theft of
their customers’ personal data… With this information the FTC could then identify the
companies that hold such data, scrutinize their security, and if it is found lacking, force the firms
to shore up their security before they are hacked.” #Geopolitics #DIG #BIO #USA #CHN
Bloomberg

→ JPMorgan Chase CEO Jamie Dimon and his Goldman Sachs counterpart David
Solomon said geopolitics -  the Ukraine War and US-China tensions - are a bigger threat
than recession, though recession is likely. The two spoke at an event in Saudi Arabia, Davos
in the Desert, amid an escalating dispute over an OPEC+ decision to cut oil production that risks
causing lasting damage to political relations between the US and Saudi Arabia. Dimon
expressed confidence that US-Saudi relations will prevail and insisted geopolitics in other areas
are his top concern. He said “The most important thing is the geopolitics around Russia and
Ukraine, America and China, relationships of the western world… That to me would be far more
concerning than whether there is a mild or slightly severe recession.” Solomon said economic
conditions are going to “tighten meaningfully from here” as the Fed has made it clear it is going
to raise the path target for interest rates. “When there is an economic scenario where inflation is
embedded it’s very hard to get out of it without a real economic slowdown.” #USA #SAU #CHN
#RUS #UKR Fortune

→ A senior Russian foreign ministry official said that commercial satellites from the US
and its allies could become legitimate targets for Russia if they were involved in the war
in Ukraine. Konstantin Vorontsox, deputy director of the Russian foreign ministry’s department
for non-proliferation and arms control, told the UN that the US and its allies were trying to use
space to enforce Western dominance. Vorontsov said the use of Western satellites to aid the
Ukrainian war effort was “an extremely dangerous trend… Quasi-civilian infrastructure may be a
legitimate target for a retaliatory strike” and added that the West’s use of such satellites to
support Ukraine was “provocative.” He said, “We are talking about the involvement of
components of civilian space infrastructure, including commercial, by the US and its allies in
armed conflicts.” He did not mention any specific satellite companies. #SAT #Geopolitics #USA
#RUS #UKR Reuters
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DIGITALIZATION
→ A China-based team at TikTok’s parent company, ByteDance, planned to use the
TikTok app to monitor the personal location of some specific American citizens, according
to materials reviewed by Forbes. The team behind the project - ByteDance’s Internal Audit and
Risk Control department - is led by Beijing-based executive Song Ye, who reports to ByteDance
co-founder and CEO Rubo Liang. The team primarily conducts investigations into potential
misconduct by current and former ByteDance employees. But in at least two cases, the Internal
Audit team also planned to collect TikTok data about the location of a US citizen who had never
had an employment relationship with the company. It is unclear whether ByteDance actually
collected data about Americans but the plan was for Beijing-based ByteDance to obtain location
data from US users’ devices for surveillance purposes - not for targeted ads etc., as is typical for
most social media apps. TikTok is reportedly close to signing a contract with the US Treasury’s
CFIUS (Committee on Foreign Investment in the US). In September, the Biden Administration
signed an EO enumerating specific risks that CFIUS should consider when assessing
companies of foreign ownership. #DIG #Geopolitics #USA #CHN Forbes

→ The Republican National Committee (RNC) filed a lawsuit against Alphabet’s Google
for allegedly sending its emails to users’ spam folders. The US political committee accuses
the tech giant of “discriminating” against it by “throttling its email messages because of RNC’s
political affiliation and views,” according to the suit filed in US District Court in California. A
Google spokesperson said, “We simply don’t filter emails based on political affiliation. Gmail’s
spam filters reflect users’ actions.” Spam filters on email services typically weed out unsolicited
“spam” messages and divert them to a separate folder. The RNC said that for most of the
month, nearly all of its emails end up in users’ inboxes but at the end of the month, which is an
important time for fund-raising, nearly all of their emails end up in spam folders. The committee
said the discrimination had been going on for about ten months despite its best efforts to work
with Google. It said the alleged routing of its emails to spam folders had eaten up revenue and
that more money would be lost in coming weeks as midterm elections loom. Republicans have
long accused big tech companies of discriminating against conservative views and suppressing
free speech, an assertion tech companies strongly deny. #Geopolitics #USA #DIG Reuters

→ Deepfakes of celebrities have begun appearing in ads, with or without their permission
and US law is slow to keep up. Digital simulations of Elon Musk, Tom Cruise, Leo DiCaprio
and others have shown up in ads, as the image-melding technology grows more popular and
presents the marketing industry with new legal and ethical questions. None of these celebrities
ever spent a moment filming these campaigns. And in the case of Musk, Cruise, and DiCaprio,
they never even agreed to endorse the companies in question. According to experts, the
growing adoption of deepfake software could eventually shape the industry in profound ways
while creating new legal and ethical questions. Authorized deepfakes could allow marketers to
feature huge stars in ads without requiring them to actually appear on-set or before cameras,
bringing down costs and opening new creative possibilities. But unauthorized, they create a
legal gray area: celebrities could struggle to contain a proliferation of unauthorized digital
reproductions of themselves and the manipulation of their brand and reputation. US lawmakers
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have begun to address the deepfake phenomenon as some states have moved to outlaw the
use of deepfakes for revenge porn or political ads. And last year, the NDAA instructed DHS to
produce annual reports on threats posed by the technology. But experts say they are not aware
of any laws specifically addressing the use of deepfakes in commercials. #DIG #USA WSJ

→ Twitter is struggling to keep its most active users engaged, according to internal
company documents reviewed by Reuters. The social media site’s “heavy tweeters” account for
less than 10% of monthly overall users but generate 90% of all tweets and half of global
revenue. Heavy tweeters have been in “absolute decline” since the pandemic began, a Twitter
researcher wrote in an internal document titled “Where did the Tweeters Go?” A “heavy tweeter”
is defined as someone who logs in to Twitter six or seven days a week and tweets about three
to four times a week, the document said. The research also found a shift in interests over the
past two years among Twitter’s most active English-speaking users that could make the
platform less attractive to advertisers. Topics that have traditionally made Twitter a popular
platform for its millions of users are now in decline among the most active English-speaking
users. Twitter did not say what percentage of heavy twitters are English-speaking but experts
say they likely count for a large portion as most of Twitter's ad business is in English. The study
made no specific conclusions about why heavy users of the platform are declining. Twitter is
also losing a “devastating” percentage of heavy users who are interested in fashion or
celebrities. Twitter researchers said they are likely decamping to rival platforms like Instagram
and TikTok. The study concluded “It seems as though there is a significant discrepancy between
what I might imagine are our company values and our growth patterns.” #USA #DIG
#Geopolitics Reuters

SATELLITES & NAVIGATION
→ Apex Space, a startup aiming to revolutionize satellite bus manufacturing, came out of
stealth mode this week with a $7.5M seed round led by Andreessen Horowitz. The Los
Angeles-based firm has targeted the satellite bus — the part of the spacecraft that houses the
payload — as the "new bottleneck" in the space industry. Apex intends to build its first bus in
2023 as a demonstration vehicle, followed by five in 2024. The production will increase to 100 in
2026, when Apex expects to meet current market demand. The company is up against
competition from two directions. One is from a company that manufactures smallsat buses, such
as Millennium Space Systems, Terran Orbital, and York Space Systems. The other comes from
companies that design and manufacture their own satellite buses, such as SpaceX for its
Starlink constellation and Amazon for its upcoming Project Kuiper constellation. According to
the startup's founders, Apex will differentiate itself from other smallsat manufacturers by
focusing primarily on commercial customers, whereas its competitors do extensive business
with the Space Development Agency and other government organizations. Apex claims it can
also provide a better solution for companies that manufacture small volumes of satellites
in-house.   The ability to mass-produce satellites is essential to a long-term future for humanity in
space, according to the company’s CEO. #SAT #AER #USA SpaceNews TechCrunch
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→ Farmers are using satellite images to quantify the amount of carbon stored in their soil
and validate the credits they are selling. Companies and people seeking carbon credits to
offset their emissions are willing to compensate farmers that practice sustainable agriculture and
trap carbon in their fields. The problem is that it is challenging to tell whether a field has
absorbed more carbon: Throughout the nation, routine physical samples must be taken and
forwarded to a laboratory for analysis. Perennial, a Colorado-based startup, is attempting to
solve that issue by analyzing the spectrum of reflected light using multispectral satellite imagery
to allow accurate identification of carbon in the soil, even with satellite images with a spatial
resolution of only 10 meters. By comparing the amount of light reflected at different
wavelengths, farmers can learn to identify materials, even without the picture. Satellite images
are fed into a machine learning algorithm, along with environmental data about the field in
question, such as elevation and climate, to calculate the carbon content of the soil. To
accurately train the algorithm, the company’s research team collected thousands of soil
samples, digging holes in fields across the US to calibrate their models for different climate
conditions and crop types. The team was able to remotely quantify carbon in the ground by
training their model on these representative physical measurements. This is a critical step
toward unlocking the soil carbon market, according to the company. Perennial anticipates
providing farmers in the future with the financial incentive they require to abandon ecologically
detrimental methods and rehabilitate the land in light of widespread soil erosion and growing
agricultural chemical prices. In addition to crop fields, the organization is currently training its
algorithms in other countries and continents and tackling new types of land, such as grazing and
pasture lands. #SAT #AER #GRN #USA WIRED

ARTIFICIAL INTELLIGENCE
→ On October 25, stock image giant Shutterstock announced an extended partnership
with OpenAI, which will see the AI lab’s text-to-image model DALL-E 2 directly integrated
into Shutterstock “in the coming months.” Shutterstock is also launching a "Contributor
Fund," which will compensate creators when the company sells work used to train text-to-image
AI models. This comes after widespread criticism from artists whose work was scraped from the
web without their permission to create these systems. Notably, Shutterstock has prohibited the
sale of AI-generated art created outside of its DALL-E integration on its website. It's a significant
step — the first major initiative by a platform holder to reimburse creators in this manner — but it
also highlights the thorny legal and ethical issues surrounding this new technology. Although it
appears that scraping or purchasing data to train AI art generators is legal (under Fair Use),
many experts are concerned about future challenges and complications. Getty Images, for
example, has prohibited the sale of AI art on its platform due to concerns that its inability to
copyright the output of these systems will cause customers to face licensing issues. This is why
Shutterstock prohibits third-party AI art from being uploaded to its platform — because it cannot
validate the model used to create the content and thus cannot determine who owns the
copyright. #AI #DIG #USA The Verge

NEXT GENERATION COMMUNICATIONS
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→ An ambitious race to connect directly from space to devices like smartphones began
earlier this year. Multiple companies are involved in this race including partners – from Apple,
Iridium, SpaceX, T-Mobile and AT&T, among others – have come to the fore in 2022. According
to Patricia Cooper, founder of Constellation Advisory and former SpaceX VP for satellite
government affairs, “One of the differences [from earlier generations] is the capability of today’s
satellites in low Earth orbit, which means that they might be able to deliver more than just a thin
kind of text, or almost like a pager, service.” SpaceX this summer announced a partnership that
would allow T-Mobile users to send messages from places unreachable by terrestrial cell
towers, utilizing SpaceX’s second generation of Starlink satellites. Companies must overcome
key technological and regulatory hurdles to bring these long-envisioned networks to market.
#5G #USA CNBC

→ The Federal Aviation Administration (FAA) wants the U.S. telecommunications
regulatory agency to ensure a delay in some 5G C-Band transmissions from smaller
operators. In a previously unreported letter dated Friday, Nolen cited industry data established
"aviation safety would be compromised if the U.S. government does not codify certain additional
operating limits in the 5G C-Band environment." Concerns that the 5G service could interfere
with airplane altimeters, which give data on a plane's height above the ground and are crucial
for bad-weather landing, led to disruptions at some US airports earlier this year. Nolen's letter
warns that without the FCC mandating the mitigations "the FAA would be forced to take
immediate steps to ensure the safety of the traveling public, raising the likelihood of flight
disruptions across the United States." Airlines CEOs in January had warned of an impending
"catastrophic" aviation crisis that could have grounded almost all traffic because of the 5G
deployment. Nolen's letter said "the aviation industry is aggressively retrofitting the current U.S.
domestic and international fleets that fly in the United States" with radio frequency filters. But it
added "data indicates that even retrofitted aircraft would be susceptible to interference if the
report and order is not modified, resulting in renewed concerns about unsafe interference."
Nolen's letter seeks near-term conversations at senior levels between the NTIA, FAA and FCC.
#USA #5G Reuters

FINANCIAL TECHNOLOGY
→ Lawmakers in the UK voted in favor of recognizing crypto assets as regulated financial
instruments and products in the country on Tuesday. The draft bill already included
measures to extend existing regulations to payments-focused stablecoins, which are
cryptocurrencies pegged to the value of other assets like the US dollar or gold. According to
Griffith,the financial services and city minister “The inclusion of crypto in the scope of the bill will
make sure the country's Treasury is equipped to respond to developments in the crypto sector
quickly and deliver regulation in an "agile" way that is consistent with the country's broader
approach to regulating the financial services sector.” The rules have quite a way to go before
they are passed into law. #FIN #GBR #Geopolitics Coindesk

AEROSPACE & SPACE
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→ VC firm, Space Capital, released their Q3 investment report, which highlights how
space technologies are playing an increasingly important role in the global economy. Key
findings include:

➔ With another $3.4B invested in 79 space companies in Q3, the total equity investment in
the space economy over the last 10 years has reached ~$268B.

➔ The top 10 deals in Q3 totaled $2.4B, accounting for 95% of total Infrastructure
investment in the quarter. As the only late-stage company on the list, SpaceX accounted
for 81% of the total. The US continued to dominate, with six companies ranking in the
top 10. The presence of two Chinese firms and one Indian firm reflects Asia's growing
competition.

➔ Investments in space technology companies fell by 80% in Q3, to ~$1B, from ~$5B the
previous year.

➔ VCs are refocusing on enterprise SaaS companies and away from deep tech companies
that provide solutions based on engineering innovation.

➔ Q3 is one of the lowest quarters for private investment in space over the last five years,
with VC investment volume in space fell 44% YoY, compared to 31% for the broader
market.

➔ Space companies that provide data, insights, and critical services to businesses and
governments will be better positioned to grow revenues in the short term and have a
better chance of raising large growth rounds in a more selective market environment.

➔ The macro environment will continue to have a disproportionate impact on deep tech
funding, including space infrastructure. Companies with high upfront capital expenditures
and long revenue lead times are likely to be the most impacted in the coming years,
according to analysts.

#AER #SCRM #USA #CHN #IND Space Capital Reuters

→ Archer Aviation is planning to produce approximately 250 electric air taxis in 2025 and
scale up production in subsequent years. The startup expects to certify its
pilot-plus-four-passenger “Midnight” aircraft by the end of 2024, though the FAA is still
developing certification rules for these futuristic aircraft. Once certified, the eVTOL aircraft will
compete in a crowded market with dozens of other developers vying to reinvent urban
transportation, including Joby Aviation and Vertical Aerospace. The nascent sector, which is
backed by industrial heavyweights such as Toyota and Delta Air Lines, still faces significant
challenges in areas such as certification, developing a suitable air traffic management system,
and improving battery technology, among others.
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#AER #GRN #SCRM #USA Reuters

BIOTECHNOLOGY
→ Pharma giant Merck has invested $250M in Moderna to develop and commercialize
personalized cancer vaccines based on its mRNA technology. Merck is now exercising its
option on mRNA-4157, a personalized cancer vaccine in a phase 2 clinical trial for skin cancer.
It’s being studied in combination with Merck’s cancer treatment Keytruda, a humanized
monoclonal antibody. Moderna’s cancer vaccine works differently than most vaccines because
it’s designed to treat an existing disease rather than prevent it entirely. It’s also personalized for
each patient, while other shots are typically mass produced and distributed to the general
public. To create each vaccine, Moderna takes a sample of a patient’s tumor. It then uses
genetic sequencing technology to identify proteins in the tissue called “neoantigens.” These
proteins are found only on the surface of cancer cells, and they are unique to each person’s
tumor. Moderna then uses its mRNA technology to create a vaccine that instructs cells to make
up to 34 of the cancer’s specific neoantigens, which are shown off to immune cells as potential
targets. The concept is that this will trigger an immune response against the neoantigens,
helping the immune system identify and attack cancerous cells. #BIO #USA Freethink

→ German-based spatial biotech company Resolve Biosciences recently raised $71M to
accelerate its development of “Genomics 3.0” technology. This new round of funding brings
the company's total funding to more than $100M. This is a larger round than is typical for the
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spatial biology industry; according to Outcome Capital, the average investment in this space is
~$33M. The market for spatial biology is still relatively small at the moment: an article published
earlier this year in European Biotechnology estimated the global market size to be around
$250M, with a projected increase to close to $500M by 2028. This is due, in part, to the fact that
the majority of users of this technology are currently basic researchers such as universities and
similar academic institutions. With its "Molecular Cartography" technology, Resolve Biosciences
plans to allow researchers to better understand not only the genetic structure of a tumor cell, but
also what's going on in that cell's environment, according to CEO Jason Gammack. The
company’s technology also provides high-resolution images of gene expression at the
subcellular level to its customers, which include the Novo Nordisk Foundation Center, the
Stanford Medicine Department of Genetics, and the European Spatial Biology Center. Resolve
has been selling instruments and consumables to these institutional customers, a common
model in life sciences. Additionally, Resolve has two professional services labs in Europe and
the US that provide "data-as-a-service" by analyzing samples using its spatial biology
technology for other researchers who lack the capital or need for their own equipment. With the
new capital from its series B round, the company plans to scale the commercialization of its
technology. #BIO #DIG #DEU #USA #EUR Forbes

GREEN TECHNOLOGY
→ Toyota is reconsidering its EV strategy in order to compete more effectively with
competitors like Tesla, in a market that it has been slow to enter. Toyota has charged a
working group with outlining plans for improvements to its existing EV platform or a new
architecture by early next year, according to people familiar with the matter. Meanwhile, Toyota
has halted work on some of the 30 EV projects, including the Toyota Compact Cruiser crossover
and the battery-electric Crown, according to sources and a document reviewed by Reuters. The
review was prompted in part by the realization among some Toyota engineers and executives
that Toyota was losing the factory cost war to Tesla on EVs. Toyota's planning assumed that
demand for EVs would not take off for several decades. However, EV sales are increasing
faster. Global automakers now expect EVs to account for more than half of total vehicle
production by 2030, as part of a $1.2T industry-wide investment wave. Toyota is collaborating
with suppliers and considering factory innovations, such as Tesla's Giga Press, a massive
casting machine that has simplified work in Tesla plants. This could allow Toyota to reduce the
size and weight of an EV battery pack while saving thousands of dollars per vehicle, making it a
"top priority" for Toyota suppliers Denso and Aisin. One area under consideration is a more
comprehensive approach to an EV's thermal management - combining, for example, passenger
air conditioning and electric powertrain temperature control - that Tesla has already mobilized.
Toyota, the world's largest automaker, has acknowledged that Tesla has set a new benchmark
for EV manufacturing costs, signaling a significant shift. #GRN #MFG #SCRM #JPN #USA
Reuters

→ Boston University researchers have developed BIG GRO, a system in which excess
CO2 from a building's exhaust system can be used as fertilizer to grow scaled rooftop
gardens. CO2 has the ability to boost photosynthesis, and it is abundant in urban areas
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because humans are constantly breathing it out. It could boost plant growth, making rooftop
farms more successful and, as a result, more viable options for building installation. To put this
theory to the test, the researchers decided to grow spinach and corn plants near CO2 exhaust
vents on a building's roof. BIG GRO is a rooftop garden setup they created using various
devices and technologies. They experimented with various application systems before settling
on a simple aluminum ramp to direct exhaust air towards the plants. They used HOBO loggers
attached to vents and fans to monitor environmental conditions, recording CO2 concentrations,
temperature, and relative humidity every 5 minutes. The CO2 concentration in the air coming out
of the vents was 800 parts per million. Such concentrations are more than sufficient to promote
healthy plant growth. The researchers also grew spinach and corn plants near the control fans
(away from the CO2 vents) to compare the differences in plant growth. The results of this
experiment were consistent with the researchers' expectations. Corn and spinach plants grown
near the vents grew 2-3x larger than those grown near the control fans.

#GRN #USA Interesting Engineering

→ Bill Gates-backed startup Breakthrough Energy recently announced that its first
Catalyst project funding will come in the form of a $50M grant to LanzaJet's Freedom
Pines Fuels sustainable aviation fuel (SAF) plant in Soperton, Georgia. The Freedom Pines
Fuels project will be the company's first SAF plant on a commercial basis. It will also be the first
facility in the world to produce alcohol-to-jet SAF, which is expected to lower greenhouse gas
emissions by at least 70% in comparison to fossil jet fuel. The project is anticipated to be
completed in 2023. Approximately 2-3% of the world's annual greenhouse gas emissions are
produced by the aviation industry, therefore this might be a significant issue. Since sustainable
aviation fuels are "drop-in" fuels, they are vital for rapidly reducing carbon emissions from
aviation using the existing fleet of aircraft throughout the world. Once fully operational, this plant
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will play a significant role in growing SAF production and bringing less expensive sustainable
fuels to market. Annually, the facility is anticipated to produce 9M gallons of SAF and 1M gallons
of sustainable diesel. This is roughly twice as much SAF as is now made in the US LanzaJet's
technology, will be able to be employed on a far greater scale in the US and abroad after the
factory is finished. Other projects are also being proposed in North America, Europe, and Asia
that would produce more than a billion gallons of SAF per year. #GRN #AER #USA Interesting
Engineering

ADVANCED MANUFACTURING
→ Brigham and Women's Hospital researchers have improved 3D bioprinting of vascular
tissues with functional and mechanical signatures. The team formed a double-network
hydrogel bioink that can print conduits in living tissue by utilizing the crosslinking capabilities of
natural polymers. In addition to robust vasoconstriction, vasodilation, perfusability, and barrier
performance comparable to native vasculature, these conduits also exhibited other important
physiological traits of blood vessels. The researchers also demonstrated the potential for using
these vessels for SARS-CoV-2 pseudo-viral testing in conjunction with the ongoing COVID-19
pandemic. The vessels they printed accurately replicate many of the mechanics of native
vessels. This research demonstrates that such conduits have the potential to be used as
vascular models for grafts in vascular surgeries, disease studies, and broad biomedical
applications.

#MFG #BIO #USA Interesting Engineering

AUTONOMOUS SYSTEMS
→ According to budget documents, the US Navy is developing methods to construct,
deploy, and control thousands of small drones that can swarm together to overwhelm
anti-aircraft defenses. The budget documents reveal several projects involving autonomous
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boats and submarines, as well as autonomous aircraft (aka the Super Swarm project). The
drones will have a variety of payloads but drone swarms still struggle with the problem of limited
range. Another project, DEALRS (for “deployment and employment of autonomous long-range
systems”), is attempting to address this issue. DEALRS is working on larger uncrewed aircraft
that carry multiple smaller drones. Kratos and General Atomics, two US drone manufacturers,
have already demonstrated larger drones launching smaller ones. However, these only involved
one or two vehicles, whereas DEALRS aims to transport and launch “extremely large numbers”
of small drones autonomously. Another Super Swarm sub-project aims to solve a fundamental
issue with military hardware: cost. MASS ("manufacturing of autonomous systems at scale") is a
project that uses 3D printing and digital design tools to mass-produce low-cost drones. In
addition, the Navy desires a more sophisticated control system. Super Swarm already includes
cooperative planning and task assignment to swarm members, and MATes (for manned and
autonomous teams). MATes also incorporates swarm-gathered information into its
decision-making: it may change its routing when drones detect new threats, or it may dispatch
drones to investigate a newly identified target. If the Super Swarm project comes together, the
Navy will be able to launch massive swarms that can travel long distances, conduct detailed
reconnaissance over a large area, and find and attack targets. #AUT #AER #DIG #MFG #USA
MIT Technology Review

SEMICONDUCTORS & CHIPS
→ TSMC, the world's most advanced chipmaker, "could stumble" if the industry is forced
to develop new transistor technology. For over a decade, chipmakers have overcome
Moore's Law slowdown. They stacked transistors when packing more became difficult. They're
also packaging multiple chips on a silicon chip instead of a PC motherboard. However, the
industry is now being forced to consider other enhancements. Because the FinFET process,
which has been used for the past decade, can no longer deliver sufficient gains in speed and
power, a new transistor architecture is being implemented. Beginning with N2, the chip
generation that TSMC plans to mass-produce beginning in 2025, it will use a technology known
as Nanosheet (Gate-All-Around (GAA)). The transistor gate, which controls the flow of electricity
through circuit channels in that architecture, completely surrounds the channels rather than
being on three sides as in the previous solution. This increases the surface area. However, the
transition is proving difficult. Samsung, which attempted to pioneer GAA with the N3 generation,
has struggled to increase yield — the percentage of non-defective chips produced. Samsung's
yield issue is making it difficult to attract large customers for cutting-edge chip production.
Analysts do not expect its earlier adoption of GAA to help it catch up to TSMC anytime soon, but
they do believe it will be able to attract large customers such as Google and Tesla once it
introduces a second-generation GAA N3 process next year and secures a stable yield. TSMC
executives stated that sticking with the previous architecture at N3 is paying off. However, as
confident as TSMC is in its current leadership position, even greater challenges lie ahead.
Chipmakers anticipate that key tools and materials used to make semiconductors for decades
will need to be significantly changed or even replaced before long, and that the days of silicon,
the industry's foundation material since its inception, will eventually be numbered. #CHP
#SCRM #TWN Financial Times
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→ The speed record for data transmission using a single light source and optical chip
has been broken, with engineers transmitting data at a rate of 1.84 petabits per second
(Pbit/s), which is nearly twice as fast as all internet traffic in a single second. A petabit is a
million gigabits, which is more than 20x faster than ESnet6, the upcoming upgrade to NASA's
scientific network. Additionally, this new speed record was achieved with only one light source
and one optical chip. An infrared laser is directed at a frequency comb chip, which divides the
light into hundreds of different frequencies, or colors. Data can then be encoded into light by
modulating the amplitude, phase, and polarization of each of these frequencies before
combining them into a single beam and transmitting it via optical fiber. In experiments,
researchers from the Technical University of Denmark (DTU) and Chalmers University of
Technology used the setup to send data at 1.84 Pbit/s encoded in 223 wavelength channels
down a 7.9-km (4.9-mile) optical fiber with 37 separate cores. For comparison, the global
internet bandwidth is estimated to be just shy of 1 Pbit/s, implying that this system could
potentially handle all of that at once with plenty of room to grow. The researchers claim that by
using a computational model to scale the system's data transmission potential, it could
eventually reach speeds of up to 100 Pbit/s. #CHP #5G #DIG #DNK #SWE New Atlas Nature

QUANTUM TECHNOLOGY
→ Aliro Quantum, the world's first pure-play quantum networking company, has
developed AliroNet, a comprehensive end-to-end entanglement-based quantum network
solution. This technology is utilized to simulate entanglement-based quantum networks, run
small-scale pilots, and construct universal entanglement-based quantum networks on a large
scale. Utilities, telecommunications companies, public sector organizations, businesses, and
researchers are among those simulating, designing, piloting, and constructing the first
entanglement-based quantum networks in the world. These universal multipurpose
entanglement-based quantum networks coexist with classical networks and are utilized to build
quantum-secure communications, quantum computing interconnects, and distributed quantum
sensor networks. In addition, the company evaluates, selects, and acquires third-party quantum
networking hardware components for its clients' quantum repeaters, memories, routers, photon
sources, photon detectors, and other optical components. The company's technology enables
the interconnection of quantum computers in a single location or across a greater geographical
area, which is expected to accelerate the performance scaling of quantum computing. The
technology is also capable of linking geographically dispersed quantum sensors with centralized
processing, storage, and analytical systems. #QNT #5G #DIG #Cybersecurity #USA Quantum
Insider

GEOPOLITICS
→ The US unsealed charges alleging that two Chinese intelligence officers attempted to
obstruct a criminal investigation into Huawei, and that others were working on behalf of a
"foreign power" to procure technology and recruit spies. Guochun He and Zheng Wang are
accused of attempting to direct a person within the US government whom they mistook for a
cooperator to provide confidential information about the DOJ's investigation, including
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witnesses, trial evidence, and potential new charges. One of the defendants paid approximately
$61k for the information, according to the DOJ. The person the men contacted became a double
agent for the US government, and his contacts with the defendants were monitored by the FBI.
Prosecutors claim that the unnamed person passed the defendants a single-page document last
year that appeared to be classified as secret and contained information about a rumored plan to
charge and arrest Huawei executives in the US. However, the document was prepared by the
government for the purposes of the prosecution, which was unsealed on October 24, and the
information in it was incorrect. The company is not named in the charging documents, but the
references indicate that it is Huawei, which was charged with bank fraud in 2019 and then again
the following year with racketeering conspiracy and a plot to steal trade secrets. The pair have
been served with arrest warrants by the Justice Department. #Geopolitics #USA #CHN
Bloomberg Nikkei Asia

→ Facebook warns that it may ban news sharing in Canada if the country passes
legislation requiring the company to pay news organizations for their content. In a post,
Facebook parent company Meta stated that Canada’s proposed Online News Act falsely
presumes that it “unfairly benefits from its relationship with publishers.” The Online News Act,
which was introduced in April, requires Big Tech’s online platforms to share revenue with the
publishers whose content they aggregate. The bill's goal is to ensure that news organizations
are fairly compensated for their efforts. The House of Commons Heritage Committee in Canada
met recently to discuss the legislation, but Meta stated that it was not invited. Now Facebook’s
prepared to put a block on news in Canada if the country doesn’t change its legislation. Meta
says posts with links to news stories make up less than 3% of the content on users’ Facebook
feed, adding that the content “is not a draw for our users” nor is it a “significant source of
revenue.” Meta also stated that news organizations benefit from posting their stories on
Facebook, rather than the other way around. According to Meta, registered news publishers in
Canada received over 1.9B clicks in the previous year, worth ~$169M. During the meeting,
Google also spoke out against the legislation, claiming that it "will make it harder for Canadians
to find and share trusted and authoritative news online," and that publishers already benefit from
Google traffic. #Geopolitics #DIG #USA #CAN The Verge

CYBERSECURITY
→ On October 26, Australian Clinical Labs, an Australian health care company stated that
the personal information of almost a quarter-million patients and staff was exposed in a
hack earlier this year, lengthening the growing list of cyberattacks on companies in the
country. A forensic analysis of the attack, which it initially became aware of in February, found
that about 223k people’s information was exposed. This included individual medical and health
records, names and credit card numbers, the Melbourne-based company stated on Thursday.
The company’s shares plunged as much as 11% in early trading, extending this year’s decline to
48%.  The Australian government, which has said the country’s cyberdefences are years behind
the criminals, is introducing new legislation that increases oversight of stored data and
increases the penalties for breaches. #Cybersecurity #AUS Bloomberg
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→ On October 24, the Iranian Atomic Energy Organization (AEOI) confirmed that one of
its subsidiaries' email servers had been hacked after a hacking group published stolen
data online. According to AEOI, foreign state actors have exfiltrated emails from the impacted
servers, including technical memos and daily correspondence, and preventive measures have
been immediately implemented to prevent further compromise, while notifications have been
sent to individuals and officials who may have been affected. Some of the data stolen in the
attack was leaked by the Black Reward hacking group on its Telegram channel, including a
27GB RAR archive collection containing 85k emails. #Cybersecurity #IRN BleepingComputer
SC Magazine

→ On Wednesday, October 26, the White House announced plans to expand its
public-private cybersecurity partnership to include the chemical industry. The Chemical
Action Plan advocates for increased cybersecurity standards across the industry, including
improved visibility and threat detection for industrial control systems. Over the next 100 days,
the plan will also guide the sector in assessing current cybersecurity standards. According to the
plan, industry leaders will concentrate on protecting high-risk chemical facilities from
cyberattacks. The proposal also encourages collaboration with sector owners and operators, as
well as information sharing between the government and the private sector. The new strategy
will also support the continuation of chemical production, which is critical to the country's
national and economic security. #Cybersecurity #USA The Hill

→ Cybersecurity firm Ivanti released their Ransomware Index Report Q2-Q3 2022, which
revealed that ransomware has increased by 466% since 2019 and that ransomware and
malware are now being used as a precursor to physical war. Additional key findings
include:

➔ Ransomware groups are continuing to grow in volume and sophistication with 35
vulnerabilities becoming associated with ransomware in the first three quarters of 2022
and 159 trending active exploits. Complicating matters, lack of sufficient data and threat
context is making it hard for organizations to effectively patch their systems and
efficiently mitigate vulnerability exposure.

➔ With 101 CVEs to phish, ransomware attackers are increasingly relying on spear
phishing techniques to lure unsuspecting victims to deliver their malicious payload.

➔ The report revealed that CISA’s Known Exploited Vulnerabilities (KEV) catalog, which
provides US public sector companies and government agencies with a list of
vulnerabilities to patch within a deadline, is missing 124 ransomware vulnerabilities.

➔ Further highlighting the need to evolve beyond traditional vulnerability management
practices is the fact that popular scanners are missing vulnerabilities. The report found
that 18 vulnerabilities tied to ransomware are not being detected by popular scanners.

➔ The impact of ransomware on critical infrastructure, identifying healthcare, energy, and
critical manufacturing as the three worst-affected sectors. According to the report, 47.4%
of ransomware vulnerabilities impact healthcare systems, 31.6% impact energy systems,
and 21.1% impact critical manufacturing.

➔ As prominent ransomware gangs such as Conti and DarkSide allegedly shut down,
organizations can expect new ransomware gangs to emerge. The source code and
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exploit methods used by defunct ransomware groups will most likely be reused or
modified by new gangs.

#Cybersecurity #USA Ivanti

SUPPLY CHAINS
→ Apple stated that it’s accelerating plans to address greenhouse gas (GHG) emissions
across the company’s global supply chain and decarbonize by 2030:

● The company is urging its suppliers to move more quickly to achieve carbon neutrality
for Apple-related corporate operations.

● Suppliers are also being encouraged to reduce GHG emissions beyond Apple
production, with a focus on the use of clean energy.

● Apple intends to donate resources for free public training for businesses in a variety of
industries in order to accelerate their transition to 100% clean energy and carbon
neutrality.

● The company will also help to build large solar and wind projects in Europe, with projects
ranging from 30 to 300 megawatts.

Though Apple’s supply chain is relatively small with only hundreds of suppliers, the
decarbonization effort will have a “huge impact” on two levels, according to Julie Gerdeman,
CEO of Everstream Analytics, a supply-chain risk analytics company. Apple is tackling Scope 3
emissions — those stemming from a company’s supply chain. Scope 3 makes up “at least 80%
of emissions for a company” and that “only 9% of companies worldwide are really tracking
Scope 3 emissions, while more than 90% have defined targets,” according to Gerdeman.
#SCRM #GRN #USA #EUR Bloomberg Apple
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