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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Russia’s moves to establish a surveillance
state, Xi’s 20th party congress speech, US companies restoring operations, South
Korea looks to establish digital identities, the Pentagon and SpaceX standoff over
funding support to Ukraine, Europe turns to big tech to pay for telecom networks,

vaccines to treat cancer could be available as early as 2030, and Apple halts plans to
use YTMC chips in its phones.



NEXT5 EDITOR’S HIGHLIGHTS
→ The Russian government is beginning to build out a national video surveillance
system to monitor its citizens, akin to China’s mass surveillance. Citing anonymous
sources, Russian news outlet, Kommersat, reported that the Russian government intends to
centralize and aggregate streams from video surveillance systems from all over the country to a
data center it is building in Moscow. This new national surveillance system is scheduled to
launch by December 16 and will be run by the Moscow Department of Information Technology.
Kremlin officials said they need to centralize streams from all over Russia in Moscow because
“no region can afford full-fledged computing power to process such a volume of data” and in
order to allow law enforcement agencies to crack down on increased “terrorist threats.”
Authorities are most likely referring to the recent explosions across the country as protesters
opposed to the war in Ukraine have been setting fires. The same system could also be used to
track down draft dodgers, as reports are emerging about Russia’s desperation to get a hold of
new military recruits for the war. #DIG #RUS #UKR #CHN Risky Biz

→ A recent paper from the Atlantic Council offers insights into how China’s domestic
surveillance market and cyber ecosystem operate. For the Chinese government, investment
in surveillance technologies advances both its ambitions of becoming a global technology leader
as well as its means of domestic social control. These developments also foster further
collaboration between state security actors and private tech firms. The tech firms that support
state cyber capabilities range from small cyber research startups to leading global tech
enterprises. The state promotes surveillance technology and practices abroad through
diplomatic exchanges, law enforcement cooperation, and training programs. These efforts
encourage the dissemination of surveillance devices, but also support the government’s goals
concerning international norm-making in multilateral and regional institutions. The proliferation
of Chinese surveillance technology and cyber tools and the associated linkages between both
state and private Chinese entities is a key component of China’s efforts to expand and
strengthen political and economic influence worldwide. Investigating how Chinese actors
leverage demand factors for their own aims does not undercut the ability of other countries to
detect and determine outcomes. Rather it demonstrates an interplay between Chinese state
strategy and local political environments, according to the paper. #CHN #DIG #Geopolitics
Atlantic Council

→ On October 16, Xi Jinping delivered a speech at the 20th party congress where he laid
out China’s overall goals for 2035, which prioritizes hi-tech at the “top of all economic
policies.” Xi said that China must promote integrated development of “strategic emerging
industries” and grow “ a new group of growth engines” that include biotech, new materials,
advanced equipment, and green technologies in addition to AI and IT. He said China is on
course to become a powerful country in “manufacturing, high-quality goods, space exploration,
transport, cyberspace, and digitalization.” He also focused on tech self-reliance and refrained
from mentioning competition with the US directly. #AI #DIG #GRN #MFG #BIO #Geopolitics
#CHN #USA SCMP NY Times
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→ John Deere is investing $29.8M to shift production from China to Louisiana. Deere will
produce medium-chassis cotton harvesters to replace models currently built in China. Louisiana
offered Deere incentives that include a performance-based retention and modernization grant of
as much as $1M and support for recruiting and training workers. Deere plans to start making the
new cotton harvesters within the next two years and to reach full capacity by 2025. Economic
analysts are encouraged by Deere’s stock based on its long-term outlook for growth due to the
company’s technological advancements. These advancements include its autonomous
self-driving tractor, which can also acquire vast volumes of agricultural data, enabling Deere to
offer farmers digital twin software and build the source of truth in agriculture. The company is
also looking to incorporate satellite communications into its agricultural practices, with a current
RFI out right now. The US is seeing a massive wave of reshoring projects that are expanding
the production base across North America. A spring survey of more than 1,600 executives
revealed that 70% of companies plan to invest in new production facilities close to home. The
Reshoring Initiative reported that investment rose 46% last year to a record high, and predicts
that this mark will be beaten in 2022. Along with Deere, Schneider is also investing in reshoring,
which will invest a total of more than $45M in its reshoring projects in Kentucky and Nebraska.
#GEO #GRN #AUT #SAT #DIG Seeking Alpha News-JD

Analyst Comment: Next5 notes that a $1M is not a significant amount of funding to help
a company of this size relocate and reshore its operations. Even the $52B CHIPS Act is
considered a drop in the bucket to help bring technology supply chains on shore in the
United States. Deere’s decision to move operations to the United States was highly
unlikely because of Louisiana’s incentive program, and more likely a strategic business
decision based on supply chain woes in recent years and the escalating economic
conflict between the US and China.

DIGITALIZATION
→ The London Office of Technology and Innovation (LOTI) has launched three initiatives
on data ethics in the public sector, to include appointing its first ever Data Ethicist. LOTI
has set up the London Data Ethics Service, developed a toolkit for local authorities developing
their capabilities in the field, and created a data ethicist role to support the work of the capital’s
boroughs. The moves follow LOTI’s setting out of principals and pillars for data ethics in local
government earlier in the year. The London Data Ethics Service will be overseen by its first data
ethicist, Sam Nutt, and base its work on three pillars: first - project facilitation, involving short
workshops with teams managing data projects; second, helping to develop capabilities; and
third the developing pan-London resources, standards, or initiatives, working with external
partners wherever possible. The toolkit for local authorities to develop their own capabilities
comprises 16 recommendations with practical tips and examples of good practice. The
organization’s data projects manager pointed to five factors in the rationale of incorporating data
ethics: to prevent poor outcomes; that residents have higher expectations of data ethics than is
currently provided by law; that ethics helps to support innovation while maintaining an
organization’s reputation; that there is an opportunity to show leadership; and it’s the right thing
to do. #DIG #Geopolitics #GBR UK Authority
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→ South Korea plans to offer a digital identity secured by blockchain to citizens with a
smartphone as it taps into the world’s most tech-savvy population to boost economic
growth. Smartphone-implanted IDs are among the latest emerging technologies underpinning a
digital economy that has expanded as more people work from home, make cashless payments,
and explore the metaverse. Digital IDs simplify verification on the web, removing the need to
photograph certificates or log-in via authentication codes sent by text. Instead, activities like
applying for state benefits, transferring money, or even casting a vote only require a pin or
fingerprint. The World Bank calls digital IDs a game-changer and McKinsey sees their potential
to increase a nation’s GDP output by up to 13% and cut business costs by trillions of dollars.
Korea estimates it could reap at least $42B, or 3% of GDP in economic value, within a decade.
Korea will launch digital IDs in 2024 and seek their adoption by 45M citizens within two years.
Under the plan, the government will have no access to information stored on individual phones,
including details of whose digital IDs are used, how they are used and where, because the
system relies entirely on decentralized identity. #DIG #KOR Bloomberg

→ Some researchers believe that Wikipedia could be an overlooked venue for
information warfare, and they have been developing technologies and methods similar to
ones used on Facebook and Twitter to uncover it. A team from the UK-based Institute for
Strategic Dialogue (iDS) and the Center for the Analysis of Social Media (CASM) published a
paper exploiting how to uncover disinformation on Wikipedia. They also believe that data
mapping may have uncovered a strategy that states could use to introduce disinformation.
While proving government intervention remains difficult, network mapping may help identify a
particular strategy used by bad actors of splitting their edit histories between a number of
accounts to evade detection. The editors put in the effort to build reputation and status within the
Wikipedia community, mixing legitimate page edits with the more politically sensitive ones. If this
theory is correct, however, it means that it could take years of work for state actors to mount a
disinformation campaign capable of slipping by unnoticed. Wikipedia has been battling
inaccuracies and false information for 21 years. The platform has also been vulnerable to
“reputation management” efforts aimed at embellishing powerful people’s biographies. To fight
this, Wikipedia has developed a collection of intricate rules, governing bodies, and public
discussion forums wielded by a self-governing body of 43M registered users. At the end of the
day, governments have good reason to influence Wikipedia: 1.8B unique devices are used to
visit Wikimedia Foundation sites each month, and its pages are regularly among the top results
for Google searches. Rising distrust in institutions and mainstream media have made sources of
reliable information all the more coveted. #USA #DIG #Geopolitics WIRED

→ Most Americans across political parties say misinformation is a major problem and is
contributing to extreme political views and behaviors, according to a new poll. 74% of
surveyed Americans said they viewed it as a major problem and 16% see it as a minor one,
according to a Pearson Institute-AP-NORC poll. 77% of Americans, including 85% of Democrats
and 72% of Republicans, said that it increases hate crimes, and 73% said that it fuels extreme
political views, including 80% of Democrats and 70% of Republicans. 50% of those surveyed
said misinformation decreases trust in the government. The poll was conducted from September
9–12, among 1,000 respondents. The margin of error is 4 percentage points. These findings
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come as the US prepares for midterms and another presidential election cycle which has seen
intense disinformation campaigns in recent years. Recorded Future, pointing to the Intelligence
Community’s assessment of foreign threats to the 2020 election, concluded that the country
should expect more of the same in 2022. And recently, FBI officials warned both Republican and
Democratic campaigns that they are being targeted by hackers thought to be linked to the
Chinese state-sponsored APT1. #DIG #Cybersecurity #Geopolitics #USA #CHN The Hill

SATELLITES & NAVIGATION
→ In spite of great progress in satellite technology, different Earth observation systems
cannot exchange information easily. The past several months, following the invasion of
Ukraine, have offered operational proof of the value of commercial Earth observation, as it has
proven critical to the war effort. However, making government and commercial Earth
observation systems interoperable remains challenging. One NGA official said “the way we are
interoperable today is messy and time consuming and annoying to the end user.” A decade ago,
USG agencies largely viewed commercial Earth observation as an augmentation of government
capabilities. Now, there is heavy reliance on commercial observation systems, which calls for
more of a hybrid space architecture with interoperability by design as the basis of that capability.
Another challenge is trust. To build trust, government agencies can treat data like elements of
any critical supply chain, validating each input. And another issue is clearance. In most cases,
Earth observation company employees lack the security clearances they would need to
understand the problems their imagery and data would help government intelligence agencies
to solve. #SAT #Geopolitics #SCRM #USA #UKR #RUS SpaceNews

→ Last week, Elon Musk warned that SpaceX would suspend its Starlink internet services
in Ukraine unless the USG picks up the bill. And the Pentagon said it is looking at options to
provide satellite communications services for Ukraine’s military forces following Musk’s threat.
The Pentagon stated it is in talks with SpaceX but did not indicate whether it would foot the bill.
DoD is reportedly looking at alternative satellite communications options as well. CNN reported
that Musk sent a letter to the DoD saying SpaceX can no longer continue to fund the Starlink
service, claiming it will cost $120M for the rest of the year and as much as $400M for the next
12 months. SpaceX’s plea for government funding puts the Pentagon in a quandary because
even though the Pentagon is sending billions of dollars worth of weapons, equipment, and
assistance to Ukraine, it appears that DoD never requested SpaceX to supply Starlink terminals
and internet service to Ukrainian forces. Musk is arguing that many other companies are
receiving USG funding for their support to the war while Starlink continues to lose money from
volunteering their services, which the war effort now depends on. #SAT #Geopolitics #USA
#RUS #UKR SpaceNews

ARTIFICIAL INTELLIGENCE
→ The pace of investments into AI has somewhat slowed down this year, but remains hot
as AI sees progress as much of its development moves out of labs and into commercial
ventures. 2021 was a banner year for the AI business sector, but in 2022, investments in
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startups using AI slowed down along with the broader market. Private companies using AI are
expected to raise 36% less money in 2022 versus the previous year, but are still on track to
exceed the 2020 level. Notably, enterprise software is the most invested category globally, while
robotics captures the largest share of VC investment into AI. At the same time, there has been a
softening, though elss extreme, for investments in SaaS startups using AI - expected to reach
$42B by the end of the year, down 33% from last year, but still higher than 2020 VC investment
in AI SaaS startups. There has also been a drying up of academic research in AI as multi-year
project funding concludes, with much research shifting to the commercial sector. Additionally,
hiring freezes and the disbanding of AI labs precipitates the formation of many startups from
giants including DeepMind and OpenAI. Even the large tech giants are seeing some loss of
talent to startups in artificial general intelligence, conversational agents, AI first biotech, and
blockchain. On a more positive note, the US leads the world in emerging AI unicorns, followed
by China and the UK. A total 292 unicorns emerged in the US in 2022 with a combined
enterprise value of $4.6T. #AI #USA #CHN #GBR Forbes

NEXT GENERATION COMMUNICATIONS
→ The US Federal Communications Commission (FCC) plans to ban all sales of new
Huawei and ZTE telecommunications devices in the US - as well as some sales of video
surveillance equipment from three other Chinese firms - out of national security
concerns. The move, which marks the first time the FCC has banned electronics equipment on
national security grounds, closes a vise on the two Chinese companies that began tightening
during the Trump administration. The ban marks the culmination of years of warnings that the
Chinese government could use Chinese-made equipment to spy on Americans. However, the
price could come in higher costs for smaller telecommunications providers that favored Chinese
companies’ products due to their aggressive pricing. On October 5, a new FCC order (which still
needs to be voted upon) circulated that would effectively ban new equipment sales in the US
from firms that pose a threat to national security including Huawei and ZTE. The FCC previously
prohibited companies from using federal dollars to purchase equipment from these firms but the
new order would extend the ban to all purchases. The FCC order would also determine the
scope of a ban on sales of video surveillance equipment used for public safety, to include the
Chinese firm Hikvision, Hytera, and Dahua. #5G #CHN #SCRM #Geopolitics #USA #CHN Axios

→ Google Fiber will offer 5Gbps and 8Gbps tiers starting in early 2023. The company is
pitching these new offerings for people like creative professionals, those that regularly
work “in the cloud” or with large data, and households with many people sharing the
internet. The tiers come with a Wi-Fi 6 router and up to two mesh extenders with professional
installation, with the option to use your own router. The 5Gbps will cost $125/month while 8Gbps
will cost $150/month. Google Fiber’s future seemed uncertain after several layoffs in 2016 and
its decision to pull out of Louisville. But in August, the company announced major expansion
plans, including that it was bringing Fiber to states like Nebraska, Nevada, and Idaho. #5G #DIG
#USA The Verge
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FINANCIAL TECHNOLOGY
→ Fintech giant, The Clearing House (TCH) joined the world’s largest patent
nonaggression consortium - the Open Invention Network (OIN). TCH’s US payment
network clears and settles more than $2T of wire, Automated Clearing House (ACH), check
image, and real-time payments everyday with open source software. And that powerful software
has made it a target for open source patent trolls. The OIN has long protected Linux and
Linux-related software from patent aggression by rival companies. With the increase in patent
troll attacks, the OIN is also defending companies from those attacks. According to OIN’s CEO
“The most sophisticated and compelling global banking and fintech companies have essentially
become technology companies that employ open-source software to deliver their services at
scale.” Today, financial institutions generate more tech in-house, so they are more concerned
about being granted patents, building patent portfolios, and related patent issues. These days,
fintech businesses even have their own Fintech Open Source Foundation (FINOS), the financial
sector branch of the Linux Foundation. As advancements in financial services and fintech
increasingly rely on open source technology, organizations like these will only become more
important to the industry. #FIN #DIG #SCRM #Cybersecurity #USA ZDNet

AEROSPACE & SPACE
→ Military research groups at the forefront of China's hypersonics and missile programs
— many of which are banned by the US — are purchasing a wide range of specialized
American tech, including products developed by firms that have received millions of
dollars in Pentagon grants and contracts, according to a new investigation. These military
organizations obtain advanced software products from private Chinese firms, which resell them
despite US export controls designed to prevent sales or resales to foreign entities deemed a
threat to US national security. Scientists working in China's military research academies and the
companies that support them said in interviews that American technology, such as highly
specialized aeronautical engineering software, fills critical gaps in domestic technology and is
critical to Chinese weaponry advancements. According to a federal program database, some of
the US firms whose products are reaching Chinese military research groups have received DoD
grants to spur cutting-edge innovation, raising the specter of the Pentagon subsidizing Chinese
military advances. Investigators found that there have been more than 300 sales of US-origin
technology to dozens of entities involved in China's hypersonics or missile programs since
2019. Using Chinese government procurement databases and other contract documents, there
were nearly 50 US firms whose products were sold to Chinese military groups working on
missile technology through intermediaries since 2019. The use of American software is also
documented in presentations at military industry conferences in China. High-end optical
hardware is also being transferred to Chinese missile and military groups, according to the
investigation evidence. #AER #DIG #CHP #MFG #SCRM #Geopolitics #USA #CHN The
Washington Post

BIOTECHNOLOGY
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→ Vaccines that treat cancer could be available by 2030, according to the founders of
BioNTech. BioNTech's vaccine sends instructions to call a type of nucleic acid found in cells, to
make proteins. In the case of COVID, the vaccine sent instructions to make the spike protein on
the coronavirus envelope, which was detected by the body's immune cells and triggered a
response against the invading virus. Similarly, the technology can be used to train immune cells
to recognize and destroy proteins found in cancerous cells. BioNTech already has several
cancer vaccine candidates in clinical trials and hopes that the success of COVID vaccines will
help its cancer work as well. BioNTech's vaccine pipeline is diverse, encompassing cancers of
the bowel, skin, lung, head and neck, prostate, and ovaries. Some of the vaccines are currently
in Phase 2 trials. #BIO #DEU Interesting Engineering The Guardian

GREEN TECHNOLOGY
→ BP will buy Archaea Energy, a US-based producer of renewable natural gas (RNG) for
~$4.1B, marking it as the largest RNG acquisition to date, surpassing Chevron's $3.15B
purchase of biodiesel maker Renewable Energy Group earlier this year. It will also be the
largest acquisition made by BP since CEO Bernard Looney took office in early 2020, promising
to reduce GHG emissions and oil and gas production while expanding the company's
renewables business. RNG, also known as biogas, is a gas derived from organic waste in
landfills or farms. Archaea, based in Houston, Texas, operates 50 RNG and landfill
gas-to-energy facilities across the US, and BP plans to increase Archaea's output fivefold by
2030 to 30k barrels of oil equivalent per day (boed), according to Looney. BP already has a
sizable biogas business, producing approximately 11k boed. BP expects renewables and
transition businesses to account for more than 40% of total annual capital expenditure by 2025.
#GRN #SCRM #GBR #USA Reuters

ADVANCED MANUFACTURING
→ Azure, a Los Angeles-based startup that specializes in 3D printed homes using
recycled materials, has been selected by real estate development firm Reinhabit to build
10 built-to-rent homes, signaling the traditional real estate market's growing interest in
the 3D printing construction-tech. Azure claims that by printing a home's floor, roof, and walls
inside its factory, it can build units 70% faster and 30% cheaper than traditional construction. To
further simplify the construction process, the Los Angeles-based startup employs prefabricated
connectable modules that can be printed in a single day. 60% of Azure's printing material is
made of a recycled plastic polymer commonly found in plastic bottles and food packaging. For
the time being, it is relying on post-industrial plastic for its printing mix. However, in the future,
the goal is to switch to post-consumer plastic.
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#MFG #GRN #USA Business Insider

AUTONOMOUS SYSTEMS
→ The average post-debut decline for 14 companies developing technologies related to
self-driving vehicles that went public in the last few years is more than 80%, according to
a recent analysis. The worst performers, which include Embark, an autonomous truck
developer, and the LiDAR technology companies Velodyne Lidar and Quanergy, are down 95%
or more. Both Quanery and Embark completed reverse stock splits this year to reduce the risk
of delisting, only to see their valuations fall further.
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#AUT #USA #TWN #ISR #CHN Crunchbase News

SEMICONDUCTORS & CHIPS
→ As demand for automotive chips rises as vehicle technology advances, some original
equipment manufacturers (OEMs) have been forced to shut down or slow production due
to a lack of sufficient amounts of semiconductors, and shortages are likely to persist in
the next few years, according to analysts. Total revenues for automotive chips could increase
from $41B in 2019 to $147B by 2030. The majority of demand will be driven by three areas:
autonomous driving, connectivity, and electrification, which will account for $129B in revenue, or
~88% of the total. Annual demand for 12-inch-equivalent automotive wafers could rise from
around 11M in 2019 to 33M by 2030, representing an 11% CAGR. Following the current trend,
the majority of future automotive-wafer demand will involve nodes of 90 nm or higher because
many vehicle controllers and electric powertrains, including electric drive inverters and
actuators, rely on these mature chips. In 2030, such nodes will account for approximately 67%
of automotive demand. Semiconductor firms are increasing production of 90 nm chips, but the
CAGR will be 5% from 2021 to 2026 — insufficient to close the supply-demand gap. OEMs may
struggle to obtain sufficient quantities due to intense cross-industry competition: high-tech,
consumer electronics, and other companies all want cutting-edge chips to improve the
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performance of their products and are willing to pay a premium to ensure supply. As a result, the
supply-demand mismatch will persist across all node sizes, according to analysts.

#CHP #SCRM #AUT #GRN #5G #DIG McKinsey & Company

→ Empyrean Technology, China's leading electronic design automation (EDA) developer,
announced the acquisition of a loss-making Hong Kong software firm for $10M,
indicating that the country's chip self-sufficiency drive is accelerating despite tighter US
sanctions. The Beijing-based company, regarded as one of China's best bets for reducing
reliance on imported chip design tools, announced this week in a stock exchange filing that its
Shenzhen subsidiary would purchase Hong Kong-based XinDA Design Automation. XinDA was
founded in 2018 by Ken Tsang, a former engineer with US EDA company Cadence Design
Systems. Cadence and Silicon Valley-based Synopsis dominate the EDA market, with Mentor
Graphics, which was founded in the United States but was acquired by Germany's Siemens in
2017. China's major tech hubs, including Shanghai and Shenzhen, have announced plans to
foster the growth of domestic EDA firms. Shanghai announced new policy measures in January
to support the growth of its IC industry, including subsidies of up to 30% of total investment in
EDA development projects. #CHP #DIG #SCRM #Geopolitics #CHN #HKG SCMP

→ The failure rate of sanctioned semiconductors shipped from China to Russia has
increased by 1,900% in recent months, according to Russian news outlet Kommersant.
The defect rate in imported silicon was 2% prior to Russia's invasion of Ukraine. Since the start
of the war, Russian manufacturers have reportedly experienced 40% failure rates. Even a 2%
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defect rate is suboptimal, because products with many components can suffer from significant
quality issues. 40% failure rates indicate that supplies are dangerously close to being unfit for
use, according to an analyst. According to Kommersant, Russian electronics producers are
having a difficult time because the gray market equipment does not move as quickly as
authorized equipment, and supply chains within Russia are currently extremely tangled. #CHP
#SCRM #Geopolitics #CHN #RUS #UKR The Register

QUANTUM TECHNOLOGY
→ NATO has identified quantum as a critical emerging technology with potential
applications that could allow Allies to expand their warfighting capabilities. The
implications of quantum technologies for defense are vast, with significant applications in
computing, communication, and sensing. The "first generation" of quantum technology is
already present in semiconductors, microprocessors, and high-speed switches used in
computers and communication infrastructure. The next generation of quantum technology is
likely to greatly improve the ability to measure minute differences in temperature, acceleration,
gravity, and time. Quantum sensing technology will advance underground mapping, allow
autonomous systems to "see" around corners, and aid in brain activity scanning. Many of these
tools are already in use in the private and public sectors. NATO is currently working on quantum
sensing for submarine detection. NATO and its allies will soon need to upgrade and secure their
digital infrastructure with quantum-resistant cryptography. Quantum technology could be used in
the near future to easily break standard encryption, while information encoded in a quantum
particle would collapse when attacked by hackers, making interpretation impossible. Despite its
enormous potential, it is critical to remember that quantum technology is not a "silver bullet" for
capability and defense concerns. It is critical to recognize that there is no unified view within the
quantum field. All of these factors have increased the urgency for NATO to develop robust
methods for tracking quantum market trends and technological initiatives that will inform
capability development and investment decisions. NATO can maintain its position as a leader in
this field by utilizing Allied testing and validation infrastructure, such as test centers and access
to end-user military operators. #QNT #CHP #5G #DIG #BIO #SAT #AER #AUT #SCRM
#Cybersecurity #Geopolitics NATO's Allied Command Transformation

Analyst Comment: NATO's current innovation efforts are focused on nine priority
technology areas: artificial intelligence (AI), data, autonomy, quantum-enabled
technologies, biotechnology, hypersonic technologies, space, novel materials and
manufacturing, and energy and propulsion. Moreover, this statement is consistent with
NATO's 2030 agenda, which aims to keep the Alliance at the forefront of global
competition in the new era. Next5 notes this as one of the clearest statements NATO has
sent about the importance of emerging quantum technology, particularly in terms of
strategic decision-making and warfare capabilities. This rhetoric also highlights the
growing awareness of the challenges and opportunities in the field of quantum
technology. In a LinkedIn post, technology expert and quantum executive Piers
Clinton-Tarestad highlighted three points that stood out the most from this statement:
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1. The need to consider more than the computational implications of quantum
technological developments.

2. An ongoing awareness of the potential cybersecurity implications of
post-quantum cryptography (PQC), quantum random number generation
(QRNG), and quantum key distribution (QKD).

3. A recognition that these technologies are not fully developed, and that there is
some uncertainty about whether and how they can scale — monitoring and
managing hype is just as important as the previous two points.

These three points apply to the many other industries that quantum could affect, as well
as the common challenges they all face (sustainability, trust, transformation).
Collaboration between the public and private sectors will be critical to successfully
navigating the three points mentioned above, according to Mr. Clinton-Tarestad.

GEOPOLITICS
→ Apple has halted plans to use memory chips manufactured by Yangtze Memory
Technologies Co (YMTC) in its products. The move comes in the midst of the latest round of
US export controls imposed on the Chinese tech sector, indicating that Washington's crackdown
is affecting the supply chain. According to supply chain executives, Apple had planned to begin
using the government-funded YMTC's chips as early as this year because they are at least 20%
cheaper than those of its leading competitors. Apple changed course due to mounting
geopolitical pressure and criticism from US policymakers, according to sources familiar with the
matter. The new export regulations apply to YMTC's 128-layer memory chips. This means it
may no longer have the technological capacity to produce enough quality and quantity of chips
for Apple, even if the iPhone maker wanted to source from them, according to analysts.
#Geopolitics #CHP #SCRM #USA #CHN Nikkei Asia

→ In a series of speeches this week, European leaders have increased their warnings
about China's threat to Western democracies. As the EU looks to fine-tune relations with
Beijing, EU foreign policy chief Josep Borrell stated on Monday, October 17, that the EU should
recognize China as a competitor and reduce its economic dependency. Since 2019, the EU has
regarded China as a partner, a tough economic competitor, and a systemic rival. After Monday's
ministerial meeting, Borrell stated that the role of competitor had become more central.
According to a five-page paper prepared for a meeting of foreign ministers in Luxembourg,
Europe should reduce its reliance by diversifying supply chains for technologies and critical raw
materials and avoiding new vulnerabilities. Borrell also stated that Xi had made a "very strong
statement" about China's desire for global influence. Separately on Monday, Germany's
intelligence chiefs warned that China could use stakes in critical infrastructure as leverage to
pursue political goals. The warning is part of a broader, heated debate in Germany about how to
reduce Germany's reliance on China, its top trading partner, following Russia's invasion of
Ukraine, which highlighted the dangers of reliance on an increasingly assertive, authoritarian
state. Germany should expect China to use technology, including 5G infrastructure, or economic
power to implement its ideas, according to Bruno Kahl, the head of the foreign intelligence
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service (BND). Stakes in critical infrastructure could also open the door to sabotage and public
opinion manipulation, according to Thomas Haldenwang, the head of Germany's domestic
intelligence service. “When I talk to foreign partners about China, they always say, Russia is the
storm, China is climate change,” Haldenwang added. #Geopolitics #SCRM #5G #EUR #DEU
#CHN #RUS #UKR Reuters

→ China is opening its Hainan province, a free-trade zone, to foreign institutions, most
notably a new campus for Russia’s top technical university — the National Research
University Moscow Power Engineering Institute (MPEI). Hainan is trying to boost its
education sector by wooing prestigious foreign universities with a focus on science, technology,
agriculture, or medicine. Hainan is a popular tourist destination and also home to a Chinese
space station. The move to construct an MPEI campus in Hainan highlights the deepening
cooperation between Russia and China amid rising tensions with the US. The Hainan provincial
education department is currently pursuing similar deals with Bielefeld University of Applied
Sciences in Germany and École hôtelière de Lausanne, a hospitality management school in
Switzerland. Hainan’s moves to lure overseas institutions, as part of its free-trade agreement,
stands as an exception in China, where most local governments are trying to reduce foreign
influence in the education sector. Wenchang county, home to China’s fourth and southernmost
spaceport, however, is planning to partner with Chinese aerospace universities. It said it has
also begun talks with overseas institutions, like Ukraine’s National Aviation University. China is
under growing pressure to shore up its technological competitiveness as the US ratchets up
export restrictions against Chinese institutions. #Geopolitics #CHP #AER #SAT #SCRM #USA
#CHN #RUS #UKR #SWZ #DEU SCMP

CYBERSECURITY
→ Chinese government-backed hackers are scanning the domains of US political parties
ahead of next month's midterm elections, looking for vulnerable systems as a possible
precursor to hacking operations, according to the FBI. FBI agents in field offices across the
country have notified some Republican and Democratic state party headquarters that they may
have been targets of Chinese hackers in the last week, according to party and US officials.
None of the potential targets were hacked. Separately, China has increased its efforts to sway
American voters in the midterm elections, according to a report published by Recorded Future's
Insikt Group. China's influencers are actively conducting malign influence operations campaigns
in preparation for the 2022 elections, indicating a shift in tactics from previous US elections,
when China's influencers were less active in attempting to influence US voters, according to the
report. Additionally, CISA Director Jen Easterly stated last week in a briefing about efforts to
protect the midterms that hackers, physical threats against election workers, insiders gaining
unauthorized access to election equipment and influence operations are making the election
threat environment “more complex than it has ever been.” #Cybersecurity #Geopolitics #USA
#CHN The Washington Post

→ Cellular modems that transmit unofficial election-night results are a largely overlooked
hacking target that could aid those looking to cast doubt on vote tallies in the November
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midterm elections. The modems assist election officials in meeting the public's demand for
immediate results. However, putting any networking connection on an election system opens up
new ways to attack it that do not require physical access to machines, and the risks outweigh
the benefits, according to cybersecurity experts. While tampering with unofficial results would
not actually corrupt an election's outcome, it could spread misinformation about the accuracy of
the vote tally as well as the process's integrity. According to a POLITICO survey, at least six
states — Florida, Illinois, Iowa, Massachusetts, Michigan, and Minnesota — use modems to
transmit results in a total of 36 counties. Modems remain popular for two major reasons: time
and distance. Some officials claimed that their modems avoid security risks by connecting to
dedicated networks. However, hackers could break into the telecom networks carrying the
modems' transmissions and manipulate them in transit. To intercept modem transmissions,
attackers could also use portable devices that mimic cell towers. Officials also stated encryption
as a way to protect vote data in transit from tampering. However, encryption is not without flaws.
Researchers discovered in 2007 that voting vendor Hart InterCivic had misconfigured the
encryption on its modems, causing the modems to fail to verify their connections.
#Cybersecurity #DIG #5G #USA Politico

SUPPLY CHAINS
→ A survey of over 300 software development professionals reveals concerns about
software tampering and software supply chain attacks — but little effort to detect or
prevent them. Key findings include:

➔ Software Supply Chain Fears Are Growing: 87% of respondents stated that they were
aware that software tampering caused organizational security problems. 63% of
respondents were concerned about malware in open source repositories like the
SolarWinds and CodeCov hacks. 66% thought "exploitable software vulnerabilities" were
a risk. Other supply-chain issues ranked high. 51% of respondents mentioned the
inability to detect software modification as a security problem. 40% worried about CI/CD
toolchain vulnerabilities.

➔ Firms Push Vulnerable Software: 37% of respondents said their company released
software on a monthly basis that was later discovered to have a security vulnerability.
Expand the scope to quarterly software releases, and 64% of respondents admitted that
software released during that time period contained vulnerabilities after internal or
external review. Furthermore, 10% of those polled stated that security issues rarely or
never affect their organization's software release. Another 44% of those polled agreed
that security concerns were important and could (but might not) cause software delays.
46% stated security issues with developed software would definitely cause their
employer to delay its release.

➔ Publishers Increasingly Concerned About Software Risks: When asked which
software issues pose the greatest risk to their companies, 66% said software-based
security flaws in components, development tools, and operating systems. Flaws in open
source repository repositories were ranked second, with 63% of respondents citing open
source as a software security risk. When asked what factors are increasing software
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security risk, 98% said third-party software, open source software, and software
tampering.

➔ Lack Of Tampering Detection A Major Concern: 51% of respondents agreed that the
inability to detect software tampering is a risk for their businesses, while 77% said they
would welcome a tool to detect software tampering. 37% of software companies say they
have a system in place to detect tampering in their supply chain. 49% said they didn't
have a way to detect software tampering across their software supply chain, and 14%
said they "didn't know." While tampering scans were fairly common during the build
process (53%), and after build but before deployment (43%), much lower percentages of
survey respondents said they scanned code after deployment (34%), or individual
components prior to build (33%).

➔ Fears About Complexity Keep SBOM Adoption Low: When asked what motivates
your company to create and review an SBOM, 67% of professionals surveyed cited the
need to identify software risk and adhere to industry best practices.

➔ Focus On Internal, Open Source Software: 27% of IT professionals surveyed said
their company creates and reviews SBOMs before releasing software. 63% said open
source and internally developed components were reviewed. Software components built
by contractors (60%) and partners (57%) were cited as the focus of their review by a
slightly smaller percentage. A little more than half (55%) said their SBOM review
included third-party services (55%) and file archives (50%).

➔ Lack of Expertise, Staff, Budget Cited At Firms That Don’t Generate SBOMs: 50%
of the professionals polled stated that their company does not generate an SBOM. A
large percentage (44%) of those cited a lack of expertise and staffing required to do so.
32% cited a lack of budget for SBOM implementation as a contributing factor. 90% of
respondents said that creating and reviewing SBOMs is becoming more complex, not
less. The "rapid pace of software development" (71%) and the presence of "multiple
sources of code contribution" (72%) were cited by large majorities as making SBOM
creation and review more difficult. Third-party (60%) and open source (59%)
components were also frequently mentioned as contributing to SBOM complexity.

#SCRM #Cybersecurity ReversingLabs

→ In September, chip delivery times fell by four days, the most in years, indicating that
the industry's supply crunch is easing. Lead times averaged 26.3 weeks, compared to nearly
27 weeks the previous month, according to research by Susquehanna Financial Group. Wait
times decreased in all key product categories, with power-management and analog chips
experiencing the greatest reductions, according to an analyst. #SCRM #CHP Bloomberg
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