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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features the reason Russia isn’t using the most
advanced technology in its war with Ukraine, China’s attempts to hedge the US dollar,

John Deere’s interest in satellites, the tight election between the US and Russia to lead
the UN’s telecommunications, the White House releases an AI Bill of Rights, China;s
DJI was added to a US DoD entity list, and the semiconductor industry’s exposure to

ransomware.



NEXT5 EDITOR’S HIGHLIGHTS
→ Russia is dependent on a military industrial base that is reliant on access to American
innovation. The Kremlin knew that chips would transform weapons systems by improving
guidance and communications. In the late 1950s, the Soviets poured funds into defense
electronics. Soviet engineers fabricated their first chip four years after the US, and Moscow
benefitted from spies it sent to the US who brought back the latest semiconductor technology,
which they copied. A strategy of copying was fundamentally mismatched, however, to an
industry that progressed rapidly. Moore’s Law, which predicted that the processing power of
chips would grow exponentially, meant that the Soviets’ best efforts at replication would still
leave them far behind. Even today, Russian weapons are full of US chips, which have been
sanctioned since the Ukraine invasion. And while Russia has been able to smuggle in some
chips and evade US controls, knowledge that its most advanced systems depend on
components of questionable reliability has discouraged the Russian military from counting on
compex, computing-intensive solutions.The limited production capacity of Russia’s defense
industry has left its military with dangerously low levels of precision munitions. Ukrainian
intelligence estimates that Russia has already fired 55% of its entire stockpile of guided
missiles. This shortage has forced Russia to use anti-air weapons on ground targets.
Meanwhile, US-provided weapons to Ukraine - High Mobility Artillery Rocket Systems, in
particular - are turning the course of the war towards Ukraine’s favor. #SCRM #Geopolitics
#UKR #RUS #USA WSJ

→ China is developing alternative systems to hedge against the risk of the dollar’s
dominance. Beijing is not, for now, attempting to make the yuan an international currency nor is
it seeking to displace the USD with the yuan. However, it is taking steps to make the yuan a
regionally powerful currency through local institutions in China and regional intergovernmental
organizations. China wants to increase the use of the yuan in China’s cross-border trade
settlements and investment, reduce its dependence on the dollar, minimize exchange risk and
dollar liquidity shortage, and maintain access to global markets during geopolitical crises.
Beijing counts on the Shanghai Cooperation Organization (SCO) to provide some geoeconomic
cushion. In the past twenty years, the SCO has quietly grown into a non-Western regional
geoeconomic bloc that strives to gain a higher level of collective self-sufficiency and strengthen
self-defense against global financial and geopolitical uncertainty. The US has long neglected the
SCO’s existence and expansion. The relationships between the US and the SCO’s two
prominent founding members - Russia and China - have worsened. And a rejuvenated US
alliance system increasingly risks isolating China from the West, on which China has long been
dependent for advanced technology purchases and merchandise exports. #USA #CHN #FIN
#Geopolitics #SCRM Foreign Policy

→ Former NSA employee, Jareh Sebastian Dalke, stole and attempted to sell classified
documents to a foreign government, which could ultimately subject him to a death
sentence for espionage. The DoJ said Dalke approached an undercover FBI agent (who he
believed to be a Russian spy for the SVR) in late July. He told the agent that the information he
had for sale was “highly sensitive information relating to foreign targeting of US systems and
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information on US cyber operations, among other topics.” Dalke requested $85,000
compensation via cryptocurrency. Dalke only worked for the NSA for about three weeks
according to the FBI. He was arrested on September 28 and is now being charged with three
violations of the Espionage Act, which carries a potential sentence of death or any term of years
up to life in prison. #USA #Geopolitics #Cybersecurity Dark Reading CyberScoop

→ Global M&A shrank for the third consecutive quarter as rising interest rates forced
lenders to pull back from financing large deals and the soaring dollar failed to spur US
companies into snapping up foreign targets amid persistent geopolitical tensions. M&A
volumes in the US plunged by nearly 63% in the third quarter. European M&A activity suffered a
42% contraction and Asia-Pacific was down 52%. While valuations are sinking, US buyers have
so far taken a cautious stance on doing deals overseas and making currency-driven bets amid
concerns over the war in Ukraine and Europe’s energy crisis. And corporate confidence in
markets being supportive of dealmaking - widely seen as the leading indicator of M&A activity -
has plummeted as long-lasting recession looms. Looking ahead, dealmakers expect more
domestic tie-ups, mostly funded by stock, to help companies withstand the storm. Meanwhile,
many deals that continue will have to go through a longer gestation period due to increased
antitrust scrutiny, especially in Big Tech. #Geopolitics #SCRM Reuters

→ Initial Public Offerings by US tech companies have sunk to their lowest levels since
the global financial crisis of 2008, as stock market volatility, soaring inflation, and
interest rate hikes have soured investor sentiment towards new listings. Only 14 tech
companies have floated their shares on stock exchanges so far this year, compared with 12 in
2009, according to Refinitiv data. The IPOs this year have raised $507M, the lowest amount that
has been raised through flotations since 2000. And total IPO volumes fell 90.4% in the first nine
months of the year compared with last year. Analysts interviewed by Reuters said a steep drop
in stock market valuations has deterred tech firms from pursuing stock market launches. In the
US, sectors including financials and healthcare were among the bright spots for IPOs followed
by energy and power. #USA #SCRM Reuters

DIGITALIZATION
→ Eugene Yu, the founder and CEO of Konnech, an elections technology company, has
been arrested in connection with an investigation into the possible theft of personal
information about poll workers, according to Los Angeles County officials. Konnech,
based in Michigan, creates software to manage election logistics such as poll worker
scheduling. Groups contesting the validity of the 2020 presidential election have accused the
company of storing information about poll workers on servers in China. Several groups,
including the founder of True the Vote, a nonprofit dedicated to uncovering election fraud,
investigated Konnech this year. True the Vote stated that its team downloaded personal
information on 1.8M American poll workers from a Konnech server hosted in China. According
to online accounts from people who attended a conference about voter fraud where the claims
were made, it obtained the data by using the server's default password, which it said was
"password." The group provided no evidence of downloading the data, instead claiming to have
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given the information to the FBI. The allegations quickly spread online, with some supporters
raising concerns about China's influence on the American electoral system. The DA's office in
Los Angeles said it was unaware of True the Vote's investigation and had no input on the
county's investigation. #DIG #Cybersecurity #USA #CHN NY Times

→ A US Army doctor and his physician wife conspired to provide the Russian
government with personal medical records from the US government and military,
according to a newly unsealed federal indictment. The couple believed they were passing
medical information to a Russian Embassy employee, according to the unsealed indictment. In
reality, the recipient of the confidential information was an undercover FBI agent. The couple
gave the purported embassy worker that information to demonstrate their level of access to
such material about “U.S. personnel” and to show “the potential for the Russian government to
gain insights into the medical conditions of individuals associated with the U.S. government and
military, to exploit this information.” The complaint charges the couple with conspiracy and
wrongful disclosure of individually identifiable health information. #DIG #BIO #Cybersecurity
#Geopolitics #USA #RUS CNN CNBC

→ Elon Musk wants to buy Twitter for $54.20 per share, returning to his original $44B
offer, according to regulatory filings made public on October 4. Additionally, Musk tweeted
that purchasing Twitter was "an accelerant to creating X, the everything app." He stated that the
Twitter acquisition could accelerate X by up to five years. X is the name of the corporate
vehicles Musk is using to acquire Twitter. #DIG #USA NY Times The Guardian

→ Disinformation is saturating the popular social media platform WeChat, posing an
increasing threat to Chinese American voters in the November midterm elections,
according to a new study released by the civil rights nonprofit group Chinese for
Affirmative Action. Hundreds of articles have circulated throughout the Chinese diaspora
promoting right-wing disinformation, or misleading information disseminated with the intent to
harm, according to the study. Over the last five months, researchers discovered 320 articles
classified as "major" disinformation, defined as having more than 5k views on WeChat or
spreading to other platforms such as Twitter, YouTube, and Chinese websites. WeChat is used
by approximately 60% of the Chinese American community. The disinformation covers a wide
range of topics from voter fraud to complaints about the current US administration. #DIG
#Cybersecurity #Geopolitics #USA #CHN NBC News

SATELLITES & NAVIGATION
→ John Deere met with 60 satcom providers at a test farm to issue an RFP to launch a
satellite communications network linked with its tractors and other smart field machines
by 2024. The RFP said that satellite connectivity would help with precision guidance using AI
and sensors, according to company officials. Satellite communications will open up new
opportunities by allowing farmers to use cutting-edge technologies that rely on real-time
information and communication, according to company executives. In 2030, the market for
agricultural connectivity will be worth $150B, according to the company. Currently, the company
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connects 500k machines worldwide via terrestrial cellular and wants to increase that number to
1.5M by 2026. #SAT #GRN #AI #AUT #5G #DIG #MFG #USA Fierce Electronics

→ The FCC approved a new rule that reduces the time it takes satellite operators to
deorbit low-Earth orbit satellites from 25 to 5 years. The draft rule, published in September,
was adopted by a 4-0 vote by the commissioners to address growing debris in LEO. Spacecraft
that end their lives in orbits of 2,000 kilometers or less must deorbit as soon as possible and no
later than five years after the end of their mission, according to the new rule. The rule would
apply to satellites launched two years after the order is issued, and would cover both
US-licensed satellites and those licensed in other countries but seeking access to the US
market. #SAT #AER #USA Space News

→ China and Russia have agreed to build satellite ground stations on each other's
territory in order to improve the interoperability of their global navigation systems,
according to the Russian space agency Roscosmos. The agreement aimed to make
Russia’s GLONASS and China’s BeiDou systems more reliable and accurate. GLONASS
stations will be installed in three Chinese cities, according to contracts signed by China and
Russia at a regular meeting on satellite navigation: Changchun in the northeast, Urumqi in the
northwest, and Shanghai in the east. Stations for BeiDou will be built in Obninsk, western
Russia, Irkutsk, eastern Siberia, and Petropavlovsk-Kamchatsky, Russia's Far East. #SAT
#CHN #RUS SCMP

ARTIFICIAL INTELLIGENCE
→ On October 4, President Joe Biden unveiled an AI Bill of Rights, detailing five
safeguards for Americans in the age of artificial intelligence. It encompasses the White
House's vision for how the US government, tech companies, and citizens should collaborate to
hold AI accountable. AI has the potential to cause serious harm, and minorities are often
disproportionately affected. For example, facial recognition technologies used in policing and
benefit allocation algorithms are not as accurate for ethnic minorities. The new blueprint aims to
redress that balance. It says that Americans should be protected from unsafe or ineffective
systems; that algorithms should not be discriminatory and systems should be used as designed
in an equitable way; and that citizens should have agency over their data and should be
protected from abusive data practices through built-in safeguards. Citizens should also know
whenever an automated system is being used on them and understand how it contributes to
outcomes. Finally, people should always be able to opt out of AI systems in favor of a human
alternative and have access to remedies when there are problems. These are similar to those
implemented in the EU, but the document is nonbinding and does not constitute US government
policy as the Office of Science and Technology Policy cannot enact legislation. It will be up to
lawmakers to introduce new bills. #AI #DIG #Geopolitics #Cybersecurity #USA #EU MIT
Technology Review

NEXT GENERATION COMMUNICATIONS
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→ Viasat shares rose 27% after L3Harris agreed to buy its tactical data links division.
Viasat currently has 450 employees and they generated about $400M in annual sales. Viasat
primarily works with encryption technology, which is a crucial feature. Global national security
requirements are increasing rapidly in the geopolitical sector, according to L3Harris’ CEO. #5G
#SAT #DIG #Cybersecurity #Geopolitics #USA Bloomberg

→ A top US official won a massive majority to lead the United Nations agency that sets
global standards for telecoms and tech infrastructure. The election pitted Western
democracies’ vision of a more open version of the internet against authoritarian countries’
government-controlled approach. Russia, China, Saudi, Arabia, and Iran have already
demonstrated how the internet can be turned into a powerful tool for surveillance and
censorship to crack down on dissent. 139 countries voted for the US' Doreen Bogdan-Martin
against 25 casting their ballots for Russia’s Rashid Ismailov. Doreen Bogdan-Martin will be
leading the International Telecommunication Union (ITU) for the next 4 years. Bogdan-Martin is
the first woman to lead the UN agency in the last 157 years. She is replacing China’s Houlin
Zhao, who had been at the helm of the agency since 2014 amid growing fears in the West about
Beijing’s growing efforts to rewrite global standards. She will primarily work on major telecoms
and technology issues including the severe lack of internet connectivity across the world. #5G
#DIG #Geopolitics #USA #RUS Politico

FINANCIAL TECHNOLOGY
→ Financial messaging system SWIFT has laid out its blueprint for a global central bank
digital currency (CBDC) network following an 8-month experiment on different
technologies and currencies. Around 90% of the world's central banks are now using and
looking into CBDCs. CBDCs are being seen as a step forward as they could effectively be
programmed to meet both governments' and individuals' specific needs, although they have also
raised concerns about privacy and surveillance. Some countries such as the Bahamas and
Nigeria already have CBDCs up and running. China is well advanced with real-life trials of a
digital yuan, while the central bank umbrella group, the Bank for International Settlements, has
also been running cross-border trials. SWIFT's main advantage though is that its existing
network is already usable in over 200 countries and connects more than 11,500 banks and
funds. #FIN #DIG #Geopolitics #USA #BHS #NGA #BEL #EUR Reuters

→ Pro-Russian groups are raising funds in cryptocurrency to prop up paramilitary
operations and evade US sanctions as the war with Ukraine wages on, according to
research by TRM Labs. The research revealed that groups, using encrypted messaging app
Telegram, are offering ways for people to send funds which are used to supply Russian-affiliated
militia groups and support combat training at locations close to the border with Ukraine. As of
September 22, these fundraising groups had raised $400k in cryptocurrency since the start of
the invasion. On a Telegram channel, this group was looking to raise money for items such as
thermal imaging equipment and radios. #FIN #Geopolitics #SCRM #USA #RUS #UKR CNBC

AEROSPACE & SPACE
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→ On October 5, SpaceX launched a four-person crew to the International Space Station
on a NASA mission, including a Russian cosmonaut and the first Native American
woman in space. The astronauts are aboard SpaceX's Crew Dragon for the sixth time since
Dragon's inaugural crewed mission in May 2020. The arrival of the multinational crew at the
station will kick off a six-month stay in orbit. Crew-5 is the latest flight under a contract with
NASA as part of the agency's Commercial Crew Program. NASA has contracted with SpaceX to
fly up to 14 crewed missions to the International Space Station in a $4.9B deal. #AER #USA
#RUS #JPN Bloomberg

→ On October 1, private venture Firefly Aerospace launched its Alpha rocket into orbit
for the first time, marking an important step in the company's development as it enters
an increasingly competitive US launch market. Firefly is the fifth American rocket company
to reach orbit in the last 15 years, joining SpaceX, Rocket Lab, Virgin Orbit, and Astra. Firefly's
Alpha rocket, which stands 95 feet tall, is designed to launch up to 1,300 kilograms of payload
into orbit for a fee of $15M per launch. This places Firefly in the "medium-lift" rocket category,
between "small" launchers and "heavy" rockets. Firefly has another Alpha launch planned for
this year, with plans to launch up to 6 more in 2023 and 12 in 2024.

#AER #USA Bloomberg CNBC

→ In an effort to remove its dependency on international aircraft manufacturers such as
Airbus and Boeing, the Russian aviation sector has vowed to create a thousand aircraft
independently by 2030. Russia's sole civil aircraft manufacturer has decided to meet all of the
industry's requirements, and foreign-made aircraft will be phased out of Russian airline fleets.
Rostec will start by replacing imported parts on the medium-haul MS-21 planes, such as the
Pratt & Whitney engines. Between now and 2030, Rostec plans to manufacture 142
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Superjet-New and 270 MS-21, as well as 70 turboprop Il-114, 70 medium-haul Tu-214, and 12
wide-body Il-96, designed locally, according to government documents. The Russian move is
similar to China's decision to compete with the Airbus A320 and Boeing's 737 Max aircraft with
its own C919, which was manufactured without the pressure of Western sanctions. China took
this step 14 years ago, and the aircraft only recently moved closer to certification. The aircraft is
assembled in China, but it is heavily reliant on Western components such as avionics and
engines. While this single-aisle aircraft could meet China's aviation needs in the coming
decades, in order for the country to be truly self-sufficient, it must replace the components with
locally manufactured ones, a process that experts estimate will take at least a decade and
billions of dollars, according to industry experts. The Chinese strategy shows how difficult it will
be for Russia to carry out its plan within the timeframe it has set for itself. Even after spending
vast sums of money, Russia may end up using second-rate technology because the best
available technology remains out of reach, according to the experts. #AER #SCRM #Geopolitics
#USA #EUR #RUS #CHN Reuters Interesting Engineering Business Insider

BIOTECHNOLOGY
→ Scientists are sending baker's yeast to the moon as part of NASA's Artemis 1 mission
to study what happens to cells in space, in an effort to help develop tech that will protect
astronauts from space radiation. For 42 days, researchers will send yeast cells to and from
the moon in the Orion spacecraft. There are ~6k bar-coded yeast strains in this collection, each
with one gene deleted. If the deletion of a specific gene has an effect on cell growth and
replication, those strains will lag when exposed to the environment in space. The main goal is to
genetically modify yeast cells to express tardigrade-specific proteins. The researchers can then
look into how those proteins affect cell physiology and resistance to environmental stresses,
particularly radiation, in the hope that this knowledge will come in handy when scientists try to
engineer mammals with these proteins. When the mission is finished and the samples come
back, they can count the number of each strain and use the barcodes to identify genes and
gene pathways required for surviving space radiation damage. #BIO #AER #USA #CAN
Phys.org

→ Traditional agriculture requires more space, less water, and no soil than hydroponic
farming, but it does require a growth medium, which scientists have recently developed
from discarded human hair. Human hair contains a high concentration of keratin, a protein
composed of amino acids. Keratin would make an excellent hydroponic growth medium, except
that it is not strong enough to form a substrate that physically supports the plants. With this
limitation in mind, researchers from Singapore's Nanyang Technological University began by
collecting cut-off hair from salons, extracting keratin from it, and then combining the keratin with
wood-pulp-derived cellulose fibers to strengthen it. After drying, the mixture formed a spongy
material. That material was later used as a hydroponic growth medium for various plants. It was
discovered that not only did it support and promote plant growth, but its porous structure was
also highly effective at drawing in and holding the water-based nutrient solution used in the
hydroponic setup. It was able to hold 40 times its own weight in water, which is said to be
comparable to the capacity of existing commercial growth mediums. Unlike the other mediums,
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the keratin-based material biodegrades completely within four to eight weeks, becoming plant
fertilizer in the process, leaving no waste in the environment after being discarded. Plants grown
in the keratin medium also developed longer roots than those grown in traditional mediums,
allowing them to absorb more water and nutrients.

#BIO #GRN #SGP New Atlas

→ Scientists have discovered a new "ultra rare" group of blood groups known as the
"Er" group, which could aid doctors in identifying and treating some rare cases of blood
incompatibility. The newly discovered 44th grouping system is linked to a protein found on the
surface of red blood cells. The researchers had an early indication that this protein, known as
Piezo1, was involved after comparing the genomes of the patients in the study. They discovered
that the gene that encodes this protein differs between Er blood types. Because of genetic
differences, a small number of people have different amino acids, or building blocks, in their
Piezo1 protein. As a result, blood cells containing the more common Piezo1 protein appear
foreign to the immune systems of their respective bodies. The researchers then examined how
antibodies reacted with lab cultures containing mutant versions of the Piezo1 protein, which they
created through gene editing. This allowed them to confirm that Piezo1 variation was the cause
of blood incompatibility in the individuals whose samples they were studying. On the surface of
red blood cells, there are five Er antigens — five different variations of Piezo1 that can cause
incompatibility. The study's findings are expected to be accepted as defining a new blood group
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system at a meeting of the International Society of Blood Transfusion later this year. #BIO #GBR
WIRED

GREEN TECHNOLOGY
→ Purdue University researchers have created an ultra-white paint that efficiently reflects
sunlight for natural cooling, as an alternative to air conditioning in cars and planes. Their
new paint formulation can reflect up to 98.1% of light, breaking the previous record of 95.5%
light reflection. The paint is made with high concentrations of barium sulfate and particles of
varying sizes designed to scatter the varying wavelengths of sunlight and prevent that energy
from being absorbed and transmitted. The current formulation can be applied to the exterior roof
and walls of buildings, and it can make interiors up to 4.5 ℃ cooler than the outside
temperature, reducing the workload of climate control systems. However, in order to work
effectively and achieve that level of cooling, the paint must be applied in a layer at least 0.4
millimeters thick. The new formulation has a 0.15-millimeter application thickness, is highly
porous, and weighs 80% less than the previous paint made from barium sulfate while achieving
nearly the same amount of light reflectance. That means the new paint can be used on
everything from cars to planes to spacecraft, without sacrificing mileage, performance, or even
design. #GRN #AER #USA Gizmodo

ADVANCED MANUFACTURING
→ Karlsruhe Institute of Technology (KIT) researchers built a facility that uses plasma
technology to produce massive amounts of synthetic fuels from water and ambient air.
The Dutch Institute for Fundamental Energy Research (DIFFER) in Eindhoven oversaw the
project. The technology is now in the final stages of system integration. The components have
already been linked together, despite being at different stages of maturity. The process consists
of three major steps: First, CO2 from ambient air is fed into a reactor where it is dissociated into
carbon monoxide (CO) and oxygen using a microwave-generated plasma. The oxygen is then
depleted. The water gas-shift reaction converts CO to hydrogen in the second reactor. In a third
reactor, the hydrogen and remaining CO (referred to as synthesis gas when combined) are
converted into hydrocarbons via Fischer-Tropsch synthesis. Highly molecular hydrocarbons that
cannot be used to produce kerosene are dissociated internally. Finally, the basic constituent of
aviation fuels is obtained. This raw material can then be refined into kerosene or used to store
energy. According to the researchers' findings, the new plasma technology could enable
megawatt-scale facilities. However, it can also be used in small, decentralized container-sized
production facilities.
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#MFG #GRN #DEU #NLD Tech Xplore

AUTONOMOUS SYSTEMS
→ Wisk Aero, the Boeing-backed air taxi startup, unveiled its sixth-generation
autonomous all-electric four-seater aircraft. The company plans to apply to the FAA for
permission to carry passengers as part of a commercial air taxi service. Wisk's aircraft has six
front rotors, each with five blades that can tilt horizontally or vertically, and six rear rotors, each
with two blades that stay fixed in a vertical position. It has a cruising speed of 120 knots, a
range of 90 miles (140 kilometers) with reserves, and can fly at an altitude of 2.5k-4k feet above
ground, according to the company. The company hopes to provide an intercity flying taxi service
that can be summoned via an app, similar to Uber or Lyft. The vehicle will be flown primarily by
an autopilot system, with supervision from a human pilot located remotely, according to the plan.
The aircraft would theoretically take off and land from vertiports located on building rooftops.
The company said it hopes to launch an air taxi service within the next 5 years, after which it
expects to conduct 14M flights per year in approximately 20 major markets around the world.
#AUT #AER #GRN #DIG #USA The Verge

SEMICONDUCTORS & CHIPS
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→ Micron plans to invest up to $100B over the next 20 years in upstate New York to build
a chip factory complex in order to boost domestic chip manufacturing. The project, which
Micron claims will be the world's largest semiconductor fabrication facility, is expected to create
nearly 50k jobs in New York, with a $20B investment planned in the first phase by 2030. #CHP
#SCRM #USA Reuters

→ Samsung plans to have 2nm chips in mass production by 2025 and 1.4nm chips in
mass production by 2027. The chip giant also said it plans to increase production capacity for
the most advanced process nodes by employing a "Shell-First" investment strategy. This will
entail first constructing cleanrooms, regardless of market conditions, which will then allow
fabrication equipment to be quickly installed in response to demand at a later date. Samsung
stated that by 2027, it hopes to have more than tripled its production capacity compared to this
year, and that the new build strategy will allow it to better respond to market demand. #CHP
#SCRM #KOR The Register

→   Canon will invest $345M in a new lithography equipment manufacturing plant in Japan,
the company's first in 21 years. Construction will begin in Utsunomiya in 2023, with the plant
opening in 2025. Canon's decision to build an entirely new plant indicates that the company
anticipates continued demand for older chip technology, according to analysts. #CHP #SCRM
#JPN PetaPixel Bloomberg Nikkei Asia

→ A team of researchers from the University of Pennsylvania, in collaboration with
scientists from Sandia National Laboratories and Brookhaven National Laboratory, has
developed a computing architecture that is ideal for AI. The research team used a
technique known as compute-in-memory (CIM). CIM architectures combine processing and
storage in the same location, eliminating transfer time and lowering energy consumption. The
team's new CIM design is notable for its lack of transistors. This design is specifically tailored to
the way Big Data applications have altered the nature of computing. The team also discovered
that their CIM ferrodiode could perform up to 100 times faster than a conventional computing
architecture in their study, which debuted the transistor-free design. The ferrodiode design
provides unprecedented flexibility that other compute-in-memory architectures lack. It achieves
superior accuracy by excelling in not one, but three critical data operations that form the
foundation of effective AI applications. It supports on-chip storage, which allows it to hold the
massive amounts of data required for deep learning, parallel search, which allows for accurate
data filtering and analysis, and matrix multiplication acceleration, which is the core process of
neural network computing. #CHP #AI #USA Tech Xplore

→ Chinese semiconductor start-ups are rushing to claim breakthroughs in AI chips after
the US restricted the export of advanced chips from Nvidia and AMD to China, prompting
skepticism from many industry analysts. This week, Chongqing-based Xiangdixian
Computing Technology unveiled a GPU with 12nm node technology. The new chip's release,
which took one and a half years, was produced to address the country's strategic "choke
points." The announcement comes just a few weeks after Shenzhen-based AI chip design
startup Moffett AI revealed the S30, a new AI inference accelerator that it claims has more
computing power than Nvidia GPUs. These chip start-ups' efforts to publicize their
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achievements come after the US imposed export restrictions on certain advanced AI chips from
Nvidia and AMD, prompting Beijing to step up efforts to find domestic substitutes. According to
analysts and industry insiders, Chinese chip companies are still far behind Nvidia, which has a
near-monopoly on GPUs used to train AI models. Additionally, despite these announcements, a
record number of Chinese chip firms went out of business in the first eight months of this year,
according to the most recent data from a domestic business registry service. From January to
August, 3,470 companies deregistered, including entities that use the Chinese word for "chip" in
their registered names, brands, or operations. This figure exceeded the 3,420 such businesses
that closed in 2021 and the 1,397 that closed in 2020. While China's leaders continue to push
efforts to address the country's strategic "choke points," particularly integrated circuits (ICs),
analysts state that the faltering domestic economy, weak consumer sentiment caused by
Covid-19 lockdowns and other pandemic control measures, and rising tensions between Beijing
and Washington are weighing on the semiconductor sector. #CHP #AI #SCRM #Geopolitics
#CHN #USA SCMP

QUANTUM TECHNOLOGY
→ On October 5, Qunnect, a NY-based quantum communications startup, stated that it
had raised $8M in a funding round led by Airbus Ventures and that it had launched a test
project. The project in the Brooklyn Navy Yard, where the company is headquartered, connects
the company's quantum communications hardware to two ends of existing telecommunications
fiber optic cables to test the technology, according to Qunnect CEO Noel Goddard. Customers,
including those in financial services, will eventually be able to test the technology. The US Chips
Act also includes funding for the development of a nationwide quantum network, according to
Goddard. The first generation product is expected to be completed by the middle of 2023. #QNT
#5G #USA Reuters

→ QuTech, a collaboration of Delft University of Technology and TNO, has created a
record number of six silicon-based spin qubits in a fully interoperable array. The qubits
can be used with a low error rate, due to a new chip design, an automated calibration
procedure, and new methods for qubit initialization and readout. The spin of an electron is a
delicate property. Tiny changes in the electromagnetic environment cause the spin direction to
fluctuate, increasing the error rate. The researchers expanded on their previous research in
quantum dots engineering by developing new methods for preparing, controlling, and reading
electron spin states. They could create logic gates and entangle systems of two or three
electrons on demand using this new arrangement. #QNT #CHP #SCRM #NLD ScienceDaily

GEOPOLITICS
→ On October 5, the DoD added Chinese drone-maker DJI to a list of Chinese firms it
believes are linked to China's military, along with a dozen other high-tech companies. The
other firms on the list include: Beijing Kownsec, BGI Genomics, China International Engineering
Consulting Corporation, ChemChina, China National Chemical Engineering Group Corporation,
China State Construction Group, CloudWalk, CRRC, Sugon, GTCOM, Dahna, and Qihoo 360.
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The announcement comes after a series of restrictions imposed by the US government on
transactions with Chinese firms, based on concerns that these business ties will ultimately
support the PLA's growth and modernization. #Geopolitics #AUT #AER #Cybersecurity #BIO
#AI #5G #DIG #CHP #SAT #SCRM #USA #CHN SCMP DoD

→ The Biden administration is planning to announce new measures to prevent Chinese
companies from gaining access to high-performance computing technologies, according
to several people familiar with the matter. These measures would expand on a foreign direct
product rule that targeted Huawei by prohibiting companies from sending it products made with
American technology, machinery, or software. A number of Chinese firms, government research
labs, and other entities will face restrictions similar to Huawei. In effect, any company that uses
American-made technology would be barred from selling to the Chinese entities that the
administration is targeting. The administration is also expected to try to limit the sale of
advanced US-made tools to China's domestic semiconductor industry. Washington also intends
to restrict the sale of American-made microchips to China's most powerful supercomputing and
data center projects. This limitation may prevent major academic institutions and internet
companies like Alibaba and Tencent from obtaining the components required to build
cutting-edge data centers and supercomputers. As supercomputer performance levels rise over
time, the cap could impede China's ability to develop the powerful number-crunching technology
that serves as the foundation for innovations in a variety of fields, including biotech, AI, and
missile engineering, according to an analyst. #Geopolitics #AI #DIG #CHP #5G #BIO #AER
#AUT #QNT #SCRM #USA #CHN NY Times Reuters The Washington Post

→ On Monday, October 3, a senior German lawmaker told Taiwanese President Tsai
Ing-wen that Germany will defend the self-ruled island if Beijing threatens it with military
action. The chairman of the German-Taiwan Parliamentary Friendship Group, Klaus-Peter
Willsch, also stated that the German parliament's support was reflected in various documents
and discussions. "Taiwan is an important trading partner of Germany in Asia," Willsch stated,
adding that the island's semiconductor industry had made significant contributions to the global
economy. #Geopolitics #CHP #SCRM #DEU #TWN #CHN SCMP

→ Separately, on October 5, Taiwan pledged to collaborate closely with the United States
and other allies to prevent China's military from acquiring cutting-edge chips. Taiwan's
deputy minister of economic affairs, C.C. Chen stated that Taiwan is taking steps to prevent its
technology from being used by the PLA. Chen also stated that Taiwan will implement “very firm”
export controls to keep advanced technologies out of the hands of China's military. Taiwan
investigated Alchip Technologies for allegedly supplying advanced supercomputer chips to
China's Phytium., which some analysts believe has military ties, and banned chip exports to
Phytium, according to Chen. Phytium, which is affiliated with Chinese military research arms,
relied on Alchip for certain designs. It also dealt with TSMC on behalf of Phytium for production.
The US eventually banned Phytium, prompting Alchip to declare a halt to shipments. Regulators
will also fine iPhone maker Foxconn for failing to report an acquisition of a stake in China's
state-backed chipmaker, Tsinghua Unigroup, by the company's Shanghai-listed arm. Chen's
remarks coincide with the Biden administration's plans to impose new restrictions on chip
exports to China. These will formalize export controls on advanced semiconductor technology,
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while limiting access to chips used in AI and supercomputing. #Geopolitics #CHP #AI #DIG
#SCRM #TWN #CHN #USA Bloomberg

→ Chinese chipmaker Yangtze Memory Technologies Corp (YMTC) has appointed a new
CEO to lead the company due to the possibility of US sanctions being imposed as a
result of a deal with Apple. The statement that Apple is considering using YMTC's flash
memory in iPhones sold in China has brought up national security concerns from a group of US
senators, who have called for a national security review of a potential deal between the two
companies. #Geopolitics #CHP #SCRM #CHN #USA SCMP

CYBERSECURITY
→ On Wednesday, October 5, Killnet claimed responsibility for taking down state
government websites in Colorado, Kentucky, and Mississippi, among other states, in the
latest example of apparent politically motivated hacking in the aftermath of Russia's
invasion of Ukraine. The websites in Colorado, Kentucky, and Mississippi were only
intermittently accessible Wednesday morning and afternoon, as administrators appeared to be
attempting to bring them back online. It's an example of the kind of digital disruption or
distraction that US officials and election officials are bracing for ahead of the midterm elections
in November. Websites such as the Kentucky Board of Elections do not directly participate in the
casting or counting of votes, but they can provide voters with useful information. This week, FBI
and CISA officials reiterated that any attempts by hackers to breach election infrastructure are
"unlikely to result in large-scale disruptions or prevent voting." On Telegram, the hacking group
listed the US state websites — which governments use to promote tourism and provide resident
services — as one of their targets for cyberattacks beneath a picture that reads "F— NATO.
#Cybersecurity #DIG #Geopolitics #USA #RUS #UKR CNN

→ Several of the world’s leading semiconductor companies have faced ransomware
attacks, extortion attempts and other malicious activity in 2022. All of the attacks took place
as semiconductors became a national security concern for several countries including the US,
which signed a bill last month to invest $52.7B in domestic semiconductor manufacturing and
science research. Of the ransomware attacks on semiconductor companies, most involved the
use of malware to encrypt data, extortion threats, the publishing of source code and other
proprietary data. Some groups threatened to sell company data and plans to competitors, rival
nations and more, while others used the code-signing certificates stolen from the companies to
sign malware. Most of the attacks were done by affiliates of the groups through the RaaS model.
#Cybersecurity #CHP #Geopolitics #USA The Record

→ During a week-long bug bounty program, ethical hackers discovered nearly 350
vulnerabilities in the Defense Department's networks. Approximately 270 researchers took
part in Hack US, which offered rewards to those who successfully identified critical and
high-level vulnerabilities in Pentagon systems. There were a total of 648 report submissions by
participants. There were 349 accepted submissions and the program paid $75k in total bounties
and $35k for other awards. #Cybersecurity #USA The Record
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→ US cybersecurity, law enforcement and intelligence officials revealed on October 4
that sophisticated hackers infiltrated a likely US military contractor and maintained
“persistent, long-term” access to their system. In November 2021, CISA responded to a
report of malicious activity on an anonymous DIB Sector organization’s enterprise network. This
notification was released by the NSA, CISA, and the FBI in a joint advisory. CISA discovered
that the hackers had long term access to the environment. They leveraged an open source
toolkit known as Impacket to construct and manipulate network protocols. According to
Katie Nickels, director of threat intelligence at Red Canary, Impacket is advantageous to
hackers since it allows them to gain credentials, issue commands, and inject malware into
systems. The hackers also used the CovalentStealer tool to steal confidential information
within the organization. #Cybersecurity #USA CyberScoop

→ The UK’s National Cyber Security Centre’s (NCSC) CEO Lindy Cameron delivered a
keynote speech at the Chatham House security and defense conference last week. She
discussed the cyber dimension of the Russia-Ukraine conflict, focusing on what the NCSC has
observed and the UK’s response. She was clear to point out that cyber operations are now a
standard part of warfare. “Both sides are using cyber capabilities to pursue their aims. Both
sides understand the potential of integrating cyber and information confrontation with their
military effort,” she said. She also noted that Russian cyber attacks do not seem to have had the
intended impact that Russia wanted:

“In many ways, Russia has made Ukraine match fit over the last ten years by
consistently attacking them… But if the Ukrainian cyber defense teaches us a wider
lesson — for military theory and beyond — it is that in cyber security, the defender has
significant agency. In many ways you can choose how vulnerable you can be to
attacks.This activity has provided us with the clearest demonstration that a strong and
effective cyber defense can be mounted, even against an adversary as well prepared
and resourced as the Russian Federation.”

#Cybersecurity #Geopolitics #GBR #EUR #RUS #UKR NCSC

SUPPLY CHAINS
→ There is a severe labor shortage in Xi’s favored emerging tech industries, where China
wants to develop its own cutting-edge technology capable of supplying the rest of the
world – and thus avoid reliance on Western innovation. However, a skills mismatch in
China's highly educated workforce is impeding the transition, with many of those laid off from
the internet sector lacking the skills to transition into emerging industries where both state and
venture capital funding is flowing. This disparity contributes to China's high unemployment rate,
particularly among those aged 16 to 24, and may potentially slow progress in prioritized
industries facing a talent shortage. Job postings for the "Pure Internet" sector, which includes
Tencent, Alibaba, and Bytedance, fell 40% YoY in the first half of 2022, according to Maimai
(China’s equivalent of LinkedIn). Job postings in "Hard Tech" sectors such as new-energy
vehicles and new-energy generation increased 382% and 215%, respectively. Opportunities in
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electronics, artificial intelligence, and new biomedicine have increased by more than 100%.
Those Hard Tech industries are competing for a small pool of candidates, with fierce competition
for core technical positions, according to the founder and CEO of Maimai. According to Maimai's
data, an average of 12.5 companies compete for one vision algorithm engineer in the AI
industry. On average, more than two companies are interested in natural language processing
experts. #SCRM #Geopolitics #DIG #SAT #AI #5G #FIN #AER #BIO #GRN #MFG #AUT #CHP
#QNT #CHN Bloomberg
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