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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features the latest on market trends favoring TikTok
over Meta, China is overhauling its notorious Belt & Road Initiative, Amazon providing

cloud technology to Chinese firms, how social media was used to spread disinformation
about a coup in China, NASA spacecraft DART collided with an asteroid, newly

released documents reveal Nixon was subject to radiological exposure in Moscow,
Huawei plans to start US-free chip manufacturing, and China again publicly accuses the

NSA of alleged hacks years ago.



NEXT5 EDITOR’S HIGHLIGHTS
→ Meta’s market value is down by more than 60% since the spring, after losing ground to
TikTok and seeing curtailed revenue after Apple implemented privacy changes. Apple,
Microsoft, Amazon, and Google are each worth more than $1T, but Meta is now worth less than
half of that. TikTok was once again the most downloaded app globally last quarter, a position it’s
held for 8 quarters in a row, according to Sensor Tower data. Meta keeps introducing changes
to Facebook and Instagram to make them more like TikTok, to no avail. Despite taking some
major hits, Meta has 2.9B monthly active users and had net income of $6.7B on $29B revenue
last quarter. However, it’s still buying other companies. And its global influence over
information and advertising remains vast. However, it is also battling antitrust cases in Europe
and the US. #DIG #USA #CHN #EUR Axios

→ Meta and Google are reportedly cutting staff as the tech giants look to cut costs amid
slowing growth and increased competition. Meta is planning to cut expenses by at least 10%
according to people familiar with the company’s plans. Both companies are giving workers
opportunities to apply for new roles within their respective companies in a certain amount of
time, or leave. Meta and Google’s efforts to cut costs show how the companies, which make
money through selling ads, are bracing for an economic downturn. #DIG #USA CNET WSJ

→ Beijing is reportedly overhauling its trillion dollar Belt and Road Initiative. A slowing
global economy, combined with rising interest
rates and higher inflation, have left countries
struggling to repay their debts to China. Tens of
billions of dollars of loans have gone unpaid and
numerous development projects have stalled.
Western leaders have criticized China’s lending
practices, which some have labeled “debt-trap
diplomacy.” Nearly 60% of China’s overseas
loans are currently held by countries considered
to be in financial distress, compared with just 5%
in 2010. After nearly ten years, Chinese policy
makers are considering a more conservative
program, dubbed Belt and Road 2.0 in internal
discussions, that would more rigorously evaluate
new projects for financing. And against historic
precedence, China is now more open to
accepting some losses on loans and
renegotiating debt. Chinese President Xi Jinping
once called the initiative “a project of the century”
but the overhaul exposes limits to his vision to
reshape the global order. #SCRM #CHN WSJ
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→ After the US warned all Americans to leave Russia this past week, Krebs Stamos
Group amplified the USG warning and published technical steps organizations should
take on the way out.

- Deactivate in-country administrative access.
- Implement blocking DLP policies
- Wipe high-risk internal servers
- Deprovision access to intranet services.
- Deprovision access to cloud services
- Lock/wipe endpoints PCs as appropriate.
- Deprovision mobile devices.
- Lock user accounts.
- Cut WAN access, maintaining a VPN backup.

#Cybersecurity #Geopolitics #RUS #USA #UKR Krebs Stamos Group

DIGITALIZATION
→ Amazon is providing cloud technology to Hikvision and Dahua, two Chinese
state-owned military companies banned by the US. A joint investigation by National Review
and IPVM, a surveillance and security research group, reveals that Amazon's business
relationships with the two Chinese surveillance giants may violate a law prohibiting federal
contractors from doing business with certain Chinese firms. The tech giant may have violated a
provision in the 2019 National Defense Authorization Act (NDAA) that prohibits contracts with
companies that use certain Chinese surveillance hardware or software. Both Chinese
companies provide streaming services that allow customers to remotely view video feeds from
their cameras, all of which are hosted on AWS, which simultaneously has a $10B contract with
the NSA. Additionally, Hikvision uses a variety of ISPs in the US, including AWS and other
Amazon service providers, as well as servers provided by Chinese tech giants Alibaba and
Tencent. Dahua also provides its own cloud access software (COS), which is hosted on AWS.
Moreover, Amazon hosts several online stores run by wholly owned subsidiaries of Hikvision
and Dahua. While the NDAA bans federal contractors such as Amazon from purchasing devices
from the companies, it may also prohibit contractors from maintaining certain business
relationships with them. Specifically, under the ban, federal agencies may not enter into a
contract, extend or renew a contract with an entity. Although the $10B NSA contract may be
illegal, federal authorities must first clarify the scope of the NDAA ban and investigate Amazon's
actions to prove it, according to an analyst. Now, US Senator Marco Rubio (R-FL) is urging the
General Services Administration and the DoD to conduct an immediate investigation and put an
end to this "massive national security threat." #DIG #Cybersecurity #Geopolitics #SCRM #USA
#CHN National Review

→ On Tuesday, September 27, Meta blocked “inauthentic” Russian and Chinese pages
and groups from spreading misinformation via Facebook and Instagram. The Russian
network of accounts “criticized Ukraine and Ukrainian refugees, praised Russia and argued that
Western sanctions on Russia would backfire,” according to Meta. The group behind the
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accounts created 60 websites “carefully impersonating legitimate news organizations in
Europe.” The Russian group that Meta barred had distributed news articles online and, in some
cases, paid Facebook or Instagram to promote them. According to executives, the ads
generated around $105k in advertising revenue for the company. That money will not be
returned, but will instead be used to fund Meta's expanding security teams. A smaller network of
accounts originating in China was also removed by the company. This group targeted users in
the US, the Czech Republic, and a few other Chinese and French-speaking countries. The
campaign was far more limited in scope, with fewer than 100 total accounts, pages, and groups,
and only 300 total users persuaded to follow them. Additionally Meta stated that this is the first
known China-based influence operation to have been disrupted aimed at targeting users in the
US with political content ahead of the November midterm elections. The discovery was
significant because it indicated a shift toward more direct interference in domestic politics in the
US, as opposed to previously known Chinese propaganda efforts. #DIG #Cybersecurity
#Geopolitics #USA #CHN #RUS #EUR #CZE Bloomberg Reuters

→ Rumors about China's President Xi Jinping's house arrest spread after an exiled
Chinese journalist speculated on Twitter about a possible coup in China, eventually
getting airtime on one of India's most-watched news channels, demonstrating how far —
and fast — disinformation spreads online. Following that, a Chinese YouTube personality
and a media network affiliated with the Falun Gong spiritual movement, which was banned in
China in 1999, tweeted that Xi had been deposed. Soon after, a German news outlet's Beijing
correspondent blasted out a tweet thread sarcastically covering the "coup" as real news. The
"story" of the German reporter was then covered as "breaking news" by a major TV news
channel in India. On Saturday, Newsweek published a story about "unproven rumors circulating"
that a People's Liberation Army general had "replaced" Xi. A social media expert and professor,
downloaded all tweets containing the hashtag "China coup" and discovered approximately 32k
interactions and tweets as of Sunday morning. The false narrative is one of the first examples of
a viral tweet that "calls into question the foundation of the Chinese political system," according
to a China expert with the Atlantic Council's Digital Forensic Research Lab. #DIG #Geopolitics
#CHN #IND #DEU #USA CyberScoop

Analyst Comment: Reports of Xi’s alleged house arrest originated from India.
LookingGlass analysts never saw indications that these reports were true. This event is
likely a result of India attempting to sow confusion and discord right before the Chinese
Communist Party congress in the coming weeks, where Xi is expected to begin an
unprecedented third term. This event also underscores the role social media plays in
giving a platform for misinformation and disinformation to take place. A few weeks ago,
social media executives appeared at Senate hearings focused on disinformation where
they came under fire for continuing to allow this activity on their platforms. With US
elections looming, we expect to see more debates on the Hill regarding social medias’
responsibility to police this activity.

SATELLITES & NAVIGATION
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→ More than a dozen countries' space scientists are collaborating with researchers from
all over the world to create shoebox-sized satellites to study major threats to the planet,
such as climate change and cosmic radiation. The United States, China, Russia, and Brazil,
among others, will contribute to the construction of satellite networks to collect and share data
from various orbits. Daniel Baker of the University of Colorado, the project's leader, predicted
that some of the satellites would be in orbit by 2025. Instead of relying on single-point
observations, the satellites will be grouped into constellations to provide scientists with a more
complete picture by combining data from multiple spacecraft at the same time. Each satellite will
be a few kilograms in weight and will carry two or three instruments. They will have a simple
design to make them easy to build and use for data processing. According to Baker, the small
satellites would not only revolutionize the way major space nations such as the US, China, and
Russia conducted space science, but would also expand capacity for emerging players in areas
such as South America and Africa. The Committee on Space Research (Cospar) in Paris
organizes the project, which is open to all countries and was founded in 1958. Obtaining
government funding and making the project truly international were significant challenges. #SAT
#AER #Geopolitics #USA #CHN #RUS #BRA #EUR SCMP

→ The European Space Agency has tasked a SES-led consortium with developing and
operating a satellite to validate quantum key distribution (QKD) technology by 2024. A
consortium of more than 20 European companies has won a contract for the Eagle-1 satellite,
which will fly for three years in low Earth orbit, transmitting keys that will be used to encrypt
communications on the ground using the quantum properties of photons. Because any attempt
to eavesdrop on the communication changes the state of the photons, destroying the keys, QKD
is hailed as the next big leap in delivering secure networks. Luxembourg-based Eagle-1 will be
the first sovereign European end-to-end space-based QKD system. ESA's Advanced Research
in Telecommunications Systems (ARTES) program is co-funding the Eagle-1 project, which also
includes contributions from Germany, Luxembourg, Austria, Italy, the Netherlands, Switzerland,
Belgium, and the Czech Republic. #SAT #AER #5G #QNT #Cybersecurity #EUR #DEU #LUX
#AUT #ITA #NLD #CHE #BEL #CZE SpaceNews

ARTIFICIAL INTELLIGENCE
→ On September 28, the European Commission proposed rules to make it easier for
individuals and businesses to sue manufacturers of drones, robots, and other products
equipped with AI software for compensation for harm caused by them. The AI Liability
Directive aims to address the growing use of AI-enabled products and services, as well as the
patchwork of national rules across the European Union's 27 member states. Victims can seek
compensation for harm to their life, property, health, and privacy caused by the fault or omission
of an AI provider, developer, or user, or for discrimination in an AI-powered recruitment process,
according to the draft rules. The rules reduce the burden of proof on victims by introducing a
"presumption of causality," which means that victims only need to demonstrate that a
manufacturer's or user's failure to comply with certain requirements caused the harm and then
link this to the AI technology in their lawsuit. Victims can ask a court to order companies and
suppliers to provide information about high-risk AI systems so that they can identify the liable
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person and the fault that caused the damage under a "right of access to evidence." The
Commission also announced an update to the Product Liability Directive, which means that
manufacturers will be held liable for all unsafe products, both tangible and intangible, including
software and digital services, both before and after they are sold. Users can seek restitution if
software updates make their smart-home products unsafe or if manufacturers fail to close
cybersecurity gaps. Those who have purchased unsafe non-EU products will be able to seek
compensation from the manufacturer's EU representative. #AI #DIG #AUT #SCRM
#Cybersecurity #Geopolitics #EU Reuters

NEXT GENERATION COMMUNICATIONS
→ A recent industry experiment demonstrated that 5G networking gear can assist drones
in capturing video and detecting faint radio signals by reducing the amount of data
processing required to correctly identify an enemy position for military use. Lockheed
Martin and Verizon used small camera-and-signal drones linked by 5G to larger computers
nearby to spot simulated enemies better than simple camera drones could. The US military has
been pushing ahead with research into 5G deployment for use on bases, in smart warehouses,
and so on. However, the demonstration, which was attended by military personnel but was
privately sponsored by Lockheed Martin and Verizon, demonstrates that the ability to send large
amounts of data over 5G's (relatively) short ranges has relevance to actual battlefield
operations. The experiment also demonstrates how AI can be applied to a wide range of
battlefield sensor data, which could include live video, commercial cellular signals, and a variety
of communications and electronic-warfare waveforms in urban environments. Recognizing even
the most subtle digital trails could be crucial to avoiding becoming a target. The transfer of data
between two networks, one private and the other representing a public network, was the most
important aspect of the experiment. Future conflicts are likely to take place in areas where the
military must rely on public networks. Many regulators are also concerned about how the military
and commercial providers will share 5G spectrum. #5G #AUT #DIG #AI #USA Defense One

FINANCIAL TECHNOLOGY
→ The Pentagon is conducting a thorough examination of cryptocurrencies in order to
assess the threats to national security and law enforcement posed by the rise of digital
assets. DARPA has enlisted the help of crypto intelligence firm Inca Digital to carry out the
year-long project. The company will create tools that will provide the Pentagon with a detailed
view of the inner workings of crypto markets, in part to assist authorities in combating illicit use
of digital assets. The agreement is the latest proof that federal agencies are stepping up efforts
to combat rogue regimes, terrorists, and other criminal actors who use cryptocurrency to fund
their operations. #FIN #DIG #Cybersecurity #USA The Washington Post

AEROSPACE & SPACE
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→ China has stated that the Xuntian survey space telescope will be launched in 2027,
four years before NASA's version, Roman. US and Chinese researchers are racing to build
telescopes that will answer the same question, but each with a unique design. Mirrors are one
of the distinguishing components. Roman's mirror is larger than Xuntian's, so it will be able to
capture more light, giving the final image more detail. However, despite being smaller in
diameter, Xuntian's mirror has a field of view that is more than three times wider, so it will be
able to image more of the sky over the course of its mission than Roman. Another crucial
component of the telescope is the sensor module, which reads and processes the light captured
by the mirror and sends data back to Earth for scientists to convert into images. NASA has a
six-decade advantage over China's younger space agency in developing sensors that work in
extreme conditions in space. China's challenge is to match the semiconductor technology
aspects of all mass cameras by having more experience with telescopes. NASA can also be
more ambitious in terms of how far it sends Roman, according to physicists. The telescope will
orbit the sun from a distance of approximately 1M miles from Earth, allowing Roman to operate
without constant changes. NASA claims that the telescope can now collect data continuously
due to the increased temperature. Xuntian, on the other hand, will orbit close to the Earth and
thus be regularly blocked, limiting the amount of time it can spend collecting data. #AER #CHP
#SCRM #USA #CHN WSJ

→ On Monday night, an unmanned NASA spacecraft collided with the surface of a distant
asteroid, capping off the agency's Double Asteroid Redirection Test (DART). The DART
spacecraft was traveling at a speed of 14k mph. The crash is part of the first practical planetary
defense experiment, a test to see if humanity can one day redirect an asteroid's path toward
Earth. The DART spacecraft released a smaller satellite, the Italian-built LICIACube, before
impact. This tiny spacecraft followed DART on its way to its demise, photographing the
immediate aftermath and sending it back to researchers on Earth. #AER #AUT #SAT #DIG
#USA The Verge

→ Lilium Air Mobility, a German air taxi developer, plans to set up industrial capacity to
produce 400 of its electrically powered air taxis per year. Lilium is attempting to replace
road trips or short hops by aircraft or helicopters in a crowded market for electric Vertical
Take-Off and Landing (eVTOL) vehicles. However, the difficulties in obtaining certification and
funding innovations such as new battery technology have weighed on the new sector. According
to its CEO, the company intends to tap traditional public sources of funding, such as research
grants, for the first time. The company expects to begin receiving pre-delivery payments next
year as potential buyers place provisional orders.
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#AER #GRN #DEU Reuters

→ SkyDrive, a Japanese flying car startup, is accelerating the development of its electric
vertical takeoff and landing (eVTOL) vehicle, with a first commercial flight scheduled for
the 2025 World Expo in Osaka. The company announced on Monday that it had secured
$67M in funding from 13 Japanese firms, including Suzuki Motor, Kintetsu Group Holdings, and
MUFG Bank. Aside from R&D of the eVTOL aircraft and its flight control system, the funds will
be used to hire engineers. It now envisions flying cars taking pleasure flights over Yumeshima,
an artificial island where the world fair will be held in 2025. This new mode of transportation will
not only help to alleviate traffic congestion, but it will also be useful in medical emergencies and
disaster relief. The company is now collaborating with government officials to develop review
criteria and certification plans for the new industry. The company will expand overseas if it is
successful at the World Expo in Osaka, with the goal of commercializing the vehicle in India by
March 2027. The company sees demand in India, where cities are notorious for traffic jams.
#AER #GRN #SCRM #JPN #IND Nikkei Asia

BIOTECHNOLOGY
→ According to declassified Secret Service documents, Richard Nixon and his wife, Pat,
were exposed to potentially harmful radiation while staying at the United States
ambassador's residence in Moscow in 1959. Nixon, who was the US Vice President at the
time, was unaware of the threat, and the state department learned about it only in 1976, when a
member of his Secret Service detail, James Golden, revealed that detection equipment had
detected significant levels of radiation in and around the Nixons' sleeping quarters at Spaso
House. The State Department later informed Golden that he had been exposed to “massive
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dosages” of ionising radiation generated by an atomic battery used by Soviet spies to power
bugging devices hidden in the building. The documents were released as part of a series on the
Soviet use of various types of radiation against US targets, including the long-term exposure of
the US embassy in Moscow to microwave radiation. The records have new significance in light
of the ongoing mystery surrounding Havana Syndrome, a cluster of mostly neurological
symptoms experienced by a number of US diplomats and spies in recent years. Ionising
radiation is defined as having enough energy to harm cells and change DNA. During Nixon's
visit, the dosimeters in Spaso House measured 15 roentgen per hour. That is less than a lethal
dose, but the permissible occupational exposure standard in the US at the time was only 5
roentgen per year. The radiation stopped after Secret Service agents denounced Soviet tactics
within hearing distance of the residence's listening devices. #BIO #USA #RUS The Guardian

→ Researchers have developed a new type of holographic microscope that can "see
through" the intact skull and perform high-resolution 3D imaging of a living mouse
brain's neural network without removing the skull. They reported the successful
development of a super-depth, three-dimensional time-resolved holographic microscope that
allows for deeper tissue observation than ever before in this recent study. The researchers
developed a method to preferentially select single-scattered waves by exploiting the fact that
they have similar reflection waveforms even when light is input from different angles. This was
accomplished through the use of a complex algorithm and a numerical operation that analyzes a
medium's eigenmode (a unique wave that delivers light energy into a medium), allowing the
discovery of a resonance mode that maximizes constructive interference (interference that
occurs when waves of the same phase overlap) between light wavefronts. The new microscope
was able to focus more than 80 times more light energy on the neural fibers than before, while
selectively removing unnecessary signals. This increased the ratio of single-scattered waves to
multiple-scattered waves by several orders of magnitude. The microscope was able to correct
wavefront distortion at a depth previously unattainable with existing technology. All of this was
accomplished in the visible wavelength without removing the mouse skull or requiring a
fluorescent label. #BIO #MFG #KOR Phys.org

→ Giving the drug rapamycin to baby mice every day for the first 45 days of their lives
increased their life expectancy by 10% on average, according to a new study from
Harvard, MIT, VCU, UCLA, and the Clock Foundation. For the study, a group of researchers
from Harvard Medical School, MIT, and other prestigious institutions utilized 170 genetically
diverse mice. One hundred thirty of them were administered the drug, first in their mother's milk
and then in their own food, while the remaining forty served as the control group. After 45 days,
all rapamycin treatment was discontinued. The scientists simply followed the creatures for the
remainder of their lives. (RIP.) The mice that were fed rapamycin lived longer than those that
were not. Additionally, their lives were not merely prolonged. Rapamycin appeared to actually
slow the aging process in male mice, according to the researchers. They experienced all of the
standard mouse life cycles, but it took them slightly longer. Male mice that received rapamycin
were also faster, stronger, and healthier overall than those that did not. Researchers have
identified several cellular explanations for the drug's efficacy. At the conclusion of the treatment
period, the dosed mice had genetically younger liver transcriptomes — the liver's mRNA
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transcript pool — as well as epigenomes. And both of these findings appear to support the
theory that early development may hold the key to anti-aging treatments. Additionally, the
researchers also tested the drug on the marine invertebrate daphnia magna, with comparable
anti-aging effects. #BIO #USA Futurism

→ UK-based Vollebak has created a prototype of a thermal camouflage jacket, which it
claims is a critical first step toward creating an invisibility cloak. Their new method,
developed in collaboration with a UK academic, suggests that what was once thought to be a
closed-off direction in technology may be reopened. This method relies on a graphene-based
substance that can deceive an infrared camera into believing there is nothing there. Coskun
Kocabas, a professor of 2D device materials at the University of Manchester and the National
Graphene Center, created the material. Vollebak approached Kocabas in 2019 and proposed a
collaboration to further develop the technology into something resembling an invisibility cloak.
This technology is built on graphene layers, which aid in the creation of tunable optical surfaces.
The electron density of the material controls the jacket, which is made up of 42 panels of
graphene about 5 centimeters square attached to the outside of a jacket. A computer program
passes a voltage through the layers, charging the ions in a liquid that sits between more than
100 layers of graphene that accumulate electrons. When it comes to infrared thermal radiation,
this changes graphene from an absorbing material to a reflective material. Because of
graphene's near-unrivaled conductivity, it can be used to control the optics of any garment
covered in it by applying voltage across it. Each of the 42 panels can be compared to a pixel on
a display that can be individually controlled. Each panel must be programmed and connected to
a microcontroller built into the jacket. Depending on the pattern the wearer is attempting to
achieve, the microcontroller then controls the voltage passed through each panel on the jacket
at a different rate.
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#BIO #GBR WIRED

GREEN TECHNOLOGY
→ The world's first fully-electric flying boat, the Regent electric seaglider, has completed
its first series of flights. As the first machine to combine the efficiency benefits of ground
effect and hydro-foiling in a single design, the machine offers breakthrough speed and range in
coastal locations. As it accelerates for takeoff, it lifts out of the water on a set of hydrofoils. By
lifting the cabin above the water's surface, it can travel comfortably above the surface.
Furthermore, it significantly reduces drag, lowering the amount of energy required to push
through the water. The shape of the hull reduces energy required to push through the water,
requiring far less energy to achieve takeoff speed for wing-borne flight. When the aircraft is lifted
out of the water, the hydrofoils fold away and the aircraft descends for landing. The finished
product will be a fast and quiet 14-seat electric coastal transport capable of reaching speeds of
up to 180 mph while emitting no emissions, according to the company. This will be
accomplished by utilizing currently available commercial batteries. It should be inexpensive, with
an operating cost half that of an airplane, and extremely fast. It claims to be six times faster than
a boat of comparable size, according to the startup. Furthermore, the concept is scalable, with
Regent considering versions with ~150 passengers. Regent has received $7B in pre-orders,
including a sizable number of deposits for various-sized aircraft.
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#GRN #AER #USA Interesting Engineering

ADVANCED MANUFACTURING
→ For the first time, researchers 3D-printed stainless steel while preserving its
properties, matching those of the conventionally manufactured version. The data was
collected using high-energy X-rays from a particle accelerator, according to the study. The
researchers began to investigate what they could do to better understand what happens during
rapid temperature changes and to orient the interior structure toward martensite. The
researchers required specialized tools to investigate rapid structural changes that occur in
milliseconds. They discovered that synchrotron X-ray diffraction, or XRD, was the best method
for it. Because they now had a good understanding of the structural dynamics during printing as
a reference, the researchers were able to fine-tune the steel composition to find a set of
compositions consisting only of iron, nickel, copper, niobium, and chromium that worked. The
recent work may have an impact beyond 17-4 PH steel. In addition to optimizing other alloys for
3D printing, the information obtained from the XRD-based method could be used to develop and
test computer models intended to forecast the quality of printed items. #MFG #USA Interesting
Engineering

AUTONOMOUS SYSTEMS
→ The CEO of Amazon's autonomous driving unit Zoox anticipates the introduction of
autonomous vehicles "sooner than people imagine" in urban areas. The greater challenge
will be expanding autonomous infrastructure beyond initial cities while maintaining a consistent
user experience, according to the executive. Their goal is to get their robotaxi on public roads
soon, but on a small-to-moderate scale. Amazon bought Zoox in 2020, which analysts said at
the time could help automate the e-commerce giant's delivery fleet. Zoox is developing
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robotaxis, which have no steering wheel or pedals and can carry up to four passengers. #AUT
#AI #USA Bloomberg

→ Volvo's new "driver understanding system" in its upcoming EV will not allow the driver
to drive if it detects that the driver is intoxicated. One of the most important applications
Volvo has planned for its light detection and ranging (LIDAR) sensors, one of which will be
mounted outside the car to help detect on-road obstacles and the other two of which will focus
on the drivers' eyes to determine whether they are driving impaired or require assistance. If the
smart car's sensors detect that the driver is inebriated, it will first issue a series of warnings to
the driver before slowing down and eventually stopping and turning on its hazard lights. The
sensing system, which bases its calculations on the company's research findings, enables the
cars to identify whether the driver's ability is impaired, possibly due to drowsiness, distraction, or
other causes of inattention, and to provide extra assistance when necessary. Different eye
patterns can indicate different states to the car, which will then notify the driver. For example,
"looking at the road too little" could indicate that the driver is texting while driving, whereas
"looking at the road too much" could indicate that they are lost in thought and not paying
attention to the task at hand. #AUT #DIG #GRN #USA Futurism

SEMICONDUCTORS & CHIPS
→ Huawei is attempting to restart production of its own chips as early as this year by
partnering with domestic semiconductor companies to build “US-free” production lines.
These domestic chipmakers are also banned by the US, and have even redesigned some of its
core chips so they can be produced with older, less advanced technology that is more readily
available in China, according to three sources briefed on the matter. Rather than starting from
scratch, Huawei, according to the sources, is sending staff members to assist with the financing,
procurement, and operation of several local chipmakers, with strong government support. Its
partners in this effort include Fujian Jinhua Integrated Circuit Co (JHICC), a semiconductor
factory backed by the government of Fujian province and Ningbo Semiconductor International
(NSI), which counts China's top chipmaker, SMIC, as a key stakeholder. It also collaborates with
a number of smaller government-backed chip plants in Shenzhen and elsewhere, according to
four people briefed on the matter. #CHP #SCRM #Geopolitics #CHN #USA Nikkei Asia

→ On September 28, Vietnamese tech firm FPT Semiconductor produced the country's
first line of semiconductor chips. The company stated that it aims to supply 25M chips
globally by 2023, with Japan, Taiwan, China, and the US identified as key markets for the chips,
which are used in everything from consumer electronics to aerospace and have been in high
demand due to supply chain disruptions since the pandemic. Global semiconductor
manufacturers have been betting on the Southeast Asian country, which is already a major
regional manufacturing hub, as an alternative production location to China in recent years. After
investing $920M in its plant in the northern province of Thai Nguyen earlier this year, Samsung
announced that it will begin manufacturing semiconductor parts in Vietnam in July 2023. In
2021, Intel increased its chip investment in Vietnam by nearly 50%. Vietnam's total chip
production has the potential to grow into a $1.65B industry by 2025, according to a report
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released by the market research firm Technavio. #CHP #SCRM #VNM #JPN #TWN #CHN
#USA Reuters

QUANTUM TECHNOLOGY
→ In a significant breakthrough, Chalmers University of Technology researchers have
developed a technique to control quantum states of light in a 3D cavity, paving the way
for efficient error correction in quantum computers. The researchers are the first to
demonstrate the long-desired cubic phase state, in addition to creating previously known states.
The technique developed at Chalmers enables researchers to generate virtually all previously
demonstrated quantum states of light, such as Schrödinger's cat or Gottesman-Kitaev-Preskill
(GKP) states, as well as the cubic phase state, which was previously only described in theory.
Interaction with a secondary superconducting circuit produces complex superpositions of
photons trapped inside the resonator. A set of electromagnetic pulses known as gates is used to
control the quantum mechanical properties of photons. To generate the state of the photons, the
researchers first used an algorithm to optimize a specific sequence of simple displacement
gates and complex SNAP-gates. When the complex gates proved to be too long, the
researchers used optimum control methods to optimize the electromagnetic pulses to make
them shorter. This result was also dependent on the physical system's high quality (the
aluminum resonator itself and the superconducting circuit.) #QNT #DIG #SWE ScienceDaily
Phys.org

GEOPOLITICS
→ Ji Chaoqun, a former University of Chicago grad student and US Army Reserve
member, was convicted of acting as an illegal agent for China as part of a
"fish-at-the-bottom-of-the-ocean" operation in which seemingly ordinary recruits are
nudged into useful positions by Beijing's state security service. Ji Chaoqun, 31, worked on
behalf of a “high-level intelligence officer” in the Jiangsu Province Ministry of State Security
(MSS), identifying individuals for potential enlistment, according to evidence presented at his
two-week trial. According to the DOJ, Ji and the Jiangsu MSS's recruitment targets included
Chinese nationals working in the US as engineers and scientists, such as those at defense
contractors. Ji's case appears to fit a common "fish-at-the-bottom-of-the-ocean" approach China
uses, in which it approaches ordinary nationals based in foreign countries and works with them
for years as their career advances or is nudged in a promising direction by their intelligence
leaders, according to an expert. Within China's intelligence bureaucracies, Jiangsu MSS has
emerged as a specialist in gathering technology and advanced engineering intelligence,
according to analysts. #Geopolitics #USA #CHN SCMP

→ On Wednesday, US Vice President Kamala Harris briefed Japanese semiconductor
executives on a new initiative that will provide substantial subsidies to chip companies
that invest in the US. Concerns about tensions between China and Taiwan have prompted
Washington to seek to diversify their chip supply chain. The CHIPS and Science Act includes
$52B in funding for the semiconductor industry. However, no Japanese manufacturers have
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committed to major investments in the US as a result of the bill's passage. The VP's roundtable
with Japanese semiconductor firms appeared to be intended to emphasize the importance of
US-Japan cooperation in the field while also deepening Japanese companies' understanding of
the new policies. #Geopolitics #CHP #SCRM #USA #JPN Nikkei Asia

→ Last week, a group of US senators requested that the Intelligence Community
investigate the threat posed by Apple's reported plan to use Chinese memory chips in its
new iPhone 14. The lawmakers said in a letter to Director of National Intelligence Avril Haines
that Apple's decision to purchase 3D NAND memory chips from state-owned Yangtze Memory
Technologies Co (YMTC) "would introduce significant privacy and security vulnerabilities to the
global digital supply chain." Apple has added YMTC to a list of potential suppliers of NAND flash
memory for its latest iPhone 14 series, according to various media sites. This is the first time a
Chinese company has joined the list, as Apple has previously purchased NAND flash memory
from South Korean companies Samsung and SK Hynix, as well as Japan's Kioxia and
US-based Micron Technology. Then, on Monday, Apple announced that it has begun production
of the new iPhone 14 in India, as the tech giant seeks to diversify its supply chain away from
China. #Geopolitics #CHP #SCRM #Cybersecurity #USA #CHN #KOR #JPN #IND Nikkei Asia
CNN

→ The Biden administration and TikTok have drafted a preliminary agreement to address
national security concerns raised by the Chinese-owned video app, but the terms are still
being negotiated as the platform negotiates to continue operating in the US without
major changes to its ownership structure. The two parties have reached an agreement in
which TikTok will make changes to its data security and governance without requiring its owner,
Chinese internet giant ByteDance, to sell it. The two parties are still arguing about the potential
agreement. The Justice Department is negotiating with TikTok, and US Deputy Attorney General
Lisa Monaco is concerned that the terms are too lenient toward China. The Treasury
Department, which plays a key role in approving deals involving national security risks, is also
skeptical that the potential TikTok agreement will adequately address national security concerns.
#Geopolitics #DIG #Cybersecurity #USA #CHN NY Times

CYBERSECURITY
→ On September 26, Google and Mandiant researchers stated that pro-Russian hackers
and online activists are working with the country’s military intelligence agency against
Ukraine. The GRU was linked to four instances of hacking activity in which malicious "wiper"
software was installed on a victim's network. The first wiper software caused havoc by
destroying computer systems throughout the organization. Then came the hacktivists into the
picture. Within 24 hours of each of these hacks, hacktivist organizations published data stolen
from the same organizations. When combined with other war-related activity, this has resulted in
an unprecedented situation. “We have never previously observed such a volume of
cyberattacks, variety of threat actors, and coordination of effort within the same several
months," according to their report. Separately on the same day, the Ukrainian government
warned that the Kremlin is planning to carry out “massive cyberattacks” targeting power grids
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and other critical infrastructure in Ukraine and in the territories of its allies. #Cybersecurity
#Geopolitics #RUS #UKR WSJ Ars Technica

→ After a massive cybersecurity breach against Australian telecommunications firm
Optus, affecting 10M customers, Sydney is planning a privacy overhaul. Specifically,
Australia plans to toughen privacy rules to force companies to notify banks faster when they
experience cyber attacks, according to Prime Minister Anthony Albanese. Optos, owned by
Singapore Telecoms, said  last week that home addresses, drivers’ licenses, and passport
numbers of up to 40% of the population, were compromised, in what has become one of
Australia’s biggest data breaches in history. Albanese called the incident a “huge wake-up call”
for the corporate sector, saying there were some state actors and criminal groups who wanted
to access people’s data. Australian media reported an unidentified party demanded US $1M in
cryptocurrency for the data in an online forum. But Optus has not commented on the
authenticity of the ransom demand. #Cybersecurity #5G #AUS Reuters News.com.au

→ China again publicly accused the US National Security Agency of launching a
cyberattack against a leading Chinese university. The investigation by China’s National
Computer VIrus Emergency Response Center and a Chinese internet security company
uncovered the technical characteristics, tools, and methods of the attacks it said were
conducted by Computer Network Operations, a cyber warfare intelligence-gathering unit of the
NSA. They also identified thirteen hackers they said were involved in cyberattacks on
Northwestern Polytechnical University in China. The university is funded by China’s Ministry of
Industry and Information Technology and frequently collaborates with Beijing on national
security projects like fighter jet development. #Cybersecurity #Geopolitics #CHN #USA SCMP

SUPPLY CHAINS
→ The discovery of a made-in-China alloy in America's most advanced warplane, the
F-35, raises cost and supply chain concerns for Washington as it moves to reduce
reliance on foreign producers for its weapons, according to military analysts. The
Pentagon announced on September 7 that it had temporarily halted F-35 deliveries after it was
discovered that a magnet - one part of a key Honeywell-made component in the aircraft's engine
- was made with a rare cobalt and samarium alloy imported from China. That is illegal under
both US law and Pentagon regulations. While noting that the Chinese-made engine part in the
F-35 did not pose a security risk or compromise engine performance, the Air Force's Chief of
Staff, General Charles Q. Brown Jr., expressed concerns about the military supply chain's
integrity. It would be difficult for the US to build weapons like the F-35 solely from domestic
components. Finding a replacement part in the US would be costly and time-consuming.
#SCRM #AER #Geopolitics #CHN #USA SCMP
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