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Friday September 23, 2022

The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features our readout from the SCSP Summit, trends in
European FDI in China, Chinese plans to launch space tourism in 2025, the
Administration’s new investments in biotech, another SMIC executive under

investigation, a quantum sensor powered by sunlight, and President Biden promised to
defend Taiwan with military force should an invasion occur.



NEXT5 EDITOR’S HIGHLIGHTS
→ The Special Competitive Studies Project (SCSP), a bipartisan non-profit led by former
Google CEO Eric Schmidt, hosted its first Summit on Emerging Technology last week.
Speakers and panelists included current and former cabinet officials, politicians, top tech CEOs,
and other distinguished leaders from allied countries like the UK, Australia, Israel, Ukraine,
Taiwan, and Korea. Next5’s highlights:

- National Security Advisor, Jake Sullivan, listed four pillars at the heart of the Biden
Administration’s strategy: 1) investing in our S&T ecosystem 2) nurturing top STEM
talent 3) protecting our technology advantages 4) deepening and integrating our
alliances and partnerships. He said three families of technologies will be “force
multipliers” over the coming decade: 1) computing-related technologies like quantum, AI,
and microelectronics 2) biotechnology and biomanufacturing 3) clean energy.

- Former Director of MI6, Sir Alex Younger, said Russian forces will be thwarted in
Ukraine and Russia will be “dangerously isolated for the remainder of our professional
lifetimes.” Regarding competition with China, he said the world is facing “ideological
divergence” and the “democratic institution is having an identity crisis.” Alliances - of
which he sees the US as the author - will be key, especially when it comes to trade in the
Pacific. He also said we must lean into creativity and innovation while maintaining our
decentralized system advantage over China’s centralized system.

- Former Secretary of State, Condoleezza Rice, says the younger generation is very
invested in the public and demanding of their government, but also making rules about
conversations they are allowed to have or how they can be addressed to prevent
offending each other, and that is dangerous for democracy. She also said “the Cold War
may have been easier” than today’s challenges as China is far more militarily,
technologically, and economically “determined, effective, and capable” than the USSR.

- Former Ambassador to Russia and China, Jon Huntsman, said decoupling is
dangerous and will create instability and misunderstanding. Separately, he noted that
chips in Taiwan have no bearing on Xi Jinping’s decision to invade the island country. He
also said the CHIPS Act is a good step, but too little, too late. And supply lines will likely
favor the US and its allies as we see a natural migration of key technology out of Taiwan.

- Former Google CEO, Eric Schmidt, said Elon Musk is a hero in Ukraine for providing
Starlink services. He also spoke about Diia - a Ukrainian app that allows citizens to use
digital documents in their smartphones rather than physical ones for identification and
sharing purposes. The app was updated recently so citizens could take pictures with
accurate GPS coordinates and submit them to the Ukrainian government for intelligence
gathering and targeting purposes, therefore expanding the country’s surveillance to its
citizens’ phones upon Russian invasion.

- A panel of emerging technology CEOs said people who build the technology platforms
of the future get to shape the norms and regulations of how they are developed and
used. They also said the chip industry is very manufacturing-based rather than
design-focused. It is now experiencing a risk averse culture and battle for resources. It is
hard to have a stable economic system where you need a group you trust to give you
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access to fundamental technology. They also said it is important for technology providers
to bring regulators along with them as they innovate at a fast pace to avoid backlash.

#Geopolitics #USA #TWN #CHN #UKR #RUS #BIO #AI #QNT #CHP #5G #DIG #SAT #GRN
#SCRM SCSP Summit SCSP Report

→ Strider Technologies published a report detailing how the PRC recruited leading
scientists from Los Alamos National Lab to advance its military programs. The report
found at least 162 Chinese scientists who worked on US government-sponsored research at the
lab between 1987 and 2021 were later recruited to do scientific work in China - some of which
helped advance military technology that poses a threat to U.S. national security. The report
describes a systemic effort by the government of China to place Chinese scientists at Los
Alamos National Lab, where nuclear weapons were first developed. These scientists were paid
up to $1M through participation in Chinese government “talent programs” to travel to the US to
help China make advances in technologies such as deep-earth-penetrating warheads,
hypersonic missiles, quiet submarines, and drones, according to the report. FBI Director
Christopher Wray said in a speech in 2020 that programs like the Thousand Talents enable
China to secretly bring our knowledge and innovation back to China including federally funded
research meaning “American taxpayers are effectively footing the bill for China’s own
technological development.” Bill Evanina - the former top counterintelligence chief for the USG -
said that while he has seen many classified reports over the years documenting the problem of
tech transfer via poaching, “this is the first time where we have a comprehensive, open-source
reporting that identifies the people, the places, the services, and the organizations in China who
are benefiting from that talent who once worked here at national labs.” The report does not
claim any illegal activities occurred nor does it blame the Los Alamos National Lab for the
activities it described. However, it did note that similar recruitment efforts may be widespread
among US government-funded labs, academic research institutions, and major centers of
innovation.  #Geopolitics #AER #AUT #USA #CHN NBC

→ On September 15, President Biden signed an EO that expands CFIUS’ (Committee on
Foreign Investment in the US) list of factors it considers when reviewing transactions
that could impact national security. The EO does not change the process or legal jurisdiction
of the committee, but elaborates on two existing national security factors (supply chains and US
technological leadership) and defines three additional factors the Committee should consider in
the review process (aggregate industry investment trends, cybersecurity, and sensitive data).
With respect to these five factors, the EO directs CFIUS to consider not only the risk profile of
the foreign person involved in the transaction, but also whether the foreign person has
commercial investment, non-economic, or other ties with other foreign persons, including foreign
governments, that might cause the transaction to pose a threat to US national security. The EO
also directs CFIUS to regularly review its processes, practices, and regulations to ensure they
are responsive to the evolving national security threats and to implement any updates as
needed. #USA #DIG #Geopolitics #SCRM #Cybersecurity Wiley

→ Big Tech spent more than $30B acquiring companies, while regulators tried to rein
them in. Alphabet, Amazon, Meta, and Apple have spent at least $32B on acquisitions since
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2019. Leading technology companies are using their dominant presence to "either capture or kill
competitors in the marketplace," according to the Tech Oversight project. These tactics, the
report contends, are all the more reason for lawmakers to support the American Innovation and
Choice Online Act and the Open App Markets Act, two bills backed by a diverse group of tech
critics but vehemently opposed by Big Tech. Amazon led the way, spending at least $16B on
acquisitions in 2019, up from $5.6B in the previous three months. Alphabet trailed behind,
reportedly spending at least $11.8B to acquire 25 companies. Meta and Apple, on the other
hand, spent significantly less, with the report estimating that the two spent ~$2.5B and ~$1.6B,
respectively, on acquisitions. Roughly 20% of the companies Apple acquired were involved in
virtual or augmented reality, which could indicate that the company is ramping up efforts to
deliver a long-rumored virtual reality headset. Similarly, US regulators, such as Justice
Department Assistant Attorney and well-known Big Tech critic Jonathan Kanter, have expressed
concern that some of the acquisitions outlined in the Oversight Project could stifle competition.
Supporters of antitrust legislation making its way through Congress, such as The Tech
Oversight Project, believe its passage will provide significant roadblocks to major tech firms'
opposition races. #Geopolitics #DIG #USA Gizmodo

→ The Senate Intelligence Committee released a bipartisan report detailing foreign
intelligence threats to the nation. Among the reports key findings:

- The US faces threats from a wide variety of adversaries, ranging from powerful nation
states, to transnational organized crime groups, and ideologically motivated entities.

- Foreign intelligence organizations are targeting the public and private sectors aike,
including the financial sector, US industrial base, academia, federal agencies, and
national labs.

- Today’s adversaries have access to more tools than in the past for stealing information,
influencing US officials, and inflaming social and political tensions, through cyber,
advanced technical, and open source intelligence operations to collect against US plans,
policies, sensitive technology, PII, and IP.

- US counterintelligence efforts are not postured to effectively confront the
whole-of-society threat landscape facing the country today with the NCSC lacking a clear
mission, appropriate authorities, and adequate resources.

- The report recommends that Congress, in conjunction with the Executive Branch and
ODNI, develop a consistent USG-wide definition of counterintelligence that reflects
today’s threat landscape, and enact reforms to clarify NCSC’s mission and
responsibilities. The report also questions whether NCSC should remain in the IC.

#USA #Geopolitics #Cybersecurity Senate Select Committee on Intelligence

→ A Rhodium Group report finds that European FDI (foreign direct investment) in China
has grown much more concentrated, both in terms of the companies that are investing
there, the countries they come from, and the sectors in which they operate. The top ten
European investors in China in each of the past four years made up nearly 80% on average, of
total European FDI in the country. In 2019, the trend toward greater concentration was
especially marked with the top ten investors representing 88% of all European FDI. Investment
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is also concentrated in five sectors: autos, food processing, pharma/biotech, chemicals, and
consumer products manufacturing - now make up nearly 70% of all FDI. And four countries:
Germany, the Netherlands, the UK, and France make up 87% of the total investment value.
Four firms are responsible for all European FDI into China by value from 2018-2021: autos
Volkswagen, BMW, Daimler, and chemicals group BASF. Many other firms with a presence in
China are withholding new investment. At the same time, virtually no new European firms have
chosen to enter the Chinese market in recent years. And acquisitions of Chinese firms have
stalled, with greenfield investments increasingly dominating the FDI landscape. There is a
widening gap in how European firms perceive the balance of risks and opportunities in the
China market. Findings also suggest that a more nuanced perspective on the issue of European
corporate dependencies is needed. From a direct investment point of view, it is wrong to talk
about a broad-based dependence on European, or even German, companies on the Chinese
market, according to the report. As policymakers in Berlin and other European capitals consider
measures to reduce economic dependence on China, they would be wise to take the growing
concentration of corporate risks into account. #CHN #EUR #Geopolitics #SCRM Rhodium
Group

DIGITALIZATION
→ After major social media platforms identified and removed fake accounts suspected of
being run by the US military in violation of the platforms' rules, the Pentagon has ordered
a thorough audit of how it conducts clandestine information warfare. Colin Kahl, the
undersecretary of defense for policy, instructed military commands that engage in psychological
operations online last week to provide a full accounting of their activities by next month after the
White House and some federal agencies expressed mounting concerns about the Defense
Department's attempted manipulation of audiences overseas. The takedowns of more than 150
fake personas and media sites created in the US by Twitter and Facebook in recent years were
revealed last month by internet researchers Graphika and the Stanford Internet Observatory.
While the researchers did not attribute the fake accounts to the US military, two officials familiar
with the situation said that the US Central Command is among those whose activities are being
investigated. The researchers did not say when the takedowns happened, but those familiar
with the situation said they happened within the last two or three years. Significantly, they
discovered that the fake personas, which were used by countries such as Russia and China, did
not gain much traction, and that overt accounts attracted more followers. While there were also
cases of fictitious information being pushed by the military, they were the result of inadequate
oversight of contractors and personnel training, rather than systemic problems, according to
officials. Senior policymakers must now determine whether the military's clandestine influence
operations are producing results, according to an analyst. #DIG #Geopolitics #USA The
Washington Post

→ The LinkedIn profiles of 300 current TikTok and ByteDance employees indicate that
they previously worked for Chinese state media publications, with some profiles
indicating that current ByteDance employees still do. 15 of those ByteDance employees are
concurrently employed by Chinese state media organizations, such as Xinhua News Agency,
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China Radio International, and China Central/China Global Television. 50 of the profiles
represent TikTok employees, including a content strategy manager who was previously the
Chief Correspondent for Xinhua News. These organizations were among those designated by
the State Department as “foreign government functionaries” in 2020. The LinkedIn profiles
reveal significant links between TikTok's parent company, ByteDance, and the Chinese
government's propaganda arm, which has been heavily investing in using social media to
amplify disinformation that serves the Chinese Communist Party. Chinese state media outlets
have a strong presence on social media platforms such as Facebook, Instagram, and Twitter,
but have been relatively quiet on TikTok. TikTok, unlike the other major platforms, does not
currently label accounts controlled by Chinese state media. TikTok announced in March that it
would label "some" state media entities, but the platform's largest state media entities, including
China News Service, Xinhua News Service, CGTN, and the Global Times, found no additional
context or labels indicating state control. The profiles also shed light on how ByteDance
manages its relationships with Chinese state media outlets. Additionally, 50 of the profiles
specifically mentioned TikTok work in areas such as policy, strategy, operations, monetization,
user experience, and localization. One TikTok “feature strategy lead” profile claims to have
previously worked for the China Internet Information Center, or china[.]org[.]cn, a state-run web
portal whose editor-in-chief is also a party secretary and former deputy head of propaganda for
the Chinese Communist Party. #DIG #Geopolitics #CHN Forbes

→ Starlink recently conducted an in-flight demonstration aboard a jet operated by its first
airline customer, regional carrier JSX, indicating Starlink's intent to enter the in-flight
Wi-Fi market. Even for a serial market disruptor like Musk, the Starlink satellite service will face
stiff competition from Viasat and Intelsat, according to an analyst. Starlink claims to be able to
serve aircraft of all sizes, citing an agreement with Hawaiian Airlines' parent company to serve
large Airbus and Boeing planes. The Starlink system consistently registered transmission
capabilities exceeding 100 megabits per second during the JSX test flight. About a dozen
people were on board. The addition of onboard devices increased demand to the equivalent of
20-30 passengers. #DIG #SAT #AER #USA Bloomberg

→ TikTok has prohibited politicians and government accounts from using the platform to
raise funds. Political advertisements, as well as paid posts by influencers, are already
prohibited on the short-video network. The new policies will also prohibit requests for donations,
e-commerce capabilities, and accepting user gifts. Political accounts will be automatically
disqualified from earning money from TikTok's Creator Fund. The move comes ahead of the US
midterm elections, which will put social media companies and their ability to remain neutral as
debates – and potentially coordinated influence campaigns – rage on their platforms. TikTok has
begun a trial of mandatory verification for accounts belonging to governments, politicians, and
political parties, which will last until the midterm elections. #DIG #Geopolitics #Cybersecurity
#USA #CHN Bloomberg

SATELLITES & NAVIGATION
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→ In a statement that appears to refer to Starlink, which provides broadband access in
Ukraine, a Russian official stated that civilian satellites could be legitimate military
targets. Civilian satellites "may become a legitimate target for retaliation," according to
Konstantin Vorontsov, head of the Russian delegation to the UN Office for Disarmament Affairs
(UNODA) working group. This comes after SpaceX's Starlink division sent satellite terminals to
Ukraine following Russia's invasion of the country, which disrupted broadband networks, with
US funding. In Ukraine's military operations against Russian forces, satellite Internet access has
been useful. #SAT #Geopolitics #RUS #UKR #USA Ars Technica

→ Elon Musk stated that SpaceX's satellite internet service, Starlink, is now available on
all seven continents. After five previous attempts were canceled due to inclement weather,
SpaceX launched a batch of 54 Starlink satellites on September 18. These satellites have joined
the existing Starlink fleet of over 3k satellites in low-Earth orbit. By mid-2027, the goal is to have
up to 42k satellites. #SAT #DIG #USA Business Insider

ARTIFICIAL INTELLIGENCE
→ China’s Alibaba has launched joint laboratories with two of the country’s most
prestigious universities helping to drive AI research, as the US has ramped up
restrictions on the country’s access to various advanced technologies, including AI
chips. The AI Innovation Joint Lab is a collaboration between Alibaba's online advertising
subsidiary Alimama and Peking University. The lab focuses on cutting-edge AI theories,
methodologies, and key technologies. The new lab was announced just two days after Damo
Academy, Alibaba's in-house research institute, announced the establishment of an Intelligent
Computing Lab in collaboration with the University of Science and Technology of China (USTC)
in Hefei, the capital of eastern Anhui province. The lab will concentrate on cognitive intelligence,
privacy-preserving computing, intelligent speech technology, natural language processing, and
machine vision. Damo Academy has been expanding its AI work in other areas as well. It hired
two leading AI scientists to lead its smart city and extended reality labs just a week before
announcing the USTC collaboration. While China's tech giants have invested heavily on AI
researchers, their efforts pale in comparison to those of many international competitors.
According to the AI 2000 index published by Tsinghua University in January, the United States
continues to dominate the AI industry. The rankings included 16 subcategories led by US
scholars, including natural language learning, computer vision, chips technology, IoT, and
augmented reality. Jia Yangqing, VP of Alibaba, and He Xiangnan, director of USTC's Lab for
Data Science, were among the top-ranked Chinese AI scholars. #AI #DIG #CHP #SCRM
#Geopolitics #CHN #USA SCMP

→ Clearview AI's tool has previously been restricted to law enforcement, but the
company now plans to make it available to public defenders. Critics of the company are
skeptical, citing legal and ethical concerns surrounding Clearview AI's groundbreaking
technology. Civil liberties advocates believe Clearview's massive photo database violates
privacy because the images, while publicly available on the internet, were collected without
people's consent. The tool can unearth photos that people did not post and may not even be
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aware are online. Critics argue that it places millions of law-abiding citizens in a never-ending
line for law enforcement, which is especially concerning given broader concerns about the
accuracy of automated facial recognition. Beyond bias concerns about how accurate facial
recognition is across race, age, and gender, the issue with facial recognition is a lack of
transparency from law enforcement about how frequently it is used. Because any match
returned by the technology is only a lead and not probable cause for an arrest, the software's
use is frequently not disclosed to defendants or their counsel, according to a legal expert. #AI
#DIG #Cybersecurity #USA NY Times

NEXT GENERATION COMMUNICATIONS
→ The FCC has designated Pacific Networks Corp, its wholly owned subsidiary ComNet
in the US, and China Unicom as potential dangers to US national security. The companies
are vulnerable to the Chinese government's exploitation, influence, and control, as well as the
associated national security risks, according to the FCC. They also raised concerns that they
“will be forced to comply with Chinese government requests for communications intercepts,
without the ability to challenge such requests.” The US regulator voted earlier this year to
revoke China Unicom's US unit, Pacific Networks, and ComNet's authorization to operate in the
US, citing national security concerns. #5G #Geopolitics #USA #CHN SCMP

FINANCIAL TECHNOLOGY
→ The Biden administration is one step closer to creating a central bank digital currency
known as the digital dollar, which it claims will help strengthen the United States' role as
a global financial leader. The White House announced on September 16 that after President
Joe Biden issued an executive order in March directing various agencies to investigate ways to
regulate digital assets, the agencies produced nine reports covering the effects of
cryptocurrency on financial markets, the environment, innovation, and other aspects of the
economic system. Treasury Secretary Janet Yellen said one Treasury recommendation is that
the US “advance policy and technical work on a potential central bank digital currency, or
CBDC, so that the United States is prepared if CBDC is determined to be in the national
interest.” 105 countries representing more than 95% of global GDP are exploring or have
created a central bank digital currency, according to the Atlantic Council. The council discovered
that the US and the UK are far behind in developing a digital dollar or its equivalent. #FIN #USA
US News

AEROSPACE & SPACE
→ A Chinese spy attempted to steal Western aerospace firms’ proprietary tech secrets,
but the FBI captured him, revealing a modern Chinese economic-espionage machine. The
trial of Xu Yanjun last fall was the first time an MSS (China’s Ministry of State Security) officer
was lured out of China and extradited to the US. The trial evidence provided a cache of digital
correspondence, official Chinese intelligence materials, and even a personal journal. When Xu
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was captured, he was in possession of an iPhone whose contents he had dutifully backed up to
the cloud; this oversight allowed FBI investigators to retrieve all of the data from Apple. Xu lured
Chinese aerospace engineers working for US companies such as Honeywell and GE to attend
closed-door meetings in China in order to present proprietary technology to other Chinese
engineers and officials with false promises not to reveal sensitive information. These
presentations consisted of PowerPoint slides containing technical information, such as
algorithms and other sensitive design data for aircraft auxiliary power units, among other things.
In some cases, Xu directed cyberattacks using advanced malware to steal proprietary
technology secrets from companies such as Safran Aircraft Engines, Airbus, and Boeing. He
would also work with MSS “cyber specialists” to plan drop-offs of USB drives containing
sensitive information. Xu also used the ruse of a fake nonprofit official to invite engineers to
participate in an academic exchange. In reality, he was looking for information on two American
military aircraft, the Lockheed Martin F-35 Lightning and the Northrop Grumman E-2 Hawkeye.
Xu assisted with the local MSS recruiting efforts, which included sending emails to university
officials who assisted him in disguising intelligence service job postings as coming from a local
industry group. He also communicated extensively with specialists and managers at the Aviation
Industry Corp of China and other state-owned aerospace firms, discussing exactly what
information would be useful to them. The FBI cooperated with GE after they noted suspicious
behavior from his account and arrested Xu in April of 2018. On November 5, 2021, a federal jury
found Xu guilty on all counts. When he is sentenced this November 15, he will face a maximum
sentence of 50 years in prison and $5M in fines. #AER #DIG #SCRM #Cybersecurity
#Geopolitics #CHN #USA #EUR Bloomberg

→ China's space tourism operators will launch for the first time in 2025 at a cost of
$280k-$400k per sub-orbital seat, according to Yang Yiqiang, founder of Beijing-backed
commercial launch service provider CAS Space. Yang, who was the director general of the
Long March 11 rocket program in 2018, a year in which the vehicle launched three times, also
told state-run media that China's space capabilities would catch up to those of the US within 10
years. From the 1.0 era of basic manufacturing and R&D, China's commercial aerospace has
entered the 2.0 era, driven by applications and market forces. The industry will enter the "3.0
era" within the next 5 years, during which private companies like his own will need to increase
rocket payload capacity to between five and 14 tons, build a global satellite constellation, figure
out how to reuse its rockets, and cut costs, according to Yang. After developing the
aforementioned capabilities, the industry will be in "full bloom" by 2027. He also stated that
China will need to develop a commercial business model for space missions, as well as shared
public and private services for navigation, positioning, remote sensing, and low-orbit internet.
China's space industry has access to sufficient funding for rockets and satellites, and
enterprises capable of developing viable technology and long-term space businesses have
already emerged. “Continuous influx of capital will cause internal friction in these enterprises,"
emphasizing the importance of new investments focusing on upstream supply chain, such as
engines and components, and downstream applications, such as navigation and remote
sensing, according to Yang. #AER #SAT #DIG #SCRM #Geopolitics #CHN #USA The Register
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→ China, according to the Biden-nominated Chief of Space Operations for the United
States Space Force (USSF), is the greatest challenge, as the nation has developed
technologies to destroy space assets. The presence of space-based assets is assumed by
America's armed forces for most operations; China has observed the US's reliance on those
assets and sees its ability to take them out as an asymmetric advantage, according to Space
Force Lieutenant General B. Chance Saltzman. The USSF is also "investing in tools and
training that will make our cyber workforce more efficient and effective in performing their cyber
defense roles; however, with the growing number of cyber threats and the expansion of critical
networks, I believe there will be a future need for more cyber experts in the Space Force," he
added. #AER #Geopolitics #Cybersecurity #USA #CHN The Register

BIOTECHNOLOGY
→ NY-based biotech firm Inviza Health presented the United States Air Force with the
world's first energy harvesting-powered digital health shoe insoles. Among their digital
health wearable technology products are smart insoles with a large suite of health sensors
powered by SmartPower piezoelectric energy harvesting, as well as their Inviza®Life
SmartHealth, SmartFitness, and SmartSafety mobile apps. With Invizarevolutionary's
SmartPower technology, users will never have to recharge their wearable health tracker's
battery because power is generated inside the thin insoles while walking, running, or exercising,
according to the company. Moreover, the self-powered, smart insole Inviza Sole generates
real-time, clinically accurate health data for physicians to act on quickly, possibly even before
the telehealth subscriber is aware they are ill. #BIO #USA PR Newswire

→ The US announced new investments and resources to advance President Biden’s
National Biotechnology and Biomanufacturing Initiative:

1. Leverage biotechnology for strengthened supply chains: The DHHS will invest
$40M in biomanufacturing for key materials. The DoD will invest $270M over five years
in Tri-Service Biotechnology for a resilient supply chain. Through the Sustainable
Aviation Fuel Grand Challenge, the DOE will work with the DOT and USDA to use 1B
tons of sustainable biomass to provide domestic supply chains for key materials.

2. Expand domestic biomanufacturing: The DoD will invest $1B in bioindustrial
manufacturing infrastructure over five years to support US innovation. The DoD will
invest $200M to improve biosecurity and cybersecurity at these facilities. The USDA will
invest $500M to support biotechnology and biomanufacturing fertilizer production.

3. Foster innovation across the US: The NSF will support key areas of biotechnology and
biomanufacturing, waste reduction, and climate change mitigation. The DOE also
intends to announce new awards totaling approximately $178M to advance research
efforts in biotechnology, bioproducts, and biomaterials. Furthermore, the US Economic
Development Administration will invest more than $200M in the bioeconomy.

4. Bring bio-products to market: The DOE will provide up to $100M for R&D for
conversion of biomass to fuels and chemicals. It will also invest $60M to de-risk the
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scale up of biotechnology and biomanufacturing. The $10M Bioproduct Pilot Program will
support scale-up activities and bioproduct studies.

5. Train the next-generation of biotechnologists: The NIH is expanding the I-Corps
program, a biotech entrepreneurship bootcamp. NIIMBL will continue to offer the
eXperience summer immersion program in partnership with the National Society for
Black Engineers to connect underrepresented students to support biotech careers.

6. Drive regulatory innovation to increase access to biotechnology products:
Through regulatory science, technical guidance, and industry engagement, the FDA will
promote advanced manufacturing. Up to six new rare disease clinical trials will be
supported by the Accelerating Medicines Partnership® Bespoke Gene Therapy
Consortium. The USDA is building new regulatory processes to promote safe agriculture
and alternative food innovation, allowing it to review more products.

7. Advance measurements and standards for the bioeconomy: The DOC intends to
invest an additional $14M in biotech research programs at NIST next year to develop
measurement technologies, standards, and data for the US bioeconomy. This funding
will support the development of bioengineering capabilities, advance biomanufacturing
processes and tech, and aid in the use of AI to analyze biological data.

8. Reduce risk through investing in biosecurity innovations: The DOE’s National
Nuclear Security Administration plans to initiate a new $20M bioassurance program that
will advance US capabilities to anticipate, assess, detect, and mitigate biotech and
biomanufacturing risks, and will integrate biosecurity into biotech development.

9. Facilitate data sharing to advance the bioeconomy: To encourage data sharing, the
NIH is expanding the Cancer Research Data Ecosystem. The USDA and NIH are
collaborating to integrate poverty data with cancer surveillance. The NSF announced a
$20M biosciences data center competition, resulting in new biotech designs for
agriculture, medicine, and materials.

#BIO #GRN #MFG #AI #DIG #SCRM #USA The White House

GREEN TECHNOLOGY
→ MIT researchers advanced the technology used to achieve passive cooling — a
method that requires no electricity at all — and achieved passive cooling up to 19 ℉ (9.3
℃). The system combines two previously used standalone passive cooling technologies and
then adds thermal insulation to provide significantly more cooling, which has never been done
before. Researchers demonstrated their technology on the roof of an MIT building with 4-inch
boxes that resembled solar panels. The devices they created are made up of three layers of
material that serve the dual purpose of cooling water and allowing heat to pass through. The top
layer is made of aerogel, which is a sponge-like structure made of polyethylene with cavities
filled with air. Although the material is insulating in nature, it allows water vapor and infrared
radiation to pass through. Below the aerogel is a layer of hydrogel, which is a sponge-like
material with water-filled cavities. Finally, a mirror-like layer reflects all incoming light back up to
the device's other components, causing the components to heat up rather than the contents of
the storage box. When the water in the hydrogel is heated, it condenses into water vapor and
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rises (evaporative cooling), carrying some of the heat with it. The vapor can also pass through
the aerogel, allowing infrared radiation (radiative cooling) to carry some heat away from the
device and into space. The achieved cooling could be used to store food for 40% longer in
humid conditions and three times longer in dryer conditions. The technology can also be used to
reduce the load on air conditioning compressors by cooling them. This would improve air
conditioner efficiency while also saving energy.

#GRN #USA Interesting Engineering

→ A team of Chinese Academy of Sciences researchers has developed a new method of
generating electricity from ocean waves. In their approach, they built a number of small
nanogenerators that float on the ocean's surface. Each nanogenerator is connected to the
others via a flexible connector. The static electricity produced by all of the nanogenerators is
then collected and used as a power source. The nanogenerators contain spring-like coils inside
with parts that rub against one another as the device is moved by waves—the touching parts
generate static electricity, similar to socks in a dryer. Their concept was tested and found to
generate 347 watts of power per cubic meter, which they claim is approximately 30 times better
than other designs aimed at harvesting electricity from waves. However, more work on their
system will be required before it can be used commercially. It would be necessary, for example,
to figure out how to keep the coils from wearing away. #GRN #MFG #CHN Tech Xplore

ADVANCED MANUFACTURING
→ A mini-swarm of drones has been trained to work together in order to 3D-print some
simple towers. The method could one day help with difficult projects such as post-disaster
construction or even repairs on buildings that are too high to access safely, according to the
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researchers. Inspired by how bees and wasps build large nests, the process involves multiple
drones working together to build from a single blueprint, with one essentially checking the work
of the others as it goes. One drone places a layer of building material while the other checks the
accuracy of everything printed thus far. While flying, the drones are fully autonomous, but they
are monitored by a human who can intervene if something goes wrong. The researchers used
foam and a special lightweight form of cement to build structures ranging in height from 0.18
meters to 2.05 meters to demonstrate the drones' capabilities. They were built to a tolerance of
5 mm from the original blueprint. The team also used the lights on the drones to create a
light-trail time-lapse sequence as they simulated building a tall dome-like structure to
demonstrate that the system could work on more complex formations. The method could be
used to build buildings in the Arctic or even on Mars, or it could simply be used to help repair tall
buildings that would otherwise require expensive support.

#MFG #AUT #GBR #USA #AER MIT Technology Review

AUTONOMOUS SYSTEMS
→ Xpeng, a Chinese smart electric vehicle (EV) manufacturer, has launched an advanced
driver assistance system (ADAS) similar to Tesla's full self-driving software (FSD),
making it the first Chinese automaker to do so. Xpeng's P5 sedans equipped with lidar
sensors can now access city navigation guided pilot (NGP) software via OTA updates and drive
in urban areas without human intervention. Xpeng's P5 sedans equipped with lidar sensors can
now access city navigation guided pilot (NGP) software via over-the-air updates and drive in
urban areas without human intervention. Tesla’s FSD has not been approved to be used in
China. #AUT #GRN #DIG #CHN #USA SCMP
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→ On Tuesday, September 20, Nvidia unveiled DRIVE Thor, a new computing platform
that will centralize autonomous and assisted driving as well as other digital functions.
DRIVE Thor is expected to replace numerous chips and cables in autonomous vehicles,
lowering overall system costs. Nvidia's first customer for DRIVE Thor is China's Geely-owned
ZEEKR. Its current computer system, DRIVE Orin, will be used in XPeng's new smart SUV and
QCraft, a Chinese autonomous driving startup. However, with the recent US ban on exports of
two top Nvidia computing chips for data centers to China, there are concerns about whether
Chinese customers will be able to continue to access Nvidia technology. #AUT #DIG #CHP
#SCRM #Geopolitics #USA #CHN Reuters

SEMICONDUCTORS & CHIPS
→ Chinese authorities have launched an investigation into another executive linked to
the country's largest semiconductor investment fund, making him the sixth executive
now under investigation. Sino IC Capital VP Ren Kai is being investigated for serious legal
violations, according to authorities. The China Integrated Circuit Industry Investment Fund, also
known as the “Big Fund,” is managed by the company, in which the state-owned China
Development Bank owns 45%. Ren is a non-executive director at SMIC, which has received Big
Fund funding to increase production capacity. Industry analysts are attempting to predict how
the crackdown on SMIC, China's largest contract chipmaker, will affect its business. Ren has no
other roles outside of the board's strategic advisory committee, according to SMIC, and is not
involved in day-to-day operations. San'an Optoelectronics and JCET Group, both of which Ren
served on the board of directors, issued similar statements. #CHP #Geopolitics #CHN Nikkei
Asia

→ Researchers at the Korea Institute of Science and Technology created an artificial
synaptic semiconductor device capable of highly reliable neuromorphic computing. The
researchers optimized the redox properties of active electrode ions to address minor synaptic
plasticity issues that were impeding the performance of existing neuromorphic semiconductor
devices. Furthermore, transition metals were doped and used in the synaptic device to control
the likelihood of active electrode ion reduction. The engineers discovered that ions' high
reduction probability is an important factor in the development of high-performance artificial
synaptic devices. Using the developed artificial synaptic device, the team implemented an
artificial neural network learning pattern and attempted artificial intelligence image recognition
learning. When compared to the existing artificial synaptic device, the error rate was reduced by
more than 60%, and the handwriting image pattern (MNIST) recognition accuracy increased by
more than 69%. Through this improved artificial synaptic device, the research team confirmed
the feasibility of a high-performance neuromorphic computing system. #CHP #BIO #KOR Tech
Xplore

→ US-based Zyvex Labs has developed the world's first sub-nanometer resolution
lithography system, known as ZyvexLitho1. This tool uses quantum physics technology to
achieve atomic precision patterning and sub-nanometer (768 picometers - the width of a Si
(100) 2x1 dimer row) resolution. This advancement will enable quantum computers to provide

14
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://www.nvidia.com/en-us/
https://www.crunchbase.com/organization/zeekr
https://www.crunchbase.com/organization/xiaopeng-motors
https://www.crunchbase.com/organization/qcraft-7238
https://www.reuters.com/technology/chipmaker-nvidia-launches-new-system-autonomous-driving-2022-09-20/
https://www.crunchbase.com/organization/sino-ic-capital
https://www.crunchbase.com/organization/china-integrated-circuit-industry-investment-fund-cicf
https://www.crunchbase.com/organization/china-development-bank
https://www.crunchbase.com/organization/china-development-bank
https://www.crunchbase.com/organization/smic
https://www.crunchbase.com/organization/sanan
https://www.crunchbase.com/organization/jcet
https://asia.nikkei.com/Business/Tech/Semiconductors/China-launches-graft-probe-into-another-chip-Big-Fund-exec
https://asia.nikkei.com/Business/Tech/Semiconductors/China-launches-graft-probe-into-another-chip-Big-Fund-exec
https://www.crunchbase.com/organization/korea-institute-of-science-and-technology
https://techxplore.com/news/2022-09-high-performance-high-reliability-artificial-synaptic-semiconductor.html
https://techxplore.com/news/2022-09-high-performance-high-reliability-artificial-synaptic-semiconductor.html
https://www.zyvexlabs.com


unbreakable encryption for secure communications; faster drug discovery; and more accurate
weather prediction, according to the company. This tool incorporates numerous automation
features and capabilities that are not available on any commercial Scanning Tunneling
Microscope (STM). This low-noise, low-latency 20-bit digital control system allows users to
create atomically precise patterns for solid-state quantum devices and other nano-devices and
materials. #CHP #QNT #MFG #DIG #BIO #Cybersecurity #USA Science Times

QUANTUM TECHNOLOGY
→ Researchers at the University of Science and Technology of China have developed a
quantum sensor that is powered by sunlight and green light. Green light is abundant in
sunlight, as demonstrated by the green wavelengths reflected from tree leaves and grass. The
researchers replaced the laser with a 15-cm-wide lens to collect enough light to power their
magnetometer. The light was then filtered to remove all colors except green before being
focused on a diamond with nitrogen atom defects. As a result, red fluorescence is produced,
which reveals magnetic field strengths in the same way that laser-equipped magnetometers do.
Changing energy types, as occurs when solar cells collect light and generate electricity, is an
inherently inefficient process. The researchers claim that by avoiding the conversion of sunlight
to electricity to power lasers, their approach is three times more efficient than using solar cells to
power lasers. The researchers believe that quantum devices sensitive to other things, such as
electric fields or pressure, could benefit from the sunlight-driven approach. Space-based
quantum technology, in particular, could use the intense sunlight available outside the Earth's
atmosphere to provide light tailored for quantum sensors. The remaining light, in wavelengths
not used by quantum sensors, could be relegated to solar cells, which would power the
electronics used to process the quantum signals.
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#QNT #CHP #GRN #AER #CHN Science News

GEOPOLITICS
→ On September 18, President Joe Biden stated that US military forces would defend
Taiwan from "an unprecedented attack," his latest pledge of support as his
administration seeks to deter China from increasing military pressure on the
democratically elected government in Taipei. Chinese Foreign Ministry spokeswoman Mao
Ning urged the US to “fully understand the extremely important and highly sensitive nature of
the Taiwan question and abide by the one China principle,” at a Monday news briefing in Beijing.
Failing to do so, she added, could cause “further damage to China-US relations and peace and
stability across the Strait.” Biden has made similar statements on at least four other occasions
as president, spurring protests from Beijing and adding new uncertainty to Washington’s
longstanding policy of “strategic ambiguity” toward Taiwan. #Geopolitics #USA #TWN #CHN
Bloomberg

→ The Pentagon is stepping up efforts to decouple the vast global supply chain of US
defense companies from China, according to executives and department officials. The
Defense Department announced that it has begun using artificial intelligence to improve its
analysis of whether aircraft parts, electronics, and raw materials used by US military contractors
come from China or other potential adversaries. Defense contractors, encouraged by the
Pentagon and lawmakers, have stated that they are transitioning away from China, one of the
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world's largest suppliers of microelectronics and specialized metals. China's rapidly expanding
military has been identified as the primary threat driving policy and, by extension, Pentagon
spending. According to the Stockholm International Peace Research Institute, China's defense
budget increased by 72% between 2012 and 2021. This expansion is contributing to increased
US spending on high-end weaponry such as long-range missiles and nuclear submarines, and
Defense Department leaders have stated that the US is losing its long-held technological
advantage in key areas such as satellites and missiles. US defense companies anticipate
increased military spending in the coming years, in part due to arms shipped from Western
countries to assist Ukraine in fighting Russia's invasion. One of the most serious concerns,
according to Pentagon and industry leaders, is the US' reliance on China for 80% of rare-earth
elements, also known as technology minerals, which are used in magnets for weapons
guidance systems and commercial applications such as EV batteries. Over the last several
decades, China has made significant investments in rare earth mining and refining, and it now
controls the global supply chain. #Geopolitics #SCRM #DIG #AI #SAT #AER #AUT #MFG
#CHP #GRN #Cybersecurity #USA #CHN #RUS #UKR #TWN WSJ

→ On September 19, Elon Musk tweeted that he will seek an exemption from Iranian
sanctions in order to provide Starlink internet service in the country. His tweet came amid
protests in Iran over the death of a young woman in police custody, as well as increased
reporting of network outages caused by the protests. #Geopolitics #SAT #DIG #USA #IRN
Business Insider

CYBERSECURITY
→ On Monday, September 19, Uber stated that a hacker affiliated with the Lapsus$
hacking group was responsible for a cyberattack that forced the company to temporarily
shut down several internal communications last week. The attacker did not gain access to
any user accounts or databases containing sensitive user information such as credit card
numbers, bank account information, or trip details, according to Uber. The company stated that
it was working closely with the FBI and the US Department of Justice on the matter. The
attacker logged into a contractor's Uber account after accepting a two-factor login approval
request after multiple requests, granting the hacker access to several employee accounts and
tools such as G-Suite and Slack, according to Uber. Lapsus$ has targeted companies such as
Nvidia, Microsoft, and Okta. #Cybersecurity #DIG #USA Reuters

→ The FTC is looking into Amazon's $1.7B acquisition of Roomba maker iRobot, which
was disclosed on Tuesday, September 20. Next5 previously reported that data-privacy
experts and antitrust researchers expressed concern that the tech giant could use the
acquisition to obtain personal information from inside users' homes. #Cybersecurity #Geopolitics
#DIG #USA WSJ

→ On Monday, September 19, a hacking group that has primarily targeted Central
American targets released approximately 10 TB of emails and other materials from
military and police agencies in Chile, Mexico, El Salvador, Colombia, and Peru. The
hacking group Guacamaya's release follows a pattern of targeting entities the group sees as
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contributing to both the region's environmental degradation and the repression of native
populations. The Joint Chiefs of Staff of the Chilean Armed Forces, the Mexican Secretariat of
National Defense, the National Civil Police of El Salvador and the Armed Forces of El Salvador,
the General Command of the Military Forces of Colombia, the Joint Command of the Armed
Forces of Peru, and the Army of Peru are the specific targets in this case, according to the
release. The Chilean materials were cross-posted to DDoSecrets. This is Guacamaya's fourth
release since March, all of which have been posted to Enlace Hacktivista, a website dedicated
to documenting hacker history, sharing information security educational resources, and
publishing hacker materials. #Cybersecurity #Geopolitics #CHL #MEX #SLV #COL #PER
CyberScoop

→ CrowdStrike intends to acquire the attack surface management startup Reposify as
well as make a strategic investment in API security vendor Salt Security. In addition to the
investment, CrowdStrike intends to collaborate with Salt Security to integrate technologies for
API discovery and runtime protection on applications, as well as to enable security testing to
harden APIs before release. #Cybersecurity #USA #ISR SecurityWeek

SUPPLY CHAINS
→ As tensions between Taiwan and China threaten to "choke" Asian supplies, Europe is
expected to push for the establishment of semiconductor supply chains with the
assistance of Taiwanese chip giants. Europe buys 80-95% of its manufactured chips from
outside the EU, almost entirely from Asia, according to Strategy Analytics. Analysts predict that
Europe will rework its semiconductor import routes so that chips pass through a network of
Western-friendly countries and contract manufacturers. According to a Counterpoint Research
analyst in Taipei, this could include Malaysia and Vietnam. Malaysia's machine and equipment
manufacturing sector is expanding, while multinational technology firms such as Samsung and
Taiwan's Foxconn manufacture in Vietnam. Experts believe that Taiwanese companies such as
UMC and TSMC will be asked to join Western-friendly supply routes. In the midst of geopolitical
tensions, Europe is taking steps to ensure semiconductor demand. #SCRM #Geopolitics #TWN
#CHN #EUR #MYS #VNM SCMP

→ Last year, China installed nearly as many robots in its factories as the rest of the
world, accelerating a rush to automate and consolidate its manufacturing industry
despite a shrinking working-age population. Shipments of industrial robots to China in 2021
increased by 45% over the previous year to more than 243k, according to a robotics industry
trade group. Last year, China accounted for almost 50% of all heavy-duty industrial robot
installations, reinforcing the country's position as the world's leading market for robot
manufacturers. According to IFR data, China installed nearly twice as many new robots as
factories in the Americas and Europe. Part of the explanation for China's rapid automation is
that it is simply catching up with its wealthier counterparts. In terms of the prevalence of robots
on production lines, the world's second-largest economy lags behind the US and manufacturing
powerhouses such as Japan, Germany, and South Korea. #SCRM #AUT #CHN #USA #EUR
#JPN #DEU #KOR WSJ
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