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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features TikTok’s plan to combat election
misinformation, Intelsat’s loss of control of its Galaxy 15 satellite, an AI model that

detects Parkinson’s, Australia’s framework for crypto regulation, digitally manufactured
plasma sensors for satellites, national security concerns surrounding Twitter, and
Germany's satellite security guidance as a potential model for the space industry.



NEXT5 EDITOR’S HIGHLIGHTS
→ The US Space Force, Defense Innovation Unit (DIU), and the Air Force Research Lab
(AFRL) wrote a report to capture findings from a workshop on the state of the space
industrial base in Cape Canaveral Florida earlier this year.
Key findings include:

- Strategic competition in space is a paramount concern.
- The US requires a comprehensive, strategic vision for space.
- US policy and procurement practices are not aligned with a national space strategy.
- Off-planet operations are needed to protect Earth and advance the space economy.
- Commercial space technology has forever changed the nature of conflict.
- Action is needed now for US R&D to compete with China.

In addition to these key findings, the authors also made thoughtful recommendations about the
need to expand the space economy and exploration for several industries, particularly
manufacturing and extraterrestrial power production. Most prominently, however, they pushed
for an enduring whole-of-nation plan for maintaining the US competitive advantage in space,
noting that the US lead in R&D is diminishing as China exponentially increases its investments.
#AER #SAT #USA #CHN #Geopolitics CTF Assets

Analyst Comment: Next5 hosted a similar event in 2021 with experts from commercial
industry, investment firms, and government on the future of space, which is a slightly
different viewpoint than was included in the DoD-dominated study carried out in Cape
Canaveral. While we made similar conclusions, like great power competition in space is
well underway and commercial technology has forever changed the game; our experts
took a less unilateral approach to competing with China and maintaining leadership in
space. We concluded that the Artemis Accords are merely diplomatic, and updated
international space treaties, that include both US allies and adversaries, are needed to
maintain healthy international innovation while preventing miscalculation and escalation.
There are no international agreements on space that address commercial industry’s
participation even though the private sector is now outpacing government in space.
Further our experts see the US as the current world leader in space today and five years
from now - which presents a significant opportunity for the US to set norms and
standards for the world that align with democratic values. Instead of focusing on
competing, Next5 suggests playing into US strengths: lead in innovation, partner with
allies, and negotiate the terms for rules of the road in space. And, in line with this report,
Next5 also endorses the concept of setting a grand national strategy for space (and all
emerging technologies) that leans heavily on commercial innovation, and preserves
democratic values for the future of all emerging technology. Next5 Insights reports on
The Future of Space and The Future of Technology are available upon request.
Email next5@nxt5.co to request a copy or a briefing with our analysts.

DIGITALIZATION
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→ ByteDance, the owner of TikTok, has quietly launched a new search engine that
promises no advertisements. Without an announcement, ByteDance subsidiary Beijing Infinite
Dimension Technology launched the Wukong search app this month, within days of Tencent
shutting down its Sogou search app on August 8. Sogou, which Tencent bought last year, still
maintains its web-based search engine. Wukong, currently available on Apple’s App Store in
China and various Chinese Android app stores, brings ByteDance into closer competition with
Baidu, China’s dominant search engine. The new app promotes itself as providing “quality
information and search without ads.” The line could be interpreted as an indirect jab at Baidu,
which has long faced criticism for its paid listings in search results. However, like Baidu, Wukong
tends to prioritize its owner’s other products, a practice known as “self-preferencing” that has
invited the political scrutiny of Big Tech firms overseas but remains common in China. Wukong’s
main page has also promoted propaganda content. On Tuesday, August 23, the top three items
labeled as “sticky” were a Xinhua News Agency piece on how President Xi Jinping cares about
people’s lives, a CCTV article on building China into an industrial powerhouse by improving
vocational training, and a People’s Daily report about strengthening the Communist Party’s
leadership of economic work. #DIG #CHN SCMP

→ TikTok detailed its plan to combat election misinformation on its platform, building on
lessons it learned from the 2020 election cycle. The company is ramping up efforts to
educate the creator community about its rules related to election content, as well. On the policy
side, TikTok says it will monitor for content that violates its guidelines, including misinformation
about how to vote, harassment of election workers, harmful deep fakes of candidates, and
incitement to violence. Depending on the violation, TikTok may remove the content or the user’s
account, or ban the device. In addition, TikTok may choose to redirect search terms or hashtags
to its community guidelines, as it did during the prior election cycle for the hashtags associated
with terms like “stop the steal” or “sharpiegate,” among others. The company says it will use a
combination of automated technology and Trust and Safety team people to help drive
moderation decisions. TikTok acknowledges that the former can only go so far. While technology
can be trained to identify keywords associated with conspiracy theories, only a human would be
able to understand if a video is promoting that conspiracy theory or working to debunk it. (The
latter is permitted by TikTok guidelines.) Because TikTok is a wholly video-focused app that
lacks the searchable text of a Facebook or Twitter post, tracing how misinformation travels on
the app is challenging. And like the secretive algorithms that propel hit content on other social
networks, TikTok’s ranking system is hidden, obscuring the forces that propel some videos to
viral heights while others fail. #DIG #USA TechCrunch

→ A new “bring your own device” pilot will allow soldiers to connect their own
communication devices to Army networks, as the service begins to make use of commercial
capabilities, according to the Army’s deputy chief of staff for command, control, communications
and computers (G-6). The pilot program will begin over the next month or early October,
according to Lt. Gen. John Morrison. He said the pilot will include a “secure capability” that will
allow soldiers to log back into the Army network on their own personal devices and “conduct
official business.” Morrison did not discuss the willingness of soldiers to use their personal
phones for official duties, but from the Army’s perspective, he emphasized the importance of
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baking in cybersecurity and doing cybersecurity assessments continuously. The pilot will first
target Army Reserve and National Guard components and then eventually spread across
active-duty soldiers and outside of the US. At the same time, the Army is starting a “virtualized
desktop” pilot run by its enterprise cloud management team. That pilot will target armories and
reserve centers in remote areas.

#DIG #Cybersecurity #USA Breaking Defense

→ Jobs in the metaverse are declining, according to workplace researcher Revelio Labs.
New monthly job postings across all industries with “metaverse” in the title declined 81 percent
between April and June, Revelio found, after surging in the months following Facebook’s
rebranding last fall. The drop-off coincides with a broader pullback across the tech sector, which
has prompted lay-offs and hiring freezes. While full-time metaverse jobs have become more
scarce, the number of freelance gigs for metaverse-related services like avatar development
and 3D design has more than quadrupled, according to freelance talent marketplace Fiverr
International. #DIG SCMP

SATELLITES & NAVIGATION
→ According to Intelsat on August 19, the company lost control of its Galaxy 15
broadcast satellite after it was likely hit by a geomagnetic storm. High space weather
activity likely knocked out onboard electronics needed to communicate with the satellite, and
keep it locked in its geostationary orbit slot at 133 degrees West, Intelsat said. While Intelsat is
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working to restore its ability to command the satellite, company spokesperson Melissa Longo
said they expect all customers to “have service continuity” until its Galaxy 33 replacement
arrives in November. Galaxy 15 carries 24 C-band transponders serving media customers in
North America. It also has an L-band payload that was previously used by the US Federal
Aviation Administration to relay GPS information to aircraft to improve navigational accuracy.
Intelsat said this L-band payload is no longer in use after the FAA service migrated to Galaxy 30
soon after that satellite was launched in 2020. Tzu-Wei Fang, a space scientist at NOAA’s
Space Weather Prediction Center (SWPC), warned on August 8 that the relatively benign space
weather conditions of the last several years are ending. A new solar activity cycle set to peak
around the middle of the decade may be stronger than forecasted, she told the 36th Small
Satellite Conference in Logan, Utah. #SAT #USA Space News

→ According to a new report by Aerospace Corp., companies need to plan for the
prospect of intentional or accidental attacks on their satellites during international
conflicts. Historically, only companies that provide direct services to the US military would
consider security issues to be relevant to day-to-day commercial operations, but that is
changing. Aerospace Corp emphasized that commercial space actors risk getting caught in the
middle of a tense and escalatory environment. An attack could occur “either because a
commercial system is misidentified as a military system or because that commercial system is
suspected of acting aggressively or threateningly,” the report says. Because of these risks,
Aerospace Corp suggests that commercial space companies should consider getting directly or
indirectly involved in international efforts to develop norms of behavior in space, even though
traditionally only governments and the United Nations take the lead in space security policy
discussions. Some of these norms could involve the application of existing laws of armed
conflict that protect civilians and their property. Other norms could be the adoption of minimum
cybersecurity standards for all satellites. #SAT #Cybersecurity Space News

ARTIFICIAL INTELLIGENCE
→ The first director of the White House’s National Artificial Intelligence Initiative Office,
Lynne Parker, has just stepped down and has offered insights into the major challenges
ahead for AI. The NAIIO launched in January 2021 to coordinate the different federal agencies
that work on AI initiatives, with the goal of advancing US development of AI. Its goals are to
ensure that the US is a leader in AI research and development, particularly in the development
and use of trustworthy AI, and to prepare the US workforce with better education and training.
As its first director, Parker oversaw the creation of a national AI R&D strategic plan, a national AI
research institute, and an AI portal to help researchers apply for funding. Parker’s insights
included recommendations for improving R&D, education, minimizing AI bias, and strengthening
public/private partnerships in AI. She stated that in the R&D space, the challenge will be to
ensure we continue to invest in high-quality, long-term research. Coming up with diverse
education and training opportunities for different people is another challenge, according to
Parker. She emphasized the cultural challenge in terms of people thinking that the AI field is
hard, or it’s geeky. These challenges prevent people from entering the field. She also pointed to
the need to address the current shortage of educators in these fields. In terms of bias, she
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highlighted the need to document the ways that systems are trained, and on what data, so that
we can better identify how bias could be creeping in. Finally, she addressed the need for a plan
to tackle the difference in how the private sector versus the government invests in AI. Currently,
the private sector is investing more than the federal government into AI R&D, but private sector
investments are related to products or services, whereas the federal government is investing in
long-term, cutting-edge research that doesn’t necessarily have a market driver for investment
but does open the door to new ways of leveraging AI. #AI #USA MIT Technology Review

→ MIT has developed an AI model that can detect Parkinson’s by reading a person’s
breathing patterns. MIT’s tool is a neural network capable of assessing whether someone has
Parkinson’s from their breathing patterns during sleep. The neural network can also discern the
severity of someone’s Parkinson’s disease and track the progression of their disease over time.
Researchers have investigated the potential of detecting Parkinson’s using cerebrospinal fluid
and neuroimaging, but such methods are invasive, costly, and require access to specialized
medical centers, making them unsuitable for frequent testing that could otherwise provide early
diagnosis or continuous tracking of disease progression. The MIT researchers demonstrated
that the AI assessment of Parkinson's can be done every night at home while the person is
asleep and without touching their body. To do so, the team developed a device with the
appearance of a home Wi-Fi router, but instead of providing internet access, the device emits
radio signals, analyzes their reflections off the surrounding environment, and extracts the
subject’s breathing patterns. The breathing signal is then fed to the neural network to assess
Parkinson’s passively. #AI #BIO #USA MIT News

→ Capitol Records has announced that it is walking away from an AI rapper project after
receiving backlash for the AI model’s “gross stereotypes” of the Black community. FN
Meka, a virtual rapper powered by AI, was first created by Factory New in 2019, according to
The New York Times. The virtual rapper has amassed more than 10M followers on its TikTok
profile. Capitol Records signed FN Meka earlier this month, and the virtual rap artist’s first single
“Florida Water,” a collaboration with Atlanta-based rapper Gunna and Fortnite player Clix, was
released on August 12. The public promptly criticized FN Meka’s use of a racial slur in rap lyrics
and an image that circulated on social media showing the digital rapper being beaten by a
police officer in prison. In a statement, nonprofit organization Industry Blackout called the AI
rapper a “direct insult to the Black community and our culture.”  #AI #USA The Hill

NEXT GENERATION COMMUNICATIONS
→ A battle between US cable and phone companies has brought fresh competition for
services typically dominated by a few large companies. Wireless carriers are using the
excess capacity on next-generation networks to win over customers who have been using
traditional broadband-internet providers, while those same cable companies are promoting new
and cheaper cell phone plans. The competition, in some instances, has created a refuge for
consumers as inflation is driving up the prices of other goods and services. New fifth-generation
cellular networks have helped carriers T-Mobile and Verizon sign up 2.2M wireless internet
customers through June, often at traditional broadband providers’ expense. The wireless threat
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contributed to the cable industry’s worst quarter in years. Comcast lost residential customers in
the most recent quarter for the first time, a shift after many quarters of growth earlier in the
pandemic; so did Charter Communications, its first decline in nearly a decade. AT&T and
Verizon have implemented some price increases this year, but the companies have also
introduced lower-cost plans to compete with offers from the cable providers. Telecom analysts
caution that there are limits to both industries’ encroachment on the others’ operations. Cable
companies lack the cell towers and other infrastructure they would need to make a big dent in
the business of the largest wireless companies. And cellphone carriers like T-Mobile say the
number of home-internet customers they can profitably add is limited. A single cell tower can
only handle a certain volume of internet traffic at once, and home-broadband customers use 10
times as much data as a typical smartphone user. #5G #USA WSJ

→ SpaceX and T-Mobile hosted a joint event on Thursday, August 25, announcing plans
to “increase connectivity.” SpaceX CEO Elon Musk and T-Mobile’s CEO and president Mike
Sievert presented at the event, which took place at SpaceX’s Starbase launch site in South
Texas, where a Starship prototype was recently loaded onto the launchpad. #5G #SAT #USA
The Verge

FINANCIAL TECHNOLOGY
→ Australia will use “token mapping” as a framework for crypto regulation. Australia's
new government, led by Prime Minister Anthony Albanese since May 23, will begin a review of
how cryptocurrency assets are managed to keep practices up to date and protect consumers,
Australian Treasurer Jim Chalmers said in a statement released on Monday, August 22.
"Australians are experiencing a digital revolution across all sectors of the economy, but
regulation is struggling to keep pace and adapt with the crypto asset sector," Chalmers said in
the statement. Token mapping will help identify how crypto assets and related services should
be regulated. This hasn't been done anywhere else in the world, so Australia will become
leaders in this work, Chalmers said. Token mapping involves uncovering the characteristics of
all digital asset tokens in Australia including charting the type of crypto asset, its underlying
code, and any other defining technological feature, according to the Sydney Morning Herald.
#FIN #AUS Coin Desk

AEROSPACE & SPACE
→ Concepts for beaming solar energy from satellites to Earth via radio waves aim to
revolutionize the market for clean and sustainable power. If successful, they would open up
the colossal energy industry to the space sector while potentially helping connect ~700M people
estimated to be without access to electricity. But while space-based solar power (SBSP)
principles have been around for decades, the power plants that would need to span thousands
of meters in orbit have not been economical. That could now be changing with the advent of
renewable rockets and advancing in-orbit assembly capabilities. The latest SBSP concepts also
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envisage modular structures in geostationary orbit (GEO) ranging from ~2M to 10M kilograms.
According to a study by engineering firm Frazer Nash Consultancy for the British government
last year, SBSP is now not only technically feasible but it could also be developed quickly
enough to significantly contribute to the UK’s goal to decarbonize its economy by 2050. In July,
the UK announced an SBSP Innovation program that will provide an initial $3.6M in grants
toward system studies and de-risking core technology. #AER #GRN #GBR Space News

→ China's civil aviation regulator on Monday, August 22, proposed a roadmap for the
development of its civilian drone industry, saying it wanted to boost its use in inner-city
logistics and eventually for long-haul goods transport. The proposed plan by the Civil Aviation
Administration of China detailed various targets the regulator wanted its unmanned aerial
vehicle (UAV) industry to reach by the years 2025, 2030, and 2035, including improving
regulations and expanding airspace capacity for civilian UAVs. Several companies in China
have for years explored the use of drones or box-like robots on wheels to deliver parcels but
widespread adoption has been slow amid regulatory hurdles and heavy reliance on human
couriers. According to the plan, the goal is to "enhance China's international competitiveness in
the field of unmanned aviation as well as the country's right to speak on international civil
aviation rules and standards.” China also seeks to become a global civil aviation power. #AER
#CHN Reuters

BIOTECHNOLOGY
→ Pfizer and BioNTech have asked the US Food and Drug Administration to approve a
Covid-19 variant-specific shot, with the vaccine targeting BA.4/BA.5 potentially becoming
the first to receive approval without human trials. For the first time since the pandemic
began, the regulator has informed companies that it may authorize the latest generation of
boosters without requiring clinical data from tests on the new vaccine in order to expedite
distribution. #BIO #USA Financial Times

→ Elon Musk has approached brain chip implant developer Synchron about a potential
investment as his own company Neuralink tries to catch up in the race to connect the
human brain to machines directly, according to people familiar with the matter. Musk
reached out to Synchron's founder and CEO, Thomas Oxley, in recent weeks to discuss a
potential deal. It is unclear whether any transaction would involve collaboration or tie-up
between Synchron and Neuralink. Synchron is ahead of Neuralink in the process of obtaining
regulatory clearance for its devices. It has not decided whether to accept investment, and no
deal is certain. #BIO #USA Reuters

→ A new Covid-19 therapeutic developed by scientists at the University of California,
Berkeley, could one day make treating SARS-CoV-2 infections as simple as using a nasal
spray for allergies. Short snippets of synthetic DNA were used in the therapy to clog the
genetic machinery that allows SARS-CoV-2 to replicate within the body. The team showed that
these short snippets, known as antisense oligonucleotides (ASOs), are highly effective at
preventing the virus from replicating in human cells in a new study. These ASOs are also
effective in preventing and treating Covid-19 infection in mice and hamsters when administered
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via the nose. The team tested the SARS-CoV-2 virus against hundreds of different ASOs in
collaboration with the Stanley Lab at UC Berkeley's School of Public Health and Department of
Molecular and Cell Biology, as well as scientists at the Innovative Genomics Institute. Each of
these ASOs was designed to disrupt a different region of the viral RNA, including the region that
codes for the infamous "spike" protein that aids the SARS-CoV-2 virus in hijacking host cells.
They identified one target that was far and above the most effective at disrupting the virus. This
target was a non-coding sequence of viral RNA that forms a hairpin loop structure and appears
to play an important role in SARS-CoV-2 replication. The ASO treatment is effective against all
SARS-CoV-2 "variants of concern" in human cells and animal models because it targets a
portion of the viral genome that is highly conserved among different variants. It is also
chemically stable and relatively cheap to produce on a large scale, making it ideal for treating
Covid-19 infections in areas of the world where electricity or refrigeration are unavailable.

#BIO #USA University of California

GREEN TECHNOLOGY

→ A law signed by President Biden last week immediately requires that any EV sold in
the US must be assembled in North America to qualify for a federal tax credit. The
requirements grow stricter in 2024 when eligible EVs must have battery components not made
or assembled “by a foreign entity of concern,” which includes China, the dominant battery
producer. In 2025, those batteries must exclude critical minerals extracted, processed, or
recycled from the same foreign countries. Under the North American final assembly rule, the
administration published a list of 21 models eligible for credits for the remainder of 2022.
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According to the Alliance for Automotive Innovation, a manufacturer group, 72 EVs are available
for sale in the US, yet the impending limits on battery components and minerals will shorten the
list. Jay Turner, professor of environmental studies at Wellesley College, stated that if the
Treasury department interprets the law strictly as written, it would effectively disqualify all
vehicles. A Treasury official said changes to the tax credit will strengthen US clean energy
supply chains and the country’s energy security, adding that the department expected a range of
credit-eligible vehicles to be available beginning in 2023, including when the battery-related
provisions take effect in 2024 and 2025. Despite the domestic manufacturing requirements, the
US auto industry largely endorsed the new law, known formally as the Inflation Reduction Act.
The law extends the EV tax credits to 2032. By then, 30 to 50 percent of EVs could qualify, said
Colin McKerracher, an analyst at BloombergNEF, who also said the law would provide “a
significant boost” for the US EV market.

#GRN #USA #CHN Financial Times

ADVANCED MANUFACTURING
→ Startup Azure is using recycled plastic to 3D print house models ranging from a
backyard studio to a two-bedroom Accessory Dwelling Unit (ADU). The company can build
homes 70 percent faster and 30 percent cheaper than "traditional home construction methods."
According to Business Insider, most 3D home builders use a form of mixed or pure concrete to
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build a home; however, Azure is replacing this process with sustainable materials consisting of
the waterproof plastic polymer found in plastic bottles and packaging food, according to the
startup. The company claims to have created production efficiencies using 3D printing and by
designing a process that saves cost and is completed in 20 hours – a fraction of the time
required by conventional construction. #MFG #USA Interesting Engineering

→ Scientists at MIT have created the first completely digitally manufactured plasma
sensors for satellites. These plasma sensors, also known as retarding potential analyzers
(RPAs), are used by orbiting spacecraft to determine the chemical composition and ion energy
distribution of the atmosphere. The 3D-printed and laser-cut hardware performed as well as
state-of-the-art semiconductor plasma sensors. Due to the manufacturing process, which
requires a cleanroom, semiconductor plasma sensors are expensive and require weeks of
intricate fabrication. By contrast, these 3D-printed sensors can be produced for tens of dollars in
a matter of days. Due to their low cost and speedy production, the new sensors are ideal for
CubeSats. These inexpensive, low-power, and lightweight satellites are often used for
communication and environmental monitoring in Earth’s upper atmosphere. #MFG #USA Sci
Tech Daily

AUTONOMOUS SYSTEMS
→ Manufacturers operating self-driving vehicles in the UK will be held liable for the
actions of their vehicles while in autonomous mode, according to the country’s new
roadmap to achieve a widespread rollout of self-driving vehicles by 2025. Tthe British
government unveiled the roadmap, announcing $119M in funding for AV projects and another
$41M for research to support safety and new legislation. According to the roadmap, new
legislation will be based on existing laws and will hold manufacturers accountable for the actions
of self-driving vehicles, "meaning a human driver would not be liable for incidents related to
driving while the vehicle is in control of driving." This distinction could set a precedent around
the world, where liability in the case of autonomous vehicle accidents is still somewhat
ambiguous. Britain has opened a consultation period on a "safety ambition" for self-driving
vehicles to be as safe as a human driver as the country prepares to write new laws regarding
AVs. The consultation results will help shape the standards for operating self-driving vehicles on
public roads, as well as potential sanctions if those standards are not met. #AUT #GBR
TechCrunch

→ A former Apple engineer pleaded guilty to stealing proprietary information from the
company while preparing to work for a Chinese startup that makes self-driving cars.
Zhang Xiaolang, who was arrested in July 2018 on his way to catch a one-way flight to China,
admitted to a single count of trade-secret theft at a hearing on Monday, August 22 in a federal
court in San Jose, California, according to the court’s electronic docket. US prosecutors
accused Zhang of downloading a 25-page Apple document to his wife’s computer that included
schematic drawings of a circuit board design for a portion of an autonomous vehicle. Apple
hired Zhang in 2015 to work as a hardware engineer in its autonomous car project (the Apple
Car), which has yet to generate a commercial product. In April 2018, Zhang announced his
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intention to resign, saying he wanted to return to China to be near his ailing mother and that he
intended to take a job at Xpeng. He isn't the only one accused of stealing Apple's automotive
trade secrets or attempting to transfer sensitive materials to XPeng. In January 2019, federal
prosecutors charged Jizhong Chen, another Apple engineer, with stealing proprietary
information from the company's self-driving car project while applying for a job with a Chinese
competitor. According to an FBI affidavit, a search of Chen's hard drive turned up thousands of
sensitive documents as well as 100 photos taken inside the company's self-driving facility. The
engineer told Apple that he was going to China to see his ailing father, but he was arrested
before boarding his direct flight. Chen has pleaded not guilty, and the case remains open. That
same year, Tesla stated a former employee had uploaded source code relating to its Autopilot
system to his iCloud account and then took that information to XPeng. #AUT #GRN #DIG
#SCRM #Geopolitics #Cybersecurity #USA #CHN Bloomberg The Verge

SEMICONDUCTORS & CHIPS
→ The challenge of modern chip manufacturing is driving the shift toward multichip
design. Although transistor miniaturization has slowed, growth in transistor counts in
cutting-edge designs shows no signs of slowing. This shift toward chiplets has occurred in
tandem with manufacturer support. TSMC is a market leader, providing a 3DFabric suite of
advanced packaging. 3DFabric technologies are used by AMD in some EPYC and RYZEN
processor designs, and are almost certainly used by Apple in the M1 Ultra (Apple has not
confirmed this, but the M1 Ultra is produced by TSMC). Intel's own packaging technologies
include EMIB and Foveros. Though designed for Intel's internal use, Intel's chip-making
technology is becoming more relevant to the broader industry as Intel Foundry Services opens
its doors. Chiplets are here to stay, but for the time being, the world is divided. AMD, Apple,
Intel, and Nvidia all use custom interconnect designs tailored to specific packaging
technologies. Universal Chiplet Interconnection Express aspires to unite the industry. This open
standard offers a "standard" 2D package that focuses on "cost-effective performance" and an
"advanced" package that focuses on cutting-edge designs. UCIe also supports off-package
connections via PCIe and CXL, allowing multiple chips to be connected across multiple
machines in a high-performance compute environment. UCIe is a start, but the standard’s future
remains to be seen. #CHP #USA #TWN IEEE Spectrum

→ On Tuesday, August 23, Intel and Canada's Brookfield Asset Management agreed to
fund up to $30B for the US chip-maker's cutting-edge chip factories in Arizona, bolstering
Intel's ambition to bring more chip production onshore. Brookfield Infrastructure will invest
up to $15B for a 49% stake in the project, while Intel will retain majority ownership and
operational control of the two chip factories. #CHP #SCRM #USA #CAN Reuters

QUANTUM TECHNOLOGY
→ Researchers reported an experimental demonstration of a space-to-ground quantum
key distribution (QKD) network utilizing a compact quantum key distribution terminal
aboard the Chinese Space Lab Tiangong-2 and four ground stations. The new QKD
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system weighs less than half as much as the system created by the researchers for the Micius
satellite, which was used to conduct the first quantum-encrypted virtual teleconference in the
world. The demonstration represents a significant step toward practical QKD based on
constellations of small satellites, which is regarded as one of the most promising methods for
establishing a global quantum communication network. The researchers also discovered that
QKD performance can be improved by constructing a network of satellites with varying
inclinations relative to the equator. The researchers are currently working to improve their QKD
system by increasing its speed and performance, reducing its cost, and investigating the viability
of QKD satellite-to-ground transmission during the day. #QNT #SAT #AER #5G #Cybersecurity
#CHN Phys.org

→ Fujitsu and Riken research institute in Japan intend to offer quantum computers to
businesses in the fiscal year beginning April 2023, making Fujitsu the first domestic
company to commercialize such a machine in Japan. Fujitsu, like Google and IBM, will use
a "superconductive" circuit that is cooled to extremely low temperatures to eliminate electrical
resistance. Fujitsu's computer will have 64 qubits, which is more than Google's 2019 machine
and only second to IBM's 127 qubits developed in 2021. Fujitsu hopes to produce a machine
with more than 1k qubits by April 2026. The quantum computers will be used in financial
forecasting as well as the development of new materials and medicines. #QNT #JPN Nikkei
Asia

GEOPOLITICS
→ A two-year-old Shanghai-based chip design software firm was behind an attempt to
buy a British firm that regulators blocked on national security grounds. Last week, Super
Orange HK Holding was barred from acquiring Pulsic, a chip design software provider based in
Bristol. Super Orange is in reality controlled by little-known Shanghai UniVista Industrial
Software Group, according to Hong Kong public filings and Chinese corporate data. The
Shanghai firm is backed by the National Integrated Circuit Industry Investment Fund, the
powerful $50B state-backed vehicle known within the industry as the “Big Fund.” It’s unclear
what roles Super Orange’s controlling shareholders played in the takeover attempt. Pulsic’s
would-be acquirer was founded in Hong Kong in August 2021 by Nanjing Puxin Software,
according to local filings. That firm is in turn wholly owned by UniVista, according to Chinese
corporate database Tianyancha. The US has been relying on allies ranging from the UK to
Japan to join efforts to thwart China's chip ambitions. Pulsic is also a player in EDA tools, with
clients ranging from TSMC to Intel. Beijing sees the sector, which is dominated by American
firms Synopsys and Cadence Design Systems, as a critical bottleneck in its efforts to build a
world-class semiconductor industry and decouple China from US technology. The sole and
founding director of Pulsic's potential acquirer, Super Orange, was identified as Zhou Nuo.
According to Hong Kong filings, he handed over his position to Xu Yun in December. Xu, who
previously led Cadence's Chinese operations, is now a co-CEO at UniVista. Pan Jianyue, who
led Synopsys’ China and Asia-Pacific business before the pair founded the other UniVista
Industrial in 2021, is her co-CEO. According to an interview they gave The Paper in November,
Xu and Pan want to build a global operation that can compete with the industry's leaders, not
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just replace American technology. Puxin's parent entity, Super Orange, used a UniVista email
address as its registered contact information in Tianyancha. #Geopolitics #CHP #SCRM #GBR
#CHN #USA #JPN Bloomberg

→ On Tuesday, August 23, the US added seven China-related entities, mostly related to
aerospace, to its export control list, citing national security and foreign policy concerns.
According to a notification posted to the Federal Register, China Aerospace Science and
Technology Corporation 9th Academy 771 Research Institute, China Aerospace Science and
Technology Corporation 9th Academy 772 Research Institute, China Academy of Space
Technology 502 Research Institute, China Academy of Space Technology 513 Research
Institute, China Electronics Technology Group Corporation 43 Research Institute, China
Electronics Technology Group Corporation 58 Research Institute, and Zhuhai Orbita Control
Systems were added to the list, indicating suppliers of US materials or services to these entities
will need a license before shipping any goods. The Commerce Department stated the entities
were added for “acquiring and attempting to acquire US-origin items in support of China’s
military modernization efforts.” #Geopolitics #AER #USA #CHN Reuters

CYBERSECURITY
→ Meta and Twitter have shut down a network of fake accounts that posed as
independent media outlets, promoted memes, launched online petitions, and attempted
to start hashtag campaigns, according to new findings. The fake accounts were on Twitter,
Facebook, Instagram and five other social-media platforms, according to a report published
Wednesday, August 24 by the social media analytics company Graphika and Stanford
University’s Internet Observatory Cyber Policy Center. The accounts in question used deceptive
tactics to promote pro-US stories in the Middle East and Central Asia. What makes this
campaign different from similar efforts is that the messaging was pro-American, researchers
stated. Previously, such online campaigns have overwhelmingly been linked to authoritarian
regimes such as Russia, China and Iran. The activity includes what appears to be a series of
covert campaigns, as opposed to one operation, that spanned almost five years. The accounts
heavily criticized Russia for the deaths of innocent civilians and other atrocities following its
February invasion of Ukraine, according to the report. They also shared articles from US
government-funded media outlets like Voice of America and Radio Free Europe, as well as links
to US military-sponsored websites. The Central Asian accounts included 12 Twitter accounts, 10
Facebook pages, 15 Facebook profiles, and 10 Instagram accounts, in addition to connected
activity on Telegram, YouTube, and Russian social-media platforms. They aimed their messages
at Russian-speaking Central Asian audiences, praising US assistance to the region while
criticizing Moscow. Despite the magnitude of the effort, the researchers said the vast majority of
the posts and tweets they reviewed received no more than a handful of likes or retweets. It was
the first foreign-focused pro-US network of its kind, according to Meta. #Cybersecurity
#Geopolitics #DIG #USA #RUS #UKR #CHN #IRN #EUR Bloomberg

→ Accusations from a former Twitter executive that the social network had lax data
protections have sparked concerns among lawmakers and cyber experts that the alleged
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vulnerabilities pose a threat to national security. Former security chief Peiter Zatko, also
known as "Mudge," filed a whistleblower complaint with US authorities, citing "egregious
deficiencies" in the social media company's ability to repel attackers. The most disturbing claims
made by Zatko suggest that the company relied on outdated software and that executives were
unaware of the level of access employees had to user accounts. Also, Zatko suggested that
Twitter is vulnerable to foreign government espionage and that some employees may be
working for government intelligence agencies. “These allegations could have serious national
security, privacy and election security implications and must be aggressively investigated,”
Representative John Katko, a Republican from New York, said in a statement. In perhaps the
most astonishing claim, Zatko claimed that roughly half of the company's workforce had deep
access to Twitter's controls, allowing insiders to manipulate the site or access user information
with little or no oversight. In an interview with the Washington Post, which, along with CNN,
Zatko expressed concern that such a flaw could have given a Twitter employee sympathizing
with January 6, 2021 insurrectionists the ability to go rogue. According to the complaint, Twitter
also knowingly hired Indian government agents who would have had unsupervised access to
“vast amounts of Twitter's sensitive data.” Furthermore, according to Zatko, the company
misrepresented on its transparency reports that it was aware of Indian government
representatives on its payroll. Zatko also claimed that more than half of the company's 500k
servers were running outdated operating systems that didn't support basic privacy and security
features. Furthermore, top Democrats and Republicans in Congress are now looking into the
whistleblower complaint, bringing new political scrutiny to the social network's data security
practices and counter-foreign-influence defenses. #Cybersecurity #DIG #Geopolitics #USA
#IND Bloomberg The Washington Post

→ Germany's satellite security guidance could serve as a model for broader cyber
standards for the entire space industry as it expands and introduces commercial
software, according to European satellite experts and the German government. The
German agency that recently put out the guidance, the Federal Office for Information Security, is
seeking to make it the basis for European or international cybersecurity standards related to the
space industry. The document lays out minimum cyber measures to help satellite companies
ensure their supply chains address specific vulnerabilities, and businesses would benefit from
having common terms they can refer to with partners and suppliers in other countries, according
to Airbus, which contributed to the guidelines. The German guidelines list measures to protect
satellites at various stages, such as when they are transported and tested, as well as when they
are in orbit. The global space economy is valued at an estimated $469B, driven mostly by
commercial space services, products, and infrastructure, according to a report published by the
Space Foundation. Cyber threats are evolving as the satellite industry becomes more
commercial, with companies sending satellites into space for shorter periods and using
components that are cheaper than they were in the past. Issuing system upgrades and applying
security patches to satellites already in orbit is a particular risk, according to OHB, a German
satellite manufacturer, which also contributed to the guidelines. In the coming years, experts
expect more commercial technology to become available, potentially using more off-the-shelf
internet-connected components. That raises the risks of cyberattacks, because hackers could
potentially launch ransomware attacks that could affect a large group of satellites that work
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together as a system, according to the Aerospace Corporation. #Cybersecurity #SAT #AER
#SCRM #DEU #EUR WSJ

SUPPLY CHAINS
→ Honda is considering decoupling its supply chain from China to reduce its reliance on
the country, according to the Sankei newspaper published on August 24. Many large
Japanese corporations have established extensive production hubs in China, but output has
recently been slowed by Covid-19-related lockdowns. There are also growing concerns about
the impact of tensions between the US and China. In the previous fiscal year, China accounted
for nearly 40% of Honda's automobile production. Honda intends to maintain its supply chain in
China for the domestic market, while establishing a separate one for markets outside of China.
#SCRM #Geopolitics #JPN #CHN Reuters

→ In China's chip market, an oversupply of low-end semiconductors is worsening due to
weak demand from downstream sectors such as smartphones and home appliances. The
oversupply situation has deteriorated as major chip-makers sought to increase production
capacity in order to address a global chip shortage that began in 2020. Chip prices have
dropped across major categories of consumer electronics, including panel chips, communication
chips, and analogue chips, according to an expert of the Ministry of Industry and Information
Technology. #SCRM #CHP #CHN SCMP

→ A rare drop in all export orders to Taiwan, a global hub for high-tech equipment, could
indicate cracks in the global economy from China to Europe, according to analysts and
economists. Taiwan experienced its only other recent drop in export orders in April, the first
since February 2020, when the Covid-19 pandemic began to rattle global economies. Orders
from China fell 22.6% YoY, exceeding the 14.5% drop in June. Orders from Europe fell 5.1%. In
the US, orders increased 6.9% YoY but fell 5.9% in July compared to June. Taiwanese-invested
factories in mainland China are ordering fewer raw materials to make consumer technology to
be re-exported to the West, according to the CEO of DMI energy consulting firm in Taiwan.
China accounts for roughly 40% of Taiwan's raw material orders. For example, those raw
materials include petrochemicals used to make epoxy for printed circuit boards, which are the
foundation of many common consumer electronic devices. Drops in global petrochemical prices
over the last three months have also been reflected in order data, the executive stated. Orders
for information and communication products, a major component of Taiwan's technology sector,
fell by 0.8% YoY in July. Electronic products, another component of the tech sector, increased
8.8% YoY in July, but fell 5.2% MoM. Orders to Taiwan frequently appear in other export-led
Asian economies within a quarter. South Korean exports began to slow in July, particularly in
semiconductors, due to weak global demand for the memory chips used in PCs and
smartphones. Taiwan's semiconductor sector is expected to contract through the end of the year
and possibly into the first three months of 2023. However, Taiwan, which has a GDP of $765B,
will avoid recession this year and next because domestic consumption is recovering from the
slump caused by the Omicron outbreak in Taiwan earlier this year, according to an economist.
#SCRM #CHP #TWN #CHN #USA #EUR #KOR SCMP
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→ After Seoul's reliance on China as a semiconductor export market increased nearly
13-fold over the last two decades, a South Korean trade group has called for a
diversification of trading partners in chips. China accounted for 39.7% of all South Korean
semiconductor exports in 2021, up from 3.2% in 2000, according to an article by The Korea
Herald, citing research published by the Korea Chamber of Commerce and Industry (KCCI),
which represents 300 local companies including memory chip giants Samsung and SK Hynix.
The Seoul-based trade group cited the risks of increasing reliance on China, warning that
closing the manufacturing skills gap between the two countries would be disastrous for South
Korean industry. According to customs data released on August 22, total exports from South
Korea to China barely increased in the first 20 days of August. Notably, total shipment volume
fell 11.2% YoY in the same period. South Korean firms are major suppliers of memory chips to
China's smartphone manufacturers. Rising Chinese memory chip players such as Yangtze
Memory Technologies Corp and ChangXin Memory Technologies are challenging Samsung and
SK Hynix, which have invested heavily in building wafer fabs in China over the years. According
to Chinese customs data, the value of all South Korean semiconductor exports to China,
including machinery to manufacture silicon boules and wafers, as well as semiconductor and
integrated circuit devices and flat panel displays, was $2.59B in the first seven months of this
year, a 24% decrease from the same period last year. #SCRM #CHP #KOR #CHN SCMP
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