
MATRIX MONITOR
Friday August 12, 2022

The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features The US Treasury’s sanctioning of Tornado
Cash for its use by cybercriminals, TikTok’s role in spreading misinformation, methods

for supply chain organizations to leverage AI, an AI pilot that enables autonomous
aircraft to navigate crowded airspace, a push for the Federal Reserve to issue a digital

dollar to combat steps from China, Amazon's palm-scanning technology, Alibaba’s
“carbon ledger platform,” and geopolitical tensions following US House Speaker Nancy

Pelosi’s visit to Taiwan.



NEXT5 NEWS & AMPLIFICATIONS
→ A recent op/ed by Robert Atkinson and Martijn Rasner argues for US policy changes
that enable better American-led standard setting in technologies to counter China. The
Chinese government has made leadership in international technology standards setting a key
priority and it is working to give their firms an unfair advantage. The authors of this piece urge
Congress to modify the research and experimentation tax credit to allow international standard
setting costs to qualify as expenditures for purpose of the credit. Standards are universal
technical specifications agreed to usually by commercial actors, and sometimes involving
governments and non-governmental organizations. The standard-setting process is voluntary
and typically conducted on an international basis, led by industry. The spirit and intent of
standard-setting is based on technological merit; the best technology is chosen as the standard.
When standards are global, they underpin interoperability around the world and facilitate trade.
Further, standards are important to individual companies as those who set the standard are able
to grow and the company’s market share is protected, enabling greater revenue and therefore
more investment in R&D. Perhaps most important, however, is that technology is the main
enabler of economic, political, and military power. Technological leadership, including standard
setting, is extremely important for a country’s ability to retain influence. Robert Atkinson is
President of the Information Technology & Innovation Fund. Martijn Rasner is a Senior Fellow
and Director, Technology & Security Program, at the Center for a New American Study. He has
also participated in Next5 research. #USA #CHN #Geopolitics #SCRM Real Clear Policy

→ After taking over Kherson, Russian soldiers forced internet service providers to hand
over control of their networks, and rerouted mobile and internet data from Kherson
through Russian networks. They blocked access to Facebook, Instagram, and Twitter, as well
as to Ukrainian news websites and other sources of independent information. They then shut off
Ukrainian cellular networks, forcing Kherson’s residents to use Russian mobile service providers
instead. They have taken similar measures in Melitopol and Mariupol. And they will likely
continue this trend as they take other territories. These digital tactics have put those Ukrainian
areas in the grip of a vast digital censorship and surveillance apparatus with Russia able to
track web traffic and digital communications, spread propaganda, and manage what news
reaches people. Russia’s rerouting and censorship of the Ukrainian internet has little historical
precedent elsewhere in the world. Even after Beijing took more control of Hong Kong beginning
in 2019, the internet in the city was not placed under the same kind of censorship controls as
mainland China. In Ukraine, the internet restrictions began with key infrastructure built years
ago. In 2014, after Russia annexed Crimea, a state telecom company built a subsea cable and
other infrastructure across the Kerch Strait to redirect internet traffic from Crimea to Russia -
which are now being used to reroute traffic through Russia. #RUS #UKR #Geopolitics #DIG
NYTimes

→ YouTube is still operating in Russia - despite its efforts to show Russian citizens the
truth about the Ukraine war - because the Kremlin has deemed it too popular to block. So
far, Russia has stopped short of making internet providers block access to YouTube, as it did
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with Meta’s Facebook and Instagram, Twitter, and Google’s news service. The only other app
that has avoided blocking is Telegram. According to YouTube’s chief executive, Susan Wokcicki,
Youtube still operates in Russia because the company wants to “help citizens know what is
going on and have perspectives from the outside world.” And a YouTube spokeswoman said its
policy prohibits the denial or minimization of well-documented violent events, including the war,
and that the company has removed more than 76,000 videos and 9,000 accounts for reasons
related to the war in Ukraine. YouTube had more than 85M monthly unique viewers in Russia in
June according to analytics company SimilarWeb. The video site is the country’s second-most
popular social network behind local service VKontakte, placing it ahead of Rutube, a Russian
rival that Moscow is trying to promote. State funding is going into Rutube and some Russian
officials have said they expect YouTube to be blocked by the fall. #RUS #UKR #USA #DIG
#Geopolitics WSJ

→ The US Treasury on Monday, August 8, sanctioned Tornado Cash, a virtual currency
mixer, for its use by cybercriminals, including those under US sanctions. According to a
senior Treasury official, Tornado Cash has reportedly laundered more than $7B in virtual
currency since its launch in 2019, including $455M from the Lazarus Group, a North Korean
state-sponsored hacking group. It was also used as recently as last week to launder money
from a "heist" of Nomad, a US cryptocurrency firm, the official said. The sanctions will prohibit
US persons, and those subject to US jurisdiction, from using the virtual currency mixer. As part
of Monday's action, 44 cryptocurrency wallets linked to Tornado Cash were sanctioned by the
US government. According to the Treasury official, Tornado Cash is one of the largest virtual
currency mixers that has been identified by the US government; it is only the second time the
Department has sanctioned such an entity. In May, the Treasury Department sanctioned another
virtual currency mixer, Blender.io, which it said was used by North Korea "to support its
malicious cyber activities and money laundering of stolen virtual currency." CNN Forbes

Analyst Comment: This was the second time OFAC has sanctioned a mixer, but the first
time it has sanctioned the open source code behind it. This is noteworthy because it not
only prevents Americans from using Tornado Cash, but also bars them from using the
open source code behind it.

DIGITALIZATION
→ 40% of 18- to 24-year-olds in the US surveyed by Google say they use TikTok to find
information, yet anyone can share on the platform, and TikTok doesn’t always weigh
search results for reliability. While the “life hacks” prevalent on the platform are popular
among younger groups, authoritative sources often do not condone the actual information being
disseminated. TikTok can exacerbate the problem of inaccurate information because its
algorithm sends clip after clip based on users’ interests. But it only knows if a video is factually
accurate or not if it has been flagged or otherwise reviewed. According to Abbie Richards, an
independent misinformation researcher who specializes in TikTok, since the app’s design feels
like a series of face-to-face video chats, users have a natural tendency to trust the speaker. The
percentage of TikTok users who relied on the app for news rose to 29% in 2021, up from 22% in
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2020, according to Pew Research Center. As with the other big social networks, misinformation
has been a problem on TikTok, say media literacy experts, as videos containing inaccuracies
about Covid-19 vaccines, the war in Ukraine, and other topics spread. #DIG #USA #CHN #RUS
#UKR WSJ

→ Telecommunications startup Wayru has developed a new globally-compatible Hotspot
network and a hardware device (known as Genesis) for individuals to share their internet
connection in exchange for cryptocurrency. The Wayru sharing economy model provides the
basic framework for communities, entrepreneurs, and small businesses to build, own, and
operate Internet networks independently. Wayru Hotspot pools are a hybrid network of Hotspots
with cutting-edge radio fiber-quality mesh technologies. Starting at first in the heavily populated
but under-connected Ecuadorian cities of Quito and Guayaquil, Wayru will deploy Hotspot Pools
across businesses, homes, and public areas for millions of people to use. In 2011 the United
Nations released a report declaring that internet access was a human right, citing it as a key
means by which individuals can exercise their right to freedom and expression. Despite this
seemingly large step forward to a more connected world over 10 years ago, only 35% of people
in underdeveloped nations have access to the internet. This lack of connectivity in developing
nations opens the door to new innovators, such as Wayru, to create unique blockchain-backed
solutions to address the long-standing issue. #DIG #FIN #USA #ECU Accesswire

→ DuckDuckGo announced it will now block all third-party Microsoft tracking scripts in
their privacy browser after a previous attempt ended in failure. This change comes after the
company received widespread criticism in May for failing to block certain third-party Microsoft
trackers in the DuckDuckGo browser due to a syndicated search content agreement between
the two companies. The blocking of Microsoft trackers is being rolled out through the 3rd-Party
Tracker Loading Protection feature. However, because DuckDuckGo relies on Microsoft
Advertising for search engine ads, there will be some limited support for Microsoft trackers when
using the privacy browser. When a user clicks on an advertisement in a DuckDuckGo search,
the DDG browser allows tracking scripts from bat.bing.com to run once on the advertiser's site.
This allowance enables advertisers to track the effectiveness of their advertising campaigns.
DuckDuckGo, on the other hand, will block any future requests to that site that attempt to load
trackers from bat.bing.com. DuckDuckGo stated that they hope to replace bat.bing.com trackers
in the future with private ad conversion implementations that Firefox and Safari are working on.
#DIG Bleeping Computer

→ Unity Software (UN), the US developer best known for software used to design video
games, said on Tuesday, August 9, it has signed a cooperation agreement to set up a
joint venture valued at $1B in China. Partners include Alibaba, China Mobile, Oppo, and
Bytedance's Douyin Group, according to a statement by Unity on its Wechat account. The
company will retain the majority ownership and control of the Chinese JV. #DIG #USA #CHN
Reuters

SATELLITES & NAVIGATION
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→ According to Flinders University experts, rapidly evolving technology and space
debris reported in several places around the world – including pieces of a Chinese Long
March 5B Rocket in the Indian Ocean – signal the need for a new era for regulation of
space. Their new report is calling on governments to pay more attention to the use of low-Earth
orbit as space laws and technologies rapidly develop. Ahead of a meeting of intergovernmental
experts at next year's World Radio Conference, the space experts are raising concerns on
several fronts, beginning with the takeoff of commercial interest in satellite "mega-constellations"
in Low-Earth Orbit (LEO). According to research associate in space law Joel Lisk of Flinders,
current laws covering space activities are already under stress due to the rapid evolution of the
space industry. Large corporations are moving rapidly to establish large-scale LEO deployments
and provide services around the world, in what has been described as a 'gold rush'. In the five
years to December 2019, the number of satellites orbiting Earth increased by 77%, and in the
year 2020, the number increased a further 37% to 3371 active satellites. SpaceX's Starlink
system has approval from the US FCC for 12k satellites and the company is seeking
authorization for a further 30k satellites, with the growth of LEO filings with national regulatory
agencies leading aviation giant Boeing to separately raise concerns about the long-term space
safety and sustainability. As well as spectrum capacity and management of debris that may
cause harm in space or on Earth, the Flinders report considers other challenges, including
physical and spectral interference management; optical and radio astronomy, like casual night
sky viewing; and competition between operators in the LEO region. #SAT #USA #AUS Phys.org

→ SpaceLink signed an agreement with the US Army to explore ways to use the
company’s data-relay constellation to deliver commercial satellite imagery directly to
troops on the ground. The company, on August 8, announced a five-year agreement with the
US Army Space and Missile Defense Command Technical Center at Redstone Arsenal,
Alabama. Under the CRADA (cooperative research and development agreement) SpaceLink
will share proprietary information about its system and in exchange will get insights into the
Army’s concepts of operations and specific needs. The company in 2024 plans to start
deploying a satellite relay network of four satellites about 8,700 miles above Earth. Due to its
location in medium Earth orbit, the network will have a continuous line of sight to satellites in
lower and higher orbits, as well as high-altitude airborne platforms, according to the company.
Army leaders have argued that US intelligence agencies that collect satellite imagery are not
able to meet the urgent demand for data in the field. Another problem with images from national
satellites is that they are classified and cannot be shared with allies. #SAT #USA Space News

→ Maxar Technologies announced on Tuesday, August 9 it was selected by L3Harris to
manufacture 14 missile-detection satellites for the US Space Development Agency. The
DoD’s space agency last month announced it awarded L3Harris and Northrop Grumman
contracts to each build 14 missile-tracking satellites for a low Earth orbit constellation known as
the Tracking Layer Tranche 1 – L3Harris won a $700M contract. The 28 infrared-sensing

5
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://apo.org.au/node/318785
https://phys.org/news/2022-08-commercial-satellite.html
https://www.eosspacelink.com
https://spacenews.com/spacelink-and-u-s-army-to-study-use-of-relay-constellation-to-deliver-data-to-troops-in-the-field/
https://www.maxar.com
https://www.l3harris.com


satellites will be part of a global network the Pentagon will use to detect and track the latest
generation of ballistic and hypersonic missiles being developed by countries like Russia and
China. Maxar will supply satellite buses and provide support services as a subcontractor to
L3Harris. The contract with L3Harris also covers the integration of mission payloads, including
optical terminals for mesh networking, Ka-band communications, and infrared sensors. Maxar
will manufacture the buses at its factories in Palo Alto and San Jose, California, for delivery in
2024. Launches are scheduled to begin in April 2025. #SAT #AER #USA #CHN #RUS Space
News

ARTIFICIAL INTELLIGENCE
→ AI is transforming supply chain management with greater efficiency, visibility, and
optimization. Adopting AI will be key to evolving the supply chain and adapting to today’s supply
chain challenges. There are several ways that supply chain organizations can implement
AI to experience these benefits:

● Optimization with AI Simulations: AI can assess a certain operation’s setup and
pinpoint bottlenecks and potential issues. In a simulation, there is much more flexibility
for supply chain businesses to optimize their operations without causing real-world
delays in the process. Google launched one such AI-based digital twin tool in 2021,
which was designed to help supply chain businesses save money through optimization.

● Automated Inventory Management: AI can help warehouses automate their inventory
management, saving both time and money.

● Supply Chain Cybersecurity: Supply chain management needs effective, agile
cybersecurity to stay ahead of threats at every step in the chain. AI is a highly effective
tool for accomplishing this due to its pattern recognition abilities.

● AI Demand Forecasting: Businesses can use AI data analysis tools to get a precise
idea of what supply and demand will look like in future quarters. AI algorithms can
analyze numerous data sets, such as sales data and consumer trends, to predict how
much of a certain product will be in demand. Precise demand forecasting allows each
link of the supply chain to reduce overall supply strain.

● Waste and Error Reduction: Machine learning enables computer vision to learn how to
automate complicated processes. Supply chain businesses can combine AI and IoT for
rapid, accurate waste and error reduction.

● Tracking Supply Chain Sustainability: Businesses can reduce the carbon footprint of
their supply chains by identifying the most efficient shipping routes to use, whether on
land or sea. AI algorithms can keep track of where all the components for a finished
product come from throughout the supply chain. This would increase visibility and allow
businesses to improve awareness of potential sustainability weak spots.

#AI #SCRM Unite.AI

→ A team of researchers at Carnegie Mellon University believe they have developed the
first AI pilot that enables autonomous aircraft to navigate crowded airspace. The AI can
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safely avoid collisions, predict the intent of other aircraft, track aircraft and coordinate with their
actions, and communicate over the radio with pilots and air traffic controllers. The researchers
aim to develop the AI so the behaviors of their system will be indistinguishable from those of a
human pilot. To interact with other aircraft as a human pilot would, the AI uses both vision and
natural language to communicate its intent with other aircraft. Its system uses six cameras and a
computer vision program to detect nearby aircraft in a manner similar to that of a human pilot. Its
automatic speech recognition function uses natural language processing techniques to both
understand incoming radio messages and communicate with pilots and air traffic controllers
using speech. In the future, autonomous aircraft can broaden opportunities for drones, air taxis,
helicopters, and other aircraft. They could move people and goods, inspect infrastructure, treat
fields to protect crops, and monitor for poaching or deforestation. However, these aircraft will
have to fly in an already crowded airspace. #AI #AUT #USA Science Daily

NEXT GENERATION COMMUNICATIONS
→ The Department of Defense’s Innovate Beyond 5G (IB5G) Program recently launched
three new projects to advance DoD collaborative partnerships with industry and
academia for 5G-to-NextG wireless technologies. The first, Open6G, is a new
industry-university cooperative effort that aims to jumpstart 6G systems research on open radio
access networks (Open RAN). The effort will focus on Open RAN research and open-source
implementation of 5G protocol stack features to support emerging beyond/enhanced 5G
applications. Open6G will serve as the DoD’s hub for the development, testing, and integration
of trusted enhancements, supporting an industry and federal government NextG ecosystem
pursuing 6G technology goals. IB5G also started a new Spectrum Exchange Security and
Scalability project with Zylinium Research. Spectrum-sharing technologies are becoming more
critical as wireless networks face increasing user demand. In response to this need, Zylinium
Research developed Spectrum Exchange – a network service appliance that receives,
schedules, and allocates spectrum resources. Moreover, IB5G, in collaboration with Nokia Bell
Labs, established the resilient, large-scale, Massive Multi-Input/Multi-Output (MIMO) from MHz
to GHz project. Massive MIMO is a critical enabler for the warfighter due to its ability to increase
resiliency and throughput for wireless tactical communications. The effort will explore key
technology components that enable scaling MIMO technology across different
bands/bandwidths and DoD-oriented use cases. #5G #USA Defense.gov

FINANCIAL TECHNOLOGY
→ Lawmakers are pushing the Federal Reserve to move swiftly toward issuing a digital
dollar, to combat steps from China and others they say could one day threaten the US
status as the global reserve currency. The bipartisan group of lawmakers is advocating for
the US to counter global competitors launching digital versions of their currencies. The House
Financial Services Committee might vote on related legislation as soon as next month. Fed
Chairman Jerome Powell has indicated the central bank isn’t in a rush, as it confronts inflation
and a slowing economy. Mr. Powell has said it is more important to get the digital dollar right
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than to be first to market, in part because of the dollar’s critical global role. The idea of a digital
dollar faces resistance. According to players in the banking industry, the costs of a central bank
digital currency generally outweigh any benefits and it would directly compete with private bank
deposits, making loans more expensive. For about a century, the dollar has been the world’s
most important currency, prized for its widespread acceptance in almost any transaction. There
is now a serious debate about whether that status could be threatened by evolving technology
and if, in response, the dollar needs to go digital. French Hill, an Arkansas Republican, said his
concerns were animated in part by China, which began real-world testing of its own
central-bank–issued digital currency in 2020. In an interview, he said China’s lending practices
in the developing world could make it easier for the country to promote international uses of its
digital currency – a potential threat to the dollar-based global economy. #FIN #USA #CHN WSJ

→ A well-designed central bank digital currency may enhance rather than weaken
financial stability, according to an OFR working paper released in July. As central banks
consider whether the benefits of creating digital cash outweigh the risks, the paper finds that at
least one risk – bank runs – is not as big as initially feared. The Federal Reserve and other
central banks worldwide are considering offering a new digital form of cash, often called central
bank digital currency (CBDC). The research model shows how having access to a CBDC would
decrease depositors’ demand for liquidity services from banks. Banks respond to this lower
demand by reducing the maturity mismatch on their balance sheets, which makes them less
exposed to a run. In this way, the adjustments on bank balance sheets, in response to a CBDC,
can have a stabilizing influence on the financial system. Moreover, policymakers’ ability to
observe the flow of funds into a CBDC would provide real-time information about the financial
system’s state and about depositors’ confidence in their banks. Monitoring the flows into CBDC
would allow policymakers to infer more quickly when a run is underway and to place troubled
banks into resolution sooner. Depositors anticipate this faster policy reaction, which decreases
their incentive to join the run. In other words, by allowing a quicker policy reaction to a crisis, this
information effect is another channel through which a CBDC may improve financial stability.
#FIN OFR

→ Chinese authorities are targeting online discussions and the promotion of
cryptocurrencies in a new campaign launched since banning the trading of the digital
assets last year. The Cyberspace Administration of China (CAC) has ordered social media
platforms to terminate 12k cryptocurrency-related accounts, the internet watchdog said on
Tuesday, August 9, as Beijing continues to ramp up its crackdown on the industry. Nearly a
thousand of the accounts that were closed had been “guiding” internet users to invest in
cryptocurrencies “in the name of financial innovation and blockchain,” the CAC said in a
statement. The purged social media accounts span multiple platforms, including Weibo, Baidu
and Tencent Holdings’ WeChat, according to the CAC. It has also shut down 105 websites that
“hyped up” cryptocurrencies and ran tutorials on buying, selling and mining the digital assets,
the regulator said. The space for any cryptocurrency-related activities has continued to shrink in
China, where the trading and mining of the blockchain-based tokens are banned, as authorities
repeatedly issue fresh warnings following a global cryptocurrency market crash. #FIN #DIG
#CHN SCMP
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AEROSPACE & SPACE
→ China sent a highly-classified reusable experimental spacecraft into orbit Thursday,
August 4, two years after a similarly clandestine mission. A Long March 2F rocket lifted off
from the Jiuquan Satellite Launch Center in the Gobi Desert sending a “reusable test space”
into low Earth orbit, Chinese language state media Xinhua reported. Technical verification of
reusable and in-orbit services will be carried out as planned to provide technical support for the
peaceful use of space, according to a machine translation of the report. While little is known
about the spacecraft, it is speculated, based on previous statements and activities, that the
vehicle is a spaceplane. It is possibly an orbital segment that will operate with a reusable
suborbital stage, apparently tested in 2021. The Long March 2F usually launches China’s
Shenzhou crewed missions and has a payload capacity of just over eight metric tons,
suggesting that the spacecraft could be similar in size and function to US Air Force’s X-37B
spaceplane. The Long March 2F and its payload fairing would have been modified to
accommodate the launch of the reusable test spacecraft. While there is little information about
the mission, the project appears to fit into space transportation development plans outlined by
CASC, China’s main space contractor, and its major subsidiaries. CASC has previously iterated
plans to develop low-cost, reliable access to space, including reusable launch vehicles and a
spaceplane. #AER #USA #CHN Space News

→ Northrop Grumman has signed a launch deal with SpaceX to send three cargo
missions to the International Space Station while the company builds an upgraded
version of its workhorse Antares rocket, according to a Northrop spokeswoman on Monday,
August 8. The launch agreement with SpaceX coincides with Northrop’s recovery from a
months-long predicament with its workhorse Antares rocket, whose Russian-made engines
were cut off from the US in March by Moscow in retaliation for Western sanctions over its
invasion of Ukraine. #AER #USA #RUS #Geopolitics Reuters

BIOTECHNOLOGY
→ Amazon's palm-scanning technology is now available in 65 California Whole Foods
locations, marking the company's most extensive rollout to date. As part of the Amazon
One payment service, the checkout devices that allow customers to pay with a palm scan were
introduced in 2020. The Amazon One rollout is part of the company's campaign to change how
customers interact with retail stores, and it runs alongside Just Walk Out-enabled stores with
faster payment technologies. Several Whole Foods locations in the Los Angeles area, as well
as Austin, Seattle, and New York, have already been testing the palm-scanning technology.
According to Amazon, images captured on the kiosk are not stored locally; rather, they are
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encrypted and sent to a cloud server dedicated to Amazon One, where an identifiable palm
signature is generated. #BIO #DIG #Cybersecurity #USA The Verge

GREEN TECHNOLOGY

→ Alibaba has launched a “carbon ledger platform” to help consumers adopt a more
environmentally friendly lifestyle. The company announced the launch of Carbon88 on its
Taobao shopping app on Monday, August 8. Consumers who use the feature can upload photos
of the measures they are taking to reduce their carbon output, from using their own cups instead
of buying bottled water to using reusable shopping bags, to find out how much carbon dioxide
they have saved daily. The platform is designed to encourage more people to transition to a
low-carbon and sustainable lifestyle, Alibaba said in a statement on Monday. The platform offers
guidance on low-carbon behavior and cash rewards to encourage consumers across China to
compete to reduce their carbon footprints. Carbon88 is in line with Alibaba’s carbon neutrality
pledge, which it unveiled last December. The goals include achieving net-zero emissions in its
Scope 1 and 2 emissions – direct greenhouse gas emissions from owned or controlled sources,
and indirect emissions from the generation of electricity, heating, or cooling – by 2030. #GRN
#CHN SCMP

→ FedEx Office will pilot Ford’s electric vans to pick up and deliver packages in some
regions, according to FedEx on Tuesday, August 10, as part of the delivery giant's move to
cut its fleet's tailpipe emissions. FedEx, in collaboration with Ford Pro, will test 10 Ford E-Transit
vans across its 'FedEx SameDay City network' in nine markets. FedEx has set a target of 2040
to transition its entire pickup and delivery fleet to all-electric zero tailpipe emission vehicles. The
company also has a partnership with Ford's rival General Motors' BrightDrop unit to add electric
vans to its fleet. #GRN #USA Reuters

ADVANCED MANUFACTURING
→ A team of researchers at the Chinese Academy of Sciences has developed an artificial
finger that can identify certain surface materials with 90% accuracy. In their paper
published in the journal Science Advances, the group describes how they used triboelectric
sensors to give their test finger an ability to gain a sense of touch. Prior research has led to the
development of robotic fingers that can recognize certain attributes of certain surfaces, such as
pressure or temperature. The team has taken such efforts further by adding the ability to identify
a material that is being touched. The researchers tested the finger on various flat surfaces such
as those made of glass, wood, plastic, and silicon. They found it capable of detecting the right
material on average 96.8% of the time, with a minimum accuracy of 90% for all of the surfaces.
The researchers also tested the finger for endurance by having it touch a surface thousands of
times and found that it held up well enough for industrial applications. The researchers suggest
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the finger could be used to test products to ensure they meet manufacturing standards, and
they note that such a finger could be used on a full-sized human robot, adding to its capabilities.
They point out that the technology behind their finger could likely be used in prosthetic devices
to help restore a certain degree of touch for people who have lost such an ability. #MFG #CHN
Tech Xplore

AUTONOMOUS SYSTEMS
→ China took a significant regulatory step in the field of driverless taxis, with two cities
granting Baidu permission to operate ride-hailing services without a driver or a person
overseeing vehicle safety. The Chinese search-engine giant, which already operates
self-driving taxis, has announced plans to add five autonomous vehicles to the cities of Wuhan
and Chongqing. Separately, on August 8, China issued new guidelines for the commercial use
of fully autonomous vehicles in public transportation, paving the way for the development and
deployment of self-driving taxis, buses, and trucks. Autonomous buses will be permitted to
operate on closed routes, while self-driving taxis will be permitted to operate on roads with light
and controlled traffic conditions, according to the draft guidelines. #AUT #Geopolitics #CHN
WSJ SCMP

→ Two members of the US House of Representatives are launching a bipartisan effort to
revive legislative efforts to advance self-driving vehicles. Representatives Robert Latta, a
Republican, and Debbie Dingell, a Democrat, told Reuters in a joint interview that they are
launching the bipartisan Congressional Autonomous Vehicle Caucus to educate their colleagues
on the importance of self-driving vehicles. Latta acknowledged that legislation governing
self-driving cars might not be passed until the next two-year Congress convenes in 2023.
Senators Gary Peters and John Thune have also been working on legislation governing
autonomous vehicles. They previously proposed giving the NHTSA authority to exempt 15k
self-driving vehicles per manufacturer from current federal motor vehicle safety standards, with
the figure rising to 80k within three years. #AUT #Geopolitics #USA Reuters

SEMICONDUCTORS & CHIPS
→ China's top leadership has grown increasingly frustrated with the country's years-long
failure to develop semiconductors capable of replacing US circuitry, an embarrassment
capped by a flurry of anti-graft probes into top industry officials and the $9B rescue of
Tsinghua Unigroup. The probes have sent shockwaves across the top-tier semiconductor
business. Xi Jinping's government has set out more than $100B to promote a domestic
semiconductor industry. Beijing's main source of finance for chipmakers is the National
Integrated Circuit Industry Investment Fund, or Big Fund. On August 9, the country's top
anti-corruption agency sent a team to the Ministry of Industry and Information Technology to
investigate three more officials who managed the Big Fund's assets. The Big Fund raised $45B
and backed SMIC and Yangtze. Senior officials evaluated the chip sector report last month and
found that advancements had been overstated and many investments had failed, according to
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sources familiar with the case. Despite years of work, China hasn't closed the gap with the
West. Despite efforts by governmental science institutions and Naura Technology Group to build
competitor lithography machines, ASML dominates chipmaking machinery. Japanese
corporations dominate photoresists, an important chemical. Despite Huawei's study into local
alternatives to US hardware, China imports most of its $155B in yearly chip demands. Critics of
Beijing's top-down policies note the inefficiencies of freely distributing subsidies. Local media
reported on companies with limited experience winning research money. Beijing's dissatisfaction
boiled over in late 2021 when the Biden administration showed no signs of relenting on his
predecessor's anti-China campaign and Unigroup failed. The list of chip industry suspects reads
like a who's who of Chinese semiconductors. As investigations continue, the net will widen.
#CHP #SCRM #Geopolitics #CHN #USA Bloomberg

→ Numerous chip giants have begun to increase and diversify their investments in
semiconductors. On Monday, August 8, Samsung revealed plans to invest another $3.3B in
Vietnam this year, allowing it to begin producing semiconductor components there by July 2023.
The company is preparing for trial production of its flip-chip ball grid array, a surface-mount
packaging technology for integrated circuits. Samsung also plans to construct a new R&D
facility in Hanoi, Vietnam, within one to two years. The latest measures in Vietnam underscore
Samsung's ambitions to diversify its manufacturing supply chain as China remains concerned
about South Korea's probable membership in the Chip 4 Alliance. Additionally, on Monday,
Qualcomm agreed to buy an additional $4.2B in semiconductor chips from GlobalFoundries'
New York factory, bringing its total commitment to $7.4B in purchases through 2028.
GlobalFoundries is also working with STMicroelectronics to develop a $5.7B semiconductor
facility in France to take advantage of subsidies on both continents. This announcement
coincided with the CEOs of GlobalFoundries, Applied Materials, Ford, and GM meeting with US
government officials on Monday to discuss chip investment plans. Then on Tuesday, August 9,
President Biden signed the CHIPS Act, providing ~$52B in subsidies to the semiconductor
industry, kicking off one of the largest industrial development programs the federal government
has ever administered. Moreover, Micron announced on Tuesday that it will use "anticipated"
government grants and credits to invest $40B in US semiconductor manufacturing capacity by
2030. Micron produces the majority of its products in Japan, Singapore, and Taiwan. #CHP
#SCRM #Geopolitics #USA #KOR #VNM #JPN #TWN #CHN #SGP #FRA #ITA #EUR
Bloomberg Reuters SCMP The Washington Post The White House

→ Russian weapons and equipment used in Ukraine rely on microelectronics produced
in the West as well as in Japan, Taiwan, and South Korea, according to a new report.
RUSI researchers examined components and microelectronic components from 27 Russian
military systems, including cruise missiles, communication systems, and electronic warfare
complexes. They discovered at least 450 unique components designed and manufactured
outside of Russia – a mix of commonplace and restricted goods – indicating that Russia has
been able to circumvent export controls. Many of the most important electronic components
inside are microcontrollers, programmable chips and signal processors stamped with the names
of American chipmakers, including Texas Instruments; Altera, owned by Intel; Xilinx, owned by
AMD; and Maxim Integrated, acquired last year by Analog Devices. Chips made by Cypress
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Semiconductor, now owned by Germany’s Infineon AG, were also visible. While the majority
came from the US, 77 came from Asian companies in Japan, Taiwan, South Korea, China, and
Singapore. Some of the chip tech also originated from Europe and Australia. Despite the fact
that the US has the most components in the data set, RUSI stated that "weapon platforms
analyzed for this report indicate that Japanese technology remains important for Russia's armed
forces." Japanese companies designed and manufactured 34 pieces of technology, including
cameras, multilayer ceramic capacitors, and surface mount inductors. According to the report,
the Russian military obtained Western microelectronics via "false end-user certificates, front
companies, and transshipments." Several Hong Kong-based companies are mentioned, as well
as other companies that appear to be linked, and are now on the US trade restricted list for
allegedly providing military support to Russia.

#CHP #5G #AER #AUT #DIG #SCRM #Geopolitics #USA #AUS #EUR #JPN #TWN #KOR
#CHN #HKG #SGP #UKR #RUS Nikkei Asia Reuters

QUANTUM TECHNOLOGY
→ A research team succeeded in executing the world's fastest two-qubit gate (a
fundamental arithmetic element required for quantum computing) using a completely
new method of manipulating micrometer-spaced atoms cooled to absolute zero
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temperature with an ultrafast laser. They achieved the world's fastest two-qubit gate by
manipulating the atoms with a special laser light shone for 10 picoseconds (pico = one trillionth
of a second). For the past two decades, all quantum computer hardware has sought faster
gates in order to avoid the effects of external noise, which can reduce computational accuracy.
Cold-atom-based quantum computers are quickly gaining attention from industry, academia, and
government around the world as revolutionary hardware that overcomes some of the limitations
of superconducting and trapped-ion quantum computers, the most advanced types of quantum
computers at the moment. #QNT #JPN SciTechDaily

GEOPOLITICS
→ Taiwanese electronics companies, including chipmakers and assembly plants, are
scrambling to insulate themselves from geopolitical tensions following US House
Speaker Nancy Pelosi’s visit to Taiwan. Pegatron Corporation, one of Apple's top suppliers
for certain iPhone models, rejected media claims that production and shipments in the
company's mainland plant had been forced to halt following the controversial visit in a statement
to the Taiwan Stock Exchange. According to Daily Mail, Apple instructed suppliers to identify
shipments from the autonomously ruled island to mainland China as "Taiwan, China" or
"Chinese Taipei," rather than simply “Made in Taiwan.” UMC, a Taiwanese contract chipmaker,
also sought to distance itself from its founder, Robert Tsao, who on the same day pledged to
donate $100M to help Taiwan shore up its defenses, according to Taiwanese media Taipei
Times. “Mr Tsao retired from UMC more than 10 years ago. He has nothing to do with UMC,”
the company said in a statement to Chinese media. Concerns have been raised about the
impact of tensions on the global technology supply chain due to Taiwan's critical role in chips.
#Geopolitics #SCRM #CHP #USA #TWN #CHN Daily Mail SCMP

→ Separately, Taiwanese national security officials reportedly want Apple supplier
Foxconn to sell its $800M stake in Chinese chipmaker Tsinghua Unigroup, as Taipei
seeks to align itself more closely with the US in the face of escalating Chinese threats.
Foxconn, which is China's largest private-sector employer, announced the investment last
month, making the company the second-largest shareholder in Tsinghua. However, the
agreement places one of Taiwan's largest companies at the center of Beijing's growing
technological competition with the West. The cabinet’s investment commission has yet to
formally review the case, but officials from the president’s National Security Council and the
Mainland Affairs Council, which implements China policy, believe the deal needs to be blocked,
according to a person briefed on the matter. #Geopolitics #CHP #SCRM #TWN #USA #CHN
Reuters Financial Times

CYBERSECURITY
→ After Amazon announced the acquisition of iRobot, the company behind Roomba
vacuums, data-privacy experts and antitrust researchers expressed concern that the tech
giant could use the acquisition to obtain personal information from inside users' homes.
Ron Knox, a senior researcher and writer for the Institute for Local Self-Reliance — a nonprofit
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that gives tech assistance to community businesses — said in a series of tweets after the
acquisition was announced that the $1.7B deal, the fourth-largest acquisition in Amazon's
portfolio, "may be the most dangerous, threatening acquisition in the company's history." The
move, Knox stated, is uniquely dangerous for a few reasons: First, Amazon will be acquiring an
established market share, not a startup, which would cut off competition in a market that already
wasn't competitive and could further Amazon's reach. Second, because of the massive amount
of data that comes with accessing iRobot's established data sets, Amazon can collect new
information through the robots, he added. Robert Weissman, the president of Public Citizen, a
nonprofit consumer-rights advocacy group, said federal regulators should prevent Amazon's
purchase of iRobot, citing concerns over the company's 56.7% market share. The deal has not
yet been approved by FTC regulators. #Cybersecurity #USA Business Insider

SUPPLY CHAINS
→ On August 8, GitHub announced that it will support code signing for npm (node
package manager) software packages via the code-signing platform Sigstore in an effort
to improve open-source project security. This cross-industry collaboration resulted in the
creation of a tool that makes it much easier for open source maintainers to confirm that the code
they create is the same code that ends up in software packages downloaded by people around
the world. The Linux Foundation, Google, Red Hat, Purdue University, and Chainguard
collaborated to create Sigstore. Kubernetes, an open source software development platform,
now supports Sigstore, and an official tool for signing Python package distributions with the
platform is available. By making the platform available to package managers, there is much
more transparency at all stages of the software's journey, and the tools assist developers in
managing cryptographic checks and requirements as software moves through the supply chain.
Github stated that it is starting with a proposal on how the platform will be implemented for npm
and an open comment period to get feedback from the community on exactly how the tool will
be deployed. But ultimately the goal is to bring such code signing to as much of the open source
world as possible to make supply chain attacks much more difficult. #SCRM #Cybersecurity
#DIG #USA WIRED
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