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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features China’s increasingly digital methods of
collecting personal data from its citizens, a maneuver by the ISS to avoid space debris

from a Russian anti-satellite weapons test, AI use cases for the US Intelligence
Community, China’s future Mars sample return mission, EV charging on the go, the

manufacturing of robots in one single step, a “memory” system to augment the safety
features of autonomous vehicles, and proposed policies for the US to win the chip

competition against China.



NEXT5 NEWS & AMPLIFICATIONS
→ A new study (produced for CISA)  identified how much of US critical infrastructure is
owned or operated by the private sector versus the public sector. It has long been
assumed that 85% of critical infrastructure assets are owned by the private sector, but this
report refutes that claim. This report concludes that most utilities in the Water & Wastewater
Sector (WWS) are privately owned entities, but represent a minority of the population. While
each state has a different percentage and ownership split, the general trend across the US is
that a few large utilities service most of the population. For example, in Florida, 77% of utilities
are owned by the private sector, while only 23% are owned by the public. That said, the 23%
that are owned by the public sector service 92% of the population. The report recommends that
CISA should focus on regulating WWS’s weakest link: SCADA. Contrary to WWS, the Electric
segment of the Energy Sector is mainly owned by public entities and cooperatives that serve a
minority of the population. The report recommends CISA focus on establishing minimum
cybersecurity requirements for the sector, which is currently lacking federal cyber standards for
privately owned utilities outside of the Non-Bulk Power Systems category. The Food and
Agriculture Sector is majority privately owned and should also be subject to minimum
cybersecurity requirements. Overall, the authors found that ownership has little effect on
cybersecurity, and a better indicator of how to approach regulations is to look at how many
people a utility services. #USA #Cybersecurity Scribd

→ DHS released the Uyghur Forced Labor Prevention Act (UFLPA) Strategy this week,
and CBP released importer guidance to assist the trade community in complying with
new import laws which went into effect on June 21, 2022. The UFLPA was originally signed
into law by President Biden on December 23, 2021. UFLPA prohibits goods from being imported
into the US that are either produced in China’s Xinjiang region or by certain entities identified by
the Strategy, unless the importer can prove by clear and convincing evidence that the goods
were not produced with forced labor. The UFLPA interagency Forced Labor Enforcement Task
Force (tasked with providing the UFPLA implementation strategy) is chaired by the Secretary of
DHS, with participation from the Departments of Labor, State, Justice, Treasury, and Commerce.
Chinese officials continue to refute US claims that Uyghurs are subject to forced labor in the
Xinjiang region, and on June 2, warned of “dire consequences” for US implementation of the
UFLPA. #USA #CHN #Geopolitics #SCRM CBP, DHS, Republic World

→ A House version of the annual defense policy bill would create a new effort for federal
agencies and private industry to share data on digital threats to get ahead of hacks. The
proposal to create the “Cyber Threat Environment Collaboration Program” was included in the
chairman’s mark of the House Armed Services Committee’s annual defense authorization bill
that was publicly released on Monday, June 21. The measure details $802.4B in defense
spending next year, and the full House could vote on the legislation as soon as next month. The
new program would direct the heads of DHS and DoD, along with the Director of National
Intelligence and the director of the NSA, to “develop an information collaboration environment
that enables entities to identify, mitigate, and prevent malicious cyber activity.” The bill would
also grant DoD’s principal cyber advisor the authority to certify parts of the Pentagon’s
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cyberspace activities budget – which the Biden administration has requested $11.2B for in the
next fiscal year – and requires the head of US Cyber Command to submit an annual report on
the sufficiency of support to cyberspace operations by the military services. #Cybersecurity
#Geopolitics #USA The Record

DIGITALIZATION
→ An investigation by the New York Times revealed China’s expansive efforts to collect
personal data from everyday citizens. The New York Times’s Visual Investigations team and
reporters in Asia spent over a year analyzing more than a hundred thousand government
bidding documents. They call for companies to bid on the contracts to provide surveillance
technology, include product requirements and budget size, and provide insight into the strategic
thinking behind the purchases. The investigation revealed four key takeaways:
➔ Chinese police analyze human behaviors to ensure facial recognition cameras

capture as much activity as possible: The police strategically choose locations to
maximize the amount of data their facial recognition cameras can collect. The police also
push to install facial recognition cameras inside private spaces.

➔ Authorities are using phone trackers to link people’s digital lives to their physical
movements: Devices known as WiFi sniffers and IMSI catchers can glean information
from phones in their vicinity, which allow the police to track a target’s movements. All 31
of China’s provinces and regions use phone trackers.

➔ DNA, iris scan samples, and voice prints are being collected indiscriminately from
people with no connection to crime: The police collect voice prints using sound
recorders attached to facial recognition cameras. Software then analyzes the voice prints
and adds them to a database. Police boasted that when combined with facial analysis,
they could pinpoint suspects faster.

➔ The government wants to connect these data points to build comprehensive
profiles for citizens – which are accessible throughout the government: According
to one bidding document, the Ministry of Public Security, China’s top police agency,
believed the country’s video surveillance systems still lacked analytical capabilities. The
bidding documents reveal that the government actively seeks products and services to
improve consolidation.

#DIG #AI #BIO #CHN The New York Times

→ TikTok stated Friday, June 17 that traffic for all US user data is now being routed
through the cloud infrastructure of its partner Oracle. The company still uses its own US
and Singapore data centers as backup but expects to delete US user data from its own data
centers and migrate fully to Oracle servers. TikTok will also be working with Oracle to develop
protocols for how data is accessed and managed. The company has been trying to calm
concerns that its Chinese parent Douyin or even the Chinese government could gain access to
the huge amounts of data it has on Americans and other users. According to leaked audio from
more than 80 internal TikTok meetings, China-based employees of ByteDance have repeatedly
accessed nonpublic data about US TikTok users – the type of behavior leading former president

3
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://therecord.media/house-defense-policy-bill-would-establish-federal-industry-collaboration-program/
https://www.nytimes.com/2022/06/21/world/asia/china-surveillance-investigation.html


Donald Trump to threaten to ban the app in the US. Critics argue placing more of that data on
servers in the US with a US company won’t be enough, as the physical location of data doesn’t
ensure its protection if others retain access. #DIG #USA #CHN #SGP WSJ BuzzFeed News

→ A proposed regulation in China would require internet platforms to review every social
media comment. The draft rules, published on Friday, June 17 by the Cyberspace
Administration of China (CAC), direct platforms to hire a content moderation team,
“commensurate with the scale of the service,” to review all user comments and filter out
“harmful” ones before publishing. All types of comments – including original posts, replies, and
real-time comments that appear on top of a video, known as “bullet chats” – fall under the
requirements. The draft rule is an update to the existing censorship mechanism in online
content regulations. It is likely designed to strengthen the review for comments, although it will
not be able to catch all offending comments. The draft also proposes for the first time that the
person or entity that uploads a post is also responsible for the associated comments made by
other users, which has made some influencers more cautious about the content they share.
Some Chinese internet users are organizing petitions and trying to push back against some of
the proposed rules, even though draft regulations in the country are usually passed without
major revisions. #DIG #CHN SCMP

→ A Chinese team used a Sunway machine to train an AI model called bagualu  – with
174T parameters – rivaling the number of synapses in a human brain for the first time.
The achievement puts the Newest Generation Sunway supercomputer on a par with Frontier,
the latest machine built by the US Department of Energy, which, as we previously reported, was
named the world’s most powerful earlier this month. The latest Sunway has a speed of a billion
operations per second, expressed as 5.3 floating-point operations per second (exaflops), and
more than 37M CPU cores – four times as many as the US Frontier – according to the
researchers. The newest Sunway’s predecessor, the Sunway TaihuLight, was number one on
the Top500 list of supercomputers from 2016 to 2018. The list, which ranks the 500 most
powerful computer systems in the world, has not received any Chinese performance data
submissions in recent years. It is unclear why China, which has 173 machines in the rankings –
more than any other country – stopped contributing to its compilation. Some industrial experts
suspect the Chinese authorities might want to withhold crucial information to avoid provoking
unilateral sanctions from the US. #DIG #AI #Geopolitics #USA #CHN SCMP

SATELLITES & NAVIGATION
→ The International Space Station was forced to maneuver to avoid a piece of space
debris from a Russian anti-satellite weapons test. On Thursday, June 16, Russia's space
agency Roscosmos used an uncrewed Progress 81 cargo ship docked at the ISS to move the
orbiting lab clear of the debris from the Russian satellite Cosmos 1408, sharing a video of the
activity on the social media service Telegram. The Progress 81 cargo ship fired its thrusters for 4
minutes and 34 seconds to move the massive space station away from the trajectory of the
fragment of Cosmos-1408 and raise the station's orbit slightly. As we previously reported,
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Russia destroyed the defunct Soviet-era satellite in a November 2021 anti-satellite missile test.
According to a NASA update, the crew was never in danger and the maneuver did not impact
station operations. NASA also predicted that without the maneuver, the fragment could have
passed within around a half-mile from the station. #SAT #USA #RUS Space.com

→ NASA and SpaceX will start testing strategies to prevent autonomous satellites from
colliding with each other as part of the agency’s Starling mission. The Starling mission is a
series of experiments that would test autonomous swarm communications, navigation, and
autonomy. After the tests are completed, NASA’s Conjunction Assessment Risk Analysis group,
the Starling team, and SpaceX Starlink will test collision avoidance strategies. Starling will
involve four cube satellites that will fly in a synchronized manner without ground support. The
test will take place at an orbital altitude of 565 kilometers, which is 10 km above the Starlink
constellation. According to Howard Cannon, the Starling project manager at NASA’s Ames
Research Center, the test location is ideal because it gives the agency an opportunity to
determine how to deal with space traffic management. He shared that the goal of the mission is
to create an avoidance system that will not require any human intervention. The test would start
with satellites reporting their position to ground systems. Software on the ground would then
instruct the satellites to execute maneuvers to avoid a collision. Moriba Jah, an associate
professor of aerospace engineering at the University of Texas at Austin, said Starling and
Starlink will show how satellite constellations can communicate with each other to determine
which satellite has the right of way. #SAT #USA Space News Potomac Officers Club

ARTIFICIAL INTELLIGENCE
→ Human-like AI sentience remains theoretical, yet machine learning (ML) is addressing
challenges created by information evaluated by IC analysts. At the NSA, ML finds patterns
in signals intelligence from global web traffic. It also searches international news and other
publicly accessible reporting by the CIA's Directorate of Digital Innovation, responsible for
advancing digital and cyber technologies in human and open-source collection. At NGA, AI and
ML extract data from imagery acquired by commercial and government satellites. And the DIA
trains algorithms to recognize nuclear, radar, environmental, material, chemical, and biological
measurements and to evaluate these signatures, increasing the productivity of its analysts.
Although ML and big data analytics provide predictive analysis about what might or will likely
happen, they cannot explain to analysts how or why they arrived at those conclusions. The
opaqueness in AI reasoning and the difficulty of vetting sources, which consist of extremely
large data sets, can impact the actual or perceived soundness and transparency of those
conclusions. Transparency in reasoning and sourcing are requirements for the analytical
tradecraft standards of products produced by and for the IC. As AI is expected to increasingly
augment or automate analysis for the IC, it has become urgent to develop and implement
standards and methods, which are both scientifically sound and ethical for law enforcement and
national security contexts. #AI #USA Wired
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→ On Thursday, June 16, the FTC issued a report to Congress warning about using AI to
combat online problems and urging policymakers to exercise “great caution” about
relying on it as a policy solution. The report outlines significant concerns that AI tools can be
inaccurate, biased, and discriminatory by design and incentivize relying on increasingly invasive
forms of commercial surveillance. In legislation enacted in 2021, Congress directed the
Commission to examine ways that AI “may be used to identify, remove, or take any other
appropriate action necessary to address” several specified “online harms.” The harms that are
of particular concern to Congress include online fraud, impersonation scams, fake reviews and
accounts, bots, media manipulation, illegal drug sales and other illegal activities, sexual
exploitation, hate crimes, online harassment and cyberstalking, and misinformation campaigns
aimed at influencing elections. Congress instructed the Commission to recommend laws that
could advance the use of AI to address online harm. However, the report finds that because
major tech platforms and others are already using AI tools to address online harms, lawmakers
should consider focusing on developing legal frameworks that would ensure that AI tools do not
cause additional harm. #AI #USA FTC

→ Microsoft will stop selling AI-based facial-analysis software tools that infer a subject’s
emotional state, gender, age, mood, and other personal attributes after the algorithms
were shown to exhibit bias and inaccuracies. The company is also limiting the use of other
facial-recognition programs to ensure the technologies meet Microsoft’s ethical AI guidelines.
The changes come two years after Microsoft and Amazon paused sales of facial-recognition
technology to US police agencies in the wake of research showing it performed poorly on
subjects with darker skin. Some states have passed laws governing the use of such products,
including Washington, where both tech companies are headquartered. Even as some of the
biggest technology companies back away from the controversial technology, smaller companies
such as NEC and Clearview AI maintain robust businesses selling facial-recognition tools for
use in ways that raise privacy and security questions, including by law enforcement. #AI #USA
Bloomberg

NEXT GENERATION COMMUNICATIONS
→ Verizon and AT&T have voluntarily agreed to delay some C-Band 5G usage until July
2023 as air carriers work to retrofit aircraft to ensure they will not face interference. The
wireless companies earlier this year agreed to delay the launch of some of their fifth-generation
wireless service near key airports while regulators studied concerns that newer 5G wireless
signals might confuse some onboard airplane sensors. The agreement, which followed a
last-minute scramble that caused some flight cancellations in January, was due to expire on July
5. According to the FAA on Friday, June 17, key stakeholders from the wireless and aviation
industries had identified the next steps to protect commercial air travel and cell phone service
over the next 12 months. AT&T and Verizon said they would turn on their enhanced 5G service
around more airports in phases over that time. US regulators’ concerns have focused on early
research that showed some radar altimeters could pick up signals outside their normal spectrum
ranges, while wireless companies have said the cellular frequencies pose no threat to aircraft.
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The FAA has identified about 7k commercial aircraft in the US fleet that could need upgrades.
#5G #USA WSJ Reuters

FINANCIAL TECHNOLOGY
→ Central banks may need to regulate smart contracts that underpin automatically
executed crypto transactions, according to researchers at the Bank of Israel. Researchers
taking part in the central bank’s first technological experiment on digital currencies said smart
contracts can be written in “malicious” ways that lead to losses for cryptocurrency users,
according to a report published by the institution on Monday, June 20. The Bank of Israel ran
tests using an Ethereum-based blockchain to examine how payments are made between two
virtual wallets, analyzing the systems by which the transactions were executed and the level of
privacy they afforded users. The researchers noted that allowing anyone to write a smart
contract on the blockchain may pose a significant risk to the entire system. The Bank of Israel is
one of ~100 central banks that have either rolled out central bank digital currencies or are
considering them, according to the IMF. In China, the digital yuan has already been tested by
around 140M people, including at the recent Winter Olympics in Beijing, as we previously
reported. #FIN #DIG #Cybersecurity #ISR #CHN Bloomberg

AEROSPACE & SPACE
→ China’s Mars sample return mission aims to deliver samples to Earth in 2031 – two
years ahead of a NASA and ESA joint mission. Sun Zezhou, chief designer of the Tianwen-1
Mars orbiter and rover mission, presented a new mission profile for China’s Mars sample return
during a June 20 presentation. The presentation outlined plans for a two-launch profile lifting off
in 2028 and delivering samples to Earth in July 2031. The mission will include surface sampling,
drilling, and mobile intelligent sampling, potentially using a four-legged robot. It will also have a
simpler architecture in comparison with the joint NASA-ESA project, with a single Mars landing
and no rovers sampling different sites. If successful, it would deliver to Earth the first collected
Martian samples; an objective widely noted as one of the major scientific goals of space
exploration. In March, NASA announced plans to delay the next phase of its Mars Sample
Return campaign and split a lander mission into two separate spacecraft to reduce the overall
risk of the program. ESA’s Earth Return Orbiter would launch in 2027, and the samples would
return to Earth in 2033 under the revised schedule.
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#AER #USA #CHN Space News

→ The US Space Force on June 24 plans to formally establish the National Space
Intelligence Center at Wright-Patterson Air Force Base, Ohio. The NSIC will be run by a
new Space Force unit, Space Delta 18, responsible for analyzing foreign threats to the US in the
space domain. It will be co-located with the National Air and Space Intelligence Center and will
be formed by transferring NASIC’s Space Analysis Squadron and Counter-Space Analysis
Squadron to the Space Force. The Space Delta 18 will support the space intelligence
community which includes the DIA, NSA, NGA, and NRO. #AER #USA Space News

BIOTECHNOLOGY
→ Watz, a consumer biotech AI startup, has raised $2M in funding to provide biotech
wearables with unprecedented detailed and personalized analytics. Because a wearable
can only track one or two biomarkers at a time, the metrics it provides are educated guesses
about how an average person would perform in health aspects that it cannot track. A wearable
that provides a strain or recovery score is typically based on flawed models that attempt to
generalize the entire population while ignoring many other aspects of strain and recovery (like
nutrition, stress, physiology, and more). These strain scores are frequently inaccurate because
they attempt to simplify complex problems, according to CEO Alessandro Latif. Without insight,
data and metrics cannot fully support decision-making. Current solutions tend to normalize a
population rather than accommodate individual differences. Watz predicts how an athlete's body
will react to inputs more accurately because their AI models a person’s entire physiology. The
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company is currently developing new unique insights on optimal human performance using
machine learning, in which their software collects and analyzes thousands of performance data
points and biomarkers to provide consumers with performance-enhancing insights. #BIO #AI
#USA Forbes

→ Blackrock Neurotech and the University of Pittsburgh are collaborating to make brain
computing interfaces (BCI) devices more accessible to a larger population of candidates
living with paralysis through the use of a compact remote BCI system. Researchers will be
able to test a broader range of study participants and collect more safety and efficacy data,
which is an important step toward commercialization. “It is essentially a new version of the entire
BCI system that is designed for in-house use,” according to Florian Solzbacher, co-founder and
chairman of Blackrock Neurotech. Solzbacher stated the BCI device resembles an iPad, with a
small box the size of a cell phone attached to a type of medical brace. The device is lightweight
and easily attaches to a wheelchair. The software used during research trials has also been
modified so that it can be used with little technical assistance. Experiments in the lab typically
required rack-mounted data acquisition systems and approximately five computers to carry out
the research. The at-home BCI allows users to write their own emails or text messages as well
as work on a computer. University of Pittsburgh researchers say the new agreement with
Blackrock Neurotech will lay the groundwork to scale up key trials. #BIO #USA The Hill

GREEN TECHNOLOGY

→ A new study shows electric vehicles could be charged on the go via a peer-to-peer
system. A researcher at the University of Kansas School of Engineering has co-written a study
in Scientific Reports proposing a peer-to-peer system for EVs to share charge while driving. A
cloud-based system would match two EVs in the same vicinity, likely along major interstates.
The two matched cars could travel close together, sharing charge without needing to stop for
hours at a charging station. The vehicles would drive at the same locked speed while charging
cables would link them automatically. According to the researchers, vehicles would come
equipped with two different batteries for the peer-to-peer EV-charging plan: a main lithium-ion
battery like the ones used by today's EVs, and a second fast-charging battery used for
on-the-go charging. The fast battery, when charged, would then replenish the vehicle's main
battery. In high-density areas, the research team proposes deploying mobile charging stations –
large batteries riding on trucks – that can recharge multiple vehicles at once, akin to how small
military jets can be refueled in midair by a tanker aircraft. The peer-to-peer system would result
in greater convenience and less "range anxiety" for EV owners. #GRN #USA Tech Xplore

→ An offshore wind farm being built near the Netherlands is set to use recyclable blades
from Siemens Gamesa Renewable Energy. In a statement, Swedish energy firm Vattenfall
said some of the wind turbines at the 1.5 gigawatt Hollandse Kust Zuid facility would use
Siemens Gamesa’s RecyclableBlades. According to Vattenfall, these blades use a resin that
dissolves in a low-temperature, mildly acidic solution. That enables the resin to be separated
from other components within the blade – carbon fiber, wood, fiberglass, metal, and plastic –
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“without significantly impacting their properties.” The components can then be recycled. The
issue of what to do with wind turbine blades when they’re no longer needed has been a
challenge for the industry. Blades are made from a composite material that can be difficult to
recycle, so many end up in landfills when their service life ends. With governments around the
world attempting to ramp up their renewable energy capacity, the number of wind turbines
worldwide is set to grow, which will increase pressure on the sector to find sustainable solutions
for the disposal of blades. #GRN #SWE #NLD CNBC

→ The prototype “particle beam cannon” recently completed by the Chinese Academy of
Sciences’ Institute of Modern Physics promises to recycle dangerous waste produced by
a nuclear reactor. A product of China’s large investment in advanced nuclear-energy systems,
the breakthrough could move the country toward energy independence and assist in its goals to
lead in climate-friendly technology. In a typical fission reactor, atoms of heavy isotopes such as
uranium-235 are broken apart, releasing energy. The process also releases extra neutrons,
which collide with other atoms and break them apart in a chain reaction. The broken atoms are
spent fuel that is cooled for several years and then carefully stored for a few centuries. But a
proposed new type of reactor built with a “cannon” could recycle this spent fuel, making it
cheaper and safer to generate electricity. #GRN #CHN Defense One

ADVANCED MANUFACTURING
→ UCLA engineers developed a new design strategy and 3D printing technique to build
robots in one single step. The breakthrough enabled the entire mechanical and electronic
systems needed to operate a robot to be manufactured all at once by a new type of 3D printing
process for engineered active materials with multiple functions (also known as metamaterials).
Once 3D printed, a "meta-bot" will be capable of propulsion, movement, sensing, and
decision-making. The methodology could lead to new designs for biomedical robots, such as
self-steering endoscopes or small swimming robots, which can emit ultrasounds and navigate
themselves near blood vessels to deliver drug doses at specific target sites inside the body.
These "meta-bots" could also explore hazardous environments. In a collapsed building, for
example, a swarm of such tiny robots equipped with integrated sensing parts could quickly
access confined spaces, assess threat levels, and help rescue efforts by finding people trapped
in the rubble. Most robots are typically built in a multi-step manufacturing process that integrates
the limbs, electronic, and active components. The process results in heavier weights, bulkier
volumes, and reduced force output compared to robots that could be built using this new
method. #MFG #BIO #USA Science Daily

→ Researchers have developed a new technique that could be used to transfer metal
electrodes on 2D materials more effectively, enabling the development of more reliable
metal-semiconductor junctions. The technique, introduced in a paper published in Nature
Electronics, entails the delamination of metal electrode arrays from a graphene wafer and their
subsequent transfer printing onto different 2D materials. The team assesses that their
graphene-assisted metal transfer approach is a reliable solution for the large-scale
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manufacturing of integrated circuits based on 2D materials. In their next studies, they plan to
start using their technique to develop specific components for electronic and optoelectronic
devices to further evaluate the technique’s effectiveness. #MFG #CHP #CHN #HKG Tech
Xplore

AUTONOMOUS SYSTEMS
→ Cornell University researchers have developed a method to assist autonomous
vehicles in creating "memories" of previous experiences and using them in future
navigation, particularly during adverse weather conditions when the vehicles cannot
safely rely on their sensors. Over the course of 18 months, the researchers collected data by
driving a car equipped with LiDAR sensors along a 9.3 mile loop in and around Ithaca, NY 40
times. The traversals captured a variety of environments, weather conditions, and times of day,
yielding a dataset of over 600k scenes. HINDSIGHT is one approach that uses neural networks
to compute object descriptors as the car passes them. It then compresses these descriptions,
which the group calls SQuaSH (Spatial-Quantized Sparse History) features, and stores them on
a virtual map, much like a human brain's "memory." This means that the next time the
autonomous vehicle travels to the same location, it can query the local SQuaSH database of
every LiDAR point along the route and "remember" what it learned the last time. While
HINDSIGHT continues to assume that the artificial neural network in the vehicle has already
been trained to detect objects and adds the ability to create memories, MODEST assumes that
the artificial neural network in the vehicle has never been exposed to any objects or streets at
all. It can learn which parts of the environment are stationary and which are moving objects by
traversing the same route multiple times. It gradually teaches itself what other traffic participants
are and what it is safe to ignore. #AUT #AI #DIG #USA Interesting Engineering

SEMICONDUCTORS & CHIPS
→ The Shenzhen government's newly formed chip startup has hired a Japanese
semiconductor industry heavyweight, signaling China's desire to gain a larger share of
the global DRAM market, which is dominated by US and South Korean players. Shenzhen
SwaySure Technology, founded in March 2022 as part of the southern Chinese city's plan to
become a semiconductor hub, appointed Yukio Sakamoto as its Chief Strategy Officer last
week. Sakamoto was previously the CEO of Japanese DRAM maker Elpida Memory and, more
recently, Tsinghua Unigroup. According to the company registry information platform Qichacha,
SwaySure is fully owned by the Shenzhen Major Industry Investment Group, a state-owned fund
with a registered capital of $747M. In a WeChat official statement, SwaySure stated that it will
work on the development of new semiconductor memory materials, invest in and build wafer
fabs, and design, produce, and sell finished chips. In addition, the company stated that it will
focus on DRAMs used in data centers and smartphones, with its core R&D teams based in
China and Japan. When it comes to competing with global market leaders in DRAMs, Chinese
chipmakers have had a mixed record. Earlier attempts, including one by Sakamoto in 2017, had
failed. After Washington imposed trade sanctions for alleged intellectual property theft from a
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Micron subsidiary in Taiwan, a DRAM start-up in Fujian province declared bankruptcy in 2019. In
addition to SwaySure, ChangXin Memory Technologies (CXMT), is emerging as a major
domestic DRAM manufacturer, backed by state funds and tech giants like Alibaba. According to
a report released last month by IC Insights, Samsung, SK Hynix, and Micron accounted for 94%
of the $96.1B DRAM market in 2021. #CHP #SCRM #Geopolitics #CHN #JPN #USA #KOR
SCMP

→ Two experts argued in an op-ed that the US Innovation and Competition Act is only the
first step in preventing Chinese dominance, and that three policies are required for the
US to win the chip competition:

1. The US should double down on its strength in the manufacturing of less-advanced
semiconductors. Advanced semiconductors are essential for smartphones and laptops,
but represent only 2% of the global semiconductor market. US companies such as Intel
and GlobalFoundries excel at producing slower chips that are used in a wide variety of
products spanning from televisions to tanks. The administration can support these firms
by fast-tracking permits for factories and providing tax credits for investments in
research, development and manufacturing.

2. The US should use its political leverage with the governments of Taiwan and
South Korea to persuade TSMC and Samsung to form partnerships with US chip
designers and manufacture advanced semiconductors. South Korea and Taiwan
both rely on the US military for security. Joint ventures with US firms such as Qualcomm
and Nvidia would ensure that the US defense establishment could meet its commitments
to those countries. A push from their governments, combined with a pull from US tax
breaks and subsidies, could persuade TSMC and Samsung to build more chips in the
US.

3. The US should strengthen the links between R&D and manufacturing. The
interaction of the two produces the majority of technological innovations. The US
Innovation and Competition Act makes progress in this area by providing incentives for
R&D and manufacturing investment.

#CHP #SCRM #Geopolitics #USA #CHN #TWN #KOR WSJ

→ Huawei entered into a patent license agreement with Nordic Semiconductor to grant
Nordic and its customers a royalty-bearing component-level license of Huawei's low
power wide area (LPWA) cellular IoT standard-essential patents (SEPs). With this
agreement, Nordic will be able to provide its cellular IoT customers with comprehensive legal
protection as well as a practical and legal means of accessing and implementing Huawei's
standardized cellular IoT technology. #CHP #5G #CHN #NOR IoT Tech News

→ Despite US sanctions issued against domestic Chinese tech giants such as Huawei
and Hikvision, China's chip industry is growing faster (in sales) than any other in the
world. 19 of the world's 20 fastest-growing chip industry firms over the last four quarters have
come from China, according to Bloomberg data. This compares to only 8 at the same point last
year. These Chinese suppliers of design software, processors, and chipmaking equipment are
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outpacing global leaders TSMC and ASML in revenue growth. Beijing is expected to invest
billions of dollars in the sector through programs such as its “Little Giants” blueprint, which
endorses and funds national tech champions while encouraging “buy China” tactics to combat
US sanctions. Since late April, when Covid lockdowns drove up local prices, the FactSet China
Semiconductor Index, which tracks some of the country's biggest industry players, has gained
roughly 20%. However, it is still about a third lower than its July 2021 peak. According to SEMI
data, orders for chip-manufacturing equipment from overseas suppliers increased 58% last year
as local plants expanded capacity. Total sales from Chinese-based chipmakers and designers
exceeded $150B in 2021, according to the China Semiconductor Industry Association. SMIC
recently reported a 67% increase in quarterly sales, outpacing much larger competitors
GlobalFoundries and TSMC. Because of high demand for surveillance products, Shanghai
Fullhan Microelectronics’ revenue increased by 37% on average. After being named a "Little
Giant," the video chip designer has promised to expand into EVs and AI. And design tool
developer Primarius Technologies said it has developed software that can be used to make 3nm
chips, doubling sales on average over the last four quarters.

#CHP #AI #GRN #DIG #Geopolitics #USA #CHN #TWN #NLD Bloomberg

QUANTUM TECHNOLOGY
→ Huawei has issued a novel innovation patent for its quantum processor and computer,
with the reference number CN114613758A. According to the most recent information, the new
Huawei patent includes a quantum chip as well as a computer to address low yield difficulties.
The quantum chip is made up of the following components:

● A coupling structure, a cavity mode suppression structure, M sub-chips, and a substrate.
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● The M sub-chips are spaced apart on the substrate's surface.
● N qubits are contained in each sub-chip.
● The coupling structure keeps the M sub-chips linked together.
● At the sub-edge, the cavity mode suppression structure is located. It is also in the gap

between the M sub-chips to increase the cavity mode frequency of the quantum chip.
● The terms M and N refer to positive integers. M is greater than 1, whereas N is greater

than or equal to 1. The M sub-chips in the quantum chip are expected to reduce
manufacturing strain and improve production yield.

#QNT #CHP #CHN The Quantum Insider

→ Researchers at the University of Exeter have demonstrated that controlling light can
be accomplished by inducing and measuring a nonlinear phase shift down to a single
polariton level, marking a new milestone in controlling light in order to evolve the next
generation of quantum sensing and computing. Polaritons are hybrid particles that combine
light and matter properties. They form in optical structures with strong light-matter coupling,
where photons hybridize with the materials' underlying particles — quantum well excitons
(bound electron-hole pairs). The new study discovered that the interaction of polaritons in
micropillars causes cross-phase modulation between modes of different polarization. The phase
change is significant even in the presence of (on average) a single polariton and can be
increased further in structures with stronger light confinement. The observed single polariton
phase shift can be increased theoretically, and cascading micropillars provide a path toward
polaritonic quantum gates. Quantum effects with weak light beams can then be used to detect
chemicals and gas leaks, as well as perform computation at a much faster rate. The research
also demonstrates that polaritons can maintain nonlinearity and coherence in very small
occupations. #QNT #GBR The Quantum Insider

GEOPOLITICS
→ Mike Brown, the outgoing director of the Pentagon's Defense Innovation Unit (DIU),
stated that tech startups are in need of more funding and manpower to assist the US
military in adapting to the changing nature of warfare, particularly as the war in Ukraine
continues. He is advocating for a significant change in how the Pentagon collaborates with
companies developing cutting-edge drones, cybersecurity software, and satellites. Many
startups have long been interested in defense contracts, but the conflict in Ukraine has
galvanized tech firms to collaborate with the US military in novel ways, according to Sam Gray,
executive director of Silicon Valley Defense Group. Ukraine's use of technologies ranging from
facial recognition to Starlink satellites to strengthen its defenses against Russia has
demonstrated that warfare has changed forever. Brown claims that Russia's battlefield failures
aren't solely due to technology, but that its use of outdated equipment hasn't helped.
#Geopolitics #AUT #Cybersecurity #SAT The Washington Post

→ Russia's war on Ukraine has been defined largely by indiscriminate shelling and a
grinding exchange of artillery, but it has also demonstrated how cyberspace will become
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a key battleground in future global conflicts. Russia has strategically timed cyberattacks to
gain an advantage in its on-the-ground assaults. Experts believe that all of these elements will
be present in future global conflicts, with the Russia-Ukraine conflict cementing cyberspace as
an inherent component of modern warfare. "I believe the future of cyberwarfare will be more
complex, sophisticated, and far more destructive," said Paul Capasso, VP of strategic programs
at Telos. He predicted that more countries would learn to weaponize the internet and social
media in order to sway public opinion in their favor. Experts predict that as cyberattacks evolve
and become more sophisticated, hackers will continue to employ popular weapons such as
wiper malware, ransomware, and DDoS attacks. While cyber warfare has advantages over
kinetic attacks, such as being less expensive and more difficult to trace and attribute, there are
risks for the aggressor, such as attacks spreading beyond the intended target and causing
unintended consequences. Some Western officials have also suggested that cyberattacks on
NATO members, for example, could result in an agreement for the entire bloc to respond to
provocations against one of its members. #Geopolitics #Cybersecurity #RUS #UKR #USA The
Hill

→ A decade-long conflict between South Korea's Samsung and LG over OLED
technology has ended, but not before Chinese players have seized control of a
substantial piece of the industry. The Supreme Court of Korea upheld a ruling acquitting four
Samsung Display employees and a chief executive at an LG Display supplier of stealing trade
secrets, putting an end to the two companies' last outstanding legal battle. However, their
prolonged dispute came at the expense of allowing their Chinese opponents to gain an
advantage. More than 100 South Korean display engineers have relocated to China in quest of
higher-paying jobs. A source familiar with the situation indicated that dozens of people are
working to set up a mass-production line at BOE Technology Group's OLED factory in China.
China Star Optoelectronics Technology (CSOT) has also decided to increase capacity at its
Wuhan OLED plant. According to Display Supply Chain Consultants, Samsung controlled 59.3%
of the global OLED market in 2021. LG Display came in second with 23%, followed by BOE with
8.7%. In 2021, Chinese players increased their market share by three points. With the help of
government subsidies, Chinese companies have managed to capture nearly half of the global
LCD market in just 10 years. They now outnumber their South Korean and Taiwanese
competitors, who each have around a 20% market share. Insiders in the South Korean industry
are concerned that the same thing will happen with OLEDs. Experts believe that if South Korea
loses ground to China in OLEDs, it will follow suit in semiconductors. Chips have emerged as a
focal point in the rivalry between the US and China, as well as for economic security, and many
in the industry are keeping a close eye on the competition in OLED displays between South
Korean and Chinese players. #Geopolitics #CHP #SCRM #KOR #CHN #TWN #USA Nikkei
Asia

→ Tesla vehicles will be prohibited from entering the Chinese coastal district of Beidaihe,
the site of a secretive annual summer leadership summit, for at least two months
beginning July 1, according to local traffic police. The Chinese government always keeps the
annual meeting of top party officials in Beidaihe a closely guarded secret. The summer session
takes place every year, but the exact dates of the conference are kept unknown to the public.
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The Beidaihe authorities' decision comes just weeks after Tesla cars were barred from driving
on some roads in Chengdu's central city in early June, coinciding with Chinese President Xi
Jinping's visit to the city. The Chinese government appears to be treating Tesla as a national
security risk, implying that the vehicles are used by US spies, according to an analyst. The
Chinese military banned Tesla vehicles from entering its complexes in March of 2021, citing
security concerns about the external cameras installed on Tesla vehicles. Meanwhile, the
government reportedly instructed some state-owned enterprises to prohibit employees from
driving Tesla vehicles. Taken together, reports of China's Tesla restrictions indicate that official
bodies are concerned that data captured by the vehicles' cameras, such as images of sensitive
buildings or license plates, could be transmitted to overseas servers and potentially handed
over to, or obtained by, the US, according to an analyst. The privacy of personal user data may
also be a concern, but this does not explain why the government prohibits Tesla owners from
even driving past certain districts, the analyst added. #Geopolitics #USA #CHN Fortune Reuters

CYBERSECURITY
→ A researcher urges the Chinese military to track, monitor, and possibly hack satellites
in the Starlink network in a paper published this spring by the Beijing Institute of
Tracking and Telecommunications Technology. The ubiquity of the satellites, their ability to
provide internet service, and the potential for the US government to leverage the satellites in the
event of a conflict with China is reason enough for Beijing to develop a means of targeting
Starlink, the researcher wrote. “This is a national security issue for the Chinese, they’re looking
at Taiwan, if something happens, this system could be important for the Defense Department,”
said Michael Listner, an attorney and founder of the think-tank Space Law and Policy Solutions.
Cyberspace is a largely unexplored domain that is becoming increasingly militarized. "China is
rapidly building military space capabilities, including sensing and communications systems, and
numerous anti-satellite weapons," said US Space Command commander Gen. James
Dickinson. Last year, he testified before a Senate committee that space is a "war fighting
domain" in which China "actively seeks space superiority through space and space attack
systems." The publication of the paper comes after satellite technology was used in Russia's
invasion of Ukraine. #Cybersecurity #Geopolitics #5G #SAT #AER #USA #CHN Bloomberg

→ The former NSA director and head of the US Cyber Command, warned on June 21 that
Russian President Putin is likely to launch cyberattacks against the US financial sector in
retaliation for the West's involvement in Ukraine's war. Retired Gen. Keith Alexander made
his remarks during a cyber webinar hosted by IronNet, the retired general's cybersecurity firm
founded and led by him. Other panelists joined Alexander in discussing a variety of topics,
including how nation-state threat actors, such as Russia, will use cyber as a weapon to target
banks and other financial institutions. Although those predictions have yet to materialize in the
US, some experts and policymakers believe that the Russians are likely saving their cyber
ammunition for upcoming US elections, including the 2022 midterm elections. Experts predict
that Russia will use a variety of cyber weapons, including disinformation campaigns and election
hacking, to meddle in the midterm elections. #Cybersecurity #Geopolitics #USA #RUS #UKR
The Hill
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→ A team of researchers at UC Riverside's Bourns College of Engineering is working on
ways to prevent attacks on computer vision systems by first determining which attacks
are effective. The researchers are investigating how to perturb an image so that it is
miscategorized when analyzed by a machine learning system. There are two main approaches
to this: Deepfakes, in which the face or facial expressions of someone in a video are altered to
fool a human, and adversarial attacks, in which an attacker manipulates how the machine
makes a decision but a human is rarely fooled. According to the researchers, the idea is to
make a very small change in an image that a human cannot perceive but that an automated
system will, and then make a mistake. The majority of existing attack mechanisms, according to
the researchers, are aimed at misclassifying specific objects and activities. Most scenes,
however, contain multiple objects, and there is usually some relationship between the objects in
the scene, implying that certain objects co-occur more frequently than others. Researchers who
study computer vision call this co-occurrence "context." The researchers demonstrated how to
create context-aware attacks that change the relationships between objects in a scene. The
diagram below depicts how an attacker could cause a computer vision system to misclassify
objects seen through the camera. Mislabeling one object may not be sufficient to lead to a poor
decision, but mislabeling several related objects will.

#Cybersecurity #USA Tech Xplore

SUPPLY CHAINS
→ FedEx and FourKites, a freight-tracking software company, are developing a data
platform to predict shipping delays and recommend alternative plans to their customers.
The new FourKites X supply-chain intelligence platform combines data from FedEx's network of
more than 16.5M daily shipments and FourKites' tracking platform, which currently supports
more than 2.5M daily shipments. Port congestion, staff shortages, geopolitical tensions, and the
outbreak of new covid variants have all contributed to supply-chain disruptions in recent years.
According to the companies, having a larger volume of data aids in improving predictions and
visibility on delivery times. Obtaining these details could help these merchants better manage
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their costs and businesses, according to the CEO of FedEx Dataworks, a FedEx unit focused on
improving supply chains through data science and machine learning. A pre-shipment weather
advisory, for example, could assist customers in anticipating disruptions and locating alternative
modes of delivery where capacity exists. According to the companies, this would help reduce
supply chain volatility and provide more accurate estimated arrival times. The new platform will
also provide real-time visibility at various points of the supply chain, such as ports, ships,
planes, rail, and trucks, depending on the needs of each shipper. #SCRM #AI #USA WSJ
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