
MATRIX MONITOR
Friday June 17, 2022

The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Apple’s effort to get rid of passwords, satellite
data to detect an offshore methane leak, a Chinese anti-satellite AI system, an analysis
of the recent collapse of TerraUSD, a ground test system for space-based solar power,
a solar-powered car, frozen “space bubbles” to help mitigate climate change, plans by
the US and Japan for a manufacturing base for 2-nm semiconductors, financial firms’
use of quantum-inspired algorithms for risk analysis and portfolio optimization, and

Ukraine’s storing of sensitive data outside the country to protect it from Russian attacks.



NEXT5 NEWS & AMPLIFICATIONS
→ America’s Frontier Fund is a new non-profit developed to enable a whole-of-nation
approach to support critical technology to ensure US competitiveness. AFF announced its
launch as the nation’s first non-profit strategic investment fund focused on building and scaling
breakthrough deep tech companies and platforms for national interest. AFF’s mission is to
ensure that the US and its allies lead in the “winner-take-all” technologies vital to maintaining
democratic values and building a better future for the next generation. The fund’s initial focus
will include microelectronics, AI, new materials, quantum sciences, next generation networks
(5G/6G), advanced manufacturing, and synthetic biology. The AFF CEO is Gilman Louie,
Chairman of LookingGlass Cyber Solutions and founder of In-Q-Tel. The AFF Board of Directors
is stacked with many notable executives including Sam Palmisano, the Honorable Ash Carter,
the Honorable Michele Flournoy, and General H.R. McMaster, just to name a few. #USA #CHP
#5G #Geopolitics PRNewsWire

→ Pegasus spyware maker NSO Group, a firm struggling with controversy, could be
acquired by US defense contractor L3Harris. NSO Group was added to the entity list in 2021,
and is currently negotiating its restructuring if it is purchased by L3Harris. The Israeli company
became notorious when reports surfaced that its spyware had been used by authoritarian
governments to surveil activists, journalists, and opposition political figures. The company's
Pegasus spyware tool, which allowed an attacker to target iPhones, was also used in a hack of
smartphones belonging to US State Department officials. Apple in November 2021 sued NSO
Group to hold the company accountable for its tool being used to surveil Apple users. The
iPhone maker has also worked to plug security vulnerabilities used by Pegasus and other
hacking tools. L3Harris is a Florida-based firm known for making a variety of military and
defense tools, ranging from night vision equipment to tactical radios. It is said to specialize in
surveillance solutions and electronic warfare. Some in the digital civil rights space, including
nonprofit AccessNow, have spoken out against the deal, stating that it threatens the national
security of the US and the rights of people around the world. #Cybersecurity #USA #ISR Apple
Insider Intelligence Online

DIGITALIZATION
→ Apple is working to get rid of passwords entirely. Apple’s latest software updates – set to
arrive this fall –  will include a way for users to log into various online accounts without entering
passwords or relying on password managers to save and fill in credentials. The technology
generates unique passkeys for each app or browser-based service in the place of characters.
Those passkeys, a new type of identity authentication, prompt a scan of users’ faces or
fingerprints to log them in. Passwords have been the longtime standard for securing online
accounts, but they pose security risks. Despite expert advice to create complex, unique
passwords for every account, people often use the same password, get tricked into signing into
fake websites that log their information, or have their account details leaked in data breaches.
Password managers bolster security, but a breach of a user’s master password compromises all
their logins. Apple’s passkeys – and similar efforts from other technology giants – want to
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address those problems and replace passwords entirely. They aim to be easier and more
secure. #DIG #Cybersecurity #USA WSJ

→ Meta on Tuesday, June 14 expanded its Instagram parental controls and introduced its
first virtual-reality supervision tools, part of its effort to make its services safer for teens.
The new tools for the photo-sharing social network let parents set limits on what hours their
teens can use Instagram. Inside the app, teens who dwell on certain content will be redirected.
Meta is also introducing similar features in its VR products, giving parents a way to control what
their kids can do inside Quest headsets. The new Instagram tools are currently rolling out in the
US and will arrive in other countries, such as the UK, Japan, and Australia, later this month.
They should be available globally by the end of the year, according to Meta. The VR parental
supervision is rolling out world-wide starting Tuesday. Meta’s efforts to provide tools to protect
teens online has come amid concerns about social media’s impact on younger users. Internal
research found Instagram is harmful for a sizable percentage of young users, particularly
teenage girls with body-image concerns, according to a Wall Street Journal article published in
September as part of the Facebook Files series. #DIG #USA #GBR #JPN #AUS WSJ

SATELLITES & NAVIGATION
→ According to peer-reviewed research, scientists used satellite data to detect a major
offshore leak of the greenhouse gas methane for the first time. The findings add a tool to
an expanding space-based arsenal for pinpointing previously invisible methane plumes from the
oil and gas industry. Fossil fuel operations globally emitted about 120M tons of the gas in 2020,
nearly one-third of all methane emissions from human activity, according to the International
Energy Agency (IEA). The new study in the journal Environmental Science and Technology
Letters identified a plume from an oil and gas production platform in the Gulf of Mexico that
spewed ~40k tons over a 17-day period in December. The platform, near Campeche in southern
Mexico, is in one of the country's biggest oil-producing fields. Satellite-based methods for
spotting methane leaks over land have developed rapidly in the last few years, drawing attention
to regulators and industry. But equivalent techniques have been lacking for leaks from offshore
oil and gas operations, which account for about 30% of global production. #SAT #GRN Phys.org

→ SpaceX is among the many companies competing to provide satellite-based internet
service in Southeast Asia – a region known to have slow, unreliable communications.
The US company plans to launch service in The Philippines, Indonesia, Malaysia, Vietnam, and
Myanmar around 2023. Satellite-based internet offers advantages in a region with numerous
islands. Many remote islands and areas outside big cities lack sufficient internet access, and
satellites offer an easier way to connect these areas compared with laying undersea cables.
Southeast Asia's geopolitics is also raising interest in communications satellites. The Philippines
and Vietnam are locked in a dispute with China over the sovereignty of the Spratly Islands in the
South China Sea. Starlink made headlines earlier this year by producing access in Ukraine
under attack from Russia. Ukrainian Vice Prime Minister Mykhailo Fedorov on February 26
made a plea on Twitter for the launch of the Starlink service, and communications terminals
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arrived in Ukraine two days later. The ability to start service quickly is a major advantage in
emergencies, and satellites could provide internet access in case land-based lines are severed.
As we previously reported, Chinese researchers are calling for Starlink satellites to be disabled
or destroyed if they pose a threat to national security. #SAT #USA #PHL #IDN #MYS #VNM
#MYN #RUS #UKR #CHN #Geopolitics #SCRM Nikkei Asia

→ The Space Development Agency is looking to acquire as many as 10 satellites to host
military payloads for experiments in low Earth orbit. This new procurement of satellites –
known as the NExT experimental testbed – replaces a previous SDA program called T1DES
announced last fall. The T1DES procurement was for 18 satellites hosting industry-developed
experimental payloads. The plan was to integrate them with the agency’s 126-satellite
broadband constellation known as the Transport Layer Tranche 1 projected to launch in 2024.
Under the new plan, SDA will move forward with the deployment of the Transport Layer and will
select a separate contractor to produce 10 satellites that will host government-developed
payloads for technology experiments. SDA will hold an industry day briefing on June 22 to
discuss the NExT procurement with potential contractors. The selected contractor will develop,
manufacture, and operate the NExT satellites and ground systems for the duration of the
contract. The contractor will also be responsible for procuring commercial rideshare launches for
the 10 NExT satellites. SDA wants the experimental payloads deployed between March 2024
and March 2025. #SAT #USA Space News

→ The US Space Force announced on June 8 that it delivered the first of two military
communications payloads that will launch in 2023 on Space Norway’s Arctic Satellite
Broadband Mission known as ASBM. The $1.3B Enhanced Polar Systems-Recapitalization
(EPS-R) payloads – developed by Northrop Grumman — will fly to highly elliptical orbits on two
ASBM satellites scheduled to lift off next year on a SpaceX Falcon 9 rocket from Vandenberg
Space Force Base, California. The mission also includes communications payloads for the
Norwegian Ministry of Defense for British satellite operator Inmarsat. The EPS-R are Extremely
High-Frequency Extended Data Rate payloads that will provide secure communications
services for US forces operating in the north polar region. The two EPS-R payloads will
augment two existing Enhanced Polar Systems satellites. The project has been hailed by US
defense officials as an example of international cooperation on space programs. The Space
Force said the US-Norway agreement to launch EPS-R marks the first national security space
payload to be hosted on an allied spacecraft. #SAT #USA #NOR #GBR Space News

→ Space industry startup Astra failed for the second time to deliver NASA science
payloads to low-Earth orbit. The company's rocket launched Sunday, June 12 from Cape
Canaveral Space Force Station. About seven minutes after liftoff, a flash below Rocket 3.3's
upper stage appeared before its single engine prematurely shut down. Two NASA science
payloads designed to study storms, named TROPICS, were attached to the second stage,
which began to tumble without thrust. Astra confirmed both small satellites – two of six NASA
hopes to launch for the small weather constellation – were lost. Sunday's attempt marked the
second Florida launch for the California-based company focusing on smaller, cheaper options
for the space industry. Using off-the-shelf parts, commonly found materials, and shipping
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containers, Astra says it can launch from anywhere in the world with a concrete pad and internet
connectivity. Its base launch price is slightly less than $4M. The startup’s first Cape Canaveral
mission in February also failed to deliver four NASA and university payloads when the second
stage suffered a similar tumble. In both instances, Rocket 3.3's first stage appeared to fly
without issue. #SAT #USA USA Today

ARTIFICIAL INTELLIGENCE
→ A Chinese anti-satellite AI system has mastered deception in a simulated space battle,
according to researchers. In the experiment, the AI commanded three small satellites to
approach and capture a high-value target, repeating the exercise thousands of times.
Eventually, the targeted satellite learned to detect the incoming threat and fired up powerful
thrusters to evade the pursuit. But it was then lured into a trap after the AI ordered the three
hunters to veer off their original trajectory as if giving up the pursuit. One of the hunting satellites
then suddenly changed course and deployed a capturing device from less than 33 feet. Some
scientists have warned that AI has made space more dangerous. According to Cai Cuihong, an
associate professor of international relations at Fudan University, “AI can make anti-satellite
measures more precise, destructive, and harder to trace, increasing the likelihood that some
countries will carry out a ‘pre-emptive’ strike.” She added that attacking satellites is often seen
as a precursor to nuclear war and called for the global community to develop laws to regulate AI
activity in space. Last year, China complained to the UN that two SpaceX Starlink satellites had
come dangerously close to the country’s Tiangong space station, forcing it to take evasive
action. Military researchers have subsequently argued the country needs to develop the ability
to destroy or disable the satellites if they threaten its security. #AI #SAT #USA #CHN SCMP

→ A new ML model, called VALHALLA, uses a trained neural network that sees a source
sentence in one language, hallucinates an image of it, and then uses both to translate
into a target language. The team of researchers from MIT, IBM, and UCSD found that their
method demonstrates improved accuracy of machine translation over text-only translation.
Further, it provided an additional boost for cases with long sentences, under-resourced
languages, and instances where part of the source sentence is inaccessible to the machine
translator. New uses for non-text information – such as images, audio, or other grounding
information – for practical tasks involving language have emerged. According to the team, the
pairing of hallucinated images and text during inference provides context for improved
performance over current state-of-the-art techniques, which utilize text-only data. #AI #USA
Tech Xplore

→   A team from King Abdullah University of Science and Technology has developed a
low-cost system for imaging plant growth dynamics noninvasively and at high
throughput. Unlike other imaging tools, which are costly and stationary, the new system, called
MutipleXLab, is modular, mobile, and can continuously monitor thousands of seeds at a low cost
from germination to root development. The system can also dissect differences between
mutants and evaluate seed quality in different seed batches. The team used computer vision
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and pattern recognition technologies combined with ML to analyze and quantify root growth
dynamics. They plan to commercialize MutipleXLab and believe it could be a valuable tool for
plant biologists, the seed industry, crop scientists, and breeding companies. #AI #BIO #SAU
Phys.org

NEXT GENERATION COMMUNICATIONS
→ Researchers from Tokyo Tech created a device for simultaneous transmission of
power and 5G signal, harnessing the potential of millimeter-wave wireless power transfer
as a solution for the Internet of Things. As 5G networks emerge, there is an expected
associated increase in the scale of the IoT network. With a large number of devices on the
network, there is a growing need to make wirelessly powered devices that can work with 5G
signals. The production of such devices has faced obstacles including short transmission
distances and fixed directions from which power can be received. The Tokyo Tech researchers
have produced a wirelessly powered transmitter-receiver for 5G networks that overcomes both
problems. The device has both a receiving mode and a transmitting mode. In the receiving
mode, the device receives a 5G signal and a millimeter-wave power signal. This power signal
activates the device and provides it with power. The device then enters the transmission mode
and sends a 5G signal back in the same direction from which it initially received one. A device
with these characteristics can easily communicate and be part of the IoT without needing a
separate plug point, unlike most current indoor IoT devices. It can also generate power over a
wide span of angles and distances, unlike other wirelessly powered devices. #5G #DIG #JPN
Tech Xplore

→ Dish issued a press release stating that it had launched services across more than 120
cities, covering over 20% of the US population. Based on Dish's 2019 agreement with the
US Department of Justice – modified in 2020 – Dish was required to cover 20% of the US
population with 5G by June 14, 2022. The company is required to expand that coverage in
annual intervals through 2025. Under Dish's DoJ agreement, the company must also submit
detailed reports to the FCC about its 5G network buildout. Its first report is due to the FCC by
July 14, 2022. The company will also pay for drive tests to outline its network coverage areas
starting in 2023. Financial analysts at New Street Research wrote Tuesday that they tested the
service in 11 US cities and found it working in all of them. #5G #USA Light Reading

FINANCIAL TECHNOLOGY
→ A report by Chainalysis argues the recent collapse of TerraUSD (UST) had three
stages. First, two traders broke UST’s peg; second, Terraform Labs and three supporters
repaired it by purchasing $2B UST; finally, the continued sell-off drained those funds,
hyperinflated UST’s sister token LUNA, and crashed the price of both LUNA and UST. The
analysis reported that UST’s uncollateralized design likely made it more fragile than other
stablecoin types. Furthermore, while redemptions of other stablecoins temporarily peaked, the
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crypto market’s recent downturn appears more closely linked to the tech market decline than to
UST’s collapse. #FIN #KOR Chainalysis

→ Ethereum’s transition to a more energy-efficient system could be delayed further as
developers plan to delay a “difficulty bomb” designed to slowly boot miners off the
blockchain. The difficulty bomb – a code that’s always been a part of Ethereum – increases the
computing difficulty of mining the underlying token, eventually making it impossible to do so.
When the bomb goes off and is allowed to run its course, the days until the “Merge” –
Ethereum’s switch to the proof-of-stake system for ordering transactions – are numbered. In
proof of stake, people stake coins to order the transaction, a process that is supposed to
consume 99% less power. Developers decided to delay the difficulty bomb on Friday, June 10
after they discussed ironing out various bugs they’ve discovered when they ran the software for
the Merge on Ropsten, one of the oldest test nets of the network. While developers had not
officially set a particular date for the Merge, the decision to push back the difficulty bomb raises
fears that the upgrade could take more time. #FIN #DIG #GRN #USA Bloomberg

→ Cryptocurrency exchange Huobi has announced the creation of a new investment arm
for decentralized finance and Web3 projects. Ivy Blocks, as it was named by the exchange,
will focus on finding projects in seed stages to aid them via financing and other supporting
services to make a “better, more inclusive” Web3 ecosystem. To support these projects in their
seed or growing stages, Ivy blocks will ideally launch three core services, including an asset
management platform for decentralized finance (defi) projects, an innovation-led incubation
division, and a more research-driven crypto platform. All of these services will be available to the
companies under the wing of Ivy Blocks. Ivy Blocks already has more than 1B assets under
management (AUM) from several companies incubated. One of them is Capricorn Finance, an
automated market maker (AMM) that is built on top of the Cube blockchain. Other exchanges
have also invested in Web3 projects recently. Binance Labs, the investing arm of the exchange,
reported that it launched a $500M fund for Web3 projects on June 3. #FIN #CHN Bitcoin.com

→ Nigerian Exchange plans to start a blockchain-enabled exchange platform next year to
deepen trade and lure young investors to the market. The move follows the introduction of
regulations to guide trade in digital assets by the Nigerian Securities and Exchange
Commission, and the growing interest to adopt the distributed-ledger technology by businesses
and policymakers across the continent including in Kenya and South Africa. The plan comes in
the wake of a rout in cryptocurrency markets following the collapse of the Terra blockchain in
May. While young Nigerians account for the largest volume of cryptocurrency transactions
outside the US, according to Paxful, a Bitcoin marketplace, they have largely ignored the local
bourse. Nigerians traded $185M of Bitcoins on the platform in the first three months of the year,
accounting for a quarter of transactions in the period on Paxful. The Nigerian bourse will partner
with a technology firm and get the approval of regulators before the launch in 2023. #FIN #NGA
Bloomberg

AEROSPACE & SPACE
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→ China’s Xidian University completed a ground test system for space-based solar
power. The 75-meter-high steel structure, located on the south campus of Xidian University in
Xi’an, hosts subsystems for testing a space-based solar power (SBSP) concept. The facility is
designed to collect solar energy and convert it into direct current electricity. This will then be
converted into microwaves for transmission via an antenna over 55 meters. The work was led
by Duan Baoyan, a Chinese expert in SBSP who co-authored a paper on the proposed
SSPS-OMEGA (Orb-Shape Membrane Energy Gathering Array) concentrator system for
generating electricity in geostationary orbit. The new facility is designed to test and verify
technology for the OMEGA system.

#AER #CHN Space News

BIOTECHNOLOGY
→ Between 2019 and 2021, venture capitalists invested ~$35B in biotech companies with
advanced platform technologies that have the potential to transform the industry.
According to research, VC firms invested in 2.2k biotech start-ups worldwide in 2016; by 2021,
that number had increased to 3.1k. From 2019 to 2021, VC companies invested more than
$52B in therapeutic-based biotech companies globally. About two-thirds of that went to start-ups
with platform technologies. VC investors appear to be focused on these six emerging
technologies:
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➔ Cell therapy 2.0 that can more precisely address diseased tissues or cells or address a
wider range of disease (such as solid tumors).

➔ Next-generation gene therapies that can edit and modulate DNA and RNA and have the
potential to cure genetic diseases.

➔ Precision medicine that can diagnose conditions earlier than other diagnostic tools can
and tailor therapies to patients’ specific genetic profiles.

➔ Drug discovery enabled by machine learning (ML) that can cut through vast swaths of
data to speed the discovery and development of new drugs.

➔ Strategies that are being developed for “undruggable” targets, including hard-to-hit
proteins and hard-to-treat diseases.

➔ New delivery methods that can send novel therapies to the entire affected tissue
precisely and safely.

#BIO #AI McKinsey & Company
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GREEN TECHNOLOGY
→ Lightyear plans to ship its solar-powered car, the Lightyear 0, this year. The vehicles
will feature solar panels on their hoods and roofs to limit the amount of time Lightyear 0 owners
need to spend charging the vehicles. According to the company, the solar roof and vehicle’s
design enable the car to drive for weeks, or months, without charging. Drivers in cloudy climates
who commute ~22 miles per day would be able to drive for up to two months without charging
their vehicles. The company stated that the average time between charges reaches "up to
seven months" for Lightyear 0 drivers in sunnier locales. Lightyear seeks to minimize the
Lightyear 0's environmental impact by allowing it to be plugged into a regular home socket
rather than requiring the use of dedicated charging stations or adapters. The vehicle is now
available on the company’s website, with pricing starting at ~$263k before the vehicle is
configured. Lightyear hasn't said if or when it plans to release the car outside of Europe.

#GRN #NLD PCMag

→ MIT researchers believe frozen “space bubbles” could help mitigate climate change by
preventing some of the sun’s rays from reaching Earth. The solar geo-engineering idea
involves a “raft” of thin, inflatable shields, collectively about the size of Brazil, made of
silicon-like materials. They would be constructed in space close to the Lagrangian Point – the
point where the gravitational forces of the sun and Earth cancel each other out. The team, which
hopes to do larger-scale research, says they have successfully inflated a bubble shield in
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outer-space conditions. They argue on a website devoted to their work that deflecting 1.8% of
incident solar radiation before it hits Earth could “fully reverse today’s global warming.” Climate
geo-engineering is a contentious subject in the scientific community as the various proposals
could have disastrous unintended consequences. Preventing some sunlight from reaching
Earth, for example, could kill large swaths of crops. But support for regulated international
geo-engineering projects appears to be increasing. According to proponents, one key benefit of
the “space bubbles” approach is that it would be reversible. The bubbles could be deflated and
moved out of the Lagrangian Point. #GRN #USA Oregon Live

ADVANCED MANUFACTURING
→ Companies will mass-produce a thin, flexible alternative to silicon solar cells, creating
more uses for renewable energy such as powering indoor smart devices. Organic solar
cells are made by printing photovoltaic material on plastic sheets and other bendable
substrates. They are expected to cost half as much to make as silicon-based solar cells and are
100 times lighter, according to manufacturers. Unlike silicon cells, the conversion efficiency of
organic solar cells does not drop when used indoors. Companies are zeroing in on that
advantage to develop power sources for smart speakers, remote controls, and sensors. Among
the companies staking out claims in this field is German startup Heliatek, which will begin mass
production of organic solar cells as early as this year. Japan's Ricoh has plans to produce them
on a smaller scale starting in fiscal year 2023. Heliatek envisions the sheets covering concrete
domed roofs, metal and glass, and other surfaces that cannot support heavy silicon-based
panels. Competition is intensifying as different types of solar cells hit the market. The global
market for organic solar cells is projected to grow fivefold from 2021 to 2035 to over $500M,
according to research company Fuji Keizai. #MFG #GRN #DEU #JPN Nikkei Asia

AUTONOMOUS SYSTEMS
→ Researchers from the University of Cambridge and the Hebrew University of
Jerusalem recently proposed a method for producing complex flying maneuvers using
morphing-wing drones. Their approach is inspired by the biological dynamics that allow birds,
bats, and other flying living organisms to fly in a variety of complex ways. The main goal of their
paper was to artificially replicate the wing motion of these animals in order to dramatically
improve the maneuverability of UAVs. The researchers chose specific extreme flight maneuvers,
known as supermaneuvers, for their UAV to perform. They could then determine the wing
control required to successfully perform these supermaneuvers with UAVs using the information
in the library they compiled. Then, in a cutting-edge flight simulator, the researchers assessed
the effectiveness of the approach for achieving two major supermaneuvers, known as the
Pugachev cobra and ballistic transition maneuvers. Previously, these maneuvers had only been
replicated in UAVs using high-performance and expensive fighter aircraft, but the research team
simulated them in far less powerful wing-morphing UAVs. Their work could pave the way for the
development of highly maneuverable UAVs capable of advanced air-to-air combat, landing on
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rough or uneven terrain, and firing missiles or loitering munitions in the future. #AUT #GBR #ISR
Tech Xplore

→ Amazon has chosen Lockeford, California, as its first location to receive drone
deliveries. The online retailer stated that it was working with the FAA and city officials to obtain
permits. The drones will be able to fly beyond line-of-sight (BLOS) and will be programmed to
deliver packages to customers' backyards. #AUT #USA Reuters

→ Hubei Xingji Shidai Technology, a subsidiary of Chinese automaker Geely, has
acquired a 79% stake in Meizu Technology, an Alibaba-backed smartphone maker. Geely's
acquisition of a smartphone manufacturer comes as automobiles evolve from present modes of
transportation to electric, internet-connected, and autonomous vehicles powered by
cutting-edge technology. Several large Chinese technology companies have entered the
autonomous and electric vehicle (EV) markets, with Xiaomi planning four EVs and aiming for
mass production in the first half of 2024. Meanwhile, Baidu and Geely have invested
approximately $700M in their EV joint venture Jidu. #AUT #GRN #CHN Bloomberg

SEMICONDUCTORS & CHIPS
→ Engineers at MIT have created a stackable, reconfigurable artificial intelligence chip in
the style of a LEGO brick. The design includes alternating layers of sensing and processing
elements, as well as light-emitting diodes that allow the chip's layers to communicate optically.
Other modular chip designs use traditional wiring to relay signals between layers. Because such
intricate connections are difficult, if not impossible, to sever and rewire, stackable designs are
not reconfigurable. The researchers tackled this issue by combining image sensors with artificial
synapse arrays, in which they trained to recognize specific letters — in this case, M, I, and T —
in their new chip design. Rather than using physical wires to relay sensor signals to a processor,
the team built an optical system between each sensor and an artificial synapse array to enable
communication between the layers without requiring a physical connection. The design
transmits information through the chip using light rather than physical wires. As a result, the chip
can be reconfigured, with layers that can be swapped out or stacked on, for example, to add
new sensors or updated processors. #CHP #AI #USA Tech Xplore

→ Japan will collaborate with the US to establish a domestic manufacturing base for
2-nm semiconductors by 2025. Through this new chip technology initiative, Japanese and
American companies will be able to form a joint venture, or Japanese corporations could
establish a new manufacturing hub. The Ministry of Economy, Trade, and Industry of Japan will
partially subsidize the costs of R&D and capital expenditures. Joint research will begin as soon
as this summer, and a research and mass production center will be established between 2025
and 2027. Smaller semiconductors enable miniaturization and improved device performance.
The 2-nm chips will be used in quantum computers, data centers, and cutting-edge
smartphones, among other things. These chips also reduce power consumption, which helps to
reduce carbon footprints. #CHP #SCRM #Geopolitics #JPN #USA Nikkei Asia
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QUANTUM TECHNOLOGY
→ Executives at financial firms are increasingly interested in quantum-inspired
algorithms, with some firms already running algorithms on advanced machines for risk
analysis and portfolio optimization. Firms including HSBC, Ally Financial and Spanish
multinational bank BBVA are looking to quantum-inspired technology for near-term advantages.
Applications of quantum-inspired optimization problems can yield solutions anywhere from 1%
to 10% more accurate than existing approaches and can come to solutions anywhere from two
to three times as fast. Companies often do optimization problems using linear equations. In one
mode of quantum-inspired, those linear equations are rewritten as quadratic equations, in which
multiple variables can be multiplied by each other. That is one of a handful of differences
between the initial equation and the quantum-inspired process, according to a researcher. After
the algorithm is rewritten, it is a question of testing it on certain types of classical machines to
determine whether the new algorithm works faster and more effectively than the traditional ones.
Ally Financial has built some quantum-inspired algorithms and is in the process of testing them.
Currently the work is focused on areas like pricing, portfolio optimization, and other business
use cases. #QNT #USA #GBR #ESP WSJ

GEOPOLITICS
→ On June 15, more than 100 CEOs, including the CEOs of Alphabet, Amazon, and
Microsoft, urged Congress to pass legislation aimed at increasing the US' economic
competitiveness against China, including in chip manufacturing. "Our global competitors
are investing in their industry, workers, and economies, and it is critical that Congress act to
improve U.S. competitiveness," the letter stated. The Semiconductor Industry Association (SIA),
which organized the letter signing, stated that the letter represented the largest group of
corporate leaders to support the bill to date. The legislation includes $52B in federal funding to
expand semiconductor manufacturing capacity in the US. In the competitiveness legislation, the
SIA also requested an investment tax credit for semiconductor manufacturing and design.
#Geopolitics #CHP #SCRM #USA #CHN Reuters

→ On June 15, the US government pushed new, increased funding into three technology
companies that have been helping Russians circumvent censorship and access Western
media since the beginning of the Ukraine conflict, according to people familiar with the
matter. The financing effort is focused on three firms that build VPNs – nthLink, Psiphon, and
Lantern – and is intended to support a recent surge in their Russian users. According to
executives from all three US government-backed VPNs, as well as two officials from the Open
Technology Fund (OTF), a US government-funded nonprofit organization that provided them
with funding, who said the anti-censorship apps have seen significant growth in Russia since
the invasion. The funding comes from the US Agency for Global Media (USAGM), a federal
agency that oversees US government-backed broadcasters such as Voice of America and
Radio Free Europe/Radio Liberty, as well as OTF, which is entirely funded by the US
government and overseen by the USAGM. According to OTF president Laura Cunningham,
censorship evasion tools, including VPNs, had more than 4M users in Russia last month. When
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Moscow imposed restrictions on some foreign social media platforms, including Facebook and
Instagram, demand for VPNs skyrocketed. Despite the fact that interest in VPNs has recently
waned, daily usage is still up 452% on average compared to the week before the conflict began,
according to a researcher. #Geopolitics #Cybersecurity #USA #UKR #RUS Reuters

→ Congress is pushing legislation that could rewrite the rules for American companies
investing abroad, including screening investments in adversary countries such as China
in order to protect US technologies and rebuild critical supply chains. The text stated that
the provisions would apply to greenfield investments such as the construction of new plants,
joint ventures involving the transfer of knowledge or intellectual property, and capital
contributions such as VC and PE transactions. Semiconductors, large-capacity batteries,
pharmaceuticals, rare-earth elements, biotechnology, artificial intelligence, quantum computing,
hypersonics, financial technologies, and autonomous systems such as robots and undersea
drones are among those sectors and technologies. Moreover, companies can obtain
exemptions for a variety of transactions, including those deemed an "ordinary business
transaction," such as a software licensing agreement. The push to regulate US business activity
abroad reflects a growing consensus in Washington that China seeks to replace US global
leadership and that American capital and expertise are assisting China's military and economic
power buildup. One target is joint ventures in which American companies transfer knowledge or
technology to Chinese partners. Legislators have also targeted Silicon Valley VC firms that
invest in China through US funds or China affiliates, as well as the limited partners who back
those funds and others in China. #Geopolitics #SCRM #CHP #BIO #AI #GRN #QNT #FIN #AUT
#AER #DIG #USA #CHN WSJ

CYBERSECURITY
→ Ukrainian officials have begun storing sensitive data outside the country to protect it
from Russian cyber and physical attacks, and are negotiating with several European
nations to relocate additional databases. Around 150 registries from various government
ministries and offices, or backup copies of them, have been moved abroad or are in the process
of being transferred since the start of the war, according to George Dubinskiy, Ukraine's deputy
minister of digital transformation. To help protect the databases from cyber and other threats,
the government specified legal and security provisions. Mr. Dubinskiy's office prioritized the
relocation of "VIP" databases — those required to support Ukraine's economy. Even during a
war, he said, citizens' services, such as digital identification, must continue, and the government
requires access to tax data and other information. If governments keep only one copy of data,
they risk losing it completely or having it manipulated by hackers, and the physical and cyber
risks only increase during a war, according to a cyberwarfare specialist. How a government
classifies data and determines what is sensitive or risky can change during war, according to a
consultant. Russia could use Ukrainians' personal data in malicious ways to achieve strategic
goals in regions it wishes to take over. For example, information on individuals could make it
easier to track their movements and contacts. Government officials in charge of data movement
abroad must consider whether they can trust the telecommunications networks that allow them
to sync data stored in the cloud, according to the consultant. Additionally, officials should clarify
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with their counterparts in the host country whether domestic cyber defense teams would step in
to assist in a cyberattack. #Cybersecurity #DIG #Geopolitics #UKR #RUS #EUR WSJ

→ Small businesses are more at risk to cyberattacks because they do not have cyber
insurance and do not believe they are targets, according to new research. Many small
businesses are more concerned with staying afloat amid the many other issues that have arisen
or grown as a result of the pandemic than with cybersecurity. Some businesses are aware of the
threat but are unaware that they are uninsured. General commercial business insurance
typically excludes items such as additional legal fees incurred as a result of a cyberattack, as
well as the cost of repairing digital infrastructure and restoring data. According to a survey of
cybersecurity professionals, 52% of small businesses (those with less than $50M in annual
revenue) have cyber insurance coverage, compared to about 75% of larger businesses. While
cyber insurance can be critical for a small business following an attack, it is becoming more
expensive and difficult to obtain. According to a cyber executive, underwriters previously
required larger businesses to meet certain cybersecurity protocols before they could buy
coverage, but are now increasingly putting smaller businesses to the same test. This is
especially true for companies with revenues of $25M to $50M, where the likelihood of an attack
and the potential dollar amount of a claim are higher than for smaller companies, and for those
operating in industries that were heavily impacted by cyberattacks during the pandemic, such as
manufacturing. #Cybersecurity #USA WSJ

→ Ransomware payments have risen dramatically, but ransomware negotiation firms are
now addressing the issue by directly negotiating lower ransom payments with hackers.
Last month, a ransomware negotiator for a European manufacturing firm received an
unexpected chat message from hackers associated with the Haron ransomware group, who had
hacked his client. The negotiator is part of a growing field of security professionals who assist
companies that have been victims of ransomware attacks in negotiating with hackers in order to
persuade them to lower their demands. According to Palo Alto Networks research published in
March, ransomware demands increased to an average of $2.2M in 2021, more than double the
amount in 2020. Additionally, victims typically pay around $541k, which is less than half the
typical extortion demand. In the European case, the negotiator claimed to have reduced the
hackers' payment demand by tens of thousands of dollars. The hackers became concerned at
this point. They demanded a copy of the negotiator's contract or other communications with the
victim because they expressed concerns about being duped. The hackers then made an offer:
they offered him early access to the identities of other "clients," a euphemism for extortion
victims, so he could pitch his negotiation services before competitors. In exchange, hackers
offered him a commission on each ransom he negotiated, which he declined. According to Bill
Siegel, co-founder of the ransomware negotiation firm Coveware, many cyber companies had a
fee structure similar to what the European hackers proposed: their contracts entitled them to a
percentage of every ransomware payment they negotiated. Some hacking groups also offer
discounts to negotiators and data recovery firms they frequently encounter, as well as tools to
help them hide the kickbacks from their clients. Now, most negotiation firms charge a flat fee for
these services. In Europe, the negotiator stated that the victim paid and the hackers provided a
decryption key, allowing the network to be unlocked. #Cybersecurity #EUR #USA Bloomberg
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→ Alleged Iranian hackers targeted the email accounts of former Israeli and American
government officials, according to research published by the Israeli cybersecurity firm Check
Point Software. The researchers stated that attackers targeted accounts using standard hacking
techniques, such as email phishing and social engineering. Tzipi Livni, a former minister of
justice and foreign affairs, was among the targets, as was an unnamed former Israeli military
official and a former US ambassador to Israel. The goal was to steal personal information, scan
passports, and gain access to their email accounts. The hackers would include links to
malicious documents or phishing pages after a few messages. The operation employs a highly
targeted phishing chain that is custom-tailored for each target, according to the researchers.
The attacks were attributed by CP researchers to the group of Iranian hackers known as
Phosphorus, also known as APT35 or Charming Kitten. Phosphorus hackers were accused by
Microsoft in 2019 of targeting accounts associated with a US presidential campaign.
#Cybersecurity #IRN #ISR #USA Bloomberg

SUPPLY CHAINS
→ Taiwan's chipmakers are investing $120B to strengthen their grip on the global market,
even as the US warns against relying heavily on an island vulnerable to Chinese
invasion. Southern Taiwan Science Park is Tainan's industrial park that began as a production
hub for TSMC, home to some of the world's most advanced chip fabs, which manufacture
processors for Apple iPhones. TSMC has built four new facilities in the area. Still in need of
capacity, the company is currently constructing four more fabs in the area for production at the
cutting-edge 3-nanometer level. Each of these sites will cost roughly $10B. This construction
boom is not limited to TSMC and the city of Tainan. According to Nikkei research, at least 20
new factories are under construction or have recently been completed across the island,
stretching from New Taipei City in the north to Kaohsiung in the south. Foundry UMC and
memory chipmaker Nanya Technology are among the builders. TSMC's planned Arizona plant
and its proposed plant in Japan's Kumamoto Prefecture will cost $12B and $8.6B, respectively.
#SCRM #CHP #TWN #USA #CHN Nikkei Asia

→ Chinese orders for chip-manufacturing equipment from overseas suppliers increased
58% in 2021, making China the largest market for those products for the second year in a
row, according to data provided by industry body Semi. Even in a year when global
bookings for equipment from companies like Applied Materials in the US and Tokyo Electron in
Japan increased 44% due to a global surge in chip demand, China's chipmaking industry
outpaced other regions. Some US chipmakers have expressed concerns that Chinese
companies are paying above-market rates to obtain the machinery. They say that’s made it
harder for US companies to get the equipment they need to expand domestic production,
undercutting a core goal of the Biden administration. Executives have advocated for tighter
controls on equipment exports to China, either unilaterally or by working with allies such as
Japan and the Netherlands — countries that together with the US control some 90% of the
market for the most advanced chip making equipment. That has not gone unnoticed in China
and may be spurring the run-up in ordering, particularly at a time of shortages and increasing
demand. Beijing is willing to provide the financing for many of the purchases, according to an
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analyst. While the Commerce Department has received complaints from some chipmakers that
Chinese companies are paying premiums to jump the line for equipment, investigations have
revealed no evidence of this, according to a person familiar with the process. The major US
chip-equipment manufacturers, even if they receive federal chip funding, are unlikely to willingly
give up the Chinese market. All have stated that they can avoid US sanctions by building
capacity outside of the US.

#SCRM #CHP #Geopolitics #CHN #USA #JPN #NLD Bloomberg
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