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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features the US taking the top spot for the most
powerful supercomputer, a proposal to onboard China’s judiciary system to blockchain

technology, Chinese military researchers’ call for the development of a "hard kill"
satellite weapon, Canada’s banning of Huawei and ZTE, the revival of the collapsed

luna stablecoin, humanoid robots for engineered tendon tissue, a trailer that extends the
battery range of the electric truck pulling it, The DoD’s revision of its guidance on

autonomous weapons, and 14 "chokepoint technologies" that are the most difficult for
Chinese manufacturers to obtain over domestic versions they deem unreliable.



NEXT5 NEWS & AMPLIFICATIONS
→ General Paul Nakasone, head of US Cyber Command, confirmed for the first time that
the US had “conducted a series of operations'' in response to Russia’s invasion of
Ukraine. In an exclusive interview with Sky News, Nakasone said CYBERCOM conducted a
series of operations across the full spectrum: offensive, defensive, and information operations.
Nakasone also explained how separate “hunt forward” operations were allowing the US to
search for foreign hackers and identify their tools before they were used against America. He
also noted how, in contrast to Russia, which conducts information operations with lies, the US
aims to strategically tell the truth. And he touted the nation’s success in its recent strategic
disclosure campaigns during the conflict, and previously during US elections. Finally, Nakasone
said CYBERCOM and NSA are on high alert for reciprocal cyber operations targeting the US
homeland, and remain in close communication with their partners about the risk to the US.
#USA #RUS #UKR #Cybersecurity #Geopoltics Sky News

DIGITALIZATION
→ According to the Top500 rankings, the US just broke the barrier for the most powerful
computer system. This is also the first instance of a supercomputer crossing the exascale
ceiling in a benchmark test. Last week, we reported that China’s supercomputing program leads
the world, with the country possessing two exascale systems; one of which has been active for
more than a year. China is also planning to have ten exascale systems by 2025 while the US is
only working on three. But measured by computing power, the US’s Frontier system has
displaced the Fugaku system at the Riken Center for Computational Science (R-CCS) in Japan
which held the top spot for two years. The combined computing power of the Frontier system’s
processing units was tested on an HPL benchmark which returned a score of 1.102 Exaflops
(10^18) per second, the first for any supercomputer in the world. In comparison, Fugaku, which
is theoretically an exascale supercomputer, manages a benchmark score of 442 petaflops per
second. #DIG #USA #JPN #CHN Interesting Engineering

→ The Chinese government may have forced Gitee, the Chinese competitor to GitHub, to
censor open-source code in a move developers worry could obstruct innovation. On May
18, thousands of software developers in China found that their open-source code hosted on
Gitee had been locked and hidden from public view. Later that day, Gitee released a statement
explaining that the locked code was being manually reviewed, as all open-source code would
need to be before being published moving forward. For the open-source software community in
China, which celebrates transparency and global collaboration, the move has come as a shock.
Code was supposed to be apolitical, and developers fear the recent events could discourage
people from contributing to open-source projects, causing China’s software industry to suffer
from the lack of collaboration. The immediate result of Gitee’s May 18 change was that public
projects hosted on the platform suddenly became unavailable without notice. Users complained
that this disrupted services or even ruined their business deals. For the code to be made public
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again, developers need to apply and confirm it doesn’t contain anything that violates Chinese
law or infringes upon copyrights. #DIG #CHN MIT Technology Review

→ A former product manager at OpenSea was charged with wire fraud and money
laundering in connection with a scheme to commit insider trading in Non-Fungible
Tokens. Nathaniel Chastain allegedly used confidential information about what NFTs were
going to be featured on OpenSea’s homepage for his personal financial gain. He was arrested
on Thursday, June 2 in New York, New York. Damian Williams, US Attorney for the Southern
District of New York emphasized his office’s commitment to stamping out insider trading,
whether it occurs on the stock market or the blockchain. And FBI Assistant Director-in-Charge
Michael J. Driscoll stated that the FBI will continue to pursue actors seeking to manipulate the
market for their own gain by exploiting vulnerabilities in emerging investment tools such as
blockchain-supported NFTs. #DIG #USA Justice.gov

→ Chinese virtual reality (VR) hardware maker StepVR is preparing to launch a product
that, according to founder and CEO Guo Cheng, goes beyond other metaverse
technology. The VR Gates01 is a large, open-air box that, according to Guo, will allow people
to step into a virtual world and experience it in a way that a simple headset could not. The
product – which includes its own VR headset along with a vibrating vest, motion capture gloves,
and an omnidirectional treadmill – is set to launch in July. The company plans to start selling the
current version of the product in Japan, South Korea, the Middle East, North America, and
Europe next year. StepVR is one of many companies looking to capitalize on rising interest in
the metaverse, a conceptual next-generation version of the internet consisting of
three-dimensional virtual spaces. VR is expected to be a primary way through which consumers
experience the metaverse. Guo sees his more holistic approach as setting StepVR apart from
the competition – including Meta, Apple, and TikTok owner Bytedance. The company aims to
offer experiences covering all five senses – even smell and taste.
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#DIG #USA #CHN SCMP

→ The Supreme People’s Court of China, China’s highest court, has released a proposal
to onboard the entire judiciary system to blockchain technology. In the document released
on May 25, the supreme court outlined that the proposal could accelerate the transformation of
the local judicial system, with blockchain promoting the development of the rule of law and
technology. The court further stated that the proposals will “strengthen blockchain application in
the judicial field and give full play to blockchain’s role in cementing judicial credibility, facilitating
social governance, preventing and resolving risks, promoting high-quality development, etc.”
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The proposal’s plan will see China’s judiciary carrying out all its operations on the blockchain by
2025. It touches on six major aspects, including tamper-proof verification and sharing of judicial
data, legal documents, and reports. The judiciary’s blockchain will also be able to connect with
other government agencies’ blockchains, including law enforcement, regulators, and social
services. This will improve the efficiency of the judiciary system across the board, the Supreme
People’s Court highlighted. #DIG #CHN Coin Geek

SATELLITES & NAVIGATION
→ Chinese military researchers have called for the development of a "hard kill" weapon
to destroy the Starlink satellite system if it threatens China's national security. The
Chinese researchers claim the Starlink constellation could be used to track hypersonic missiles,
dramatically boost the data transmission speeds of US drones and stealth fighter jets, or ram
into and destroy Chinese satellites. China already has multiple methods for disabling satellites.
These include microwave jammers that can disrupt communications or fry electrical
components; powerful, millimeter-resolution lasers that can nab high-resolution images and
blind satellite sensors; cyber-weapons to hack into satellite networks; and long-range
anti-satellite (ASAT) missiles to destroy them, according to the US Department of Defense. But
the researchers say that these measures, which are effective against individual satellites, won't
be enough to scuttle Starlink. The researchers propose that China should build its own spy
satellites to better surveil Starlink, find new and improved ways to hack its systems, and develop
more efficient methods to down multiple satellites in the network. This could potentially mean
the deployment of lasers, microwave weapons, or smaller satellites that could be used to swarm
Starlink's satellites. China is also looking to compete with Starlink directly through the launch of
its own satellite network – called Xing Wang, or Starnet, it also aims to provide global internet
access to paying customers. #SAT #USA #CHN Live Science

→ A team led by General Dynamics and Iridium will develop new ground stations for the
Space Development Agency’s initial warfighting constellation of 166 satellites, under a
new contract worth $324.5M. According to an SDA announcement, under the contract, the
team will develop the “ground Operations and Integration (O&I) segment for Tranche 1 of the
National Defense Space Architecture.” That architecture includes a host of data
relay/communications satellites that the Defense Department has tapped as the backbone for
Joint All Domain Command and Control (JADC2) – which in turn is the foundation for future
all-domain operations. The team members are General Dynamics Mission Systems, which
integrates secure communication and information systems; satellite communications firm
Iridium; KSAT USA, the American arm of Norway’s Kongsberg Satellite Services; EMERGENT
Space Technologies, a small Maryland-based business specializing in spaceflight software; and
Raytheon. SDA’s Tranche 1 constellation will include 126 Transport Layer satellites for data
relay, 18 experimental satellites, and 28 Tracking Layer satellites for missile warning. #SAT
#USA Breaking Defense Space News
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→ The China National Space Administration launched the BRICS Joint Committee on
Space Cooperation on May 25, likely in response to Quad nations’ launch of a
satellite-based maritime domain awareness initiative for the Indo-Pacific region. While the
five BRICS nations signed an agreement on the initiative in August 2021, its official launch took
place a day after leaders of Quad member countries – the US, Japan, India, and Australia –
agreed to launch a satellite-based maritime observation initiative, as part of efforts to help
countries in the Indo-Pacific region track illegal fishing and other suspicious maritime activities.
Because the Quad is a US-led security forum aimed at countering China, the monitoring effort is
likely to focus on China’s maritime activities in the region. The BRICS group will carry out their
joint observation with six operating satellites: Gaofen-6 and Ziyuan III 02, both developed by
China, CBERS-4, jointly developed by Brazil and China, Kanopus-V type, developed by Russia,
and Resourcesat-2 and 2A, both developed by India. #SAT #Geopolitics #USA #JPN #IND
#AUS #CHN #BRA #RUS Space News

ARTIFICIAL INTELLIGENCE
→ An international research team has created a method to determine which types of AI
research projects might need more regulation than others. The researchers created an AI
model that simulated various hypothetical scenarios for AI races. According to the team in a
post, the model was based on evolutionary game theory, which has been used to understand
how behaviors evolve on the scale of societies, people, or human genes. Distinctly, the model
predicts that the AI in the game will take all the benefits, as biologists argue happens in
evolution. The team introduced regulations into their simulation, sanctioning unsafe behavior
and rewarding safe behavior, to observe which regulations were successful in maximizing
benefits, and which ended up stifling innovation. They discovered that the most important
variable was the “length of the [AI] race” – the time it took for a simulated race to achieve the
goal of producing a functional AI product. AI races reaching their objectives quickly were always
won by competitors coded to overlook safety precautions, pointing to the need to regulate such
“AI sprints.” In contrast, the research team’s work suggests that longer-term AI initiatives – or “AI
marathons” – likely would not require as much regulatory oversight, as these projects tended to
prioritize safety and ethical concerns. In addition, the team predicts that regulating “AI
marathons” might stifle innovation. Based on these findings, the team says regulators need to
establish how long different AI races are likely to last, applying different regulations based on
their expected timescales. #AI #GBR #PRT #BEL The New Stack

→   Indian businesses lead the US and UK by a wide margin in using AI. According to a
recent report, while 84% of businesses in India have adopted AI, 68% have in the US and just
46% in the UK. Every 1 in 4 businesses in the US says they don’t anticipate any digital
transformation in their industry, with 12% and 10% in India and the UK, respectively. The report
further adds that based on its survey, India is the most “digitally ready” country, with a majority
of decision-makers recognizing the need for digital transformation, compared to just a third in
the US and UK. This is further reflected by the fact that 90% of decision-makers in India have a
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data strategy in place, compared to 84% and 68% in the US and UK, respectively. #AI #DIG
#USA #IND #GBR Business Insider

NEXT GENERATION COMMUNICATIONS
→ Canada has banned the use of Huawei and ZTE in the country's telecommunications
system over security concerns following a government review that took nearly four
years. The federal government announced on May 19 that it would prohibit the use of Huawei
and ZTE equipment in Canada after "a thorough review by our independent security agencies
and in consultation with our closest allies," Innovation Minister François-Philippe Champagne
said in a statement. Huawei has faced accusations that its technology could provide a potential
backdoor for espionage given its ties to the Chinese Communist Party. Huawei and the Chinese
government have vigorously denied the accusation, saying the company poses no security
threat. While some of Canada's telecommunications giants had originally considered working
with Huawei, they have since decided to go with other companies – including Sweden's
Ericsson and Finland's Nokia – to build out their 5G network. Ottawa says any use of 4G
equipment or managed services from Huawei and ZTE must be removed by December 2027.
All existing 5G equipment and managed services must be removed or terminated by June 2024.
#5G #CAN #CHN #SWE #FIN Yahoo Finance

→ Telecoms company BT and Ericsson have struck a multi-million-dollar partnership to
offer private 5G networks to businesses across Britain, enabling them to deploy Internet
of Things and other technologies quickly and securely. Private 5G networks mirror public
5G, but connectivity is limited to a group of devices in a dedicated space, such as a factory, a
port, or a campus, where 5G's security and ultra-low latency can be fully utilized in additional
services. The partners have installed a 5G private network across 35 acres of operational port,
driving operational efficiencies and optimizing processes across transport, logistics, supply
chain, and shipping. Under the new deal, the partners will focus on deploying 5G technology in
sectors including healthcare, manufacturing, transport and logistics, sites such as large
shopping centers or stadiums, and ports. #5G #SCRM #GBR #SWE Reuters

FINANCIAL TECHNOLOGY
→ Last week, supporters of the Terra blockchain project voted to revive the collapsed
luna but not terraUSD, a stablecoin that plunged below its intended peg to the dollar,
causing panic in the crypto market. TerraUSD, or UST, is what’s known as an algorithmic
stablecoin. It relied on code and a sister token, luna, to maintain a $1 value. But as digital
currency prices fell, investors fled the stablecoin, sending UST tumbling – and taking luna down
with it. Luna’s new iteration, which investors are calling Terra 2.0, is already trading on
exchanges including Bybit, Kucoin and Huobi. Analysts are deeply skeptical about the chances
of Terra’s revived blockchain being a success. It will have to compete with a host of other
so-called “Layer 1” networks – the infrastructure that underpins cryptocurrencies like ethereum,
solana, and cardano. Terra is distributing luna tokens through what’s called an “airdrop.” Most
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will go to those who held luna classic and UST before their collapse, in an effort to compensate
investors. #FIN #KOR CNBC

→ The US Securities and Exchange Commission on Friday, May 27 rejected a proposal to
list and trade a carbon-neutral spot bitcoin exchange-traded fund (ETF) by asset
management firm One River on the NYSE Arca exchange. The One River Carbon Neutral
Bitcoin Trust proposal by NYSE Arca, which is owned by Intercontinental Exchange, did not
meet the standards for exchanges designed to prevent fraudulent and manipulative practices
and protect investors and the public interest, according to the Wall Street regulator. To meet its
obligations, an exchange would have to show that it has a comprehensive surveillance-sharing
agreement with a regulated market of significant size related to the underlying bitcoin assets,
the SEC said. It was the latest in a series of rejections by the market regulator to approve an
ETF that tracks the underlying digital asset, including those from Fidelity, NYDIG, and SkyBridge
earlier this year. One River intended to offset the carbon footprint associated with the bitcoins in
its fund by paying for the retirement of voluntary carbon credits equal to the daily estimated
carbon emissions associated with the bitcoins held by the trust, according to the proposal. #FIN
#USA Reuters

AEROSPACE & SPACE
→ Lawmakers are proposing to increase the Pentagon’s $50M 2022 budget for
responsive launch to $150M in the 2023 budget. A bipartisan group of 25 House lawmakers
in a letter last month asked the leaders of the defense appropriations subcommittee to consider
tripling the funding for “tactically responsive launch” in the Pentagon’s fiscal year 2023 budget.
“As vividly demonstrated by Russia’s 2021 destructive anti-satellite test, threats to our critical
national security space assets continue to increase, both from adversary on-orbit and terrestrial
counter-space capabilities and from space debris,” said the letter signed by Rep. Steven
Horsford (D-Nev.) and Rep. Michael Waltz (R-Fla.), and co-signed by 23 other members. The
letter stated that the US lacks an operational capability to rapidly replace assets in orbit that are
degraded, disabled, or destroyed or to rapidly launch satellites for urgent new missions. The
letter points out that the head of US Space Command, Gen. James Dickinson, said having a
responsive launch capability would likely deter enemies from attempting to destroy US satellites,
as they could be rapidly replaced. #AER #USA #RUS Space News

BIOTECHNOLOGY
→ A human liver preserved for three days outside the body using machine perfusion was
successfully transplanted, and the patient is still alive one year later. The technique
provides a distinct opportunity to objectively assess donor organ function outside the donor
body, according to the paper published in Nature Biotechnology. It could then recondition those
who were deemed unsuitable for implantation in the recipient during the initial evaluation.
According to the study, normothermic perfusion provides a platform for the “use of established
and novel therapeutics” without having to worry about the side effects that are usually taken into
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account when treating the patient. Contrary to the conventional static cold preservation, ex situ
machine perfusion is also likely to better preserve a donor's liver. #BIO #CHE Interesting
Engineering

→ Researchers are developing a new method for bioprinting microporous functional
living materials using protein-based core-shell microgels, addressing the challenge of
creating complex biomaterials that direct cell behavior. Cell-laden microgels are being
developed by researchers at the University of Cambridge, Nanjing Tech University, and the
Cambridge University-Nanjing Center of Technology and Innovation to create tunable,
microscopic building blocks with the functionalities of macroscopic living materials. The
researchers packed microfluidically functionalized cells into the aqueous cores of the microgel
ink and used extrusion bioprinting to create microporous protein-based annealed microgel
(PAM) scaffolds. Scientists can control microporosity and thus the transfer of nutrients and
metabolites to cells by using these scaffolds. Because the microgels are somewhat elastic, they
are suitable for bioprinting. PAM scaffold degradation times are determined by the size of the
microgel used, with smaller microgel sizes resulting in slower degradation. However, all of the
scaffolds degraded faster than the bulk hydrogel. As a result, the matrices can be designed and
used to control the diffusion profiles of molecules into and out of the PAM scaffolds. The
researchers anticipate that this method will be useful in biofabrication and tissue engineering.
#BIO #MFG #GBR #CHN GenEng

→ A new study demonstrates how humanoid robots could be used to create engineered
tendon tissue that is more like the real thing, an approach that has previously failed to
produce fully functional tissue grafts. The first step was to redesign the test chamber that
houses the cells, known as a bioreactor, so that it could be attached to a humanoid robot
shoulder that could bend, push, pull, and twist cells like musculoskeletal tissues. Traditional
bioreactors look like rigid boxes, but the researchers designed a flexible one in which human
fibroblast cells — elongated cells found in connective tissues — grow on a soft plastic scaffold
suspended between two rigid blocks. They attached this chamber to the robotic shoulder, which
spent half an hour per day for 14 days replicating human raises and rotation movements.
Following that, the cells in the bioreactor were found to reproduce more quickly than samples
that had not been stretched, and they expressed genes differently — though the researchers
aren't sure how that would translate to graft quality. Although the technique is still a long way
from producing a fully functional tendon tissue graft, the researchers believe a similar approach
could have other applications, such as improving muscles or ligaments in bioreactors.
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#BIO #MFG #GBR #DEU MIT Technology Review

GREEN TECHNOLOGY

→ The price of battery metals used in the production of electric vehicles is expected to
drop in the coming years, according to Goldman Sachs. Analysts say they expect the cost
of cobalt, lithium, and nickel to decline in the next two years in response to over-investment in
green energy ventures. Market corrections will drive down prices for the abundant supply of the
metals, with lithium anticipated to experience the greatest adjustment. Investors have continued
to flock to the EV battery market, as the automotive industry expands its efforts into sustainable
vehicles and away from gas-fueled cars. Concern over shortages of the materials in recent
months – particularly amid the pandemic and Russia's invasion of Ukraine – further amplified
investments for the metals. While Goldman Sachs said the EV battery market will continue to
thrive, analysts said "fundamental mispricing has in turn generated an outsized supply response
well ahead of the demand trend," Bloomberg reported. According to McKinsey, the EV battery
market is anticipated to reach $360B by 2030. #GRN #SCRM #USA #RUS #UKR Business
Insider Bloomberg

→ Swedish tech company Einride unveiled a new trailer that extends the battery range of
the electric truck pulling it along with an updated Saga software suite aimed at improving

10
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://www.technologyreview.com/2022/05/26/1052820/robotic-shoulder-grow-usable-human-tissue-cells/
https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-insights/capturing-the-battery-value-chain-opportunity
https://www.businessinsider.com/battery-metals-price-expected-drop-electric-vehicles-production-2022-5
https://www.businessinsider.com/battery-metals-price-expected-drop-electric-vehicles-production-2022-5
https://www.bloomberg.com/news/articles/2022-05-29/goldman-says-bull-market-in-battery-metals-is-finished-for-now?utm_campaign=socialflow-organic&utm_content=business&utm_source=twitter&cmpid=socialflow-twitter-business&utm_medium=social&sref=p7zS9UoY
https://www.einride.tech/


efficiency, sustainability, and productivity. The new Einride Trailer is compatible with the
company's autonomous or remotely-controlled electric tractors. The key innovation is the Einride
Trailer's batteries which the company says can extend the range of the e-truck pulling it over
400 miles. Powered by the updated Saga software suite, shippers could be notified when the
trailer is being loaded or unloaded, when the cargo is being processed, or when preventative
maintenance is necessary. These developments come as Einride is making major pushes to
expand into the US establishing locations in San Antonio and Austin, Texas and is seeking a
location in New York City for a US headquarters. #GRN #AUT #USA #SWE Forbes

ADVANCED MANUFACTURING
→ Companies are using more robots on factory floors and assembly lines as they
struggle to hire enough workers to fill rising orders. Orders for workplace robots in the US
increased by a record 40% during the first quarter compared with the same period in 2021,
according to the Association for Advancing Automation, the robotics industry’s trade group.
Robot orders, worth $1.6B, climbed 22% in 2021, following years of stagnant or declining order
volumes, the group said. Rising wages and worker shortages, compounded by increases in
Covid-19-related absenteeism, are changing some manufacturers’ attitudes about robotics,
according to executives. #MFG #USA WSJ

AUTONOMOUS SYSTEMS
→ The Defense Department is revising its guidance on autonomous weapons to reflect
advances in artificial intelligence, with a new directive expected later this year. On Nov.
21, 2012, then-Deputy Secretary of Defense Ash Carter signed DoD Directive 3000.09, which
established policy, responsibilities, and review processes for the "design, development,
acquisition, testing, fielding, and employment of autonomous and semi-autonomous weapon
systems, including guided munitions that can independently select and discriminate targets."
However, in the decade since its publication, artificial intelligence and machine learning
technologies have advanced dramatically, and it's "entirely plausible" that revisions are needed
to reflect the Pentagon's "responsible AI" initiative and other ethical principles adopted by the
department, according to Michael Horowitz, DoD director of emerging capabilities policy.
Horowitz noted that the document reflects the Pentagon of 2012. The original directive, for
example, refers to the Under Secretary of Defense for Acquisition, Technology, and Logistics —
a position that no longer exists, with responsibilities now shared by the Undersecretary of
Defense for Acquisition and Sustainment and the Undersecretary of Defense for Research and
Engineering. #AUT #AI #USA Breaking Defense

SEMICONDUCTORS & CHIPS
→ Merck KGaA, a German supplier of chemicals and materials used in semiconductor
manufacturing, announced the establishment of a semiconductor base in the Chinese

11
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://www.forbes.com/sites/edgarsten/2022/05/19/einride-unveils-battery-extending-trailer-new-software-platform/
https://www.wsj.com/articles/robots-pick-up-more-work-at-busy-factories-11653822002?mod=tech_lead_pos1
https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf
https://breakingdefense.com/2022/05/updated-autonomous-weapons-rules-coming-for-the-pentagon-exclusive-details/
https://www.emdgroup.com/en


city of Zhangjiagang, describing it as its largest single electronics business investment
in the country. The new 69-acre base will house thin film material and electronic specialty gas
production plants, as well as warehouses and operations centers. Merck announced earlier this
year that it will invest at least another $150M in China to support the chip industry by 2025.
Merck told Reuters that $83M of that amount will go toward the new Zhangjiagang base.
Zhangjiagang is a county-level city administered by Suzhou city, about 100 kilometers east of
Shanghai. #CHP #SCRM #DEU #CHN Reuters

→ Tim Archer, CEO of Lam Research, discussed the development of a new
semiconductor metaverse, the "semiverse" at the Imec Future Summits conference,
which could simplify the complex process of creating advanced semiconductors. “We
envision the semiverse as a hybrid physical, virtual environment where development and testing
are done as a joint human machine enterprise, where humans and machines are actually each
doing what they do best,” Archer said. A complete digital representation of the entire chip
fabrication process in the semiverse will enable chipmakers to examine the interactions
between processes across the fab to improve repeatability and optimize yield. It will also enable
greater collaboration, allowing the industry to deliver disruptive technologies more quickly and
frequently. In real-world physical laboratories, Lam, ASML, and Imec are already collaborating
on technology for scaling transistor features down to 2nm widths. The semiverse will aid in the
expansion of this type of collaboration into virtual laboratories. Lam is collaborating with others
to lay the groundwork. Emerging model-based engineering tools, for example, are already
assisting in the virtualization of more of the engineering and testing processes. Archer believes
that advances in CPU performance, new AI techniques, and improved data science workflows
will accelerate the ability to build more sophisticated predictive models across many stages of
the chip-making process. #CHP #DIG #AI #USA #NLD #BEL VentureBeat

QUANTUM TECHNOLOGY
→ Researchers have made a breakthrough by using quantum teleportation to exchange
qubits between distant nodes that do not have a direct connection, paving the way for a
quantum internet. A team of physicists at the Delft University of Technology in the Netherlands
accomplished this by sending data across three physical locations, which was previously only
possible with two. Quantum teleportation not only moves data between quantum computers, but
it also does so in such a way that no one can intercept it. The team created three quantum
systems; Alice, Bob, and Charlie. The systems were linked together with optical fiber strands.
The researchers could then entangle these systems by sending individual photons — light
particles — between them. To begin, the scientists entangled two electrons, one belonging to
Alice and the other to Bob. In effect, the electrons were given the same spin and became
entangled in a common quantum state, each storing the same information: a specific
combination of 1 and 0. This quantum state could then be transferred to another qubit, a carbon
nucleus, inside Bob's synthetic diamond. This freed Bob's electron, allowing researchers to
entangle it with another electron belonging to Charlie. The researchers were able to glue the
two entanglements together by performing a specific quantum operation on both of Bob's qubits
— the electron and the carbon nucleus. As a result, Alice became entangled with Charlie,
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allowing data to teleport between all three nodes. Additionally, the data cannot be intercepted. A
future quantum internet powered by quantum teleportation could provide theoretically
unbreakable encryption. The network nodes in the new experiment were only about 60 feet
apart. However, previous experiments have demonstrated that quantum systems can be
entangled over greater distances.

#QNT #DIG #Cybersecurity #NLD The New York Times Nature

GEOPOLITICS
→ The EU is preparing to cut Russia's largest lender, Sberbank, off the SWIFT
international payments system, as the bloc prepares a sixth package of sanctions
against Russia for its invasion of Ukraine. The proposed restrictions also target the Credit
Bank of Moscow and the Russian Agricultural Bank, according to people familiar with the
discussions. Several Russian banks have already been barred from using SWIFT by the EU,
the US, and the UK. The EU is still sparing Gazprombank, which is handling European
payments for Russian gas. Russian President Vladimir Putin imposed new payment terms on
European companies, which include opening an account in rubles with Gazprombank. The
European Commission, the EU’s executive bloc, has given ambiguous written guidance on
whether this means breaching sanctions against Russia. The bloc’s executive arm suggested
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firms open an account in euros or dollars, and provide a statement deeming the legal obligation
fulfilled at that point. Traders have been keeping a close eye on payment disputes, with
Gazprom PJSC already suspending supplies to Poland, Bulgaria, and Finland as a result.
Russia is reducing natural gas supplies to the Netherlands via pipeline, and Denmark could be
next. #Geopolitics #EU #RUS #USA #GBR #POL #BGR #FIN #NLD #DNK Bloomberg

CYBERSECURITY
→ The Russian cybercrime group Evil Corp has updated its cyberattack methods in
response to sanctions that prohibit US companies from paying it a ransom, according to
cybersecurity researchers. On Thursday, June 2, Mandiant stated that the Evil Corp group is
now using a well-known ransomware tool named Lockbit. Evil Corp has shifted to using Lockbit,
a form of ransomware used by numerous cybercrime groups, rather than its own brand of
malicious software to hide evidence of the gang’s involvement so that compromised
organizations are more likely to pay an extortion fee, the researchers stated. Evil Corp is
believed to be behind some of the worst banking fraud and computer hacking schemes of the
past decade, stealing more than $100M from companies across 40 countries, according to the
US government. The US has increasingly used sanctions to try to curb cybercriminal operations,
including prohibiting American organizations from paying ransom fees to known groups like Evil
Corp and cryptocurrency exchanges which are often used to funnel ransom payments. Evil
Corp’s alleged reliance on off-the-shelf software also suggests that sanctions may not be
enough to deter the group from extorting money from businesses in the US and around the
world, according to Kimberly Goody, director of cybercrime analysis at Mandiant. A Treasury
spokesperson stated that the department was made aware of such obfuscation attempts, and
that government officials regularly emphasize to industry the importance of reporting attacks so
that law enforcement can connect the dots and try to identify the perpetrators. #Cybersecurity
#Geopolitics #FIN #RUS #USA Bloomberg

→ Company executives warn that modern "smart" farm machinery is vulnerable to
malicious hackers, putting global supply chains at risk. Executives are concerned that
hackers will take advantage of flaws in agricultural hardware used to plant and harvest crops.
According to a recent report from the University of Cambridge, automatic crop sprayers, drones,
and robotic harvesters can all be hacked. The most recent generation of agricultural robots
employ artificial intelligence to reduce human involvement. They may help to fill a labor shortage
or increase yield, but there is growing concern about the inherent security risk, compounding
concerns about food-supply chains already threatened by the Ukraine conflict and Covid-19.
JBS, one of the world's largest meat processing companies, paid a $11M ransom to resolve a
cyberattack last year. In May, AGCO, a leading US agricultural firm, was hit by a ransomware
attack that disrupted production. In April, a group of official governmental cybersecurity
authorities from the UK, the US, and Australia warned that Russian state-sponsored hackers
could target supply chains as a critical component of Western national infrastructure.
#Cybersecurity #AUT #AI #SCRM #GBR #USA #AUS #RUS BBC
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→ Following a recent increase in cyberattacks, Germany's financial regulator BaFin
issued a new cybersecurity warning on May 31 to the country's financial sector. BaFin
has previously warned about cyberattacks, but Tuesday's security notice represents an increase
in its concerns. "Repeated attacks on IT infrastructure have occurred in recent days," BaFin
stated. According to BaFin, the recent events took the form of distributed denial-of-service
(DDoS) attacks, in which hackers attempt to flood a network with unusually high volumes of
data traffic in order to paralyze it. Russia's invasion of Ukraine has severely strained relations
with the West, with ramifications in neighboring European countries. Moscow denies Western
accusations that it was involved in cyberattacks. #Cybersecurity #Geopolitics #DEU #UKR
#RUS Reuters

→ Chinese cybersecurity firm, Qi An Xin Technology Group, accused the NSA of a
campaign targeting computers in 45 countries and regions, including China. The Chinese
government frequently employs Qi An Xin to oversee large-scale cybersecurity operations,
including overseeing network security for the Beijing Winter Games. An Avic Securities report
shows that the company has some business outside of the Chinese mainland, including
cybersecurity services for Chinese companies and banks' overseas operations in Southeast
Asia, the Middle East, and Africa. Additionally, it also has contracts to provide cybersecurity
infrastructure for governments in Indonesia, Algeria, Angola, and Ethiopia. In February, Pangu
Labs, a security team at Qi An Xin known in China for exploiting weaknesses to gain access to
Apple iOS systems, released a paper claiming to have discovered malware in domestic IT
systems manufactured by a hacking group known as "The Equation Group." According to the
experts, the group is "generally believed" to be tied to the NSA. The report, which was covered
by the Communist Party-backed Global Times, stated that the malware was allegedly
discovered within an unnamed Chinese agency in 2013 and 2015, as part of a 10-year
campaign that infiltrated key institutions around the world. The alleged campaign took place in
2013, and information about the malware had previously surfaced during leaks by former NSA
contractor Edward Snowden, implying that other hacking groups could have also gained access
to the code. Chinese cybersecurity firms have rarely shared direct information about foreign
attacks. In March 2020, Qihoo 360 Technology, which was co-founded by Qi An Xin’s founder,
blamed alleged hacks against China on a group suspected of being affiliated with the CIA. Due
to national security concerns, the US government added Qihoo 360 to its Entity List. In 2019,
the state-owned China Electronics Corporation purchased a 23% stake in Qi An Xin.
#Cybersecurity #Geopolitics #CHN #USA #IDN #DZA #AGO #ETH SCMP

→ The Food and Drug Administration (FDA) has issued a warning to health-care
providers about a cybersecurity risk associated with some Illumina DNA-sequencing
machines, which could compromise patient data. The FDA stated in a letter on Thursday,
June 2 that several of Illumina's next-generation machines have a software vulnerability that
could allow an unauthorized user to remotely take control of the system and change settings or
data. While there have been no reports of this occurring, a hacker could change a patient's
clinical diagnosis or gain access to sensitive genetic information. Illumina has a near-monopoly
on the genetic-sequencing market, and its machines are used for both research and clinical
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applications. The company stated that it has created a software patch for the vulnerability and is
working on a long-term solution. #Cybersecurity #BIO #DIG #USA Bloomberg

SUPPLY CHAINS
→ CSET identified 14 "chokepoint technologies," which are dominated by companies
based in the US and other like-minded democracies that are the most difficult for Chinese
manufacturers to obtain over domestic versions they deem unreliable:

➔ Photo-lithography machines: ASML is the only company in the world that
"monopolizes" photolithography machines, which have applications in microchips. Even
if ASML gave away the blueprints for its machines, manufacturers would not be able to
replicate them, due to years of R&D and large amounts of knowledge required.

➔ Underwater connectors: There are no locally produced wet-mate connectors in China
for use in the construction of seafloor observation networks. US-based Teledyne ODI
manufactures "almost all" of the connectors currently used. China needs these
connectors for the ongoing construction of its national seaflormat observation network.

➔ Vacuum evaporators: Canon Tokki, a Japanese company, is to high-end vacuum
evaporators what ASML is to photolithography machines. Each vacuum evaporator costs
more than $100M, and Canon Tokki only produces a few dozen each year, so even with
unlimited funds, China cannot buy enough to meet its needs.

➔ High-end bearing steel: Although Chinese high-performance axles are among the best
in the world, "almost all" of the high-end bearing steel used in these axles is imported.
TimkenSteel in the US and SKF in Sweden "basically monopolize" the production of
high-end bearing steel.

➔ High-end radio frequency (RF) components: US companies Skyworks, Qorvo, and
Broadcom "monopolize" the high-end market for the "key" RF component. There are
"essentially" no Chinese firms at all in the high end RF chip market. US manufacturers
also dominate the market for another class of RF components used in mobile phones.

➔ Microspheres: Only "one or two" Japanese companies produce the spacer
microspheres necessary for LCD panel manufacturing. Suzhou NanoMicro in China is
catching up in the area of pharmaceutical-use microsphere manufacturing but it still has
to import foreign raw materials and reaction kettles to produce its products.

➔ Heavy-duty gas turbines: GE, Mitsubishi, Siemens, and the Italian company Ansaldo
sell heavy-duty gas turbines to China. These turbines account for only 3% of total power
generation capacity in China, but are "irreplaceable" because heavy-duty gas turbines
start and stop quickly, are more efficient, and emit less pollution.

➔ Aviation design software: Aerodynamics software, structural design software, system
design software, and assembly software are "all products of European and North
American countries." It is impossible to design any aircraft without them. If foreign
companies stop supplying it to China, their aviation industry will be "paralyzed."

➔ Main bearings for tunnel boring machines (TBM): ThyssenKrupp Rothe Erde, IMO,
and FAG in Germany, and SKF in Sweden, are the only companies that manufacture
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main bearings for TBMs. Importing main bearings costs China nearly $150M per year,
and the country is still unable to produce 7m diameter bearings for the largest TBMs.

➔ High-strength stainless steel (for rocket engines): China is still in the “copying” stage
of aerospace-grade stainless steel new materials R&D. This technology has applications
in missiles, satellites, and spacecraft.

➔ Aviation-grade steel (for landing gear): China's ultra-high-strength steel is similar to
Europe's or Russia's, but it lags behind the US in materials innovation and high-purity
smelting technology. China is closing the high-temperature alloys gap.

➔ Transmission electron: There is "no single" Chinese manufacturer of transmission
electron microscopes (TEM). There are currently only three in the world: JEOL and
Hitachi in Japan, and FEI Company (now owned by Thermo Fisher) in the US. In PRC
cryo-electron microscopy (cryo-EM) labs, "everything" must be imported.

➔ Operating systems: Microsoft and Apple operating system features and patents are the
result of years of trial and error; computer programming in general has a 30-year head
start on China. While Chinese smartphone manufacturers can currently use Android for
free, they may have their supply cut off at any time.

➔ Lithium battery separators: China has a "competitive advantage" in low-end lithium
battery products, but is "heavily reliant" on imports for high-end battery separator
materials. Japanese companies such as Asahi Kasei and Tonen dominate high end
lithium battery materials.

#SCRM #CHP #5G #AER #GRN #SAT #BIO #DIG #AUT #MFG #Geopolitics #CHN #NLD
#USA #JPN #SWE #EUR #DEU #ITA #RUS CSET

→ Foxconn, the Taiwanese manufacturing giant, intends to build a factory in Malaysia, a
little-known semiconductor hub, to produce chips for electric vehicles. Dagang
NeXchange, Foxconn's Malaysian partner, announced in a filing with the stock exchange Bursa
Malaysia that it had signed a memorandum of understanding with Big Innovation Holdings, an
iPhone assembler subsidiary, to establish a joint venture in the Southeast Asian country. The
joint venture will construct a fabrication plant capable of producing up to 40k wafers per month
and specializing in the mature technologies of 28-nanometer and 40-nanometer process nodes.
Electrical and electronic products account for approximately 37% of Malaysia's total exports,
according to Rajiv Biswas, an economist. Additionally, Malaysia accounts for an estimated 13%
of global semiconductor assembly, testing, and packaging capacity. Foxconn has signed
agreements with EV startup Fisker and Chinese automaker Geely, among others. Foxconn has
also developed automotive cockpit software in collaboration with Stellantis, and it has expertise
in EV batteries in collaboration with Giga Solar Materials. #SCRM #CHP #GRN #TWN #MYS
#USA #CHN #NLD Forbes
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