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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features economic predictions for the metaverse, an
effort to force Eutelsat to stop broadcasting Russian channels, facial recognition

software’s comeback in the US, China’s re-emergence as a major bitcoin mining hub,
Russia’s use of semiconductors from dishwashers and refrigerators in military

equipment, telecom providers’ continued use of Huawei and ZTE equipment after the
US ordered the equipment to be removed from networks, US plans for new encryption

standards, and a joint US/EU effort to identify semiconductor supply disruptions.



NEXT5 NEWS & AMPLIFICATIONS
→ The National Association of Corporate Directors (NACD) published a letter in support
of proposed SEC rules on “Cybersecurity Risk Management, Strategy, Governance, and
Incident Disclosure” along with considerations for the Commission to weigh on behalf of
the nation’s boards. Key takeaways from the letter include: The NACD supports the disclosure
of any board members with cyber expertise, without calling out those who lack a certain level of
expertise. They also do not support any required description of this expertise. The NACD is
concerned that requiring specific types of expertise could lead to specialization of board roles,
which could ultimately undermine board performance and lead to greater risk for companies.
Rather than the Commission defining what qualifies as expertise, the NACD proposes that the
company itself is required to define what it means to them. The NACD also feels that it is
necessary to exempt smaller companies from the cybersecurity expertise disclosure.
#Cybersecurity #USA NACD

→ Block, formerly known as Square, is pivoting away from its image as a payments pure
play, and is leaning into bitcoin. Co-Founder and CEO Jack Dorsey says the company has
come a long way and it is difficult to fit it into a single category. Square was founded in 2009
making its name by creating a credit card reader for mobile devices. The company expanded its
scope to peer-to-peer payments and bank-like products with Cash App. It also acquired
Afterpay and Jay-Z’s Tidal music streaming service. The company also operates an
FDIC-insured bank, and it offers stock and cryptocurrency trading. Its renaming to Block was
meant to reflect that widening aperture and broader plans around cryptocurrency and
blockchain. Further, Dorsey described bitcoin as “the open standard for global money
transmission” and said it will allow Block’s “entire business to move faster globally.” Block’s
crypto business has now expanded to a bitcoin hard wallet, a bitcoin-mining business, and an
open source business called TBD for developers. On top of that, there’s an independent,
bitcoin-focused business within Block called Spiral. Dorsey is not as bullish on other forms of
cryptocurrency and said the “internet requires a currency native to itself, and in looking at the
entire ecosystem of technologies to fill this role, it is clear that bitcoin is currently the only
candidate.” #FIN #DIG #USA CNBC

→ Insurers significantly increased premiums for cyber coverage over the course of 2021,
as a string of high-profile cyber incidents and government action helped boost demand
for products, according to industry data. Direct-written premiums collected by US insurance
carriers in 2021 increased by 92% YoY, according to an industry watchdog. Analysts say that
the increase primarily reflects higher rates, rather than insurers significantly expanding the
amount of money they are willing to cover. The sometimes drastic rate increases reflect a
realignment of a relatively new market that is maturing quickly, according to executives,
indicating that the insurance industry is getting to grips with pricing cyber risk. Some say cyber
risk insurance premiums are finally being right-sized after many years of softer market
conditions despite an evolution in cyber underwriting. Part of the reset includes strict criteria for
those applying for coverage, an approach the White House has applauded as it makes a
broader push to tighten private sector security. Many carriers are now requiring potential clients
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to demonstrate that they practice at least basic cyber hygiene. The hack on the Colonial
Pipeline last year also catalyzed the shift. The incident underscored a surge of costly
ransomware attacks that disrupted businesses and spurred a wave of new cyber regulations
from Washington. #Cybersecurity #USA WSJ

DIGITALIZATION
→ Top Chinese communist party officials met Big Tech leaders on Tuesday, May 17 to
encourage them to play a constructive role in the national economy, sending a signal of
support to the Chinese tech sector after 18 months of regulatory crackdowns. The
Chinese People’s Political Consultative Conference (CPPCC), the country’s top political
advisory body, held a special symposium on Tuesday to promote the digital economy.
Participants included vice-premier Liu He and number four party ranking member Wang Yang.
Liu stated that the government will support the healthy development of the platform economy
and private firms, while supporting digital enterprises in going public on domestic and overseas
capital markets, according to Chinese state-owned broadcaster China Central Television
(CCTV). Wang said the government will strengthen confidence in the sector, taking into account
industry development needs and security, and will boost the development of the digital
economy. According to the South China Morning Post, the high-profile meeting is evidence that
Beijing is paring back regulatory activity that has adversely affected China’s technology sector
as it works out a specific plan to support tech companies’ role in future economic development.
#DIG #CHN SCMP

→ Web3’s alternative to exploiting users for data to make a profit can generate more
value for both users and platforms. In Web3, instead of platforms having full control of the
underlying data, users typically own whatever content they have created, as well as digital
objects they have purchased. Moreover, these digital assets are created according to
interoperable standards on public blockchains instead of being privately hosted on a company’s
servers. A user may leave any given platform whenever they want by unplugging from that app
and moving, along with their data, to another one. This is a major shift that could change how
digital companies operate. Users’ ability to take their data from one platform to another
introduces new sources of competitive pressure, and likely requires firms to update their
business strategies. If a platform isn’t creating enough value for its users, they might simply
leave. But at the same time, the dynamics of Web3 are less zero-sum, meaning a platform’s
overall value creation opportunity can be bigger. Building on an interoperable infrastructure layer
makes it easy for platforms to plug into broader content networks, thereby expanding the scale
and types of value they can provide their users. Moreover, the infrastructure layer means that
the costs associated with creating user trust are much lower in Web3. Managing digital assets
on public ledgers makes it clearer which assets exist and who owns what, which was previously
a struggle on the web. #DIG Harvard Business Review

→ Experts at Analysis Group, one of the largest consulting firms globally, have estimated
the metaverse could contribute up to $3T to the global economy within the next decade, a
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press release revealed. The 45-page report looks into how the metaverse is dubbed the
successor to the internet and how immersive extended reality (XR) experiences will connect the
digital and physical worlds. Putting together the literature on how innovative technologies
develop and the data on the impact of mobile technology, the group has estimated the monetary
impact of the technology in terms of business growth, job creation, and economic development.
According to the report, if the metaverse were to be adopted this very year, its share in the
gross-domestic-product (GDP) in its 10th year, i.e. 2031, would be highest in the US and the
Asia-Pacific region. Contributing 2.3% to the GDPs in these economic zones, the metaverse
could contribute over $1T to APAC GDP while contributing $560B to the US economy in 2031.
The technology would also impact economic activities in Europe, the Middle East and North
Africa, Latin America, India, Sub-Saharan Africa, and Canada. #DIG Interesting Engineering

SATELLITES & NAVIGATION
→ Two experts in the satellite industry want Ukraine’s allies to force French satellite
operator Eutelsat to deprioritize reportage of Russia’s state-backed disinformation.
Formed in March, Jim Phillipoff and André Lange’s Denis Diderot Committee has recommended
unplugging Russia’s main satellite television providers from Eutelsat’s satellites and replacing
them with stations carrying independent and credible journalism into Russia. Presently, Eutelsat
ensures that Russian-controlled media reaches millions of Russians. But if Eutelsat decided to
cancel that lease and offer the space to independent Russian and Ukrainian news outlets, it
could disrupt Russian television broadcasting overnight. Satellite television is especially
important, particularly for areas with poor broadband connectivity. According to Phillipoff, about
half of the country has satellite dishes on their homes that are calibrated to receive signals from
five satellites, all managed by Eutelsat. Speaking to Danish news outlet Radar early this month,
Eutelsat CEO Eva Berneke insisted that Eutelsat would remain “neutral.” The company stated it
would stop broadcasting Russian channels if the European authorities impose new sanctions
against them. #SAT #FRA #RUS #UKR Wired

→ The Canadian government is bolstering its defense and surveillance capabilities in the
Arctic with a focus on using space assets and new technology. According to Canadian
Defense Minister Anita Anand, the 2022 federal government budget, released April 7, contains
$199M to start research on modernizing the joint Canada-US North Warning system in the
Arctic. In addition, that money will be used for research into long-range communications and
over-the-horizon radar systems for the northern region. In an April 4 appearance before the
Canadian Senate’s defense committee, Anand noted that Russia’s invasion of Ukraine and
concern about Russian activities in the Arctic are behind the new funding. Canadian and US
defense officials still have to work out the specifics of the modernization, but the estimated cost
of such a project is expected to be around $10B. One of the key programs is the Enhanced
Satellite Communications Project – Polar (ESCP-P). That program will utilize a satellite to
provide reliable and secure communications access for the Arctic. Initial work on the project,
which will provide narrowband and wideband communications capabilities, is expected to start
next year. #SAT #USA #CAN #RUS #UKR Space News
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ARTIFICIAL INTELLIGENCE
→ Facial recognition is making a comeback in the US as bans to thwart the technology
and curb racial bias in policing have come under threat amid a surge in crime and
increased lobbying from developers. Virginia in July will eliminate its prohibition on local
police use of facial recognition a year after approving it — California and the city of New Orleans
as soon as this month may follow. Homicide reports in New Orleans rose 67% over the last two
years compared with the year before, and police say they need every possible tool. From 2019
through 2021, about two dozen US state or local governments passed laws restricting facial
recognition. Studies had found the technology less effective in identifying Black people.
However, ongoing research by the National Institute of Standards and Technology (NIST) has
revealed significant progress in accuracy across the industry. Furthermore, DHS testing
published last month found little variation in accuracy across skin tone and gender. Facial
recognition will be reviewed by the president’s new National AI Advisory Committee, which has
formed a subgroup tasked with studying its use in policing. #AI #USA SCMP

→ Anthem’s chief information officer is working with Google Cloud to create a synthetic
data platform that will let the health insurance company better detect fraud and offer
personalized care to its members. The plan is to use algorithms and statistical models to
generate approximately 1.5 to 2 petabytes of synthetic data, including artificially generated data
sets of medical histories, healthcare claims, and other key medical data, created in partnership
with Google Cloud. The ultimate goal is to validate and train AI algorithms on large amounts of
data while reducing privacy issues surrounding personal medical information. Anthem already
uses AI algorithms to search for fraud and abuse in insurance claims, but the new synthetic data
platform will allow it to scale. In addition to alleviating privacy concerns, another advantage of
synthetic data is that it can reduce biases that exist in real-world data sets. #AI #DIG #USA WSJ

→ Cloud-management platform Cirrus Nexus launched an AI tool Wednesday, May 11 to
help companies measure and reduce carbon emissions from their cloud operations – an
area of increased focus as companies face pressure from shareholders and regulators to meet
sustainability goals. The tool, TrueCarbon, analyzes publicly available information on
data-center energy consumption and other third-party data to help customers gauge their
carbon emissions. It also makes recommendations to help customers meet targets around
emissions reduction. The AI technology is constantly refining recommendations based on
client-use patterns and the energy-consumption trends of data centers. It is also capable of
helping customers move IT operations and processes to different data centers to minimize the
carbon footprint of activities. TrueCarbon is part of a growing number of carbon-accounting tools
aiming to help companies meet sustainability requirements. Data centers accounted for around
1% of global electricity use in 2020, excluding cryptocurrency mining, according to the
International Energy Agency. The global carbon-accounting software sector attracted $356M of
venture capital funding last year, more than five times the $63M total for 2020, according to
research firm PitchBook Data. #AI #GRN #USA WSJ
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→ California-based utility companies are increasingly investing in AI for wildfire
mitigation but say they are struggling to collect enough data to train the AI. Southern
California Edison, San Diego Gas & Electric, and PG&E say they see promise in AI algorithms
that use images captured by drones and other means to detect anomalies in infrastructure that
could lead to wildfires. However, they say it will likely take years to gather enough data to deploy
the algorithms at scale across their infrastructure, where they would augment ongoing manual
inspections. According to Todd Inlander, senior vice president of information technology and
chief information officer of Southern California Edison, detecting conditions from images is a
two-step process. The algorithm must first learn to identify objects (pole, cross arm, transformer,
insulator), and then identify if a certain condition, such as rust or another form of deterioration, is
present. Each of those scenarios require hundreds or thousands of pictures to train the model
and millions more to account for the various circumstances, according to Inlander. The
California Public Utilities Commission mandates that utilities in the state follow a schedule of
manual infrastructure inspections; AI could supplement these inspections in the future by
making them more frequent and thorough, according to the companies.

#AI #USA WSJ

NEXT GENERATION COMMUNICATIONS
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→ Startup Eridan said it raised $46M in venture funding to develop what it calls a
revolutionary digital approach to the connection between a modem and an antenna in a
wireless network. The company, based in Mountain View, California, calls its new product the
"Miracle RF Front End Module." Specifically, According to Eridan, its new direct polar
transmitter, in gallium nitride and silicon, requires 10x less input power to provide the same
coverage, alongside a 60-100x reduction in power consumption in sparsely populated areas,
due to improved spatial efficiency. Transmission equipment is also lighter and smaller, according
to the company. #5G #USA Light Reading

FINANCIAL TECHNOLOGY
→ According to data from the Cambridge Center for Alternative Finance (CCAF), China
has re-emerged as a major bitcoin mining hub despite the country’s complete ban on the
practice a year ago. From last September to January, traffic from China accounted for about
20% of bitcoin’s total hash rate, a measure of the network’s processing power for verifying
transactions and mining new cryptocurrency tokens. The uptick in activity came after data
suggested it had fallen to zero in July, following a ban on mining last May. The CCAF regularly
publishes the Cambridge Bitcoin Electricity Consumption Index (CBECI) based on aggregated
geolocational data reported by partnering mining pools. Its data shows that mining activities in
China recovered quickly last year. After showing virtually no activity from China in August, it was
back up to 22% of the bitcoin hash rate the following month, coming in only under the US, which
was at 27% in September. The data “strongly suggests that significant underground mining
activity has formed in the country,” the CCAF said in a statement. Given the abrupt recovery in
Chinese traffic, the temporary lull may have been a result of miners going underground,
according to CCAF. #FIN #GBR #USA #CHN SCMP

→ Chinese state media are using the collapse of Luna, which accompanied the fall of its
associated stablecoin TerraUSD (UST), to justify the country’s ban of cryptocurrency
trading. Luna, from Seoul-based Terraform Labs, has dominated crypto-related news for the
past week after its stablecoin sibling UST fell well below $1 and halted trading on May 12, with
its current value hovering around 15 cents. UST is an algorithmic stablecoin that used Luna as a
counterweight to maintain a peg to the US dollar. But since its collapse, Luna has also
plummeted and is now worth less than 1 cent. With the collapse of Luna and UST, other
cryptocurrency prices have also taken a dive, giving Beijing a fresh reason to warn the public of
the dangers of such assets. The Chinese issued a ban on trading them last year over concerns
of financial stability. While the Chinese government promotes blockchain as a critical technology
for the future, Beijing has curbed access and activities related to cryptocurrencies for years. It
banned initial coin offerings — a type of fundraising similar to initial public offerings — in 2017
and then four years later banned all transactions involving cryptocurrencies. #FIN #CHN #KOR
SCMP

→ The European Union (EU) could issue a digital euro within four years, according to
Fabio Panetta, a senior official from the European Central Bank (ECB) on Monday, May
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16. The timeline for the central bank digital currency (CBDC) has been pushed back and
forward because of concerns over Russia’s war in Ukraine and the rise of private stablecoins
like Facebook’s now-abandoned Libra. In March, ECB President Christine Lagarde said the
sanctions following the war in Ukraine offered a reason to speed up the plans, but other EU
officials on Monday suggested they were slowing down. The idea of the EU issuing its own
CBDC first emerged after an industry consortium led by Facebook proposed its own
cryptocurrency, Libra, subsequently renamed Diem before being abandoned. Peer-to-peer
(P2P) payments (allowing transactions among friends) could be the first testing ground for the
new technology before it spreads to other areas like payments in stores or online, according to
Panetta. #FIN #DIG #EU #RUS #UKR Coin Desk Reuters

AEROSPACE & SPACE
→ The US military will likely have to pay more attention to what’s happening in space
beyond Earth’s orbit – known as xGEO or cislunar space – according to Lt. Gen. Stephen
Whiting, commander of the US Space Force’s Space Operations Command. The need
comes as growing activity in xGEO could turn this region into a contested domain; countries are
likely to seek access to lunar resources and stake out areas of jurisdiction. Current sensors
used by the US military for space domain awareness were designed to track satellites in Earth
orbits, at distances of 36k kilometers or closer, and not for cislunar space which extends out
385k kilometers and has different orbital trajectories. Scientists have pointed out that most
activities in cislunar space are largely unmonitored and only self-reported. The Space
Operations Command’s Space Delta 2, based in Colorado Springs, focuses on space domain
awareness but not on cislunar space. The Space Force recently designated the 19th Space
Defense Squadron, a new unit based in Dahlgren, Virginia, to take over xGEO surveillance.
Also, the Air Force Research Laboratory plans to launch an experimental surveillance satellite
known as CHPS to lunar orbit in a few years. That mission will help the US learn methods for
space domain awareness from lunar orbit and how to conduct operations, according to Whiting.
#AER #SAT #USA Space News

→ Indian authorities are examining suspected space debris that fell into rural western
India on May 12, with the timing of the incident suggesting they could be parts of a
Chinese rocket that reentered the atmosphere that day. Local media reported that the
objects crashed in Gujarat. There were no casualties or property damage, according to The
Indian Express. The objects were all discovered within a 15-kilometer radius, and among them
was a black metal ball weighing around five kilograms, according to the newspaper. Neither
local authorities nor the Indian Space Research Organization (ISRO) had positively identified
the objects. However, according to Jonathan McDowell of the Harvard-Smithsonian Center for
Astrophysics, the debris is probably part of the third stage of a Chinese Long March 3B rocket
that reentered the atmosphere on May 12; the rocket launched in September carrying China’s
ZX-9B communications satellite. If the suspected debris is confirmed to be parts of a Chinese
rocket, it would be the second time in less than two months that Chinese launch debris crashed
on Indian territory. Moreover, in May 2021, remnants from the core stage of China’s Long March
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5B rocket fell into the Indian Ocean after days of speculation — and China’s silence — about
where the debris would land. NASA criticized China for “failing to meet responsible standards
regarding their space debris.” #AER #IND #CHN #USA Space News

BIOTECHNOLOGY
→ Scientists are growing plants from Earth with soil from the Moon. University of Florida
scientists developed a terrestrial plant using samples of rock and dust that cover the hard rock
moon surface (regolith) collected during the Apollo 11, 12, and 17 missions as substrates to
grow plants. The findings show that plants grown on lunar regolith, in this case Arabidopsis
thaliana, were slow to develop and suffered from severe stress. According to the research team,
understanding the adaptation of the plant's patterns of gene expression and metabolism to grow
in this new and novel material will aid future exploration of taking plants off the planet. The
primary reason the plants grown on lunar regolith showed such stress-related responses is that
lunar regolith is quite different from the terrestrial substrates that plants would typically grow on,
according to the researchers. The moon is deficient in water, carbon, nitrogen, and phosphorus,
and lunar soils lack many of the nutrients required for plant growth. According to the scientists,
people must consider the fundamental principles of living off the land's surface, including
agriculture, which is critical to creating long-term habitats on the moon.
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#BIO #AER #GRN #USA GenEng

GREEN TECHNOLOGY

→ Germany will oppose EU plans to include nuclear energy as a sustainable investment
in its "taxonomy" policy for labeling green investments, the government said on Monday,
May 16. Brussels is seeking approval from EU countries and the European Parliament for its
plan to label gas and nuclear as climate-friendly investments, which has split opinion among
states who disagree on the fuels' green credentials. Germany, the EU's biggest economy, is
among those planning to reject it when countries come to vote on the plan in the coming weeks.
To reject the rules, 20 of the EU's 27 countries must oppose it — a high threshold seen as
unlikely to be reached. Germany's stance could also steer opinion in the European Parliament,
however, where a majority of the assembly's 705 lawmakers could block the gas and nuclear
rules in a July vote. The EU's sustainable finance taxonomy was designed to provide a "gold
standard" for green investing, by limiting which investments can be labeled climate-friendly to
only those that truly protect the planet. Nuclear energy generation is CO2-free, but produces
radioactive waste. Separately, Austria and Luxembourg have threatened legal action over the
plan to label nuclear investments as green. #GRN #EU #DEU #BEL #AUT #LUX Reuters

→ Chevron’s carbon capture and storage (CCS) project in Australia is working at only
half its capacity nearly three years after launching. According to a senior executive, the
company has no timeframe for delivering on targets it has so far failed to meet. The world's
largest CCS project, which started up three years late, is being closely watched by the gas
industry globally as carbon capture and storage is seen as essential for producers to meet
net-zero emissions targets by 2050. The project, Gorgon CCS, had originally been slated to be
fully operational by last year when it faced its first five-year rolling assessment. Instead, it was
forced to buy carbon credits for falling short of goals for burying emissions from the Gorgon
liquefied natural gas (LNG) plant. The project was designed to bury 4M tons of carbon dioxide
annually but only managed 2.1M tons last year. According to Chevron Australia's director of
operations Kory Judd, the company would continue to work with the Western Australian
government to offer offsets to make up for any shortfall assessed each year. Despite the
challenges faced by the $2B project off the coast of Western Australia, Chevron is looking for
other CCS opportunities in Australia and elsewhere. #GRN #USA #AUS Reuters

ADVANCED MANUFACTURING
→ Recently developed “smart skin” may enable more sensitivity in robotics or more
intelligent prostheses. The material is similar to human skin; it senses pressure, humidity, and
temperature simultaneously and produces electronic signals. The human skin is the largest
sensory organ and at the same time acts as a protective coat. It "feels" several sensory inputs at
the same time and reports information about humidity, temperature, and pressure to the brain.
The hybrid material is even more sensitive than a human fingertip with 2k individual sensors per
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square millimeter. Robotics and smart prosthetics, in particular, would benefit from a better
integrated, more precise sensing system similar to human skin. #MFG #AUT #BIO Science
Daily

AUTONOMOUS SYSTEMS
→ Argo AI announced on Tuesday, May 17 that it was using driverless vehicles to
transport employees around the streets of Miami, Florida and Austin, Texas, and that
commercial applications would follow. According to an Argo AI spokesperson, ride-hailing
service Lyft and retail-grocery chain Walmart are running pilot programs incorporating the
technology. Lyft, which sold its own self-driving technology unit a year ago, partnered with Argo
AI and Ford in July. The ride-hailing company stated that it would focus on maximizing revenue
from the robotaxis by providing routing, customer interface, and fleet management services.
#AUT #USA Reuters

SEMICONDUCTORS & CHIPS
→ Russia has been using semiconductors from dishwashers and refrigerators in military
equipment, according to US Commerce Secretary Gina Raimondo. The Ukrainian prime
minister said that some of the Russian equipment left behind contains semiconductors from
kitchen appliances because Russia’s defense industrial base is having difficulty producing more
chips on its own and is subject to export controls that limit its ability to import technology from
other countries. According to Raimondo, exports of US technology to Russia have fallen by just
under 70% as a result of sanctions. Additionally, the White House stated that US sanctions are
impeding Russian efforts to repair equipment. #CHP #SCRM #Geopolitics #RUS #UKR #USA
CBS News Yahoo! News

→ A growing number of Chinese chip design firms have adopted open-source RISC-V in
their chip designs as an alternative to Intel's proprietary X86 and Arm's architecture, in
order to minimize impact from US sanctions and licensing fees. Half of the 20 "premier
members" of RISC-V International, the non-profit organization that moved its headquarters to
Switzerland in 2020 to avoid certain US trade regulations, are Chinese, including Huawei, which
is currently subject to US trade sanctions, and Alibaba Cloud. A premier member sits on the
organization's board of directors as well as the technology committee, which helps to determine
the standard's future. “[This] gives Chinese companies access to a global open standard
instruction set architecture (ISA) ecosystem, so Chinese companies can have access to, and
create, their own cores or chips based on it,” according to an industry expert. Some industry
experts, however, believe that China's adoption of open-source RISC-V architecture will not
protect them from all US sanction risks, because America still holds the trump card when it
comes to electronic design automation (EDA) tools, the key software required for chip design,
and chip manufacturing technologies. According to a sales manager at Taiwan-based Andes
Technology, which is also a premier member of RISC-V International, RISC-V, dubbed the
"Android" of instruction set architecture, cannot be cut from users in any country due to its
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open-source nature. Due to a less developed ecosystem, Intel's X86 and Arm architectures
currently dominate the global microprocessor ISA market, and RISC-V remains a minor player in
comparison to its powerful competitors, particularly in the high-end chip sector. RISC-V has
primarily been used in China to design cores for less complex IoT chips, such as Alibaba's
T-XuanTie Head's 9 series, which were made open source in October 2021. #CHP #Geopolitics
#CHN #USA #CHE SCMP

→ UMC, Taiwan's second largest contract chip maker after TSMC, is teaming up with
Toyota-backed car-parts supplier Denso to manufacture semiconductors in Japan and
meet rising global demand in the automotive sector. United Semiconductor Japan Co.
(USJC), UMC's Japanese subsidiary, announced late last month that it is partnering with Denso
to build a production plant for power chips that control the flow and direction of electric current.
UMC is already prepared to produce "third-generation" semiconductors, such as energy-saving
semiconductors with the proper width for automotive use. At USJC's wafer fab, an
insulated-gate bipolar transistor (IGBT) line, which is used for electric vehicle motor controllers,
will be installed. It will be the first in Japan to produce IGBTs on 300mm wafers, according to the
announcement. Denso will contribute its system-oriented IGBT device and process expertise,
while USJC will contribute its 300mm wafer manufacturing capabilities. The UMC-Denso plant,
which will be located in Mie Prefecture in central Japan, is set to open in the first half of next
year. The plant will be able to produce 10k wafers per month by 2025, according to a UMC
spokesperson. Research from Taipei-based Market Intelligence & Consulting Institute shows the
automotive semiconductor market will continue to grow from $35B in 2020 to $68B in 2026.
#CHP #GRN #SCRM #TWN #JPN Forbes

→ As demand for electric vehicles grows, Japanese chip manufacturer Renesas
Electronics plans to invest $700M to increase production of power semiconductors.
Renesas plans to reopen its Kofu factory in Yamanashi Prefecture, central Japan, in 2024. As
the company seeks to double the output capacity of the chips, new equipment compatible with
300mm wafers will be installed. The plant, which has been closed since October 2014, is
expected to employ 200 to 300 people, with half of the positions representing new jobs in
Yamanashi. Renesas has pursued a "fab-lite" strategy of consolidating domestic bases and
minimizing factories, but will now invest heavily to meet new demand. The company has been
manufacturing power semiconductors on wafers ranging in size from 150mm to 200mm. The
Kofu factory will open in the first half of 2024, with full-scale mass production beginning in 2025,
primarily for automobiles. According to Tokyo-based research firm Fuji Keizai, the global market
for power chips will reach ~$30.9B in 2030, up 40% from 2020. Japanese manufacturers such
as Toshiba, Fuji Electric, and Mitsubishi Electric are also increasing production. #CHP #GRN
#JPN Nikkei Asia

QUANTUM TECHNOLOGY
→ Researchers have created an intelligent sensor — about the size of 1/1000 of the
cross-section of a human hair — that can detect the intensity, polarization, and
wavelength of light simultaneously, a breakthrough that could help advance the fields of
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astronomy, biotechnology, and remote sensing. In recent years, scientists have discovered
that twisting certain materials at specific angles can produce "moiré materials," which exhibit
previously unknown properties. In this case, the researchers built their sensing device out of
twisted double bilayer graphene (TDBG), which is two atomic layers of naturally stacked carbon
atoms given a slight rotational twist. This is significant because the twist reduces crystal
symmetry, and materials with less symmetrical atomic structures — in many cases — promise
some intriguing physical properties not found in those with greater symmetry. The researchers
were able to detect a strong presence of what is known as the bulk photovoltaic effect (BPVE),
which is a process that converts light into electricity and produces a response that is highly
dependent on light intensity, polarization, and wavelength. The researchers also discovered that
the BPVE in TDBG can be tuned further using external electrical means, allowing them to create
"2D fingerprints" of the photovoltages for each incident light. The research reveals a new path
for investigating nonlinear optics using moiré materials. #QNT #AER #AUT #BIO #USA #JPN
Phys.org

GEOPOLITICS
→ Following Russia's invasion of Ukraine, a new forum for the US and the EU to address
trade and technology policy was established for greater collaboration among free-market
democracies. For the first time, the US and China are meeting in Washington to discuss the
impact of Russia's invasion of Ukraine and China's growing role in the digital world. Other topics
covered included semiconductor supply chain cooperation, export controls on sensitive
technologies, and the misuse of technology that endangers security or human rights. Moreover,
the EU is in the process of enacting two major pieces of legislation, the Digital Markets Act and
the Digital Services Act, while the US is considering bills that address many of the same issues.
Additionally, the Biden administration is negotiating with Asia-Pacific nations to establish the
Indo-Pacific Economic Framework (IPEF), which will address issues such as digital trade,
supply-chain resilience, and green technologies. #Geopolitics #CHP #DIG #GRN #SCRM #USA
#EU #RUS #UKR #CHN WSJ

→ The EU intends to improve its trade and investment relations with Taiwan, particularly
in order to attract Taiwanese investment in its semiconductor sector. Taiwanese officials
and European lawmakers held a joint demonstration in Brussels on Wednesday, calling for
Taiwan's inclusion in the World Health Assembly. The EU intends to strengthen cooperation in
the tech industries, including investment in the semiconductor sector, and believes that a
bilateral investment agreement or memorandum of understanding on cooperation on resilient
supply chains with Taiwan will be the next concrete step, according to a member of the trade
committee. The EU is also planning to hold a third EU Investment Forum in Taiwan. #Geopolitics
#CHP #SCRM #EU #TWN #CHN SCMP

→ The UK's Health Security Agency has been using video surveillance technology from
the Chinese firm Hikvision, which is banned in the US, in top-secret laboratories that
conduct research into vaccines and deadly diseases, according to people familiar with the
matter. The Health Security Agency, which is not part of the Ministry of Defense, has been using
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an unknown amount of Hikvision technology, according to the people, who did not want to be
identified because they were discussing confidential information. The equipment was last seen
in February and it is unknown whether it is still in place. While the company has not been
accused of any wrongdoing in the UK, Health Secretary Sajid Javid is said to have barred
Hikvision from competing for new Department of Health contracts on ethical grounds. Last
month, Biometrics and Surveillance Camera Commissioner Fraser Sampson challenged central
and local governments to clarify their position on Hikvision but the British government has yet to
reach a consensus on the company. Cybersecurity concerns about Hikvision largely stem from
the company’s association with the Chinese government. According to Hikvision’s financial
records, its controlling shareholder is a Chinese government-owned entity, China Electronics
Technology HIK Group. #Geopolitics #BIO #Cybersecurity #GBR #CHN Bloomberg

→ More than 100 telecom providers are still using Huawei and ZTE equipment to connect
phone calls for hundreds of thousands of customers, three years after the White House,
Congress, and federal agencies ordered that certain Chinese-made equipment be
removed from telecommunications and security networks. Chinese-made equipment is also
still used in Department of Defense facilities, corporate jets of some of the world's largest
corporations, and commercial airlines. The mandate to remove billions of dollars' worth of
Chinese technology from US telecom networks also poses a public safety risk. Carriers say that
if a federal aid program known as Rip and Replace is not adequately funded, they will have to
cut service to large swaths of rural America, reducing the reach of 911 services along busy
highways — or stop it entirely. The DoD has been granted exemptions from a ban on
purchasing surveillance cameras made in China. According to a search tool that finds devices'
web connections, as many as 700k Hikvision surveillance cameras connect to the internet every
weekday. Moreover, according to the Center for Strategic and International Studies, Hikvision
cameras were installed on US military bases and domestic police departments prior to the ban.
Furthermore, ZTE's ground-to-air network equipment is still used in 1.4k regional jets and 6.4k
private jets. The connectivity is provided by US-based Gogo, which sold its commercial aviation
business to Intelsat in December 2020. Gogo continues to operate the network under a
network-sharing agreement. #Geopolitics #5G #Cybersecurity #USA #CHN Bloomberg SCMP

→ On national security grounds, the British government has called for an in-depth review
of a planned acquisition of a Welsh graphene maker by China's Shanghai Kington
Technologies. Graphene is a pure carbon material that has numerous applications in military
technology, biotechnology, electrical vehicles, semiconductors, quantum computing, space
exploration, and more. The UK's business secretary has written to the Competition and Markets
Authority (CMA) to request a Phase 2 investigation into the proposed acquisition of Perpetuus
Group by a group led by Shanghai Kington, which researches and develops polyamide
fiber-based products. The CMA previously conducted a Phase 1 review, concluding in a report
published that the deal would not result in a "substantial lessening" of competition in the UK.
Perpetuus, based in Swansea, is involved in the commercialization of graphene and other
nanomaterials, which the British government claims have a variety of strategic applications.
Perpetuus had discussed selling graphene manufacturing equipment to Shanghai Kington prior
to the Covid-19 pandemic, but the deal was never completed, and the sale of the equipment

14
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://www.bloomberg.com/news/articles/2022-05-13/uk-government-lab-has-used-hikvision-equipment-blacklisted-by-us
https://www.gogoair.com
https://www.intelsat.com
https://www.bloomberg.com/news/articles/2022-05-11/us-ban-on-china-tech-failed-to-stop-use-of-hauwei-zte-hardware
https://www.scmp.com/business/article/3177475/china-technologys-grip-persists-united-states-long-after-trumps-orders-rip


was "of interest" to the British government, according to the CMA report. #Geopolitics #AER
#BIO #CHP #GRN #QNT #MFG SCMP

CYBERSECURITY
→ The US is preparing new encryption standards that will be so strong that there will be
"no backdoor" for spies, according to the NSA. A backdoor allows someone to break
encryption by exploiting a deliberate, hidden flaw. The NSA's encryption algorithm was dropped
as a federal standard in 2014 due to concerns that it contained a backdoor. The new standards
are designed to withstand quantum computing. However, the White House is concerned that it
will allow the encrypted data that underpins the US economy — as well as national security
secrets — to be hacked. The National Institute of Standards and Technology (NIST), is holding
a competition to update the algorithms that underpin widespread public-key cryptography, which
secures emails, online banking, medical records, access to control systems, some national
security work, and more. The NSA's director of cybersecurity, Rob Joyce, stated that it was a
matter of "when, not if." He is among those concerned that US adversaries are stealing and
stockpiling encrypted data intended to remain secret for decades or more in anticipation of
being able to decrypt it when viable quantum computing becomes available. #Cybersecurity
#QNT #USA Bloomberg

→ Dozens of employees at Ukrainian cybersecurity startup Hacken fled after Russia’s
invasion and are now working from abroad to support cyber operations against Russia.
Hacken, a five-year-old company that tests blockchain-based projects for security flaws,
employs approximately 80 auditors, developers, and other crypto experts. According to Hacken
CEO Dmytro Budorin, many people contribute to the war effort by discovering vulnerabilities in
Ukrainian and Russian computer systems and reporting them to Kyiv's Ministry of Digital
Transformation or the National Security and Defense Council. More than 100k people have
downloaded Hacken's Liberator application, which allows users to lend computing power to
distributed denial-of-service (DDoS) attacks against Russian propaganda sites. The company is
also contributing to targeted efforts against Russian businesses, including an attempt to
pressure Russian military footwear manufacturers' suppliers. Non-state actors on both sides of
the conflict have traded fire, primarily through low-impact cyberattacks. #Cybersecurity
#Geopolitics #SCRM #UKR #RUS WSJ

SUPPLY CHAINS
→ Helmut Gassel, CMO and board member at Infineon, one of Europe's largest chip
manufacturers, said that diversifying production is essential for the chip industry's
supply chain resilience and long-term growth. Despite growing uncertainties surrounding the
Ukraine war, China's COVID lockdowns, and inflation, Infineon, the world's leading automotive
and power semiconductor provider, sees demand far exceeding supplies. Gassel stated that
demand for PC, TV, and smartphone-related segments is weakening, and that the "overall
environment is more challenging" than last year. "Consumer confidence has gone down," he
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stated. Demand for Infineon's specialized segments, such as automotive, industrial, renewable
energy, and smart devices, remains strong, thanks to "structural drivers," according to Gassel.
Strong growth in electric vehicles, as well as the push toward renewable energy, will create new
demand for semiconductors. Infineon reported that its backlog of orders, including those yet to
be confirmed, increased to $38.4B in the January-March quarter, up from $32.7B the previous
quarter. According to Gassel, more than half of these bookings are for automotive-related
products, with the remaining 75% scheduled for delivery within the next 12 months. Aside from
strong demand for automotive-related semiconductors, current shortages are most pronounced
in microcontroller ICs and communication ICs, which are typically outsourced to contract chip
manufacturers, he said. Gassel also stated that keeping critical chip production "in-house" is an
important part of Infineon's manufacturing strategy. #SCRM #CHP #GRN #DEU Nikkei Asia

→ The US and the EU announced a collaborative effort to identify semiconductor supply
disruptions. The US delegation is in Saclay, France, for a meeting of the Trade and Technology
Council, which was formed last year in response to China's growing technological influence.
Officials in the US acknowledged that Russia's invasion of Ukraine has broadened the council's
scope, but said the EU is still focused on competition from China. They announced an "early
warning system" for semiconductor supply disruptions in the hopes of avoiding excessive
competition among Western nations for the critical technology. "We hope to agree on high levels
of subsidies — that they will not be more than what is necessary and proportionate and
appropriate," said Margrethe Vestager, the European Commissioner for Competition. The EU
and US also outlined joint measures on countering disinformation and hacking, especially from
Russia, including a guide on cybersecurity best practices for small- and medium-sized
companies and a task force on trusted technology suppliers. #SCRM #CHP #Geopolitics
#Cybersecurity #USA #EU #CHN #RUS #UKR VOA The White House

16
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://asia.nikkei.com/Business/Tech/Semiconductors/Infineon-says-onshoring-chip-production-wise-for-supply-chains
https://www.voanews.com/a/us-eu-to-boost-coordination-on-semiconductor-supply-russia/6574981.html
https://www.whitehouse.gov/wp-content/uploads/2022/05/TTC-US-text-Final-May-14.pdf

