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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features the international push for an internet
underpinned by democratic values, Rocket Lab’s effort to catch an Electron booster in
midair, the need to leverage community and technical colleges for AI talent, Meta’s AI

language model, The SEC’s unit for investigating cryptocurrency frauds, funding for US
EV battery manufacturing, a 3D printer for extraterrestrial bases, an airport for electric

drones and flying cars, Russia's statement that Moscow will withdraw from the
International Space Station, and government-backed hackers’ increased efforts to target

critical infrastructure in Eastern Europe and Central Asia.



NEXT5 NEWS & AMPLIFICATIONS
→ The SEC has begun questioning US public companies on how Russia’s war on
Ukraine has affected their finances. On Tuesday, May 3, the regulator urged companies to
provide disclosure on their exposure to Russia, Belarus, and Ukraine, from business
relationships to supply chain disruptions to their investments. The SEC published a list of
requests that center on the impact of the companies’ finances stemming from sanctions, import
or export bans, and reactions from investors or customers to their actions, such as, for example,
continuing to pay taxes to the Russian government. Questions could also cover the role of
corporate boards in overseeing war-related risks, heightened danger of cyberattacks or the
nature of adjustments companies have made to expenses. Nearly 1,000 international
businesses curtailed operations in Russia since the invasion of Ukraine began in late February,
and more than 200 continue to operate in the country today. Companies such as BP and
General Electric recently booked impairment charges of $25.5B and $200M, respectively, to
account for losses from pulling out of Russia. #USA #RUS #UKR #Geopolitics #SCRM
#Cybersecurity WSJ

→ A recent investigation in Italy exposed the Chinese state-owned railway conglomerate
CRRC Corp’s acquisition of several sensitive military technology firms that supply US
and allied militaries. An Italian investigation opened after CRRC acquired Alpi Aviation, an
Italian drone maker that supplies the country’s military. This acquisition represents the latest in a
series of acquisitions and investments made by CRRC in which the firm takes a stake in a
foreign company operating in a critical industry with military and end use applications to acquire
their technology and know-how. In the case of Alpi Aviation, CRRC and the government of Wuxi
bought a majority stake in the company, paying 90x the estimated market value. And they did
not disclose the transaction to the Italian government, as required by law. CRRC is a
state-owned Chinese railcar manufacturer with exports to nearly 100 countries and its global
infrastructure projects including supplying railcars for transportation systems in Tehran as well
as Boston and Los Angeles. The company’s strategic acquisitions and investments outside of
the railcar industry over the past two decades reflect commitments to advance China’s
civil-military fusion development strategy. Neither CRRC nor its subsidiaries are on the
American list of organizations active in the Chinese military industrial complex (CMIC) whose
securities are prohibited from being bought or sold by Americans. Other CRRC acquisitions of
note include: the 2008 acquisition of the UK’s Dynex Semiconductor, a manufacturer of
high-powered chips with military applications in railguns; the 2013 acquisition of Germany’s
BOGE Rubber & Plastics, which has subsidiaries around the world including the US, and helped
CRRC become a leading global supplier of polymer composite materials and vibration control
technology, and supplier to the Chinese Navy; the 2015 acquisition of the UK’s Specialist
Machine Development (SMD), an underwater drone maker that supplies the British Royal Navy.
#Geopolitics #SCRM #CHN #ITY #USA #GBR #IRN Kharon

→ The DoD needs more technical talent and better private sector relationships in order to
keep its technological edge in line with industry’s state of the art and compete with
China. As we have previously reported, the Pentagon has seen several high profile exits from
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executives frustrated with the slow pace of technological acquisition and bureaucratic
tendencies hampering innovation. There is debate over how many software engineers and data
scientists the DoD needs to hire and how much work it can outsource. Current job
advertisements reveal the military is shifting towards a software-centric outlook. According to
some estimates, 33%of 370k defense industry job ads mention software development or data
analysis skills - a 91% increase since 2017. Some also argue that the DoD needs to reinvent
existing relationships with the private sector. They argue that awarding multibillion-dollar
contracts to companies like Lockheed, Raytheon, or Northrup to develop technology over many
years is hardly conducive to fast-paced innovation required by today’s competitive environment.
But the National Security Commission on AI warned that the US needs to invest more in new
technologies and work more closely with the private sector to avoid being blindsided by China.
#Geopolitics #DIG #USA #CHN Wired

DIGITALIZATION
→ The US and 55 other nations on Thursday, April 28 signed a political commitment to
push rules for the internet that are underpinned by democratic values. The commitment
comes as the US accuses Russia of wielding internet disruptions as a part of its invasion of
Ukraine. The commitment, called the “Declaration for the Future of the Internet” – the first such
effort of its kind – protects human rights, promotes the free flow of information, protects the
privacy of users, and sets rules for a growing global digital economy. According to two Biden
administration officials, the steps are designed to counter a “dangerous new model” of internet
policy from countries such as Russia and China. The declaration is a modified version of the
White House’s efforts from last year to rally a coalition of democracies around a vision for an
open and free web. #DIG #USA #RUS #CHN SCMP

SATELLITES & NAVIGATION
→ The US Space Force plans to request nearly $8B over the next five years to scale up
the development of classified communications satellite networks, according to DoD
budget documents. The projected funding is for two geostationary orbit constellations: one for
military tactical communications, and another for strategic communications to connect nuclear
forces with national command authorities. The largest funding increase is for the Evolved
Strategic Satcom, or ESS, program. The Space Force plans to spend more than $5B from 2023
through 2027 to continue the development of three proposed satellite payload and ground
system concepts from Boeing, Lockheed Martin, and Northrop Grumman. The companies are
expected to complete prototype designs by 2025. The ESS satellites and ground systems are
intended for nuclear command control and communications. This is the highly classified
architecture that enables the national command authority to communicate with strategic
bombers, ballistic submarines, and intercontinental ballistic missiles dispersed throughout the
US. The Space Force also plans to spend about $2.5B over the next five years on a separate
constellation for military tactical communications. #SAT #USA Space News
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→ US-based satellite launch provider Rocket Lab declared success in its effort to catch
an Electron booster in midair after launch on May 2, though the helicopter had to release
the booster moments later. Rocket Lab’s Electron spacecraft launched on Monday, May 2
from New Zealand’s Mahia Peninsula, carrying 34 satellites from clients used to gather light
pollution data, monitor radio signals from sea vessels, and test space junk removal technology,
among other functions. About two minutes after takeoff, having expended its fuel, the Electron’s
stage-one booster detached and fell back toward Earth, slowing its 5,150mph descent with a
parachute. The booster was momentarily caught about 150 nautical miles off the New Zealand
coast by a Sikorsky S-92 helicopter that used a hook to grab the booster’s parachute line.
Rocket Lab confirmed that the helicopter had grappled, but then released the booster. The
company’s midair recovery project is part of an effort to make Electron the first reusable small
satellite launcher. Catching the booster while it’s still in the air avoids “splashdown” into the
ocean, which exposes boosters to potentially damaging impacts at sea and subsequent
exposure to saltwater. This will enable Rocket Lab to make more frequent launches, according
to the company.

#SAT #AER #USA Forbes Space News

→ China launched five satellites into orbit on a rocket that lifted from a platform at sea on
Saturday, April 30, setting a new distance record for the country's offshore launches. A
Long March 11 solid-fueled rocket successfully launched from an ocean platform in the East
China Sea to deliver its payloads into orbit, marking the farthest offshore liftoff yet for China. It
was the third sea launch for the country, which has launched Long March 11 boosters from its
De Bo 3 platform since 2020. The five satellites launched by the Long March 11 "will provide
commercial remote sensing services for industries such as land census, urban planning, and
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natural disaster monitoring," CCTV reported. China aims to launch up to three sea-based
missions with the Long March 11 in 2022, according to officials with the China Aerospace
Science and Technology Corporation in a statement. #SAT #CHN Space.com

ARTIFICIAL INTELLIGENCE
→ Community and technical colleges offer the potential to grow, sustain, and diversify
the AI talent pipeline, yet these institutions are not being leveraged effectively in
educating and training AI talent. To understand the current landscape of AI and AI-related
education at these institutions, Georgetown’s Center for Security and Emerging Technology
evaluated current program offerings and the associated number of graduates. The center
focused on programs where associate’s degrees could be a powerful source for training and
upskilling AI talent.
CSET’s analysis found:

1. Community and technical colleges awarded few AI and AI-related degrees and
certificates in 2020, with virtually none in AI-specific fields.

2. Two promising technical fields for AI-related degrees and certificates, computer and
information science (CIS) and engineering technologies, saw flat or falling associate’s
degree attainment over the last decade.

3. Although community and technical colleges attract a highly diverse student body, in
2020, women comprised only 23% of graduates who earned a CIS associate’s degree or
certification and 15% of graduates who earned an engineering technology associate’s
degree or certification.

4. In 2020, less than 7% of awards in business management administration and operations
were in the subspecialties most related to AI product development and acquisition.

5. There is a small but growing number of promising industry partnerships specific to AI
education and training at community and technical colleges.

According to CSET, overcoming these barriers will require federal, state, and industry
prioritization of AI education and workforce development. Such prioritization must start at the
top, with a dedicated office in the White House. It must also include additional state and federal
financial support to create and elevate quality AI and AI-related programming. It also requires
incentives for community and technical colleges to partner with industry to design AI and
AI-related programs where employers recognize the resulting credentials and use them to hire
AI talent. #AI #USA CSET

→ Meta’s AI lab created a massive new language model and is giving it away to
researchers along with details about how it was built and trained. Meta’s move is the first
time that a fully trained large language model will be made available to any researcher who
wants to study it. The news has been welcomed by many concerned about the way this
technology is being built by small teams behind closed doors. Large language models –
powerful programs that can generate paragraphs of text and mimic human conversation – have
become a popular trend in AI in the last several years. But they have been known to enable
misinformation and prejudice. Putting more people to work on the problem should help. Yet
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because language models require vast amounts of data and computing power to train, they
have so far remained projects for large tech firms. The wider research community concerned
about their misuse has been unable to contribute. Meta’s model, called Open Pretrained
Transformer (OPT), will be available for non-commercial use – the company is also releasing its
code and a logbook that documents the training process. #AI #USA MIT Technology Review
Reuters

NEXT GENERATION COMMUNICATIONS
→ The DoD 5G-NextG Initiative hosted a 5G Smart Warehouse Network ribbon-cutting
ceremony at Naval Base Coronado last week. Developed in collaboration with Naval
Information Warfare Center (NIWC) Pacific, Naval Supply Systems Command, Navy Region
Southwest, Naval Base Coronado, industry partners, and the Office of the Under Secretary of
Defense for Research and Engineering (OUSD(R&E)), the 5G Smart Warehousing project at
Naval Base Coronado is the program’s use-case incorporating 5G capabilities for
trans-shipments between shore facilities and naval units. Using 5G-enhanced technology, the
program seeks to increase the efficiency and fidelity of naval logistic operations including
identification, recording, organization, storage, retrieval, and the transportation of material and
supplies. NIWC Pacific and other government and industry partners kicked off the event,
presenting demonstrations of the 5G Smart Warehouse Network with a focus on the 5G Radio
Access Network and its optimization of warehouse operations via increased throughput of data,
internet of things (IoT) support, and low latency. The Department’s objective is to rapidly
develop and demonstrate prototype dual-use applications and 5G enhancements that will
stimulate interest in and demand for 5G in both the DoD and the commercial world. #5G #DIG
#USA Defense.gov

→ The UK government released a set of principles for developing and deploying open
radio access network (ORAN) equipment, which enables telecom providers to mix and
match solutions from multiple vendors. The UK’s four principles are:

1. Open disaggregation, allowing elements of the RAN to be sourced from different
suppliers.

2. Standards-based compliance, allowing all suppliers to test solutions against standards in
an open, neutral environment.

3. Demonstrated interoperability, ensuring disaggregated elements work together as a fully
functional system.

4. Implementation neutrality, allowing suppliers to innovate and differentiate the features
and performance of their products.

The diversification strategy sets out where the government will remove barriers for new vendors,
invest in open technologies like ORAN, and work with like-minded countries to achieve the
shared aim for secure and resilient telecoms supply chains. Last year, the UK government
announced a joint effort with UK mobile network operators for 35% of mobile network traffic to
pass through ORAN by the end of the decade. They also announced a string of investments
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worth over $52.6M in trials and facilities to develop new ORAN solutions. #5G #SCRM #GBR
Fierce Wireless

→   AST SpaceMobile has been granted an experimental license from the Federal
Communications Commission to test a satellite that could provide cellular broadband
connectivity for smartphone users in the US and around the globe. The company says it's
building the first and only space-based cellular broadband network designed to be accessible
directly by standard mobile phones. Its planned network, called SpaceMobile, aims to deliver
4G/5G connectivity globally – on land, at sea, and in flight. Mobile subscribers would be able to
automatically roam from land networks to the space-based network, no matter their location. To
facilitate the network, AST SpaceMobile is launching BlueWalker 3, a test satellite designed to
communicate directly with cell phones via 3GPP standard frequencies. The company's
newly-received experimental license from the FCC covers BlueWalker 3 space-to-ground testing
in the US – the company plans to launch BlueWalker 3 this summer. AST SpaceMobile has a
number of major partners in the telecommunications industry, including Rakuten Mobile,
Vodafone, Orange, and Globe Telecom. #5G #USA #JPN #GBR #PHL ZDNet Fierce Wireless

FINANCIAL TECHNOLOGY
→ The Securities and Exchange Commission will boost the size of its special unit
devoted to investigating cryptocurrency frauds and other misconduct. The move follows
the agency’s aggressive push to get the unregulated industry to come under federal supervision.
The additional 20 positions will result in almost a doubling in the size of the agency’s Cyber Unit,
which is also being renamed the Crypto Assets and Cyber Unit to reflect the group’s growing
mission, the SEC said in a release. In addition to policing cryptocurrency exchanges and coin
offerings, the SEC will also be monitoring NFTs, decentralized finance platforms, and
stablecoins, the release said. The list of open positions will include opportunities for fraud
analysts, trial and investigative attorneys, and supervisors. #FIN #USA WSJ CNN

AEROSPACE & SPACE
→ Boeing's Starliner capsule is ready to reattempt a key test launch to the International
Space Station on May 19, according to officials on Tuesday, May 3. The uncrewed flight,
named OFT-2, is a vital step towards certifying the spaceship for eventually carrying
passengers, giving NASA a second taxi provider alongside SpaceX. Aerospace giant Boeing,
which was awarded a $4.2B contract for the purpose in 2014, initially attempted the test in 2019
but failed to rendezvous with the ISS after experiencing software glitches that caused flight
anomalies. The program has since experienced several delays. It was last supposed to fly in
August 2021, but the mission was aborted hours before launch because high humidity led to
corrosion within Starliner's valves. If OFT-2 succeeds, Boeing will have to complete another
crewed test before it is officially certified, with the company aiming for the end of 2022 for this
mission, according to Boeing's Mark Nappi. In the meantime, Elon Musk's SpaceX has already
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ferried more than 20 people to the ISS on its Crew Dragon capsule since its first crewed flight in
2020. #AER #USA Phys.org

→ SpaceWERX, the technology arm of the US Space Force, has selected 125 industry
teams for the initial phase of the Orbital Prime program, an effort to develop technologies
for orbital debris cleanup and other space services. Each team will receive a $250k contract
to flesh out their concepts and do early design work. Orbital Prime is a Small Business
Technology Transfer (STTR) program that requires bidding teams to include small businesses,
as well as academic or nonprofit institutions. Businesses have to be at least 51% US-owned
and operated, and the work has to be performed in the US. SpaceWERX plans to award the
125 contracts over the next 30 days and each team will have about 150 days to deliver a
product or study. Later this year they will have an opportunity to compete for second-phase
awards of up to $1.5M to continue development and prototyping. The long-term goal is to select
one or more teams two years from now to conduct an in-space demonstration of OSAM
technologies, short for on-orbit servicing, assembly, and manufacturing. This includes a broad
range of technologies to repair and refuel existing satellites, remove and recycle orbital debris,
and manufacture products in space. #AER #USA Space News

BIOTECHNOLOGY
→ Scientists reported in a new study that they had recapitulated endosymbiosis in yeast
and that they see advanced applications in synthetic biology. The origin of photosynthetic
eukaryotes altered the evolution of complex lifeforms and had an impact on global ecology.
According to the endosymbiotic theory, photosynthetic eukaryotes evolved through
endosymbiotic interactions between non-photosynthetic eukaryotic host cells and photosynthetic
cyanobacterial or algal endosymbionts. The photosynthetic endosymbionts evolved and
eventually transformed into chloroplasts while propagating within the cytoplasm of the host cells.
To further study this theory, the researchers created an artificial, genetically tractable
photosynthetic endosymbiosis between photosynthetic cyanobacteria and budding yeasts, in
which the engineered cyanobacteria perform chloroplast-like functions to support yeast growth.
These chimeras survived and reproduced by budding under optimal photosynthetic conditions,
and they are capable of propagating through at least 15 to 20 generations of growth, according
to the research team. The scientists anticipate that these genetically tractable endosymbiotic
platforms will be useful for evolutionary studies, particularly organelle evolutions. #BIO #USA
GenEng

GREEN TECHNOLOGY

→ A battery startup founded by a former Tesla engineer announced plans for US-based
mass production of next-generation materials aimed at cutting costs, boosting driving
ranges, and reducing the industry's reliance on China. Sila Nanotechnologies will invest
hundreds of millions of dollars in a new plant in Washington state due to open in 2024,
according to Sila CEO Gene Berdichevsky. He said that since Tesla was founded in 2003, the
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price of electric car batteries had plateaued rather than falling as much as anticipated, so new
materials could help lower the cost to consumers. According to Berdichevsky, Sila would use the
new plant in the city of Moses Lake to make silicon-based anode materials that can store 20%
more energy than anodes that typically use graphite, 70% of which comes from China. Graphite
is on the US critical minerals list but silicon is not, as the Biden administration aims to reduce
reliance on China in the battery supply chain. The new facility aims to deliver annual
silicon-based anode production sufficient to power 10 gigawatt-hours of batteries in 100k electric
vehicles, with a goal to increase the capacity to power 2M electric vehicles per year. #GRN
#SCRM #USA #CHN Reuters

→ The Biden administration will allocate more than $3B in infrastructure funding to
finance electric vehicle (EV) battery manufacturing, US officials said on Monday, May 2.
The funds will be allocated by the Department of Energy from the $1T infrastructure bill
President Joe Biden signed last year. Among the initiatives will be the processing of minerals for
use in large-capacity batteries and recycling those batteries, the agency said in a statement.
The latest funding will help establish and retrofit battery factories. The infrastructure law also
allocated billions more for the government to purchase electric buses and install EV chargers.
The administration has been collaborating with manufacturers, including Tesla Chief Executive
Elon Musk, General Motors CEO Mary Barra, and Ford CEO Jim Farley. #GRN #MFG #USA
Reuters

ADVANCED MANUFACTURING
→ Chevron, the second-largest oil company in the US and the sixth-largest in the world,
has turned to 3D printing to solve its supply chain problems. To do so, the company
enlisted the services of Lincoln Electric, a firm that specializes in manufacturing production
tools. The two companies were able to meet Chevron’s on-demand production needs.
According to a press release, a delay in the supply chain put one of the company’s refineries at
risk, but 3D printing enabled the company to quickly design replacement parts. Since the onset
of the pandemic, additive manufacturing has proven to meet many production needs. Faster
than conventional methods, 3D printing also offers the possibility of local manufacturing. Where
traditional techniques require assistance from other countries, particularly in terms of materials,
3D technologies allow for greater flexibility. #MFG #USA 3D Natives

→ Engineers at Taylor University have developed a 3D printer that’s said to be capable of
constructing extraterrestrial bases far more quickly than current systems allow. The
team’s ‘Mobile Gantry’ is mounted on wheels, enabling it to traverse planetary surfaces and print
on-demand. Due to this flexibility and the machine’s ‘gantry without rails’ layout, its creators say
it could allow for the “sequential building” of Martian bases. One of the many issues with future
extraterrestrial missions is the question of how to establish permanent, habitable bases in the
cold vacuum of space. If facilities were to be built on Earth and fired to lunar or Martian landing
sites, they would be astronomically expensive to launch, as well as restrictive to settler
population growth. Similarly, using traditional manufacturing methods to build on planetary
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surfaces would be made difficult by numerous factors including the shipping of construction
materials. It’s possible with 3D printing to process resources like lunar regolith via the
technology, plus its inherent flexibility allows for the realization of unique, modular structures.

#MFG #AER #USA 3D Printing Industry

AUTONOMOUS SYSTEMS
→ The world's first airport for electric drones and flying cars has recently opened in the
UK. The Air-One airport is powered by hydrogen fuel cells and is designed for zero-emission
electric drones and air taxis. Coventry City Council and UK start-up Urban-Air Port collaborated
on the project to demonstrate the potential of urban air mobility to reduce congestion and
pollution. Air-One is intended to be fully autonomous and to work in tandem with electric
vehicles to create a completely sustainable public transportation network. It's also simple to
construct. From start to finish, the Coventry project took 15 months. Air One has a Coventry
address, but only until May 15, 2022. Following that, the company intends to close the airport
and re-establish it at other locations in the UK to bring the experience closer to people. As the
eVTOL market develops, Urban Airport intends to build urban airports in more than 200
locations around the world, including busy cities like London and Los Angeles, as well as
countries like Germany, France, South Korea, and Australia.
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#AUT #GRN #GBR #DEU #FRA #KOR #AUS WEF Interesting Engineering

SEMICONDUCTORS & CHIPS
→ According to documents obtained by Reuters, chip makers are divided on how to
oppose a legislative proposal that would give the US government broad new powers to
block billions of dollars of US investment in China. The proposed bill would also grant $52B
to chip makers to expand operations - a boon to the industry that has made some companies
hesitant to oppose the package's investment controls on Chinese products. However, the
"outbound investment" proposal could stymie those companies' international investments,
prompting some chip makers to advocate for strong opposition to its inclusion in the bill. If the
bill is passed with the measure, the industry will be forced to actively seek grants while also
facing headwinds to their foreign direct investments in Chinese factories and financial backing of
Chinese startups. Business groups, including the Chamber of Commerce, have already
expressed strong opposition to the legislation, which would require the US Trade
Representative to form a committee to evaluate the transactions and recommend to the
president which ones pose a national security risk and should be blocked. According to a
Rhodium study, 43% of US foreign direct investment transactions in China over the last 20 years
could have been subject to screening under the proposal's broad categories. #CHP #SCRM
#Geopolitics #USA #CHN Reuters

→ According to the state government, the international semiconductor consortium
(ISMC) will invest $3B in India's southern Karnataka state to establish a chip making
plant. ISMC is a joint venture between Abu Dhabi-based Next Orbit Ventures and Israel's Tower
Semiconductor. Intel, the world's largest chip maker, has announced plans to acquire Tower
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Semiconductor. India's first semiconductor fabrication unit will create more than 1.5k direct jobs
and 10k indirect jobs, the state's investment promotion division said in a tweet. ISMC and
Vedanta have applied for Prime Minister Modi's $10B incentive plan to encourage companies to
set up semiconductor and display operations in India, the government's next big bet on
electronics manufacturing. Vedanta told Reuters that it was in "advanced talks" with various
states, to select a site by mid-May. It intends to invest $20B in its semiconductor and display
initiatives. Modi and his ministers outlined plans for investment incentives in the sector, stating
that they want India to become a key player in a global chip market dominated by Taiwan and a
few other countries. According to the government, India's semiconductor market will grow to
$63B by 2026, up from $15B in 2020. #CHP #IND #ARE #ISR Reuters

→ The US and Japan will expand their collaboration in developing supply chains for
cutting-edge semiconductor devices, despite growing rivalry between Washington and
Beijing. Both countries are concerned about their reliance on Taiwan and other suppliers, and
are looking to diversify their sources. With China in mind, they are also developing a framework
to prevent technology leaks. The US and Japan hope to catch up with Taiwanese and South
Korean firms in the production of 2-nanometer chips, eventually leading the industry in more
advanced semiconductors. TSMC is the leading developer of 2-nanometer technology, with IBM
following suit in 2021. To increase domestic chip production, the Japanese government has
invited TSMC to build a plant on the southwestern island of Kyushu. This plant, on the other
hand, will only manufacture less-advanced 10 to 20-nanometer chips.   In Japan, chip making
equipment suppliers such as Tokyo Electron and Canon are developing advanced line
manufacturing technologies at the National Institute of Advanced Industrial Science and
Technology, in which IBM also participates. #CHP #SCRM #Geopolitics #USA #JPN #CHN
#KOR #TWN Nikkei Asia

→ Arizona-based semiconductor firm Moov Technologies offers a solution to the current
chip shortage, according to CEO and co-founder Steven Zhou. The startup is an online
marketplace that sells used semiconductor manufacturing parts and equipment, according to its
website. "Oftentimes companies, if they cannot either afford new equipment or they cannot
afford to wait for new equipment, they need to come to the second-hand market to buy used
equipment — and we are able to reduce that 1.5 to 2 year lead time to, oftentimes, a matter of
days," Zhou said during an interview. Zhou's strategy comes as the conflict in Ukraine threatens
to exacerbate an already dire scarcity of semiconductor chips. A semiconductor shortage has hit
the US, causing supply chain problems and spreading waves across the economy. In February
2022, US Commerce Secretary Gina Raimondo revealed that some companies' supplies had
shrunk from a month's worth to just a few days' worth, and the White House has warned of
"escalating vulnerabilities" to the US as a result of the shortage. Moov Technologies is also
repurposing outdated machines with a 20-year lifespan that are sitting idle and making them
available to new businesses to help solve the problem. #CHP #SCRM #USA FOX Business

QUANTUM TECHNOLOGY
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→ In-Q-Tel, the CIA's venture capital arm, has invested in Sandbox AQ, a Google software
spinoff focused on artificial intelligence and quantum science. Rather than developing its
own quantum computer, Sandbox aims to create software architecture that can replace existing
cryptography with complex new algorithms that are deemed impossible to crack by quantum
computers. In-Q-Tel said that it will develop new encryption software that will be resistant to
code-cracking by emerging quantum computing, as well as quantum sensors and other
products. IQT Research found that the market for post-quantum cryptography will reach $2.3B
by 2026 and $7.6B by 2030. Wary of the impending threat, the Biden administration tasked
national security systems in January 2022 with developing transition plans to help defend
against the theoretical threat to public-key encryption posed by the arrival of quantum
computers. Sandbox has also recently formed partnerships with Ernst & Young and Deloitte to
provide services to thousands of their customers, including an inventory of existing software at
first. Financial, pharmaceutical, and telecommunications firms, which have some of the most
sensitive data to safeguard, are likely to be at the forefront of efforts to establish a new market
for post-quantum cryptography. #QNT #Cybersecurity #USA Bloomberg

→ On Wednesday, May 4, the Biden Administration announced in a National Security
Memorandum (NSM), the key steps needed to maintain the US' competitive advantage in
quantum information science (QIS), while mitigating the risks of quantum computers to
cyber, economic, and national security:

➔ Promoting quantum-relevant education programs and workforce development initiatives
and encouraging the strengthening of partnerships with industry, academic institutions,
and allies and partners overseas.

➔ Initiating collaboration between the federal government and the private sector to
generate research on quantum-resilient cryptographic standards and technologies and
to encourage widespread, equitable adoption.

➔ Establishing requirements for federal agencies to update cryptographic systems and
ensuring that federal agencies receive the support they require to fully and effectively
protect their networks from future exploitation.

➔ Directing federal agencies to develop comprehensive plans to protect American
intellectual property, R&D, and other sensitive technology from acquisition by
adversaries, as well as to educate industry and academia on current threats.

#QNT #Cybersecurity #Geopolitics #USA The White House

GEOPOLITICS
→ An investigation reveals how military technology reaches Russia in violation of US
export controls, highlighting the difficulty in tracking critical technology transportation.
In one case, US prosecutors alleged that chips were obtained from Vorago Technologies
(formerly Silicon Space Technology) in Austin, Texas, and shipped to Russia via Bulgaria in
order to circumvent US export laws. The Texas scheme, as well as other criminal cases in the
US, involved sensitive technology that ended up in Russia. Microelectronics and precision
tooling for the Russian military have been sought-after parts. Russia has increased its efforts to
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obtain chips for missile and space technology. Investigators were unable to determine whether
the chips were ultimately used for military purposes. A review by Reuters of federal records
shows that the Texas case isn't unique. In another case, a team smuggled more than $65M in
sensitive microchips between 2008 and 2014. The chips were distributed to Moscow companies
involved in Russian military, intelligence, and nuclear-warhead design programs. There were a
total of 1,923 shipments, and the funds to pay for them were laundered from Russia. In recent
years, Russia has attempted to circumvent Western export restrictions by manufacturing more
components domestically or shifting to suppliers in allied countries such as China. Nonetheless,
Russian firms continue to rely heavily on the West for high-precision machinery and some
high-performance semiconductors. According to an anonymous executive of a US
semiconductor company, Russia does not manufacture such chips, and China, despite
significant investment, has yet to close the gap with competitors. Russia has discovered
high-tech suppliers in the US and other Western countries. Almaz-Antey, a state-owned Russian
manufacturer of sophisticated air-defense missile systems, circumvented German export
restrictions to obtain nearly $10M in high-precision metalworking machines. #Geopolitics #CHP
#AER #SCRM #USA #RUS #UKR #CHN #BGR #DEU Reuters

→ Following a diplomat's suggestion that Malaysia would consider "any request" from
Moscow for the sale of semiconductors, Malaysia risks becoming involved in broad
Western-backed sanctions against Russia over its invasion of Ukraine. Malaysia has long
had a little-known but crucial role in the global semiconductor industry. It is one of the main sites
for assembly, testing, and packaging for Toyota, Ford, GM, and Skoda Auto. Bala Chandran
Tharman, Kuala Lumpur's envoy to Moscow, expressed "joy" over Russia's alleged confidence
in Malaysia's potential to become a high tech equipment supplier in an interview published on
April 23 with state-backed RIA Novosti. Malaysia, according to the ambassador, is one of the
world's largest semiconductor exporters, with annual sales of $8.7B. Malaysia is a major
fabricator of electronics and semiconductors but it may not necessarily own the intellectual
property for parts that may belong to US and Japanese companies that are major investors in
the Malaysian market, according to an international relations expert. According to Washington,
Malaysia is part of an alternative global technological supply chain, as part of its effort to
compete strategically with Beijing in the US-China trade competition. #Geopolitics #CHP
#SCRM #MYS #RUS #UKR #USA #JPN SCMP

→ According to state media, the head of Russia's space program has stated that Moscow
will withdraw from the International Space Station, blaming the move on sanctions
imposed in response to the invasion of Ukraine. In April, General Director Dmitry Rogozin
threatened to end Russia's mission unless the US, EU, and Canada lifted sanctions against
Russian space companies. Despite steadily deteriorating relations, the orbital research space
station remained a rare area of cooperation between Russia and the US and its allies until the
war. However, Russia's unprecedented international isolation since its February invasion of
Ukraine has marked the end of a collaborative space exploration. #Geopolitics #AER #RUS
#UKR #USA #EU #CAN Bloomberg
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→ An ever-increasing array of US sanctions imposed on Russia has exacerbated the
already difficult problem of resolving ransomware attacks. According to experts, the
ever-expanding list of sanctioned entities poses risks to US companies that want to pay to get
their systems back online after an attack. Historically, the list of sanctioned entities has been
most relevant to those in the financial services industry, but recent surges in ransomware
attacks have meant that cybersecurity experts have had to ensure that ransom payments aren't
going to banned entities. According to Bill Siegel, CEO of Coveware, which assists businesses
with negotiations and other work related to cyber extortion attempts, the work of staying up to
date has become more intense as the US has steadily piled on sanctions. In recent months, the
Office of Foreign Assets Control and the Financial Crimes Enforcement Network of the US
Treasury Department have both highlighted ransomware payments. In September 2021, OFAC
stated that it "strongly discourages" extortion payments and reiterated that it has the authority to
take action against payers. #Geopolitics #Cybersecurity #USA #RUS WSJ

CYBERSECURITY
→ Operating under FISA authorities, the FBI searched emails, texts, and other electronic
communications of 3.4M US residents without a warrant last year, according to the Office
of the Director of National Intelligence (ODNI). The “queries” were made between December
2020 and November 2021 by FBI personnel as they looked for signs of threats within electronic
data legally collected under Section 702 of the Foreign Intelligence Surveillance Act (FISA),
according to the annual transparency report that ODNI issued April 29. The FBI data, which
ODNI said was being included for the first time in its transparency report, included some 1.9M
queries done as part of investigations into attempts by foreign cyber attackers to compromise
US critical infrastructure, like US power plants. The American Civil Liberties Union and other
privacy advocates have been critical of the use of Section 702 by the FBI, arguing that FISA
was meant to catch foreign intelligence information or evidence of a crime but not to turn up
information about US citizens. #DIG #USA #Cybersecurity Reuters

→ Spanish authorities discovered Pegasus spyware on Prime Minister Pedro Sanchez's
and Defense Minister Margarita Robles' phones on May 2, according to the government
minister for the presidency, Felix Bolanos. Bolanos stated at a press conference Sanchez's
phone previously became infected in May 2021, resulting in at least one data leak. He did not
say who might have been spying on the prime minister or whether foreign or Spanish groups
were suspected of being involved. The announcement came after the leftist coalition
government faced intense pressure to explain itself after Canada's digital rights group Citizen
Lab revealed that more than 60 people associated with the Catalan separatist movement had
been targets of the Pegasus spyware developed by Israel's NSO Group. The EU's data
protection watchdog has called for a ban on Pegasus after allegations that it has been used to
spy on human rights activists, journalists, and politicians by client governments. #Cybersecurity
#Geopolitics #ESP #ISR #EU Reuters

→ In response to an increase in attempted hacking attacks, Israel's government issued
an order on Monday, May 2, ordering communications firms to increase their
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cybersecurity efforts. The Communications Ministry and Israel's National Cyber Directorate
stated that new regulations are currently being implemented that will require mandatory and
unified standards to be met. According to cybersecurity firm Check Point, average weekly
attacks on Israeli companies increased by 137% year on year in the first three months of 2022,
reaching nearly 1.5k per week. According to Israel's cybersecurity head, there has been a
significant increase in attempts to bring down websites in the last month. He claimed that many
of the attacks were carried out by Iranians. #Cybersecurity #ISR #IRN Reuters

→ Russia has rerouted internet traffic through Russian communications infrastructure in
the occupied Ukrainian region of Kherson, according to the internet service disruption
monitor NetBlocks on May 2. NetBlocks, based in London, reported a near-total internet
blackout in the Kherson region on April 30 affecting multiple Ukrainian providers. After several
hours, the connection was restored, but various metrics revealed that traffic was now passing
through Russia. According to the UK Ministry of Defense, Russian moves in the region are
"likely indicative of Russian intent to exert strong political and economic influence in Kherson
over the long term". #Cybersecurity #Geopolitics #5G #RUS #UKR Reuters

→ Government-backed hackers from Russia, China, Iran, and North Korea have
increased their efforts in recent weeks to target critical infrastructure in Eastern Europe
and Central Asia, according to Google's Threat Analysis Group (TAG). In a blog post
published on Tuesday, May 3, the hackers are "using the war as a lure in phishing and malware
campaigns" as they attempt to target critical sectors such as telecommunications,
manufacturing, and the oil and gas industry. For example, APT28 or Fancy Bear, a hacker group
affiliated with Russia's military intelligence agency GRU, targeted users in Ukraine with a new
variant of malware distributed via email attachments. Another Russian-backed group known as
Turla launched phishing campaigns against the Baltics, specifically targeting the region's
defense and cybersecurity organizations. The update comes as an increasing number of alerts
and reports indicating that Russia is expanding its cyber activities in Ukraine and elsewhere.
#Cybersecurity #Geopolitics #EUR #RUS #UKR #CHN #IRN #PRK The Hill

SUPPLY CHAINS
→ The chip shortage that has fueled supply-chain concerns in capitals around the world
has a new pain point, according to industry executives: a lack of chips needed for the
machines that make chips. The wait time for chip-making machinery — one of the world's
most complex and delicate types of manufacturing — has increased in recent months. During
the early stages of the pandemic, it could take months from placing an order to receiving the
equipment. In some cases, that time frame has been extended to two or three years. Chip
companies are also pressing for preferential treatment, arguing that if deliveries to
semiconductor makers are given priority, shortages will ease quickly. The tools aren't the only
source of concern. Hiring people to work in new factories, shortages in essential chemicals, and
a shortage of substrates that connect chips to circuit boards are all cited by chip makers as
contributing to the relative scarcity of semiconductors. However, supplies of cutting-edge chips
at the center of more advanced electronics are expected to remain limited. ASML predicts that
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demand will outweigh supply "well into next year." The company is collaborating with suppliers
to see if more tools can be manufactured to meet demand. Executives are making longer-term
plans as a result of the situation. #SCRM #CHP #USA WSJ

→ Tesla has chosen a location in Shanghai near its existing Gigafactory 3 to build its
second production line, which would turn Shanghai into "the world's largest export hub".
When the first phase of construction is complete, Tesla says the new assembly line will have an
annual production of 450k vehicles and will produce Model 3 and Model Y vehicles there.
According to sources familiar with the matter, the assembly line will be part of Gigafactory 3,
also known as Giga Shanghai, which began producing Model 3s at the end of 2019. In 2021, its
existing Giga Shanghai plant produced 484k Model 3 and Model Y vehicles, accounting for
51.7% of its global total of 936k units. Tesla shut down the Giga Shanghai plant from March 28
to April 18 due to a citywide lockdown in Shanghai. The production halt resulted in a loss of
approximately 50k units. Due to supply chain issues, Tesla can now only run one shift at full
capacity per day, as opposed to two shifts per day under normal operations. #SCRM #GRN
#CHN SCMP
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