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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Elon Musk’s takeover of Twitter, SpaceX’s
push into the aviation sector, small satellites for astronomical observations, AI systems
that predict economic phenomena and a startup’s ability to attract investments, China’s

plan to alter an asteroid’s orbit with a kinetic impactor test, the Pentagon’s call for
hypersonic “leap-ahead” technologies, a list of the nine most transformative climate

technologies, 3D printing parts with both solid and liquid components, and the effort by
US startups to distribute drones to Ukraine.



NEXT5 NEWS & AMPLIFICATIONS
→ This week, Next5 leadership hosted a workshop at the World Economic Forum with
international executives from WEF’s Global Future Councils on Cybersecurity and Space.
Throughout the conversation, participants addressed the increasing cyber risks in space as
more satellites are launched and space assets become exposed to the internet for the first time.
They also addressed increasing geopolitical risks - which has been evident most recently in
Ukraine as Viasat suffered cyber compromise, Starlink services came online then updated
software in real time to thwart jamming. Both the cyber and space industries share risk between
the public and private sectors, however the world still lacks agreed upon norms when it comes
to safe operations. In an attempt to address these issues, some experts suggested that space
assets should be classified by functionality, while others said they should be classified by
criticality, and security controls should be applied to them based on their classification and risk
level. Findings from this session will be included in an article for ministerial level world leaders
attending Davos in late May. They will also be used to inform the World Economic Forum’s
annual Global Risk and Cyber Risk Reports. #USA #WEF #AER #SAT #Cybersecurity #SCRM

DIGITALIZATION
→ Twitter on Monday, April 25 accepted Elon Musk’s bid to take over the company. The
$44B deal marks a change at Twitter, where many executives and board members initially
opposed Mr. Musk’s takeover approach. He plans to take Twitter private in a deal valuing the
company at $54.20 a share and will bring his commitment to a more hands-off approach on
speech to a company that has struggled to reconcile free conversation with content that appeals
to advertisers. He wants to make Twitter a better user experience, in part by adding new
features and fighting spam. Taking Twitter private would allow him to make changes without the
scrutiny public companies typically are under from their shareholders. Proposed changes for the
platform include softening its stance on content moderation, creating an edit feature for tweets,
making Twitter’s algorithm open source – which would allow people outside the company to
view it and suggest changes – and relying less on advertising. #DIG #USA #Cybersecurity
#Geopolitics WSJ

→ Europe is preparing new standards for operations of social media and other digital
platforms that are expected to have global effects. Lawmakers in the European Union
reached an agreement on Saturday, April 23 on the main points of a new law aimed at forcing
tech companies to take more responsibility for the content their users post online, part of a
sweeping package of regulations introduced by the EU to set new rules on digital competition
and services. The Digital Services Act is set to introduce a variety of requirements for online
platforms, including standards for taking down illegal content, a ban on targeted advertising
aimed at children, and new obligations on vetting third-party sellers. Very large platforms,
defined as those serving more than 45M users in the EU, would also be expected to complete
risk assessments and allow regulators to access the algorithms they use to determine what
content users see. The legislation aims to set procedural standards for dealing with illegal
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content and ensuring that companies are applying their own terms and conditions fairly and
consistently. It also seeks to compel platforms to share more information about how they make
decisions – such as taking down content or locking a user’s account – and offer a process for
users to complain if they disagree with those decisions. #DIG #EU #Geopolitics WSJ Financial
Times

→ Sales of nonfungible tokens are steadying after a sharp slump earlier this year, as a
handful of new products and initiatives revive enthusiasm for the emerging market.
Weekly NFT sales volume is still about half it was in January when there was a blitz of big-ticket
sales and celebrity collaborations. But the market is recovering, with weekly volume now up
about 32% from a low in March, according to data from Nansen, a blockchain analytics firm. The
market for NFTs remains small, but it is regaining momentum as new products aim to entice
users to trade items like digital art. Last week, a new NFT index was launched in addition to a
trial version of a marketplace by Coinbase Global, which could lead to a jump in transactions.
There were about 200k daily unique wallets interacting with NFTs in the first quarter, according
to DappRadar. Meanwhile, Coinbase had about 89M verified users at the end of last year. The
NFT market is given to wild swings. One in three NFT projects have little or no trading activity,
according to Nansen, as users often move quickly between pieces of digital art.

#DIG #FIN Bloomberg

→ As we previously reported, the US Army’s plan to launch high-tech combat goggles
built by Microsoft was projected to cost $22B over the next decade – the service now
expects to spend half of that amount. Pushing back on criticism in a report Friday, April 22
from the Pentagon’s inspector general that the contract “could result in wasting up to $22B in
taxpayers’ funds to field a system that soldiers may not want to use or use as intended,” the
Army said the estimate was a worst-case scenario and a ceiling for what the service would
expect to spend. “Less than half of this total is possible for the U.S. Army,” according to the
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rebuttal by Army Assistant Secretary for Acquisition Douglas Bush. The $21.9B figure that has
been seen by some investors and analysts as possible revenue for Microsoft represents “a
contract ceiling that includes all possible hardware, components, and services over a 10-year
period at the worst possible pricing structure,” it continued. Microsoft’s Integrated Visual
Augmentation System, or IVAS, is expected to provide a “heads-up display” for US ground
forces, similar to those for fighter pilots. The system – a customized version of Microsoft’s
HoloLens goggles – would let commanders project information onto a visor in front of a soldier’s
face and would include other features such as night vision. #DIG #USA Bloomberg

SATELLITES & NAVIGATION
→ The Union of Concerned Scientists (UCS) compiled a Satellite Database of the more
than 4,852 operational satellites currently in orbit around Earth. The database was
designed to create a research tool for specialists and non-specialists alike by collecting
open-source information on operational satellites and presenting it in a format that can be easily
manipulated for research and analysis. Below is a breakdown of the database’s figures:

● Total number of operating satellites: 4,852
○ United States: 2,944
○ Russia: 169
○ China: 499
○ Other: 1,240

● LEO: 4,078
● MEO: 141
● Elliptical: 59
● GEO: 574
● Total number of US satellites: 2,944

○ Civil: 30
○ Commercial: 2,516
○ Government: 168
○ Military: 230

#SAT #USA #RUS #CHN UCSUSA

→ SpaceX wants to enter the aviation sector by providing fast and reliable inflight WiFi
using its string of Starlink satellites. Semi-private regional carrier JSX announced it will be
the first-ever airline to use Starlink satellites for inflight WiFi. The US-based carrier placed an
order to equip 100 jets with the technology, with the first taking off this year. Hawaiian Airlines
also revealed it has also chosen Starlink to provide its internet service, becoming the first major
US carrier to opt for Musk's network of satellites on board its planes. The carrier said Starlink
will be fitted onto the airline's Airbus A330, A321neo, and incoming Boeing 787-9 aircraft, and is
set to debut in 2023. Both JSX and Hawaiian's new Starlink WiFi will be free for passengers,
according to both carriers. However, Hawaiian’s Boeing 717 planes that fly inter-island routes
will not have the service. Delta Air Lines has also done "exploratory" tests of Starlink, according
to CEO Ed Bastian. The Starlink internet service is a string of about 2k low-orbiting satellites,
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which are particularly suited to bring connectivity to remote places where connection to the
internet is unreliable or unavailable, according to SpaceX. #SAT #AER #USA Business Insider
CNBC

→ Scientists in China are developing a fleet of small satellites for astronomical
observations, traditionally the realm of large and expensive space telescopes. The
Chinese mission envisions more than 100 microsatellites, each equipped with a smaller and
lighter version of a normal X-ray telescope, to monitor the highly energetic and short-lived
violent phenomena of deep space. The approach is in sharp contrast to the trend toward
ever-bigger telescopes which can look deeper into space and time. The $10B James Webb
telescope – launched in December to look for the first light in the universe after the Big Bang –
took more than two decades to build at up to 10 times its expected cost. The CATCH – Chasing
All Transients Constellation Hunters – team aims to test its basic design by launching a
pathfinder satellite next year, followed by 10 orbiting satellites to test out the intelligent control
system. According to Tao Lian, who is leading the research and development of key
technologies for the CATCH mission, the team will propose deploying the entire constellation
around the year 2030 if these first steps prove successful. #SAT #AER #USA #CHN SCMP

ARTIFICIAL INTELLIGENCE
→ AI is predicting how market-driven platforms affect the economy and a startup’s ability
to attract investments. The market-driven platform work builds on Salesforce’s AI Economist,
an open-source research environment for understanding how AI could improve economic policy.
The goal was to investigate two-sided marketplaces like Amazon, DoorDash, Uber, and
TaskRabbit that enjoy larger market power due to surging demand and supply. Using
reinforcement learning – an AI system that learns to solve a multi-level problem by trial and error
– the researchers trained a system to understand the impact of interactions between platforms
(e.g. Lyft) and consumers (e.g. riders). The researchers concluded that a platform designed to
maximize revenue tends to raise fees and extract more profits from buyers and sellers during
economic shocks at the expense of social welfare. When platform fees are fixed (e.g. due to
regulation), they found a platform’s revenue-maximizing incentive generally aligns with the
welfare considerations of the overall economy. Separately, researchers from Skopai – a startup
that uses AI to characterize companies based on criteria like technology, market, and finances –
claims to be able to predict the ability of a startup to attract investments using publicly available
data from company websites, social media, and company registries. #AI #USA #FRA
TechCrunch

→ The head of machine learning for ride-sharing service Lyft, Craig Martell, is joining the
Pentagon to lead its new data and artificial intelligence office. Martell, a former professor of
computer science at the Naval Postgraduate School who has also worked for Dropbox and
LinkedIn, was hired for the new role, which was announced in December. The appointment
comes as the Pentagon faces criticism over the slow pace of technological modernization.
Several recent departing senior US defense officials have said the Department of Defense is
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already far behind the US commercial sector and risks falling behind China on AI and other
emerging technologies. As head of machine learning at Lyft, Martell led the development of
algorithms that underpin key functions such as pricing, dispatch, and fraud detection. In an
interview last year, Martell said algorithms were becoming less important than the engineering
and operational excellence that fits around them and the timeliness of accurate data. #AI #USA
#CHN Bloomberg Defense.gov

NEXT GENERATION COMMUNICATIONS
→ The European Commission approved an Italian government program to allocate
$2.14B to expand 5G and fiber networks in the country as part of a post-Covid-19
economic and social recovery plan. Italy’s program had to be approved by the EC due to the
cash coming from the European Union’s (EU) Recovery and Resilience Facility (RRF), which
provides grants and loans to member states. The infrastructure scheme, which will run until
June 30, 2026, will be entirely funded via the RRF. The aid will be distributed through direct
grants to local communications services providers; the measure will finance the deployment of
backhaul networks and base stations to provide 5G mobile services. In the assessment of the
scheme, the European Commission found that the measure is necessary and proportionate to
address market failures, namely the absence of current or planned mobile networks that would
adequately address end-users’ needs. #5G #ITA RCR Wireless

FINANCIAL TECHNOLOGY
→ The cryptocurrency industry is ramping up efforts to recruit more legal talent as it
faces increased regulatory pressure while looking to become part of mainstream finance.
According to industry participants, crypto exchanges and companies are hiring attorneys from
both law firms and other crypto companies, bringing them in-house to help navigate an evolving
regulatory landscape while helping to curb outside legal expenses – law firms are also building
up their crypto practices. The increased demand for lawyers marks a turning point for crypto,
whose early supporters often expressed skepticism of regulation. The industry has been
expanding rapidly with hopes of attracting more mainstream investment opportunities and many
are embracing the stance that they want regulatory clarity. #FIN WSJ

→ Fort Worth, Texas, is becoming the first city government in the US to mine bitcoin.
Three Bitmain Antminer S9 mining rigs will run in the climate-controlled information technology
wing of Fort Worth City Hall, and city officials say the miners will be hosted on a private network
to minimize the security risk. According to a statement, the city has partnered with the Texas
Blockchain Council (TBC), an advocate for blockchain technology in the state, for the program.
Bitcoin operates on a proof-of-work mining model, meaning that miners around the world run
high-powered computers to simultaneously create new bitcoin and validate transactions. The
process requires professional-grade equipment, technical know-how, and a large amount of
electricity. These factors, according to the mayor, explain why Fort Worth’s pilot project is
starting small. Each of the program’s three machines will consume the same amount of energy
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as a household vacuum cleaner, according to city estimates. While the mayor doesn’t expect
the three miners to be major money makers, the cost of electricity needed for the program is
expected to be offset by the value of bitcoin mining. #FIN #USA CNBC Coin Desk

AEROSPACE & SPACE
→ China will aim to alter the orbit of a potentially threatening asteroid with a kinetic
impactor test as part of plans for a planetary defense system. The country is drafting a
planetary defense plan and will conduct technical studies and research into developing systems
to counter the threats posed by near Earth asteroids, Wu Yanhua, deputy director of the China
National Space Administration (CNSA), told China Central Television (CCTV). At the same time,
CNSA will establish an early warning system and develop software to simulate operations
against the near-Earth objects and test and verify basic procedures. Finally, a mission will make
close up observations of a selected potentially dangerous asteroid and then impact the target to
alter its orbit. The mission is scheduled around the end of the 14th Five-year plan period
(2021-2025) or in 2026, Wu said. China is not the only nor the first space agency to be
developing planetary defense capabilities. NASA launched its Double Asteroid Redirection Test
(DART) in November 2021. The spacecraft will collide with Dimorphos, a minor-planet moon
orbiting the near-Earth asteroid Didymos, in September this year. The European Space Agency
will send its Hera mission to Didymos and Dimorphos later in the decade to examine the after
effects of the DART mission impact. #AER #USA #CHN Space News SCMP

→ The Pentagon has called for hypersonic “leap-ahead” technologies to counter the
threats posed by US great power adversaries. Pentagon leaders describe leap-ahead
technologies as new and cost-effective capabilities that provide a significant combat advantage
to the warfighter that will take years for an adversarial nation to counter. A recent roundtable
discussion between industry and Pentagon leaders identified a need to expand access to
modeling capabilities and testing facilities to adopt a “test often, fail fast, and learn” approach
that accelerates fielding of hypersonic and counter-hypersonic systems. Recently disclosed
Chinese flight test events and Russian use of hypersonic missiles in the ongoing Ukraine
conflict reaffirm the urgent need for the US to accelerate testing and prototyping of hypersonic
capabilities. #AER #USA #CHN #RUS Breaking Defense

BIOTECHNOLOGY
→ A tiny DNA-based sensor could act as a "fluorescent nanoantenna," signaling when
and if a prospective drug is binding to its target or revealing other cellular activity,
helping to streamline the drug development process. Fluorescent nanoantennas, which are
only five nanometers across — one-hundredth the length of a typical bacterium — can bind to
and interact with proteins on a molecular level. When viewed through a fluorescence
microscope, each nanoantenna can target a specific protein; when that protein changes shape,
the bound nanoantenna shifts as well and emits specific light. Researchers used these new
nanoantennas to detect when a specific digestive protein performed five different activities in a
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solution, such as reacting to antibodies and changing intestinal acidity, according to the study
published in Nature Methods.   Other researchers have created nanoantennas made of metals
that attach to any protein encountered, but the DNA-based structure of the new antennas can
be programmed to adhere to a specific protein — or region on a protein — based on a
sequence of nucleotides. According to the authors, researchers could use these nanoantennas
to monitor whether a drug successfully blocks the cancer-causing protein from binding to a
healthy cell analog in the lab, which could have significant implications for drug development.
#BIO #CAN Scientific American

GREEN TECHNOLOGY
→ Below is a list compiled by the Wall Street Journal of the nine most transformative
climate technologies according to energy academics and researchers in the field:

1. Ground-source heat pumps: These systems draw heat out of the ground to heat
buildings in winter and pump heat from buildings back into the ground to cool them in
summer.

2. Highly efficient AC units: Prototypes combine hybrid vapor compression systems with
climate-friendly refrigerants to create highly efficient room ACs with an 80% lower
climate impact than a typical model on the market today.

3. Wind, Solar, and EVs: “The Big Three” have improved over the past 10 years. Solar
and batteries for electric vehicles are 90% cheaper, while wind power is 50% cheaper.

4. Nuclear: Small reactors produce clean electricity and high-temperature heat that could
help decarbonize energy-intensive industries lacking ready clean-energy alternatives.

5. Carbon capture and storage: Geothermal energy powers direct air capture (DAC)
systems that remove CO2 and permanently sequester it below ground.

6. Solar microgrids: These systems generate, store, and distribute clean energy to homes
and facilities in a local network. They can integrate with the main electric grid or
disconnect and operate autonomously if the main grid is stressed or goes down.

7. Enhanced energy storage: Stationary metal-air batteries, such as iron-air batteries, are
cheaper than lithium-ion batteries, and can be sized and installed to store and discharge
a large level of electricity over days or weeks. Separately, virtual power plants allow a
local utility or electricity distributor to collect excess energy stored in multiple households’
battery systems and feed it back to the grid when there is a surge in demand or
generation shortfall.

8. Greener shipping: Electrification can power small vessels on short voyages, and
e-ammonia – a hydrogen-derived fuel made with renewable energy – has become an
economical option for powering large ships across oceans.

9. Innovations in EV batteries: Shortages of battery materials are widely seen as a brake
on electric vehicles’ growth. But alternative battery chemistries that minimize or avoid the
most problematic raw materials may circumvent these constraints.

#GRN #AUT WSJ

→ Concentrated solar-thermal power (CSP), an alternative method to harness the sun’s
energy, is attracting growing interest; the method uses mirrors to reflect and concentrate
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the sun’s energy. CSP has been held back by technical challenges and a shortage of funding
and government incentives compared with other sources of renewable energy. But as the sense
of urgency about replacing fossil fuels continues to grow, spurring demand for carbon-free
energy, a number of increasingly well-funded entities are trying to improve the technology.
Proponents say the heat that CSP systems produce and their storage capacity offer advantages
over other renewables for generating grid-scale electricity and fueling various industrial
processes. Technical challenges include converting heat to electricity, which is more expensive
and less efficient than the photovoltaic process. CSP systems also need a lot of water – a
problem because they are best located in deserts or other water-scarce areas to maximize
exposure to sunlight.

#GRN WSJ

ADVANCED MANUFACTURING
→ Researchers from the University of Colorado Boulder have developed a new method of
multi-material 3D printing that produces parts with both solid and liquid components.
Virtually all of today’s 3D printers print exclusively solid objects – the ability to integrate liquid
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sections into a build could vastly expand the number of potential applications. The researchers
first simulated the physics of printing with several kinds of materials at the same time. They
discovered that one of the biggest issues would be in keeping the soon-to-be-solid material
droplets from mixing into the liquid material droplets since the former would have to be jetted
directly onto the latter in many cases. The researchers solved the problem by ensuring the liquid
material was more dense and viscous than the solid one. The team tested their technique by
loading a printer with a curable photopolymer (solid material) and a non-curable cleaning
solution (liquid material). They were able to 3D print networks of liquid capillaries in solid
matrices, as well as spiraling helix-like liquid patterns. Both of these structures would have been
impossible using a conventional solid-only 3D printer. The technique could be applied to
integrated print-in-place multi-material fluidic circuits, electrochemical transistors, lab-on-a-chip
devices, and complex robotics. #MFG #USA 3D Printing Industry

→ General Electric launched a new facility that will conduct research on how to 3D print
the concrete base of towers used in wind turbines. The research will enable GE to 3D print
the bottom portion of the wind turbine towers on-site at wind farms, lowering transportation costs
and creating additional employment opportunities at the wind farms where the technology will be
used. The research is supported in part by a grant from the US Department of Energy. A team of
20 people will continue to work on optimizing the 3D printing technology with first applications in
the field anticipated within the next five years. #MFG #GRN #USA GE

AUTONOMOUS SYSTEMS
→ US startups are distributing drones to Ukraine after Chinese drone maker SZ DJI
Technology's products were banned as a security risk to Ukraine's military and civilians.
Ukraine has claimed that technical flaws in the company's products were designed to undermine
the country's defense. They've also expressed reservations about Russia's successful use of
DJI equipment. BRINC has donated 10 drones to Ukraine and sold approximately 50 more to
aid the country's defense since last month. Skydio donated dozens of drones to Ukraine's
Ministry of Defense, and hundreds more were sold to non-government organizations and
governments that support Ukraine. Skydio drones and their data are protected by military-grade
encryption, as are Teal Drones’ drones. BRINC aircraft navigate in flight using lidar — light
pulses that allow the aircraft to see its surroundings — rather than GPS. Because of these
features, Russia's counter-drone systems are unable to easily track them. Defense drones from
Utah-based Fortem Technologies, which are designed to take down enemy drones in the air, are
difficult to detect in flight, in part because they navigate with radar and fly autonomously.
According to people familiar with the matter, San Francisco-based Dedrone is also shipping its
counter-drone systems overseas to be used in Ukraine. The DJI ban in Ukraine has reaffirmed
long-standing US national security concerns held by some policymakers and regulators about
China controlling a commercial technology with military applications. However, due to limited
manufacturing capabilities and inefficient supply chains, US drones are more expensive than
DJI drones and can have long wait times. Startups said they are working to speed up
production, but they are still hampered by chip shortages. On Tuesday, April 26, DJI said it

10
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://3dprintingindustry.com/news/researchers-produce-solid-liquid-parts-using-new-multi-material-3d-printing-technique-208438/
https://www.ge.com/news/press-releases/ge-renewable-energy-inaugurates-3d-printing-facility-research-more-efficient-ways-produce-towers-for-wind-turbines
https://brincdrones.com
https://www.skydio.com
https://tealdrones.com
https://fortemtech.com
https://www.dedrone.com


will temporarily suspend all business activities in Russia and Ukraine, becoming the first
Chinese technology company to officially halt Russian business activities since the
invasion of Ukraine. #AUT #CHP #SCRM #Geopolitics #Cybersecurity #USA #UKR #RUS
#CHN WSJ SCMP

SEMICONDUCTORS & CHIPS
→ A breakdown analysis of the Honor X30, a recent smartphone model released by
Honor, which was previously owned by Chinese tech giant Huawei, shows that parts
made in the US accounted for 40% of the product's manufacturing cost. The majority of
the X30's core components, such as the processor and 5G chipset, are supplied by US
companies such as Qualcomm and Micron rather than Chinese suppliers such as HiSilicon,
Huawei's chip development arm. According to the findings, China is struggling to develop
cutting-edge technologies for smartphones on its own. Honor was spun off from Huawei in
November 2020 in order to avoid US sanctions. In most core areas, including the main
processor and the 5G chipset, US-manufactured components have replaced Chinese ones.
HiSilicon is no longer a supplier of these parts for the X30. Aside from Japanese components,
Qualcomm and Qorvo, another major US chip manufacturer, supply all communication chips for
the latest model. The only Chinese-manufactured chip component used is an old-technology
signal amplifier for communication. According to an analyst, Honor's increased use of US
components may indicate that the company has been unable to secure adequate supplies of
cutting-edge smartphone components made in China. Honor is not the only Chinese
smartphone manufacturer that is heavily reliant on US chips. Xiaomi and Oppo, two other
fast-growing Chinese smartphone manufacturers, have also turned to US suppliers for key
components. Honor's growth inevitably increases the Chinese smartphone industry's reliance on
US components, according to analysts.
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#CHP #5G #SCRM #Geopolitics #USA #CHN #JPN Nikkei Asia

→ On Monday, April 25, North Carolina-based Wolfspeed opened what it says is the
world's largest silicon carbide chip manufacturing plant in central New York. According to
Wolfspeed, the $1B, 63k square meter fab will be the first of its kind to produce 200mm silicon
carbide wafers. Silicon carbide (SiC) is an alternative to traditional silicon that is gaining
popularity due to its energy efficiency when transferring power, which is particularly useful in the
manufacture of electric vehicles (EVs). Wolfspeed announced a partnership with luxury EV
manufacturer Lucid Motors ahead of the fab's opening. It also has agreements to supply silicon
carbide chips for electric vehicles with GM and China's Yutong Group. According to the
Semiconductor Industry Association, a group that lobbied for the CHIPS Act, the US share of
modern semiconductor manufacturing capacity has dropped from 37% in 1990 to 12% today.
For years, the decline has sounded the national security alarm. Recently, a severe chip
shortage has compelled the global technology industry to scramble. Meanwhile, Asian chip
giants such as TSMC and Samsung are investing billions of dollars in new and expanded
factories both at home and abroad. Other plants are expected to cluster around the Wolfspeed
fab in New York. #CHP #SCRM #GRN #USA #CHN #TWN #KOR Nikkei Asia

→ On Tuesday, April 26, SoftBank Group's British chip technology firm, Arm, unveiled its
latest microcontroller design and two new systems to help reduce development time for
connected devices in the internet of things (IoT). The Cortex-M85 microcontroller will help
improve artificial intelligence operations such as voice recognition on devices such as smart
home products and drones, according to Arm's VP of IoT and embedded technologies.
According to the company, the M85 chip is 20% faster than the previous M55 chip for machine
learning applications. According to the company, Arm is increasingly providing blueprints not just
for single chips but for sets of chips or systems that can work together. Arm has also expanded
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the number of chip designs that can be virtually tested in the cloud, allowing software
developers to create new software even before the chip is physically delivered. #CHP #DIG #AI
#AUT #GBR Reuters

→ Chip startups have overcome the engineering challenge of incorporating photons into
chips, and are now gaining traction and funding by using light instead of wires. Ayar
Labs, a startup developing silicon photonics technology, announced on Tuesday, April 26 that it
had raised $130M in funding from investors, including chip giant Nvidia. According to PitchBook,
silicon photonics startups raised more than $750M in 2021, more than doubling from 2020. That
amounted to about $18M in 2016. Startups using silicon photonics to build quantum computers,
supercomputers, and chips for self-driving vehicles are also raising large sums of money.
PsiQuantum has raised approximately $665M to date, despite the fact that the promise of
quantum computers changing the world is still years away. Lightmatter, which develops
processors that use light to accelerate AI workloads in data centers, has raised a total of $113M.
The company plans to release its chips later this year and begin testing with customers soon
after. Luminous Computing, a startup backed by Bill Gates, is building an AI supercomputer
using silicon photonics, and has raised a total of $115M. Semiconductor companies are also
preparing to use their silicon chip-making technology for photonics. Collaboration with
PsiQuantum, Ayar, and Lightmatter has helped build a silicon photonics manufacturing platform
for others to use, according to GlobalFoundries Head of Computing and Wired Infrastructure
Amir Faintuch. The platform was launched in March 2022.

#CHP #AI #AUT #QNT #USA Reuters

→ India is in discussions with global chip makers Intel, GlobalFoundries, and TSMC
about establishing local operations as part of efforts to centralize more high-tech
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manufacturing in the country. Indian Prime Minister Modi unveiled a $10B incentive plan in
late 2021, offering to cover up to half of a project's cost in order to attract display and
semiconductor fabricators to set up shop in India. The country has set the goal of emulating
neighboring China and becoming the world's electronics factory. India's plans for semiconductor
manufacturing come at a time when leading economies are devoting more resources to
securing domestic chip production. Trade tensions between Beijing and Washington, as well as
Covid-related lockdowns, have disrupted global supply chains and compelled companies to
diversify beyond traditional tech manufacturing hubs such as China and Taiwan. #CHP #SCRM
#Geopolitics #USA #TWN #IND #CHN Bloomberg

QUANTUM TECHNOLOGY
→ Stanford University researchers have developed a key experimental device inspired by
everyday mechanical devices for future quantum physics-based technologies. The
researchers demonstrated new capabilities by combining tiny nanomechanical oscillators with a
type of circuit capable of storing and processing energy in the form of a qubit, or quantum "bit"
of information. They created hardware components on two silicon computer chips with
nanometer-scale resolutions. Then they layered the two chips together, so that the components
on the bottom chip faced those on the top half. The researchers also created an aluminum
superconducting circuit on the bottom chip, which serves as the device's qubit. When
microwave pulses are sent into this circuit, photons (light particles) are produced, which encode
a qubit of information in the device. The circuit then exchanged energy with one of the top chip's
mechanical oscillators before transferring the remaining data to the second mechanical device.
By exchanging energy in this manner — first with one mechanical oscillator, then with the
second — the researchers were able to quantum mechanically entangle the two mechanical
resonators. The researchers can now manipulate the quantum state of mechanical oscillators
using the device's qubit, generating the kinds of quantum mechanical effects that could power
advanced computing and ultraprecise sensing systems.

14
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://www.bloomberg.com/news/articles/2022-04-26/india-woos-intel-and-tsmc-to-set-up-local-semiconductor-plants?srnd=technology-vp


#QNT #CHP #USA The Quantum Insider

→ UK startup Arqit has given investors an overly optimistic view of its future revenue
and the readiness and workability of its signature encryption system, according to former
employees and people familiar with the company. The startup rocketed to a $1B dollar valuation
when it listed publicly via SPAC last fall (one month after its Chief Revenue Officer resigned)
based on the promise of making encryption technology that would protect the defense industry,
corporations, and consumers alike from quantum computers. However, government
cybersecurity experts in the US and the UK have cast doubt on the utility of Arqit’s system. The
UK NCSC wrote a confidential, unfavorable review of the company’s product. And both the UK’s
NCSC and US NSA published separate assessments in recent years warning against using
satellite-based encryption systems like those Arqit has proposed to integrate into its product
over the next few years. And numerous experts have warned that the encryption technology the
company hinges on might never apply beyond niche uses unless there were a major overhaul of
internet protocols. One expert even said it wouldn’t work without rebuilding the entire structure
of the internet. Yet, in an investor presentation shortly before the company’s IPO, Arqit’s founder
and CEO David Williams touted the company’s technology saying, it could solve the problem of
quantum attack “for every connected device in the world and that means that the Arqit business
is now suitable for hyperscale growth.” Beyond the technological concerns, Arqit’s revenue and
profit projections have come under fire. The company publicly released forecasts that it would
see $660M in revenue in 2025, from which the startup expected $447M in earnings before
costs. (Arqit’s stock price reached its highest level to date of $38.06 in November and has since
fallen to $12.49 including a 17% drop last Monday). Key to the pitch was its claim that it had a
large stream of future revenue locked in as the product was already live and selling well.
However, its bookings were not based on product sales, but mostly comprised various research
grants, and the product was barely an early stage prototype, according to people familiar with
the matter. In securities filings Arqit was less definitive about its future revenue. And inside the
company, Mr. Williams was frequently an abrasive and volatile presence according to former
employees. #QNT #Cybersecurity #GBR #USA WSJ Fortune
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GEOPOLITICS
→ On Wednesday, April 27, Russia cut off gas supplies to Bulgaria and Poland because
they refused to pay in rubles, striking directly at European economies and exposing the
EU's confusion over how to respond to Moscow's invasion of Ukraine. The decision,
denounced as "blackmail" by European leaders, comes as Russia's economy wilts under
sweeping international sanctions and Western countries ramp up arms shipments to assist
Ukraine in fending off a new Russian assault in the east. Gazprom, Russia's gas export
monopoly, said it had "completely suspended gas supplies" to Polish and Bulgarian gas
companies "due to a lack of ruble payments," as stipulated in a decree issued by Russian
President Putin to mitigate the impact of sanctions on the Russian economy. The move,
according to Polish President Andrzej Duda, violated "basic legal principles". Gas, according to
Bulgarian Energy Minister Alexander Nikolov, is being used as a "political and economic
weapon". However, the Commission has stated that the EU's gas buyers can participate in
Russia's payment system if certain conditions are met. Uniper, Germany's largest importer,
stated that it could pay without violating any laws. Austria and Hungary, among others, have
indicated that they will follow suit. However, EU ambassadors asked the Commission for more
clarity on whether sending euros to Gazprombank would constitute a violation of sanctions.
#Geopolitics #SCRM #EUR #AUT #BGR #DEU #HUN #POL #RUS #UKR Reuters

CYBERSECURITY
→ Energy companies, particularly those involved in energy generation and distribution,
face a number of complex challenges, which means the risk of a cyberattack is higher
than in other industries. According to an IBM report, the energy industry was the third most
targeted sector for cyberattacks in 2020, trailing only finance and manufacturing, and had risen
from ninth place in 2019. Separately, according to US cybersecurity firm, Black Kite, 25% of the
nation's 150 largest energy companies are "highly susceptible" to a ransomware attack, with oil
and natural gas operations being the most vulnerable. The report also found that 49% of energy
companies have a critical vulnerability due to out-of-date systems. As a result, nation-state
attackers may target energy companies strategically in order to cause economic, political, and
societal harm to critical infrastructure or to gain a foothold in the network in the event of future
heightened tensions. Many energy companies are late adopters of digitalization, cloud
computing, and functional software, but they have yet to establish a strong cybersecurity culture
or a skilled and experienced technical staff. Digitalization has also increased supply chain
complexity, which may result in firms being targeted indirectly. Furthermore, because energy
company operations, such as electricity grids and pipelines, are decentralized, cybersecurity
teams must defend large, distributed attack surfaces. Disrupting operations at a major energy
company can have a cascading effect on other sectors of the economy, according to experts.
#Cybersecurity #Geopolitics #GRN #DIG #SCRM #USA WSJ
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→ According to Microsoft researchers, Russian-affiliated hackers were planning
cyberattacks against Ukraine as early as March 2021. A handful of hacking groups gained
access to Ukrainian organizations — including defense, IT, and energy networks — for strategic
and battlefield intelligence collection, according to a report published on Wednesday, April 27.
Before and after the invasion began in February 2022, the campaigns appeared to be laying the
groundwork for attacks. These previously unreported reconnaissance operations preceded what
has become an aggressive and damaging campaign against Ukraine, which has been subjected
to more than 237 cyberattacks by at least six Russian-affiliated hacking groups since the
invasion began, according to Tom Burt, Microsoft's VP for customer security and trust, in a blog
post accompanying the report. Furthermore, Microsoft researchers discovered nearly 40
destructive attacks that permanently destroyed files in dozens of Ukrainian organizations.
According to the report, more than 40% of those attacks were directed at organizations that
provide critical infrastructure. Microsoft stated that one cyber operation had expanded to a large
phishing campaign against those rallying international support for Ukraine by a hacking group
known as Nobelium. Nobelium gained access to IT companies serving governments in NATO
member states, including the US and Europe, in early 2021. It was successful in stealing data
from Western foreign policy organizations in order to predict how NATO would react to Russian
military actions. #Cybersecurity #Geopolitics #USA #EUR #UKR #RUS Bloomberg

→ Israeli spyware firms are struggling to stay afloat as the Ministry of Defense grants
fewer export permits in response to US pressure. Nemesis, a small Israeli spyware company
has been shut down in recent days. The closure of the company, which attempted to compete
with the NSO Group, marks a new era in relations between the Ministry of Defense and the
Israeli industry for many in the Israeli spyware sector, according to analysts. According to
several senior figures, the Israeli Defense Exports Control Agency (DECA) refused to grant
Nemesis a license to export its spyware to countries in South America and Africa, prompting the
company's demise. Foreign countries, such as European countries that have been active in the
spyware market since its inception, have stepped into the void left by DECA. Intellexa, a
spyware firm based in Greece, is one of them. Despite the fact that North Macedonia is subject
to the Wassenaar Arrangement on spyware exports, Intellexa reportedly conducts its sales
operations from North Macedonia, which is not an EU member and is not subject to its
supervision. Customers of Intellexa include Bangladesh, Turkey, Egypt, Indonesia, Saudi
Arabia, and Oman, countries for which DECA no longer issues permits. Furthermore, the
company is in talks with the UAE, a country in which many other Israeli spyware firms operate.
Companies supervised by DECA can no longer export spyware tools without an explicit permit.
#Cybersecurity #Geopolitics #ISR #USA #EUR #GRC #MKD #EU #BGD #TUR #EGY #IDN
#SAU #OMN #ARE Risky.Biz

SUPPLY CHAINS
→ According to Peter Wennink, CEO of ASML, a major industrial conglomerate has
resorted to buying washing machines and extracting the semiconductors inside for use
in its own chip modules. The unnamed conglomerate relayed its struggles to ASML, indicating
that chip shortages will persist for the foreseeable future, at least in some sectors. Other foreign
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chip manufacturers, such as Chinese manufacturers have been known to extract microchips
and various types of semiconductors from recycled electronic appliances, such as remote
controls and hard disk drives. Due to the global scarcity of semiconductors, the quantity of
counterfeit chips on the Chinese market has increased. The secondary markets for these chips
are obscure and riddled with counterfeiting. In some situations, this might potentially represent a
threat to national security, according to industry analysts. #SCRM #CHP #NLD #CHN SCMP
The Register

→ SMIC, China's largest chip maker, said more than 60% of its employees in Shanghai
live on-site, demonstrating the strain on factories in and around the city to maintain the
country's semiconductor supply chain in the midst of an extended Covid-19 lockdown. To
maintain production, the company's workers in its Zhangjiang complex have been placed in a
closed loop, which means they have no direct contact with the outside world, according to
SMIC. Logistics between Shanghai's semiconductor hub and neighboring cities such as
Kunshan and Suzhou have yet to return to normal levels, affecting finished goods shipments.
This has posed a problem for many smaller chip design firms, which have yet to receive their
wafer orders due to shipment delays, including those delivered by SF express, the country's
leading courier service provider, according to a Shanghai-based chip designer who specializes
in LED driver chips and relies on Hua Hong Semiconductor for foundry services. #SCRM #CHP
#CHN SCMP
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