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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Web3 cybersecurity vulnerabilities, Russia’s
counter-space threat, Amazon’s plans to compete with SpaceX’s Starlink, simplifying

the onboarding process in the crypto industry, a US hypersonic missile test, a
self-sustaining miniature heart to improve and speed up drug testing, a tool that

radically speeds up the development of pharmaceutical products, innovations in drone
delivery services, growth projections for the global semiconductor industry, and China’s

role in the Russia-Ukraine war.



NEXT5 NEWS & AMPLIFICATIONS
→ In a blog Ramez Naam argues that Putin’s invasion of Ukraine will accelerate climate,
energy, and deep technologies. Specifically, he argues that the invasion will set off efforts to
develop  new technological solutions in energy, manufacturing, food & agriculture, infrastructure,
transportation, and human augmentation. Analysts also expect to see a rise in export controls
on technologies such as AI, computing technology, cryptography, sensors, advanced materials,
biotechnology, and others that are used to improve our everyday lives but also have military
applications. Companies and nations will likely seek solutions in each of these sectors that don’t
depend on potentially hostile foreign states - to include China. Finally, he argues that this war
and the new world order will be shaped by two realities: This is unlikely to be over soon. And
this will affect China and relations between China and the world. #RUS #UKR #CHN #SCRM
#Geopolitics #GRN #MFG #BIO #AI #FIN Medium

→ Crowdstrike, leader in cloud-delivered protection of endpoints, cloud workloads,
identity and data, and Mandiant announced a new strategic partnership to help joint
customers investigate, remediate, and defend against increasingly sophisticated cyber
events. Both companies have long operated under the practice that in order to defend against
tenacious cyber adversaries, there must be a combination of cutting edge products and elite
cybersecurity experts Because of this, both companies have embraced an open and
collaborative approach with high caliber partners and technologies to provide organizations
superior protection. #Cybersecurity #USA BusinessWire

→ The US said on Wednesday that it had secretly removed malware from computer
networks around the world in recent weeks, a step to pre-empt Russian cyber threats.
Court orders allowed the FBI to go into domestic corporate networks and remove the malware,
sometimes without the company’s knowledge or consent. This is part of a government effort to
contain the continuing attacks on corporate networks running Microsoft Exchange software.
Critics call it an unprecedented intrusion that is raising legal questions about the power of courts
to regulate cybersecurity without consent of the owners of the targeted computers.
Public-private cooperation is critical for managing the wide range of cyber threats facing the US.
But it poses challenges in how far the government can pursue active defense for national
security. And it’s equally important for the Congress and courts to oversee this balancing act.
#Cybersecurity #USA #RUS #UKR NYTimes The Conversation

DIGITALIZATION
→ Web3, designed to ensure data privacy through a blockchain-based architecture, is
falling victim to numerous cyberattacks. The latest security incident involved the play-to-earn
game Axie Infinity. Hackers breached the Ronin "bridge" between Axie and the Ethereum
blockchain, robbing ~$552M at the time (now worth $630M, adjusted for the current ETH price).
The crew behind Axie set up the bridge to require only nine trusted validators – meaning the
actors only needed to compromise five accounts. It also took six days for the Axie team to

2
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://medium.com/prime-movers-lab/putins-invasion-of-ukraine-will-accelerate-climate-energy-and-deep-technologies-part-1-3567a623bc84
https://www.businesswire.com/news/home/20220407005375/en/CrowdStrike-and-Mandiant-Form-Mission-Focused-Strategic-Partnership-to-Protect-Organizations-Against-Cyber-Threats
https://www.nytimes.com/2022/04/06/us/politics/us-russia-malware-cyberattacks.html
https://theconversation.com/the-fbi-is-breaking-into-corporate-computers-to-remove-malicious-code-smart-cyber-defense-or-government-overreach-159185


notice that $630M worth of Ethereum had been looted and to tell users following the breach.
Meanwhile, more than two dozen Web3 companies, including Circle and BlockFi, revealed last
month that they had been hit by Web2-style attacks. In that case, hackers obtained customer
data that is now being used to conduct phishing campaigns and other scams. Web3 risks
inheriting the security failures of Web2 without the accountability; traditional banks have
insurance to compensate customers, while Big Tech firms deploy sophisticated security teams
to guard their data. By contrast, many Web3 users are being left to navigate an emerging and
hazardous landscape on their own. #DIG #FIN #Cybersecurity Decrypt

→ A so-called decentralized science movement (DeSci) combines blockchain and Web3
technologies to improve scientific research. A primary goal of DeSci is wider participation
and funding for scientific challenges, as well as democratizing the peer-to-peer review process
dominated by a few journals. Research could be verified by participants in a blockchain network
of scientists as transactions on financial blockchains are currently verified by a network of
miners. DeSci is different from an IP platform or a platform in which the more it is used, the
more the platform benefits, leading to a consolidation of value. In the case of DeSci,
researchers gain value in line with the value of their contribution – the more it is used by other
researchers, the more value they receive. Knowledge of intrinsic value may complement larger
projects even if creators are not aware of the projects. In such a scenario, someone may make
use of a contribution, and the creator of that contribution can be recognized for it and earn
residuals. #DIG Coin Telegraph

→ Boeing is hiring the three biggest US cloud-computing companies – Amazon,
Microsoft, and Google – to help with a digital transformation aimed at giving its aircraft
designers and software developers more tools. The multi-year agreements are intended to
upgrade the company’s current system of hosting and maintaining software applications through
a network of servers, which can be difficult to maintain, according to Boeing. The company
plans to shift hundreds of applications to the cloud where they’ll be stored and maintained in the
tech giants’ data centers. Boeing is rebooting its technology to help address quality lapses and
production inefficiencies that drive up costs of developing new aircraft. The plane-maker is
investing in tools such as digital twins – virtual replicas of actual hardware –  to model both the
performance of its new aircraft concepts and the assembly lines that would build them. Boeing
is the latest big tech customer to split its business among multiple cloud providers, avoiding a
centralized approach promoted by Amazon. That company, which leads the cloud market, urges
customers to go “all in” on AWS. Microsoft and Google, the number 2 and number 3 US-based
providers, advocate a “multi-cloud” approach like Boeing is taking. #DIG #MFG Bloomberg

SATELLITES & NAVIGATION
→ Analysts tracking Russian counter-space threats – from satellite jamming over Eastern
Europe to testing of an anti-satellite weapon – assess that such threats are likely to
persist through 2022. Secure World Foundation and the Center for Strategic and International
Studies both released reports Monday, April 4 outlining trends in counter-space activity during
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the last year and documenting the development and use of space weapons. In recent years, the
two Washington, DC, think tanks have warned of increasing counter-space activities and
predicted heightened responses from the US and other spacefaring nations. But if 2021
confirmed the trend, the coming year could be “a pivotal turning point in space security,”
according to the CSIS report, due to Russia’s use of counter-space capabilities like GPS
jamming and cyber-attacks in its war on Ukraine. Secure World Foundation’s Brian Weeden
pointed to the late February cyber-attack on communications provider Viasat and its KA-SAT
system – which provides high-speed internet for customers in Eastern Europe and the
Mediterranean – as an example of the uptick in disruption in the region. Looking more broadly
across 2021 counter-space trends, the CSIS report highlights the growing use of jamming and
spoofing, which tracks with a 2020 prediction that such incidents would increase along with the
sophistication of counter-space weapons. According to CSIS, 2021 saw an increase in both the
number of incidents and their complexity. #SAT #USA #RUS C4ISRNet

→ According to France’s civil aviation authority (DGAC), Russian military equipment
used to guard against GPS-guided missiles has been affecting commercial satellite
navigation near Finland since March. Head of Satellite Navigation at DGAC Benoit Roturier
noted that while there have been no severe in-flight incidents due to backup measures, pilots
experiencing an episode must deal with cockpit alerts that can become distracting. Finnish
flag-carrier Finnair noted issues over the Baltic Sea near Kaliningrad on March 9 shortly
following the Russian invasion of Ukraine. According to Euronews, the incident was severe
enough for Finnish Traficom to issue a notice to air missions (NOTAM), warning pilots of
potential risks in the region, though it was withdrawn on March 14. The jamming of commercial
satellite systems has highlighted the need for stronger alternatives to GPS and GNSS.
Currently, the aviation industry uses one GPS frequency for satellite navigation; however,
back-ups are available for when signals are lost. The recent incidents have sparked a
discussion among aviation regulators about the possible impact of a large-scale incident on
airspace outside of conflict zones, coming as the European Union pushes towards increasing
reliance on satellite navigation technology. #SAT #RUS #UKR #FRA #FIN Simple Flying

→ Amazon is stepping up plans for its proposed fleet of internet satellites that would
compete with SpaceX’s Starlink. Amazon’s Project Kuiper said it secured up to 83 planned
launches that would ferry satellites to orbit over five years. The unit of the Seattle-based
e-commerce giant hasn’t sent up any satellites yet, though it plans to have two prototypes
launched this year. Project Kuiper has been working on deals for its planned service. An
agreement it struck last year with Verizon included providing satellite links meant to extend
certain Verizon networks to reach rural and remote areas in the US. Starlink has signed a similar
deal with a Japanese telecom provider. According to satellite-industry analyst Chris Quilty of
Quilty Analytics, Starlink has a head start on Project Kuiper, but the Amazon business has the
benefit of observing the challenges of the market leader. #SAT #AER #USA #JPN WSJ Space
News

→ Lockheed Martin is releasing a non-proprietary, open-source interface standard that
could enable future on-orbit satellite mission extension and augmentation. The company
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announced the release of the Mission Augmentation Port interface standard Monday, April 4
which is now available for satellite designers to access online. The new standards offer an
interface design that allows spacecraft to dock with one another – and because it’s open-source,
it promotes greater interoperability between providers. Lockheed’s Senior Director of Advanced
Programs Paul Pelley stated in the release that the documents are designed to standardize how
spacecraft connect on orbit in a similar way to how the USB was designed to standardize
computer connections. The company has been pursuing the interface standard for several
years, working to design and mature its own MAP-compliant Augmentation System Port
Interface (ASPIN) before releasing the standard publicly. By the end of 2021, ASPIN had
reached a technology readiness level 6, which is a common benchmark for showing a
capability’s maturity. According to Eric Brown, Lockheed’s director for military mission strategy,
the concept is well-aligned with the Space Force’s push for more resilient, adaptable
constellations with a higher technology refresh rate. #SAT #USA C4ISRNet

ARTIFICIAL INTELLIGENCE
→ The race for supremacy in AI-powered automotive voice recognition is heating up in
China. Chinese company iFlytek expects to install its voice technology in 30% more vehicles in
2022 from last year, while US-based Cerence looks to entice Chinese automakers with its
ample experience with global customers. The two controlled a share of about 40% of the
Chinese market in 2020. In-car assistants let drivers operate navigation, play music, and turn on
the air conditioner with their voice. The technology is expected to expand as autonomous
driving technology moves forward, with some features such as voice-controlled stopping and
parking having already launched. The voice recognition market in China, including education,
health care, and finance, is projected to grow from ~$4.5B in 2021 to $22.8B in 2030, according
to Deloitte. It is expected that the auto segment, which accounted for just around 10% of the
market in 2021, will undergo strong growth going forward. #AI #AUT #USA #CHN Nikkei Asia

NEXT GENERATION COMMUNICATIONS
→ Lynk Global, the world’s leading satellite-direct-to-phone telecoms company, on
Wednesday, April 6 announced the successful launch, deployment, and initial on-orbit
check-out of Lynk Tower 1. The spacecraft is the company’s sixth ‘cell-tower-in-space’ satellite
and is now in a position to become the world’s first commercial cell-tower-in-space. Lynk Tower
1 is the first satellite covered by Lynk’s application to the FCC for a global commercial license to
operate a satellite direct-to-standard-phone service. Today, only 10% of the world’s surface is
covered by terrestrial mobile connectivity. This means that 90% of the globe is in “coverage
black spots.” Over 3B people per year with a mobile phone deal with extended periods of
disconnectivity. Another billion people per year refuse to buy their first phone because they don’t
have mobile coverage where they live and work. The launch of the world’s first commercial
cell-tower-in-space enables Lynk to begin solving the global coverage problem. Lynk Towers 2,
3, and 4 are already under construction and will also be launched in 2022. Lynk Towers 1-4 will
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allow millions of mobile phone owners to connect to a satellite using a commercial service
provided by their mobile network operator (MNO). #5G #SAT #USA Lynk

→ According to a recent FCC filing from satellite operator SES, Russia’s war with Ukraine
may eventually affect a widening 5G rollout in the critical mid-band spectrum in the US.
According to SES, aerospace manufacturer Thales Alenia Space relied on the Ukrainian
Antonov AN-124 aircraft charter to transport geostationary satellites, such as the SES-22, to
launch sites. But the Russian war in Ukraine has prevented the Antonov aircraft from
transporting the SES-22 to the launch site in Cape Canaveral, Florida. In response, SES stated
it is working closely with Thales to transport the SES-22 by sea. The SES-22 is important to the
5G industry in the US because SES is one of a handful of companies working to free up
mid-band C-band spectrum for 5G operations. The FCC's massive C-band spectrum auction
that ended last year required SES, Intelsat, Eutelsat, and a handful of other satellite operators to
modify their operations – including by launching new satellites – to free up wide swathes of
C-band spectrum for 5G. The companies were given two deadlines: one at the beginning of
2022 and another by the end of 2023. #5G #USA #RUS #UKR #LUX #FRA #Geopolitics
#SCRM Light Reading

→ AT&T and Northrop Grumman will develop a 5G-based digital battle network which the
US DoD will use to coordinate connectivity and information across all branches of the
military. The collaboration is part of the DoD’s Joint All-Domain Command and Control (JADC2)
Implementation Plan, which requires high speed, low latency connectivity across multiple
terrains and domains to connect warfighters to systems and data. The network will combine
AT&T’s 5G networking services with Northrop Grumman’s weapons and avionics platforms to
provide operational and information data. The R&D agreement covers prototyping and testing
AT&T’s commercial 5G networking capabilities with Northrop Grumman’s systems. Also, as part
of the JADC2, Intel this week announced the extension of its strategic partnership with
Lockheed Martin. Intel and Lockheed entered into a new memorandum of understanding (MOU)
that “harnesses innovative 5G software and hardware solutions” to enable faster and more
decisive actions for the US DoD. #5G #USA Fierce Wireless Mobile World Live Nextgov

FINANCIAL TECHNOLOGY
→ China will expand the trial of its sovereign digital currency as the central bank works
on incentives for banks, technology firms, and local authorities to take part in its e-CNY.
China has demonstrated the initial feasibility of its digital sovereign currency, but additional
research and exploration are needed in security, compliance, and potential impact on the
existing banking system, according to the central bank. China’s active roll-out of its sovereign
digital currency has moved ahead of other major central banks like the US Federal Reserve and
the Bank of Japan. Robert Greene, a former senior adviser to the US Treasury, published an
article last July saying one potential function of the e-CNY may be to skirt US financial
sanctions. For Chinese consumers, e-CNY offers an alternative option in cashless payment, an
area dominated by Alipay and WeChat Pay, which also support e-CNY as part of their functions.
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The country’s expansion of the roll-out coincides with a hiring spree at the central bank’s Digital
Currency Research Institute (DCRI) for hundreds of data and infrastructure engineers. #FIN
#USA #CHN #JPN SCMP

→ The UK government has laid out plans to become a “global hub” for the crypto
industry, proposing new regulations for stablecoins, a Royal Mint NFT, and a suite of
other measures to court digital asset companies. City minister John Glen said in a speech
on Monday, April 4 that the government was determined to show “the UK is open for business
and open for crypto businesses.” The speech marked the most emphatic message from the
government so far in support of cryptocurrency businesses in Britain, after criticism from the
industry that the UK’s stringent regulatory approach and indifference from the government were
throttling innovation. The minister added that the government would study the possibility of
issuing government debt using distributed ledger technology. He said chancellor Rishi Sunak
had commissioned the Royal Mint to issue a digital collectible, known as a non-fungible token
(NFT), by the summer. The UK Treasury also released long-awaited plans to regulate issuers of
stablecoins  – crypto tokens intended to mirror the value of other assets such as US dollars. The
UK’s crypto push comes as firms ratchet up pressure on governments, regulators, and
lawmakers to offer clearer rules and regulations on digital assets. #FIN #USA #GBR Financial
Times

→ New York-based Starlight aims to simplify the process for onboarding companies into
crypto. Its product allows companies to set up a crypto wallet and track and manage their
digital assets on an ongoing basis, all in one place, according to co-founder and CEO Grey
Nguyen. There aren’t many players offering a comprehensive corporate spend management
platform for crypto in one place, but other startups have built tools focused on specific areas
under the corporate expense umbrella. Sprout and Bitwage, for example, help companies
facilitate compensating their employees in crypto, while startups such as Paysail enable
businesses to make cross-border B2B payments in crypto. Starlight’s core customers are
companies who need to convert some of their cash into crypto, many of which are digitally
native but new to Web3, according to Nguyen. He added that Starlight has also seen interest in
its product from crypto-native entities, including decentralized autonomous organizations (DAO),
which often invest in other companies, creating a need for them to convert cash into crypto and
vice versa. Companies are scrambling to participate in the crypto ecosystem, but many of the
tools available for them to use are disjointed and not user-friendly. #FIN #DIG #USA #HKG
TechCrunch

AEROSPACE & SPACE
→ The global market for nuclear missiles and bombs is predicted to surpass $126B
within ten years, up nearly 73% from 2020 levels, according to a report by Allied Market
Research. The value of the market will jump 72.6% from the Portland-based research firm's
estimate of nearly $73B in 2020 when COVID-19 delays and reallocation of funds to support the
health crisis "severely affected" the defense sector. The report comes as Russian aggression in
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Ukraine spurs military spending, with an increase in geopolitical conflicts and bigger military
budgets likely pushing the figure up at an annual compounded rate of 5.4% until 2030,
according to the report. US President Joe Biden last week requested a record peacetime
national defense budget, which would prioritize modernizing its nuclear "triad" of ballistic missile
submarines, bombers, and land-based missiles. The report predicted that demand for small
nuclear warheads, which can be easily deployed through aircraft and land-based missiles,
would fuel faster growth in these segments, although submarine-launched ballistic missiles
(SLBMs) accounted for a quarter of the market in 2020. While North America dominated more
than half the global market in 2020, the report predicted the fastest growth would come from the
Asia-Pacific region on initiatives by India, Pakistan, and China to bolster their nuclear arsenals.
#AER #USA #RUS #UKR #CHN #IND #PAK Reuters

→ The US successfully tested a hypersonic missile, according to the Pentagon, but
reportedly kept the test quiet to avoid escalation with Russia over Ukraine. The Defense
Advanced Research Projects Agency (DARPA) announced the test Tuesday, April 5, calling it
the “second successful flight in DARPA’s Hypersonic Air-breathing Weapon Concept (HAWC)
program.” According to DARPA, the missile was released from a “carrier aircraft,” was boosted
by a scramjet engine, and then “quickly accelerated to and maintained cruise faster than Mach 5
for an extended period of time.” The missile also purportedly reached altitudes greater than 65k
feet and flew for more than 300 nautical miles. The DARPA announcement came hours after
CNN reported the successful test, saying it took place in mid-March but that the Biden
administration kept it quiet to avoid sending an escalatory signal to Russia. As we previously
reported, last month, Russia claimed the first battlefield use of a hypersonic missile in combat
operations in Ukraine, which US President Joe Biden later confirmed. #AER #Geopolitics #USA
#RUS #UKR Breaking Defense

BIOTECHNOLOGY
→ Hong Kong and US-based Medera Biopharmaceutical created a self-sustaining
miniature heart to improve and speed up drug testing. Historically, a new drug could cost a
pharmaceutical company around $1B and takes between eight and ten years to develop and
test. According to co-founder Ronald Li, Medera's "heart in a jar" technology aims to reduce
drug development timelines to as little as two years while cutting costs in half, as well as
replacing animal testing. The idea is to take tissue from a living person and create mini hearts
that can be used to test the toxicity of a treatment on healthy organs or to alter it to mimic
cardiac illnesses so pharmaceutical companies can gauge the real-world efficacy of a new drug.
The startup said it has developed over 300 mini hearts, which are installed in a proprietary
device that provides them with a regular heartbeat. Medera has received over $100M in grants
from universities and organizations, such as the American Heart Association and Hong Kong's
Innovation & Technology Commission. In addition, the company's R&D team has been working
on expanding a line of other miniature organs, such as livers, kidneys, and lungs, in order to
improve targeted therapies and drug trials.
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#BIO #CHN #USA Nikkei Asia

GREEN TECHNOLOGY

→ China's largest EV maker BYD announced that it stopped making combustion engine
vehicles last month and now produces full electric and heavily electrified plug-in hybrid
cars only. But BYD will not completely stop making gasoline engines since smaller highly
efficient engines will continue to be used in plug-in hybrid cars. Its move is in response to
Beijing's pledge to boost green energy consumption to bring carbon emissions to a peak by
2030. BYD is among six carmakers, including Volvo, Ford, General Motors, Mercedes-Benz,
and Jaguar Land Rover, to have signed up for a global campaign to phase out combustion
engine vehicles by 2040. BYD sold 104,878 units of new energy vehicles (NEV) in March,
surging from just 24,218 units in the same month a year earlier, and marking its highest monthly
sales ever. Last month's sales comprised 53,664 pure EV and 50,674 plug-in hybrid cars and
540 commercial NEV cars. #GRN #USA #CHN SCMP Reuters

→ Vietnam and Australia joined countries with the newest wind farms while China and
India increased their capacity in a record year for wind-based electricity. The global effort
added 21 gigawatts of offshore wind power last year, the highest ever and triple the 2020 figure,
while adding 72.5 GW onshore. But these numbers must quadruple in the next decade to fight
climate change, according to the industry lobby Global Wind Energy Council. China and the US,
where companies are rushing to plant wind turbines before state subsidies expire, remained the
biggest onshore markets for new and total turbines. But smaller players climbed the ladder in
2021, with Vietnam at number 3 for offshore and number 4 for onshore installations. Others in
the region with the largest increases in onshore capacity were Australia, India, and Turkey. The
wind lobby said the world generates 837 GW of electricity from wind, led by the Asia-Pacific
region, helping the world avoid over 1.2B tons of carbon dioxide annually – equivalent to the
annual carbon emissions of South America. And that figure is set to grow 6.6% a year for the
next five years. China dominates, having taken just a few years to achieve the offshore capacity
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that, in Europe, had required three decades. #GRN #USA #CHN #VNM #AUS #IND #TUR
Nikkei Asia

ADVANCED MANUFACTURING
→ A new tool speeds up the development of vaccines and other pharmaceutical products
by more than 1M times while minimizing costs. In search of pharmaceutical agents such as
new vaccines, the industry will routinely scan thousands of related candidate molecules. But a
novel technique allows this to take place on the nanoscale, minimizing the use of materials and
energy. More than 40k different molecules can be synthesized and analyzed within an area
smaller than a pinhead. The method, developed in Denmark, promises to drastically reduce the
amounts of material, energy, and economic cost for pharmaceutical companies. The
breakthrough involves the integration of elements from synthetic biochemistry, nanotechnology,
DNA synthesis, combinatorial chemistry, and Machine Learning. Possible applications for the
technology include RNA strings for the biotech tool CRISPR, or an alternative for screening,
detecting and synthesizing RNA for future pandemic vaccines. #MFG #BIO #AI #DNK Sci Tech
Daily

AUTONOMOUS SYSTEMS
→ Alphabet, Amazon, Walmart, and other American companies are deploying drone
delivery across the country in an effort to speed up delivery services while reducing
emissions and traffic congestion. Zipline recently began working with Walmart on deliveries
at an Arkansas location. Flytrex, an Israeli startup focused on food delivery in the US suburbs,
recently announced the opening of a new delivery station in Texas. As a result of the pandemic,
Wing, a subsidiary of Alphabet, has rapidly increased its deliveries in Virginia. Additionally,
Amazon plans to recruit 1,300 test customers to place orders through its Prime Air
drone-delivery program this year. Zipline operates 11-feet-wide autonomous fixed-wing drones
launched from a steel rail by an electric motor that propels the 44-pound aircraft to 60 miles per
hour in one second. Amazon introduced a drone in 2019 with an unique hexagonal wing design
that is by far the largest of those now under FAA approval for delivery to homes. Wing's drones
are made of carbon fiber and injection-molded foam and weigh 10 pounds, making them the
lightest among the companies seeking FAA delivery approval. Wing's drones are equipped with
the electronics that the FAA requires for all commercial drones and new aircraft to enable
mutual detection. They are designed to be fragile enough that a crash or collision would do little
or no harm. #AUT #GRN #SCRM #USA #ISR WSJ

SEMICONDUCTORS & CHIPS
→ Despite supply chain disruptions, the global semiconductor industry is set for a
decade of growth and is expected to be worth $1T by 2030. Semiconductor sales grew by
more than 20% to about $600B in 2021. According to analysts, only three industries will account
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for roughly 70% of growth: automotive, computation and data storage, and wireless
communications. The fastest-growing segment is likely to be automotive, where demand could
triple due to applications such as autonomous driving and e-mobility, including electric vehicles.
Despite accounting for only 8% of semiconductor demand in 2021, the automotive industry
could account for 13-15% of demand by the end of the decade. On that basis, the segment
could account for up to 20% of industry growth over the next few years. According to the
analysis, the computation and data-storage market could grow by 4-6% due to increased
demand for servers to support applications such as AI and cloud computing. Meanwhile, as
emerging markets shift from lower-tier to mid-tier segments, aided by 5G growth, smartphones
may account for the majority of growth in the wireless segment. With the semiconductor
industry's growth expected to continue in the long term, the task for industry leaders will be to
focus strategically on R&D, factories, and sourcing, as well as to apply modeling lessons to
identify areas of opportunity, according to analysts.

#CHP #SCRM #5G #AI #AUT #GRN McKinsey & Company
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→ Spain intends to invest $12.4B in chips in an effort to modernize its economy. The
investment is the latest effort to rebuild the economy, which suffered more than most of its
European peers from the Covid-19 pandemic and is under pressure again following Russia’s
invasion of Ukraine. The chips are critical for Spain's automotive industry, which is Europe's
second-largest, accounting for roughly 10% of Spain’s GDP. #CHP #SCRM #ESP #EUR #UKR
#RUS Bloomberg

→ AMD plans to buy chip and software startup Pensando Systems for $1.9B. Pensando
would provide AMD with capabilities in networking, security, and other services aimed at the
data-center market, which has grown rapidly as businesses embrace digital tools. Pensando,
based in Milpitas, California, manufactures chips and software to improve data flow and lower
operating costs for large server farms. #CHP #Cybersecurity #USA WSJ

→ Western-made chips have been discovered in Russian technologies, including
surveillance systems and drones currently being used in Russia's invasion of Ukraine.
Silicon Valley chipmaker Marvell learned that one of its chips was found in a Russian
surveillance drone recovered in 2016 and set out to investigate how that came to be. The
investigation could not be traced further after it was found that the chip was sold to a broker in
Asia. Years later, it reappeared in a drone recovered in Lithuania. Marvell’s experience is one
example of how chipmakers lack the ability to track where many of their products end up,
executives and experts said. The report that prompted Marvell’s tracking work published late
last year by the Conflict Armament Research also found chips in Russian drones from Intel,
NXP, Analog Devices, Samsung, Texas Instruments, and STMicroelectronics. Drones, guided
missiles, helicopters, fighter jets, vehicles, and electronic warfare equipment all require chips,
and experts say they frequently use older, well-tested chips. Under new US sanctions, even the
most basic chips can no longer be shipped to prohibited Russian entities. The point of the
Russian sanctions isn’t to track every chip, but to disrupt their supply chain, which the
intelligence community has been working on, said James Lewis, Director of the technology
policy program at the Center for Strategic and International Studies. US companies selling the
most sensitive chips, which are governed by the International Traffic in Arms Regulations, can
be held liable if the chip ends up with an entity on the US banned list. #CHP #SCRM #AUT
#Geopolitics #USA #EUR #UKR #RUS #LTU #NLD #KOR #CHE Reuters

QUANTUM TECHNOLOGY
→ Shanghai researchers claim to have developed a device that can generate extremely
low temperatures. Helium-3, an isotope of helium that can carry heat away with unrivaled
efficiency, is required to cool the most advanced quantum hardware. However, helium-3 is
extremely rare on Earth, with the main source coming from inactive nuclear weapons. The
Chinese Academy of Sciences' Shanghai Institute of Technical Physics reported that it had built
a powerful chiller for quantum machines using helium-4 instead of helium-3. The new cooling
device uses helium-4 as its coolant. Helium-4, the gas used in party balloons, is much more
abundant than helium-3 but less effective as a cooling agent in extreme temperatures. The
researchers built a chiller that works in the same way as a household fridge but has fewer
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moving parts. It is powered by a pulse energy source and operates at a high frequency to
maximize heat transfer efficiency and it has a special component that stops the antigravity climb
to control the helium-4's erratic behavior. The cooling device kept a superconducting nanowire
single-photon detector, an optical sensor commonly used in quantum machines, at 1.8 kelvin for
15 days in their experiment. According to the team, the findings indicated that helium-4 had the
potential to completely replace helium-3 in some of the most demanding applications, such as a
space mission. However, the reliability of the new cooling device is still unknown because the
experiment was only carried out in a laboratory.

#QNT #CHN SCMP

GEOPOLITICS
→ According to analysts, the latest US sanctions targeting a number of businesses for
their ties to Russia following its invasion of Ukraine, including a Singaporean entity,
serve as a warning to Chinese businesses. The US Treasury Department imposed new
sanctions on 21 entities and 13 individuals on Thursday, March 31, including Russia's largest
chip maker, Joint Stock Company Mikron, and Alexsong Pte Ltd, a Singapore-based telecoms
electronics wholesaler that allegedly facilitated transactions that helped Russia evade sanctions.
The inclusion of Singapore-based Alexsong, which claims "29 years of expertise in the
wholesale market," is notable because it represents a potential "secondary sanction risk" to
many Chinese companies. The US government has also warned that if Chinese businesses are
found to be assisting Russian partners in evading sanctions, they may face repercussions.
#Geopolitics #USA #RUS #SGP #CHN SCMP

→ UK Prime Minister Boris Johnson has been accused of failing to conduct a promised
security investigation into China's largest smartphone assembler Wingtech's
controversial takeover of the country's largest semiconductor manufacturer. The British
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government quietly approved the sale of the Newport Wafer Fab plant in Wales to Wingtech's
Dutch subsidiary Nexperia, according to reports last week. Wingtech, which is based in
Zhejiang, is believed to be backed by the Chinese Communist Party. Johnson promised the
committee in July 2021, shortly after the deal was announced, that he would conduct a security
review of the takeover. The UK parliament's foreign affairs select committee (FAC) stated on
Tuesday, April 5, that it had no evidence that a security review had even begun. “The takeover
by Nexperia left many wondering why we are seemingly handing over critical security
infrastructure to overseas companies with well-documented links to the Chinese state,” said
Tom Tugendhat, who is the chair of the FAC. UK lawmakers believe the Nexperia deal will result
in the transfer of a rare UK advanced chip manufacturing plant to Beijing. The Newport Wafer
fab employs 450 people and produces 200mm wafer silicon chips, which are primarily used in
the production of electric vehicles. #Geopolitics #CHP #SCRM #GBR #EU #CHN #NLD SCMP

→ Russia is turning to Chinese microchip manufacturers to circumvent Western
sanctions amid boosted demand for bank cards linked to the Mir payment system.
Sanctions imposed by the West on Russia in response to its invasion of Ukraine have cut
Moscow off from the global financial system and nearly half of its $640B in gold and foreign
exchange reserves. According to Oleg Tishakov, a board member of the National Card Payment
System (NSPK), Russia is facing a shortage of microchips as Asian manufacturers halt
production due to the coronavirus pandemic, and European suppliers have stopped cooperating
with Moscow due to sanctions. All major Russian banks have reported increased demand for
the domestic card, which some are now co-branding with China's UnionPay, an alternative
payment system to Visa and MasterCard for purchases made by Russians overseas. Some
banks in Turkey, Vietnam, Armenia, Uzbekistan, Belarus, Kazakhstan, Kyrgyzstan, Tajikistan,
and Georgia's breakaway regions of South Ossetia and Abkhazia accept Mir cards. #Geopolitics
#CHP #SCRM #FIN #CHN #RUS #UKR #EUR #TUR #VNM #ARM #UZB #BLR #KAZ #KGZ
#TJK #GEO SCMP

CYBERSECURITY
→ China allegedly launched a “major cyberattack” on Ukraine's military and nuclear
facilities in the run-up to Russia's invasion of Ukraine, according to Ukrainian
intelligence reports. Ukraine’s security service said the Chinese government attempted to
hack more than 600 websites belonging to the government and other key institutions. The
cyberattacks began before the end of the 2022 Winter Olympic Games in Beijing and escalated
the day before Russian troops invaded Ukraine on February 23, the agency said. The agency
added that China tried to hack several institutions, including Ukraine’s defense forces, the
national bank, and the railway authority. The attacks were intended to steal data and find ways
to disrupt or shut down the country’s defense and critical infrastructure. According to experts,
there is no credible evidence that China is assisting Russia in launching cyberattacks against
Ukraine. #Cybersecurity #Geopolitics #CHN #UKR #RUS The Hill

→ On Monday, April 4, the US State Department established the Bureau of Cyberspace
and Digital Policy (CDP) in an effort to make digital rights issues an intrinsic part of US
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foreign policy at a time when Russia and China are increasingly trying to put their own
authoritarian stamp on the internet. The new bureau will employ a high-ranking cyber
diplomat, as well as other diplomatic personnel and expertise, to address cyberthreats, global
internet freedom, and surveillance risks, as well as to collaborate with US allies to establish
international norms and standards on emerging technology. The establishment of the new
agency comes as Russia wages war in Ukraine, and experts warn that the conflict could spark
cyber warfare aimed at destroying critical infrastructures such as power grids, banks, and
communications. The new bureau will include three policy units: international cyberspace
security, international information and communications policy, and digital freedom.
#Cybersecurity #Geopolitics #DIG #USA #CHN #RUS CNET

→ On Tuesday, April 5, US and German officials announced that an international
law-enforcement effort had shut down Hydra Market, the world’s largest Darknet
marketplace, seizing $25M worth of Bitcoin. The action against Hydra, which primarily served
Russian-speaking countries, is one of the most significant blows ever delivered to the darknet, a
network of websites where users pay for illegal goods and services with cryptocurrencies.
According to the Justice Department, Hydra accounted for 80% of all darknet-related crypto
transactions in 2021, and the illicit marketplace has received approximately $5.2B in digital
currencies since its inception in 2015. Separately, the US Treasury Department's Office of
Foreign Assets Control (OFAC) announced sanctions against Hydra and Garantex, a Russian
cryptocurrency exchange. OFAC reported that more than $100M in Garantex transactions had
been linked to criminals and darknet markets, including the Russian ransomware gangs Conti
and Hydra. Garantex was initially registered in Estonia, whose authorities worked with the
Treasury, according to OFAC. #Cybersecurity #Geopolitics #DIG #FIN #USA #DEU #RUS #EST
Bloomberg WSJ

→ Nordex Group, which develops, manufactures, and distributes wind power systems
has been hit by a cyber security incident and shut down its IT systems across multiple
locations and business units. Last Thursday, March 31, the company stated that it detected
an intrusion "in an early stage" and was able to quickly initiate response measures. The
company's website was down, but it is now back up and running. The Nordex incident follows
the recent cyberattack on satcom company Viasat that caused 5.8k Enercon wind turbines in
Germany to malfunction last month. Additionally, hackers who crippled tens of thousands of
satellite modems in Ukraine and across Europe are still active, attempting to stymie Viasat as it
works to restore service to its customers. #Cybersecurity #GRN #SAT #DEU #UKR #EUR
Risky.Biz

SUPPLY CHAINS
→ According to new data, Mexican suppliers are gaining ground as manufacturers
restructure their supply chains in the face of growing global disruptions. Large US
manufacturers solicited chemicals, produce, construction materials, and other goods from six
times as many Mexican suppliers last year as they did in 2020, according to procurement
software firm Jaggaer. At the same time, the number of Chinese suppliers who received
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procurement bids fell by 9% in 2021 who used data from its 30 largest US manufacturing
customers with an average annual revenue of more than $30B. The push for Mexican suppliers
comes as more companies say they are resetting their supply chains by adding suppliers and
moving some production closer to end users. The effort aims to improve supply network
resilience and reliability following a series of shocks caused by Covid-19 outbreaks, port
bottlenecks, extreme weather, and geopolitical conflicts. Between 2020 and 2021, Jaggaer
observed a 514% increase in Mexican suppliers receiving bids from its major US buyers, as well
as a 155% increase in Latin American suppliers receiving bids. A separate survey of 2,000 US
and UK chief executives by London-based procurement and supply chain consulting firm
Proxima Group found that 15% had moved production closer to their home countries or sourced
from suppliers in nearby regions, and 26% were looking into doing so. #SCRM #Geopolitics
#MEX #USA #CHN #GBR WSJ

→ The Russian metals industry has largely escaped international sanctions, allowing
Russian metal to continue to flow to the world's factories and construction sites. The fate
of Russia's metal exports has far-reaching implications for global markets, as the country is a
major supplier of palladium, nickel, aluminum, steel,
and copper. All of those metals' prices reached new
all-time highs in March 2022, though steel is the
only one that has been directly targeted by
sanctions thus far. With European leaders
discussing additional sanctions against Russia on
Tuesday, April 5, copper prices rose as much as
0.8% to ~$10.6k per ton, just 2.7% below the record
high. For the time being, there are still buyers, even
in Europe. According to people familiar with the
matter, Russian metals producers such as MMC
Norilsk Nickel PJSC and United Co. Rusal
International PJSC tend to sell on annual or
multi-year contracts to large industrial groups, and
these contracts are mostly still being fulfilled.
#SCRM #Geopolitics #RUS #EUR Bloomberg
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