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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features China’s metaverse-empowered party-building
system, the increased US space budget, Google’s AI model that helps detect a wider variety of

crisis searches, a quantum memristor combining AI and quantum capabilities, Huawei’s
management of the US clampdown on its technology, an environmental campaign to decrease

Bitcoin’s energy use, Microsoft’s efforts to reverse its lifetime carbon emissions, the US
government’s proposed semiconductor industry alliance with Asia, and a call to build protection

from hackers and criminals in the metaverse.



NEXT5 NEWS & AMPLIFICATIONS
→ Though Nokia stopped sales in Russia and denounced the invasion of Ukraine, it left
behind a vast surveillance system used by the Kremlin, further highlighting companies’
inevitable role in geopolitics. Nokia left behind equipment and software connecting the
government’s most powerful tool for digital surveillance to the nation’s largest
telecommunications network, MTS, which it has done for more than five years. The tool, called
the System for Operative Investigative Activities (SORM), is used by the FSB to listen in on
phone conversations, intercept emails and texts, and track other internet communications. It
was used to track supporters of the Russian opposition leader Aleksei Navalny. Investigators
also say SORM intercepted phone calls of a Kremlin foe who was later assassinated. According
to documents obtained by the New York Times, Nokia does not make the tech that intercepts
communications, but it worked with state-linked Russian companies to plan, streamline, and
troubleshoot the SORM system’s connection to the MTS network. Spanning from 2008 to 2017,
the documents prove that Nokia knew it was enabling Russian surveillance - work that was
essential for the Finnish company in order to do business in Russia. The Ukraine conflict has
upended the idea that products and services are agnostic. In the past, tech companies argued it
was better to remain in authoritarian markets, even if that meant complying with autocratic laws.
Tech giants Facebook, Google, and Twitter have struggled to strike the balance when pressured
to censor, be it in Russia or Vietnam, while Apple works with a state-owned partner to store
customer data in China that authorities can access. Nvidia and Intel sell chips through resellers
in China, allowing authorities to buy them for computers powering surveillance. #Geopolitics
#DIG #CHP #5G #FIN #CHN #USA #RUS #UKR #VNM New York Times

DIGITALIZATION
→ The Chinese Academy of Governance, a key training school for government officials,
has deployed the country’s first metaverse-empowered party-building system. The
system “supports party-building work in a
flexible and powerful way,” according to
an article posted on Tencent’s WeChat
by Beijing-based virtual reality (VR) firm
Mengke VR – one of the technology
providers of the system. The system is
said to let users remotely access virtual
activities, including party conferences
and party history lessons. Participants
appear as three-dimensional digital
avatars, and they can examine historical
relics and assemble installations in 3D,
according to the company. The company
also stated that VR party-building, which
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only lets participants visit virtual sites, “becomes rather boring” after a while. Party-building in
the metaverse, on the other hand, allows participants to move around and communicate with
audio and their virtual bodies. They can also listen to virtual narrators explain contemporary
issues and knowledge and raise their hands to ask questions. The firm sees the new system as
making party-building more effective while helping to save time and travel costs. #DIG #CHN
SCMP

→ The US and the EU reached a preliminary deal to allow data about Europeans to be
stored on US soil, heading off a growing threat to thousands of companies’ trans-Atlantic
operations. The deal, dubbed the Trans-Atlantic Data Privacy Framework, could assuage
concerns of companies including Meta and Google that were facing mounting legal challenges
to data transfers that underpin some of their operations in Europe. It attempts to address the EU
top court’s privacy concerns by establishing an appeals process for EU individuals that includes
what the US calls an independent Data Protection Review Court. The new US data-protection
court, along with a commitment to limit disproportionate signals intelligence collection, will be
created via a US executive order, according to both EU and US officials. The deal, if it stands,
would mark a major victory for thousands of companies in an array of sectors that transfer data
from the EU to the US, many of which have warned in securities filings of potential disruption
should they be forced to cut off trans-Atlantic data flows. The deal is also the latest effort to
bridge more than two decades of wrangling over how to balance privacy and commerce when it
comes to trans-Atlantic data flows. #DIG #USA WSJ CNBC

→ As more companies begin their return to the office, Meta is becoming more remote
than ever before. The company’s management team, including Chief Executive Mark
Zuckerberg, is scattering to locations far from its Silicon Valley headquarters in a test of the
limits of remote work. Meta’s embrace of remote work follows its name change from Facebook
to Meta in October when the company signaled that it thinks virtual first interactions are the
future of the internet. For work purposes, in particular, the company says it has invested in a
range of technologies to make remote work more efficient, including videoconferencing and
enterprise software tools. Meta in June stated it would allow all full-time employees to apply to
work from home if their jobs allowed it, even as it has continued to add office space to
accommodate its growing workforce. This policy doesn’t apply to all employees. Those who
work on hardware devices or the company’s data-center infrastructure are still expected to come
to the office. Yet apart from these workers, Meta has shifted to a hybrid model that allows most
employees, including top executives, to work from anywhere. #DIG #USA WSJ

SATELLITES & NAVIGATION
→ US satellite communications provider Viasat has shared an incident report regarding
the cyberattack that affected its KA-SAT consumer-oriented satellite broadband service
on February 24, the day Russia invaded Ukraine. The attack triggered satellite service
outages in Central and Eastern Europe. It also disconnected modems used to control roughly
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5,800 wind turbines in Germany, which affected several other European countries. Viasat says
the hackers took down the customers’ residential modems by breaching the management
network and issuing management commands to overwrite the devices’ flash memory, rendering
them unable to reconnect to the network but not bricking them altogether. Subsequent
investigation and forensic analysis identified a ground-based network intrusion by an attacker
e\xploiting a misconfiguration in a VPN appliance to gain remote access to the trusted
management segment of the KA-SAT network. The attacker moved laterally through this trusted
management network to a specific network segment used to manage and operate the network,
and then used this network access to execute legitimate, targeted management commands on a
large number of residential modems simultaneously. Viasat believes the purpose of the attack
was to interrupt service. There is no evidence that any end user data was accessed or
compromised, nor customer personal equipment was improperly accessed, nor is there any
evidence that the KA-SAT satellite itself or its supporting satellite ground infrastructure were
directly involved, impaired, or compromised. #SAT #Cybersecurity #USA #RUS #UKR Bleeping
Computer

→ Elon Musk stated it would be difficult for Russia or China to take out Starlink because
of the number of satellites in operation. According to Musk, Russia’s anti-satellite
demonstration in November was Moscow’s attempt to send a message ahead of the invasion of
Ukraine. Earlier this month, Musk warned the Ukrainians that the probability of Russia trying to
target Starlink was high and urged them to proceed with caution. He qualified that destroying
Starlink, a network of about 2k satellites in low earth orbit, would be a difficult task. Musk also
stated that he believes SpaceX can launch satellites faster than Russia can launch anti-satellite
missiles. The Starlink system provides high-speed broadband internet by connecting with user
terminals on the ground. Ukraine experienced periodic outages as Russian forces invaded from
the north, south, and east, according to internet monitor NetBlocks. The satellite system is
helping a Ukrainian drone unit destroy Russian weaponry by ensuring drone teams can work
even if there are internet or power outages. #SAT #USA #RUS #UKR #CHN Business Insider
Fox Business

→ President Biden’s $773B budget request for the Defense Department for fiscal year
2023 includes $24.5B for the US Space Force and the Space Development Agency –
about $5B more than what Congress enacted in 2022. According to the DoD, the 2023
budget supports a national defense strategy that recognizes China “as our key strategic
competitor and Russia as an acute threat to the interests of the US and allies. Early-warning
satellites that use infrared sensors to detect and track ballistic and hypersonic missiles received
a significant funding boost. According to Air Force Secretary Frank Kendall, the anti-satellite
capabilities of adversaries like Russia and China require DoD to invest in advanced space
systems. Kendall also stated that the budget is driven by the threat. #SAT #USA #CHN #RUS
Space News

ARTIFICIAL INTELLIGENCE
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→ Google will roll out updates for its MUM AI model to help detect a wider variety of
crisis searches about sexual assault, substance abuse, domestic violence, and suicide.
According to the company, people search for information about these topics in myriad ways. By
employing MUM's machine learning capabilities, Google says it can better understand the intent
behind queries to recognize when someone is in need. As such, it'll be able to provide them with
more actionable, reliable information at the appropriate time. With the help of local partners, the
company plans to use the AI to improve how it handles personal crisis searches in other
countries in the coming months, as MUM can translate knowledge between 75 languages.
Google will also harness the model to improve spam protections and enhance safety measures
in countries where it doesn't have much training data. Other companies have been making use
of multimodal AI systems similar to MUM. Meta uses AI to tackle hate speech and
misinformation across its platforms. Its AI models can also obtain knowledge by analyzing
videos and using that information in new products. #AI #USA Yahoo Finance TechCrunch The
Verge

→ The MIT AI Hardware Program is a new academia and industry collaboration aimed at
defining and developing translational technologies in hardware and software for the AI
and quantum age. A collaboration between the MIT School of Engineering and MIT
Schwarzman College of Computing, the cross-disciplinary effort aims to innovate technologies
that will deliver enhanced energy efficiency systems for cloud and edge computing. Based on
use-inspired research involving materials, devices, circuits, algorithms, and software, the MIT AI
Hardware Program convenes researchers from MIT and industry to facilitate the transition of
fundamental knowledge to real-world technological solutions. The program spans materials and
devices, as well as architecture and algorithms enabling energy-efficient and sustainable
high-performance computing. The inaugural members include Amazon, Analog Devices, ASML,
NTT Research, and TSMC. #AI #DIG #QNT #CHP #USA #NLD #TWN MIT

→ Physicists at the University of Vienna have demonstrated a new device, called a
quantum memristor, that combines AI and quantum capabilities. A group of experimental
physicists from the University of Vienna, the National Research Council (CNR), and the
Politecnico di Milano have demonstrated that it is possible to engineer a device that has the
same behavior as a memristor – a device that changes its resistance depending on a memory
of the past current – while acting on quantum states. The device can also encode and transmit
quantum information. Realizing a quantum memristor is challenging because the dynamics of a
memristor tend to contradict typical quantum behavior. Besides demonstrating the quantum
memristor, the researchers have provided simulations showing that optical networks with a
quantum memristor can be used to learn on both classical and quantum tasks, pointing to the
possibility that quantum memristors may be the missing link between AI and quantum
computing. The group has also recently demonstrated that robots can learn faster when using
quantum resources and borrowing schemes from quantum computation. #AI #QNT #AUT #ITA
Science Daily
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NEXT GENERATION COMMUNICATIONS
→ Huawei Technologies' net profit rose more than 75% in 2021 despite its first-ever
decline in revenue. Huawei CFO Meng Wanzhou attributed the revenue decline in part to a US
clampdown pressuring the company's smartphone and PC businesses. China's maturing 5G
infrastructure deployment and fallout from the coronavirus pandemic, meanwhile, has slowed
the growth of Huawei's telecom business, according to the CFO. The Chinese tech giant
reported total revenue of $99.9B, down 28.5% from 2020. Net profit, however, rose 75.9% on
the year to $17.86B. That included one-off gains from selling its budget smartphone unit, Honor,
and its server business, according to the company. To counter the US crackdown, Huawei has
stepped up its investment in research and development over the past few years. Its R&D
spending topped $22.42B last year, equal to 22.4% of its revenue. The company also
aggressively invested in the domestic chip sector after Washington curbed its access to US chip
technologies, a response that is in line with China's ambition to make the country more
self-sufficient in semiconductors. #5G #CHP #USA #CHN Nikkei Asia

→ Rogers Communications reported that it has launched the first commercial 5G
standalone (SA) network in Canada and Ericsson is the primary vendor. Most operators
launched 5G using the non-standalone (NSA) version of 5G, where the core is anchored in 4G
LTE. The SA version of 5G does not rely on 4G and includes end-to-end support for 5G speeds
and services. Rogers noted that its 5G SA Core network was based on the latest cloud native
technologies, enabling more advanced wireless capabilities like ultra-low latency, network
slicing, mobile edge computing, and expanding Rogers’ 5G footprint. Vodafone Germany last
year was the first operator to launch 5G standalone in Europe. Several weeks ago, Vodafone
and Ericsson stated they’ve completed the UK’s first 5G standalone network slicing trial, but
Vodafone didn’t say when it will launch a commercial SA 5G network in the UK. In the US,
T-Mobile remains the only national carrier to have launched a standalone 5G network; although,
it hasn’t revealed how it’s putting those features into practice. #5G #USA #CAN #SWE #DEU
#GBR Fierce Wireless

FINANCIAL TECHNOLOGY
→ Environmental groups launched a campaign seeking to change bitcoin’s code to
decrease its energy use, which has grown substantially in the past few years. The new
campaign, launched Monday, March 28 aims to persuade people involved with the
cryptocurrency that a change is better for the environment and bitcoin’s reputation and support.
Greenpeace USA, Environmental Working Group, and others will run ads in media outlets such
as the New York Times, Politico, and The Wall Street Journal highlighting bitcoin’s
environmental impact and advocating for change. Some of the ads are aimed at prominent
bitcoin backers, such as Tesla Chief Executive Elon Musk, Block founder Jack Dorsey, and
Fidelity Investments Chief Executive Abby Johnson. The goal is to persuade bitcoin’s
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community of investors and backers to change the network’s code, removing the “proof of work”
mechanism that requires bitcoin “miners” to expend a certain amount of energy while
processing transactions to earn rewards in newly created bitcoin.

#FIN #GRN WSJ

→ Ukraine started auctioning off a collection of non-fungible tokens (NFTs) on Friday,
March 25 in an expansion of a cryptocurrency fundraising push that Kyiv says has
already collected more than $65M for its war effort. The “Meta History: Museum of War”
collection is a series of digital images – including silhouettes of warplanes, screengrabs of news
reports, and a cartoon-style image of an explosion – each one marking a different day in the
conflict. The new NFT series was meant “to spread truthful information among the digital
community in the world and to collect donations for the support of Ukraine,” according to a
message on the collection’s website. Ukraine has so far bought supplies for its military with its
crypto donations including bulletproof vests, helmets, lunches, and medicines, according to a
Twitter post this month by deputy minister of digital transformation, Alex Bornyakov. NFTs are
usually bought with cryptocurrencies such as ether – Ukraine’s NFTs will initially cost 0.15 ether,
or just over $475, and the funds will go directly to Kyiv’s digital crypto wallets, according to the
website. #FIN #RUS #UKR SCMP

→ Thailand on Wednesday, March 23 issued a ban against payments using
cryptocurrencies and other digital assets that will go into effect next month. The move by
Thailand’s Securities and Exchange Commission is meant to maintain stability in financial
markets, and will apply to all cryptocurrency, including bitcoin. Consumers will no longer be
allowed to purchase goods or services with the digital currencies. Digital assets payment
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operators will be given a grace period through the end of April to halt services, while trading of
the assets for investment purposes will be allowed to continue. The SEC decided to regulate
and control the use of digital assets after discussing the "risks and benefits" with the Bank of
Thailand, the central bank, according to a statement. The risks cited include losses from price
volatility, cybertheft, and money laundering. In Thailand, 31% of people own digital assets,
according to a survey by German market intelligence company Statista. The share is the second
largest among 56 countries after Nigeria. #FIN #THA #NGA Nikkei Asia

AEROSPACE & SPACE
→ SpaceX has ended production of new Crew Dragon capsules, which transport
astronauts back and forth from the International Space Station. The space transportation
company will instead reuse the fleet of four capsules already made, according to a company
executive. Crew Dragon is the first private spacecraft to take humans
to the ISS and is capable of carrying up to seven passengers. Since its
debut in 2022, Dragon capsules have taken humans to space five
times. While SpaceX is planning to continue manufacturing parts for
the capsules for future purposes, the company is focusing on the first
Starship orbital flight test, targeted for May, which was announced
earlier by SpaceX CEO Elon Musk. The company must first receive
regulatory approvals from the Federal Aviation Administration.
Starship, the biggest of Musk's rockets, is intended to be used by
NASA to send astronauts to the moon and back. Musk also hopes that Starship could be used
to transport humans to Mars by the end of this decade. The vehicle has made several
successful high-altitude flights, but has not made it to space yet. #AER #USA Cnet

→ According to South Korea's military, the country has successfully test-fired a
solid-fuel space rocket for the first time. The test on Wednesday, March 30 will help the
country launch a constellation of satellites to better monitor threats such as North Korea. The
launch is the first such test since South Korea and the US agreed last year to end decades of
restrictions on the South's ballistic missile and rocket development. It comes less than a week
after North Korea conducted its highest missile test yet. Citing last week's test of an ICBM by
North Korea, the Ministry of National Defense stated the importance of the success of South
Korea’s test launch. The ministry called it a milestone in strengthening the defense power of
South Korea’s independent space-based surveillance and reconnaissance field at a critical time.
In contrast to liquid-fuel designs, a solid-fuel rocket such as the one tested on Wednesday
would be simpler, less expensive to develop and manufacture, and faster to launch, according
to the defense ministry. #AER #USA #KOR #PRK Reuters

BIOTECHNOLOGY
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→ Researchers from the New York Stem Cell Foundation (NYSCF) Research Institute
collaborated with Google Research to successfully identify hidden cellular hallmarks of
Parkinson's disease using AI and automation. The new approach used NYSCF's repository
of patient cells and a cutting-edge “robotic system” – The NYSCF Global Stem Cell Array® – to
profile over 1M images of millions of cells from 91 Parkinson's patients and healthy controls.
The Array was used by the researchers to isolate and expand fibroblasts — "a readily
accessible cell type that reflects donor genetics and environmental exposure history" — from
skin punch biopsy samples, label different parts of these cells using a technique known as Cell
Painting, and generate thousands of high-content optical microscopy images. The images were
then fed into an "unbiased," artificial intelligence–driven image analysis pipeline, which identified
image features unique to patient cells that could be used to distinguish them from healthy
controls. The team's discovery of Parkinson's disease signatures can now be used to conduct
drug screens on patient cells to determine which drugs can reverse these features. "This is the
first tool that has successfully identified disease features with this level of precision and
sensitivity," said Daniel Paull, PhD, senior vice president of discovery and platform development
at NYSCF. #BIO #AUT #AI #USA GenEng

GREEN TECHNOLOGY

→ Microsoft is trying to reverse its lifetime carbon emissions – the total amount of
greenhouse gas it's responsible for releasing into the atmosphere since its founding in
1975. To get there, it needs more companies it can pay to capture carbon dioxide from the air,
according to Lucas Joppa, Microsoft's chief environmental officer. Microsoft wants to buy carbon
capture services in part to advance the technology and bring its costs down. Presently, carbon
capture is expensive and can't operate at the scale needed to pull significant amounts of carbon
dioxide out of the air. Joppa’s call to action represents one facet of the tech industry's attempt to
deal with climate change. Google, for example, seeks to shift to renewable energy sources and
to capitalize directly with businesses that profit from mitigating climate change. Below is a list of
companies working on green tech solutions:

1. CarbonCapture: Seeks to pull carbon out of the air economically and at a large scale to
lower carbon dioxide to the levels it was decades ago.

2. Live Carbon: Genetic engineering to make trees better at pulling carbon out of the air.
3. Zap Energy: Commercialization of clean fusion energy that'll work at a utility-scale.
4. MicroByre: The utilization of bacteria to produce useful chemicals.
5. GHGSat: The launching of satellites to pinpoint greenhouse gas emissions from sources

like individual oil wells, landfills, and coal mines.
6. Energy Vault: Technology to store energy by lifting 35-ton concrete blocks up a tower to

turn intermittent power from solar panels and wind turbines into continuous power.
#GRN #BIO #SAT #USA Cnet
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→ Vietnam's automaker VinFast signed a preliminary deal to initially invest $2B to build a
factory in North Carolina to make electric buses, SUVs, and batteries for EVs. The unit of
Vietnam's biggest conglomerate Vingroup plans to have a total investment of $4B in its first US
factory complex. Construction should begin this year as soon as the company gets the
necessary permits and is expected to finish by July 2024. The plant's initial capacity will be 150k
units per year, according to Vinfast. US President Joe Biden said the VinFast investment, which
will create more than 7k jobs, is the latest example of his economic strategy at work: "It builds
on recent announcements from companies like GM, Ford, and Siemens to invest in America
again and create jobs,” said Biden, who set an ambitious goal for half of new car sales to be
electric by 2030. This will be North Carolina’s first car plant and it is the largest economic
development announcement in the state’s history, according to a statement by the governor's
office. According to VinFast, prices for its VF8 sport SUV started from $41k in the US. By
comparison, a Tesla SUV sells for ~$63k. #GRN #USA #VNM Reuters

ADVANCED MANUFACTURING
→ Millennium Space Systems plans to launch to orbit a 3D printed metal flight structure
the company intends to use to build its next generation of satellite buses. About the size
of a small refrigerator, the structure has been tested in simulators, and the next step is to
demonstrate it can withstand the stresses of space launch, according to Millennium Space CEO
Jason Kim at the Satellite 2022 conference. Since Millennium Space was acquired by Boeing in
2018, the company has increased investment in 3D printing technology to accelerate satellite
production, according to Kim. The flight structure can be printed in less than 100 hours. By
comparison, traditional manufacturing with honeycomb aluminum panels takes about six
months. According to Kim, Millennium Space currently has a backlog of about 50 satellites. To
grow, the company needs to be able to mass-produce hundreds or thousands of satellites and
3D printing may be a major contributor to that goal. The company’s primary customer is the US
government. A potential opportunity is the Defense Department’s internet-in-space constellation
being built by the Space Development Agency. #MFG #SAT #USA Space News

AUTONOMOUS SYSTEMS
→ Toyota and Aurora Innovation Inc., a US-based developer of automated driving
systems, have begun testing an autonomous ride-hailing fleet in Texas. Toyota Sienna
minivans reconfigured with Aurora's self-driving system will be tested on highways and
suburban streets in the Dallas-Fort
Worth area, including trips to an
airport. "The route showcases
Aurora's ability to safely operate at
highway speeds, a key technical
differentiator that allows it to
prioritize popular and lucrative
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rides," the US company said in a statement. Aurora, led by Chris Urmson, a former head of
Google's self-driving car project that became Waymo, said it intends to continue adding vehicles
to the fleet in preparation for commercial launch on ride-hailing platforms such as Uber. #AUT
#USA #JPN Reuters

SEMICONDUCTORS & CHIPS
→ TSMC and Samsung, the world's top two contract chipmakers, asked the US to allow
foreign companies to participate in the CHIPS Act. The bill was again approved on Monday,
March 28 by the US Senate to provide $52B in US subsidies for domestic chip manufacturing.
The world’s top two chipmakers are already both planning to spend billions of dollars to build
new fabs in the US. The Biden administration has made increasing domestic chip manufacturing
capacity a priority, aiming to ensure supply after two years of chronic shortages of
semiconductors. TSMC and Samsung said the US government should ensure all qualifying
companies, irrespective of their countries of origin, can compete for US funding. TSMC is
currently constructing a $12B fab in Arizona with the goal of producing 5-nanometer chips in
2024, while Samsung is constructing a $17B plant in Texas with the same goal of beginning
mass production two years later. Meanwhile, Intel previously announced a new $20B chip hub in
Ohio as well as two new plants in Arizona to help boost domestic capacity. Previously, the chief
executives of Intel and Micron spoke before the US Senate Commerce Committee last
Wednesday, March 23 to receive subsidies for semiconductor manufacturing. Furthermore,
Congress is also considering legislation called the FABS Act that would establish a
semiconductor investment tax credit. #CHP #SCRM #Geopolitics #USA #TWN #KOR
Bloomberg Reuters Semiconductor Industry Association Windows Central

→ Chinese chip design startup, Shanghai Biren Intelligent Technology Co. is seeking to
raise funds at a valuation of about $2.7B to fuel its growth, according to people familiar
with the matter. Biren, which was founded in 2019, is one of numerous startups that China is
banking on as it seeks to become a chip powerhouse and reduce its reliance on US technology.
The company specializes in graphics processing units, cloud computing, and integrated
solutions. Allen Lee, the former head of AMD's Chinese research and development center,
joined Biren as co-CEO last year, overseeing organization, management, and product design.
According to its website, the startup raised $737M in 18 months from investors such as IDG
Capital, GL Ventures, Ping An Insurance Group Co., China Merchants Capital, CITIC Securities
Investment Co., and Bertelsmann Asia Investments AG, among others. #CHP #CHN Bloomberg

→ The US government has proposed forming a semiconductor industry alliance with its
Asian allies, including South Korea, Japan, and Taiwan, in order to keep China's
semiconductor industry at bay, according to a Korean news portal. The proposal was not
“fully acceptable” to Seoul because South Korean chip giants Samsung Electronics and SK
Hynix have invested billions of dollars in key manufacturing facilities in China, and feared
retaliation from Beijing, the report stated. The latest report of a possible chip alliance comes as
the Biden administration is pushing legislation that would provide $52B in funding for domestic
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semiconductor manufacturing and research as part of broader legislation aimed at countering
China's growing influence. Additionally, the prospect of a US-led semiconductor alliance that
excludes China has sparked debate on Chinese social media. Some argued that such a move
would only encourage Beijing to step up its efforts to achieve technological self-sufficiency, while
others argued that such an alliance was unlikely because China's market was too large for
South Korean and Taiwanese chip companies to abandon. #CHP #SCRM #Geopolitics #USA
#JPN #KOR #TWN #CHN SCMP

QUANTUM TECHNOLOGY
→ Intel engineers and QuTech scientists have delivered the first industrially
manufactured qubit in the same facilities that mass-produce conventional computer
chips. This advancement has been a long-standing goal due to its promise of scalability. The
breakthrough is a crucial step toward scaling to the thousands of qubits that are needed for
practical quantum computation. Typically, semiconductor qubit chips are fabricated in
cleanrooms with tools optimized for flexible design changes and quick turnaround, but at the
expense of reliability. Industrial semiconductor manufacturing, on the other hand, is extremely
dependable but is constrained by strict design guidelines. “Instead of making 20 devices at a
time, a fabrication round now gives us tens of thousands of devices, allowing us to collect
statistics on the device properties,” according to the lead researcher. Furthermore, important
qubit properties like lifetime are among the best measured in these types of qubits. The
industrial production of a single qubit device is now a reality. Efforts are also being made to
control multiple spin qubits and improve the quality of qubit control. These advancements, when
combined, will lay a solid foundation for full-scale quantum computing involving millions of
qubits. #QNT #CHP #MFG #USA #NLD The Quantum Insider

GEOPOLITICS
→ According to US officials, the Biden administration is preparing sanctions against
Russian companies that it claims provide technology to the military and intelligence
services. Serniya Engineering, which the US believes is at the core of a procurement network
engaged in weapons proliferation for Russia's intelligence services, and Moscow-based Sertal,
which the administration claims produces equipment and technology for Russia's military, are
among those expected to be targeted. The US will also impose sanctions on four front
companies used by Serniya and Sertal to facilitate military procurement. Most of the companies
that are expected to be sanctioned, including Serniya Engineering and Sertal, previously had
been added to a Department of Commerce list that prohibits exports of sensitive technologies to
them. The administration also intends to target technology firms that it believes are facilitating
Putin's war against Ukraine. AO NII-Vektor, a St. Petersburg-based software and
communications technology company, is among those targeted for sanctions. The US claims
that the company supported the production of the Liana constellation satellites, which Russia
uses for radio and radar reconnaissance. The Treasury Department is also considering targeting
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the Joint Stock Company Mikron, Russia's largest chip manufacturer, and T-Platforms, a
supercomputing firm. Also being looked at for possible sanctioning is iGrids, which does
software for automated control systems in Russia’s electricity grid. Furthermore, on March 29,
Deputy US Treasury Secretary Wally Adeyemo stated that the US and its allies intend to impose
new sanctions on more sectors of Russia's economy critical to sustaining its invasion of
Ukraine, including military supply chains. #Geopolitics #CHP #SAT #SCRM #USA #UKR #RUS
WSJ Reuters

→ On March 25, the FCC added Russia's AO Kaspersky Lab, China Telecom (Americas)
Corp and China Mobile International USA to its list of communications equipment and
service providers deemed threats to US national security. Kaspersky is the first Russian
company listed. FCC Commissioner Brendan Carr said the new designations "will help secure
our networks from threats posed by Chinese and Russian state-backed entities seeking to
engage in espionage and otherwise harm America’s interests." Kaspersky is a provider of
anti-virus software, and has conducted investigations into a range of nation-state hacking
incidents. It calls itself the world’s largest privately-owned cybersecurity company on its website.
It says it protects more than 400M users and 240k companies. The US government banned the
use of Kaspersky software in federal information systems in 2017, citing concerns about the
Moscow-based security firm's ties to the Russian government and espionage efforts.
#Geopolitics #Cybersecurity #5G #USA #RUS #CHN Reuters Bloomberg

→ On Monday, March 28, top government officials announced that Japan will revise its
foreign exchange law in order to prevent Russia from evading Western financial
sanctions on cryptocurrency assets. According to Chief Cabinet Secretary Hirokazu
Matsuno, the Japanese government will submit a revision of the Foreign Exchange and Foreign
Trade Act to the current parliament session to strengthen protections against potential
sanction-busting by Russia through crypto assets. Prime Minister Kishida also called for the law
to be amended in a Monday parliament session, where he stressed the need for coordinated
moves with Western allies after attending last week's Group of Seven summit in Belgium. The
revision "presumably enables the government to apply the law to crypto-asset exchanges like
banks and oblige them to scrutinize whether their clients are Russian sanction targets," said a
senior economist. Separately on March 30, diplomats announced that EU officials are looking at
how to prevent sanctioned individuals from trading between crypto assets to evade sanctions.
#Geopolitics #FIN #JPN #RUS #USA #EU Reuters WSJ

→ Chinese tech giant Huawei Technologies said it’s still evaluating its response to
Western sanctions on Russia. This is largely in line with Beijing’s stance of refraining from
joining Western sanctions against Russia, while trying to avoid overt aid to Russia that could
trigger secondary sanctions on Chinese companies. Chairman Guo Ping stated that Huawei has
no immediate plans to expand its HarmonyOS smartphone operating system outside of China,
despite speculation that it could be used as an alternative to Google's Android in Russia. Prior
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to the war, Huawei had hired Russian engineers to assist in the development of HarmonyOS.
#Geopolitics #5G #CHN #RUS The Washington Post

CYBERSECURITY
→ According to Ukrainian government officials, Ukraine's state-owned
telecommunications company Ukrtelecom experienced an internet service disruption on
Monday, March 28 as a result of a "powerful cyber attack.” It has been described as the
most severe cyber attack since the beginning of the
Russian invasion, and it has brought down the
company's services across Ukraine. "Today, the
enemy launched a powerful cyberattack against
Ukrtelecom’s IT-infrastructure," said Yurii Shchyhol,
chairman of the State Service of Special
Communication and Information Protection of
Ukraine. "The attack was repelled. And now
Ukrtelecom has an ability to begin restoring its
services to the clients," he added. Victor Zhora,
deputy head of the State Service for Special
Communications and Information Protection,
confirmed that the government was investigating
the attack. NetBlocks, which tracks internet
downtimes across the world, found Ukrtelecom had
been dealing with a disrupted service since Monday
morning, “collapsing to 13% of pre-war levels”.
Telecom companies have been subjected to heavy
cyber attacks but have for the most part avoided
any serious deleterious effects. #Cybersecurity #5G
#UKR #RUS Reuters Forbes

→ Microsoft’s new security chief Charlie Bell issued a call to arms to build protection
from hackers and criminals in the emerging metaverse. The metaverse will present some
unique and serious security challenges for technology and cybersecurity firms. Hackers, for
example, may be able to create avatars that resemble a user's trusted contacts, a twist on the
traditional email phishing scheme that users will find difficult to resist, he said. The nature of the
metaverse, which allows for less centralized control of content and users, is also a challenge for
those attempting to protect customers. Companies operating in the metaverse, such as
Microsoft and Meta must design their new products with security and safety built in from the
start, rather than bolted on later, after problems arise, said Bell. With applications ranging from
games to entertainment to corporate meetings, software developers and users will need to
figure out how to police the metaverse, keeping out hackers, abuse, harassment, and
inappropriate content. According to Bell, the software companies will need to collaborate on
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identity interoperability (so that a user can prove they are who they say they are across multiple
metaverses) as well as other security tools. #Cybersecurity #DIG #USA Bloomberg

→ On Tuesday, March 29 Russia accused the US of leading a massive campaign of
"cyber aggression" behind hundreds of thousands of malicious attacks per day. The
Russian foreign ministry stated that media, critical infrastructure, and life support systems had
been targeted on an unprecedented scale, pointing to US and NATO-trained special forces as
well as hackers acting on behalf of Kyiv's western backers. The US government has called the
claims false and said it is all part of Russia's disinformation campaign. "The sources of the
attacks will be identified, and the attackers will inevitably be held accountable for their actions in
accordance with the law," according to the Russian statement. "The United States Government
has not engaged in the activity described by Russia. Moscow’s statements to the contrary
amount to disinformation," said Emily Horne, a spokesperson for the National Security Council.
#Cybersecurity #Geopolitics #USA #RUS Reuters The Hill

→ In the midst of an increase in cyber incidents, the European Court of Auditors warned
that EU institutions are not adequately prepared and are vulnerable to cyber attacks. “The
EU must step up its efforts to protect its own organizations,” Bettina Jakobsen, a member of the
ECA, said in a statement accompanying a special report on cyber threats. “Such attacks can
have significant political implications”, she added. According to the report, the sensitive
information processed by EU bodies makes them attractive targets for hackers, and the risks
have increased as a result of remote working prompted by the Covid-19 pandemic. It also stated
that a "particularly concerning trend is the dramatic increase in significant incidents," which are
defined as attacks that use new methods and technologies and can take weeks or even months
to investigate and resolve. It was emphasized that because the EU's organizations are so
intertwined, a vulnerability anywhere could have a cascading effect. #Cybersecurity #Geopolitics
#EU SCMP

SUPPLY CHAINS
→ Big data and AI could aid in the management of the complex global supply chain and a
growing number of businesses are using these tools to anticipate potential bottlenecks.
Everstream Analytics is one company that collects supply chain data by utilizing open source
information such as shipping records, news reports, and social media, as well as data provided
by customers such as logistics, shipping, and retail companies. DHL, Dupont, and BMW are
among the clients. According to CEO Julie Gerdeman, the company employs analysts who
attempt to predict trouble spots, but it also feeds the data it collects into machine-learning
models that are trained to detect issues. Everstream predicts, for example, that last week's
shutdown in Shenzhen will have the same impact on manufacturing backlogs, shipping delays,
and congestion as the Suez Canal blockage in March 2021. Various types of data can be used
to create a picture of gridlock as it occurs. Windward, for example, specializes in analyzing
supply chain trends and risks using maritime information sources such as shipping
transmissions, satellite imagery, and port and container data. Companies that promise even
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greater visibility into their supply chains are gaining some traction in the midst of geopolitical
stressors and trade turmoil. Kargo, one such company, announced $25M in funding on March
23, with Flexport as one of its investors. Kargo sells a "sensor tower" that monitors activity in
warehouses and logistics centers using cameras, lidar, and thermal imaging. Other companies
use tiny sensors to track the movement of goods. Wiliot, for example, manufactures low-cost
radio frequency tags that can be attached to shipping crates or individual products, allowing
scanners to automatically track their location as they move from a manufacturing plant to a retail
store. That granular data could aid in making sense of the chaos — and in resolving it. #SCRM
#AI #Geopolitics #DEU #ISR #USA WIRED

→ Aluminum manufacturers are looking for more old cans, shredded cars, and factory
waste across nations in order to meet rising demand. Companies such as Norway's Norsk
Hydro ASA, Novelis Inc., and Canada's Matalco Inc. are expanding their operations in the US to
produce more of the metal sought by automakers and other
manufacturers. According to the Aluminum Association trade
group, aluminum consumption in the US increased by 11%
last year, rebounding from a pandemic-induced decrease in
2020. Norsk Hydro last year started work on a new plant in
Michigan that will be able to produce 120k metric tons of new
aluminum from scrap each year. The $140M project is
expected to be completed by the end of 2023. More than
40% of the country’s aluminum supply already is produced
this way. The US is one of the world’s biggest exporters of
aluminum scrap with 2M metric tons of it sent overseas last
year, according to government data. Keeping more of that
scrap, particularly from shredded automobiles, for domestic
production is a challenge for aluminum executives looking to
increase production at their own companies. According to
analysts, melting scrap for aluminum uses roughly 90% less
electricity than producing aluminum in a smelter from refined
bauxite ore. The amount of smelter-produced aluminum in
the US fell by nearly 12% in 2021 to 908k metric tons, the
lowest volume since 2018 and less than 10% of total
aluminum supply in the US last year. #SCRM #USA #NOR
#CAN WSJ

→ Chip factories in Shanghai's semiconductor manufacturing hub are scrambling to
ensure production and delivery after the city imposed a strict, phased lockdown on
Monday, March 28 to combat an outbreak of the Omicron variant of Covid-19. Chip
companies to the east and south of the Huangpu River are facing varying degrees of disruption
to their workflow and supply chains, according to company statements and analysts, despite the
fact that operations at some of the area's largest companies remain normal. A number of
factories from leading companies, including SMIC and Hua Hong Semiconductor, are located in
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the Pudong New Area. Meanwhile, TSMC, the world's largest contract chip maker, has factories
in Songjiang. TSMC reported on Monday that there was no impact on production currently, and
the company was cooperating with the government. Its Songjiang factory is one of its six 8-inch
wafer fabs in the world and the only one on the mainland, according to the company’s website.
Foundries like TSMC and SMIC may already have prepared for potential disruption to
employment and inventory, before being informed by the government about lockdowns,
according to a research expert. “We expect the fabs may quickly raise their capacity and utility
rates after the situation recovers, assuming the lockdown only lasts four days,” the researcher
added. #SCRM #CHP #CHN #TWN SCMP
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