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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Ukraine’s leveraging of the tech world
against Russia, the decline in joint US/China AI research due to geopolitical tensions,
an AI that discovered 40k chemical weapons in six hours, China’s encouragement of

“controllable risks” to spur financial technology innovation, the security threats to critical
infrastructure dependent on space, Russia’s use of hypersonic missiles in Ukraine, 3D

printing of radiofrequency components, preparations to remove safety drivers from
autonomous EVs, Nvidia’s new chips and technologies to increase the computing speed

of AI algorithms, and China-sponsored cyber attacks on Ukraine’s government.



NEXT5 NEWS & AMPLIFICATIONS
→ According to legal experts, Starlink is a legitimate military target after turning on
services in Ukraine at the request of the Ukrainian government. Many companies have
expressed support for Ukraine by pulling out of or restricting sales and services to the Russian
market. But SpaceX has taken a different approach and actively provided extra services to
Ukraine. These services are now enabling a lethal military function. One particularly
eye-catching claim is that Starlink is being used by Aeroxvidka (the Ukrainian Army’s drone
operations unit) to destroy Russian military equipment. According to legal experts, Starlink is a
“lawful target for attack” though targeting law would require that the attack be limited as ar as
possible to the elements of the network that are making that ‘effective contribution to military
action.’” In practice, this means every form of attack is at least a possibility ranging from attacks
on satellites in orbit to conventional military attacks on user terminals in Ukraine, to cyber
attacks on any part of the system. While analysts don’t think a kinetic attack on a satellite is
likely, a soft-kill counterspace attack against a few of the 1600 Starlink satellites wouldn’t be
beyond the realms of possibility. And SpaceX’s status as a private company could make it more
likely. It would be escalatory but not near as much as an attack directly on US military satellites.
Analysts also see a cyber attack as a more likely course of action against Starlink as kinetic
attacks would create debris clouds and endanger other space activities. #Cybersecurity #RUS
#USA #UKR #SCRM #Geopolitics Risky.Biz

→ Some in Washington are raising concerns over Elon Musk’s companies’ ties to China,
particularly whether SpaceX or Tesla have direct or indirect financial ties to Beijing, amid
rising tensions. Rep. Chris Stewart (R., Utah) is seeking confidential briefings on Capitol Hill
with officials from agencies like the NRO to determine whether the Chinese government has any
links to SpaceX.  He says that while he is a fan of Musk and his companies, he is worried
Congress doesn’t have enough visibility into its operations related to China, to include whether
any Chinese firms have invested in SpaceX (which is not publicly traded). Tesla on the other
hand is publicly held and in 2017 Chinese technology giant Tencent disclosed it bought 5% of
the car maker’s stock. At the time, Musk alluded that it was more than an investment when he
tweeted he was “glad to have Tencent as an investor and advisor to Tesla.” China is also one of
Tesla’s biggest markets, thanks in large part to support from the CCP and Xi Jinping. Chinese
authorities gave Musk low-interest loans, cheap land, and other incentives for a Shanghai
facility that opened in 2018 where Tesla vehicles and battery packs are assembled. In 2018 and
2019, Tesla was facing financial difficulties as its US manufacturing plant failed to produce
enough cars to meet expectations and the company ran low on funds. In 2019 and 2020, Tesla
received two loans from Chinese banks, including a $1.4B facility for its Shanghai factory. Both
Democrats and Republicans have mixed views on Mr. Musk. Many Democrats praise him for
building enthusiasm for EVs and championing efforts to address climate change. Many
Republicans remain fans of Musk for challenging federal regulators on some issues and have
praised him for creating competition in the space launch industry. However, the world’s leading
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EV-maker was not invited to the White House last year for an event to rally support for the
industry. #Geopolitics #GRN #AER #SAT #USA #CHN #SCRM WSJ

DIGITALIZATION
→ The war in Ukraine extends beyond the physical battlefield as the country leverages
the tech world against Russia. The Ministry of Digital Transformation, which had been working
to move government services online before Russia invaded in late February, is now leading the
Ukrainian digital counterattack. A centerpiece of Ukraine's digital strategy is the lobbying of
major technology companies to halt operations in Russia, in order to hurt Russian morale or cut
off fake news at the source. The ministry set up a website to accept cryptocurrency donations –
the site raised more than $50M within half a day of its announcement on Twitter. Volunteer
hackers have been recruited into the war effort as well. On February 26, the ministry announced
the creation of the "IT Army of Ukraine," whose members receive assignments each day via the
Telegram chat app. Roughly 300k people globally have joined the group, which has carried out
cyberattacks on banks and other institutions. But efforts to cut off Russia from the internet have
floundered. The Internet Corporation for Assigned Names and Numbers, the international
organization responsible for coordinating the internet's domain name system, refused a request
from Ukraine to revoke Russian top-level domains such as .ru. Companies including Microsoft,
Google, and Amazon Web Services have suspended sales of new cloud computing contracts in
Russia. But they have continued providing service to current customers, avoiding shutting down
existing cloud infrastructure. Meanwhile, there is concern about social media users migrating to
channels where fake news can spread more easily.

#DIG #FIN #Cybersecurity Nikkei Asia
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→ A Japanese technology start-up expects to deliver physical pain to people in the
metaverse. H2L, a Sony-backed company founded a decade ago, is one of a growing number
of companies competing to profit by providing real-life human experiences in virtual worlds. The
company has built a product that features an armband to detect the flexing of human muscles,
enabling the user’s avatar in the metaverse to copy the body’s movements and people to
actually feel the presence and weight of objects. The technology uses electrical stimulation to
manipulate the arm muscles and mimic sensations, such as catching a ball or a bird pecking at
the skin. Separately, Meta announced in November that it was developing a haptic vibrating
glove and Spanish start-up OWO has developed a jacket equipped with sensors to allow users
to feel sensations ranging from hugs to gunshots. #DIG #USA #JPN #ESP Financial Times

→ The National Geospatial-Intelligence Agency (NGA) will begin a major upgrade of its
cloud computing infrastructure; General Dynamics on December 8 was selected for a
10-year deal to modernize NGA’s cloud platform and data centers. The work covers a wide
range of services in support of geospatial intelligence users, including the integration of
commercial clouds, data center design and operations, and mobile secure wireless across
multiple networks and agency locations worldwide. Much of the new technology will support
NGA’s new campus in St. Louis known as NGA West. The agency’s headquarters is in Northern
Virginia in the Washington, D.C. metro area. According to officials, upgrading NGA’s cloud
computing and data infrastructure is a top priority for the agency as it tries to improve the quality
and speed of services. A modern cloud enterprise, for example, will facilitate interoperability
between the agency and commercial geospatial data providers. #DIG #SAT #USA Space News
Washington Technology

SATELLITES & NAVIGATION
→ The central Chinese city of Wuhan plans to build a $15.7B space industry by 2025 and
become China's "valley of satellites," joining other cities tasked with developing the
sector. Wuhan is offering firms up to $7.88M in financial incentives each in projects related to
the manufacturing of satellites, rockets, and spacecraft, according to a notice from the city
government on Wednesday, March 16. The amounts for the inland city are modest compared
with ambitious plans outlined by other prosperous coastal cities, but the effort suggests a
deepening push by China to become a major space power by 2030. The Wuhan city
government will encourage companies to use locally sourced equipment, software, and
services. China envisions massive constellations of commercial satellites that can offer services
ranging from high-speed internet for aircraft to tracking coal shipments. The country is also
planning a new commercial spaceport in the southern island province of Hainan and is
constructing its fifth rocket launch site in the eastern port city of Ningbo. #SAT #AER #CHN
Reuters

→ Orbit Fab, a venture-funded startup offering a
refueling service in space, announced it has won
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a $12M deal to ensure its fueling interface works with US military satellites. The funding
includes $6M from the US Air Force and US Space Force, and $6M from Orbit Fab’s private
investors. The contract is for the integration of Orbit Fab’s fueling port, called RAFTI – short for
rapidly attachable fluid transfer interface – with military satellites. The port allows satellites to
receive propellant from Orbit Fab’s tankers in space. Orbit Fab plans to deploy propellant
tankers to serve as gas stations in space. Its first tanker was launched last year to low Earth
orbit, and its first geostationary tanker is projected to launch later this year or next year on a
SpaceX commercial lunar lander mission. The company is working with commercial and
government customers to equip their satellites with RAFTI ports so they can be refueled and
continue operating. The military is interested in this technology primarily to get more mileage out
of its satellites in geostationary orbit. #SAT #USA Space News

ARTIFICIAL INTELLIGENCE
→ The Center for Security and Emerging Technology (CSET) identifies four ways that
machine learning (ML) vulnerabilities differ from traditional cyber vulns:

1. Patching may be more difficult for ML vulnerabilities: Patches for ML vulnerabilities often
only partially close the security hole while incurring significant expense or performance
penalties. Because of these challenges, disclosures should emphasize mitigations over
patches.

2. Many ML systems may be inherently vulnerable: Because vendors may be unable or
unwilling to patch ML systems, they are often inherently vulnerable. When vendors no
longer support legacy software, such as older Windows XP systems, there are greater
risks that demand more attention from users – the same is true for ML systems.

3. ML vulnerabilities can be specific to each user: ML systems are often tailored to each
user and adapt over time. Because of this feature, a vulnerability might be unique to one
user’s model and not apply to other users even if they all used the same base model.
Because each model is slightly different, it will be harder to verify whether a base model,
or one built from it, is secure.

4. Proof-of-concept exploits for ML are less practically useful: ML exploits tend to be brittle
and have high failure rates. To date, they have not been as disruptive in the real world as
they appear to be in the academic or laboratory setting. They tend to be more useful as
warnings to improve security than as viable threats.

CSET Recommendations:
● Improve risk assessment for ML applications.
● Focus on developing broader mitigation strategies beyond patching.
● Inform and empower users and security managers rather than just vendors when

disclosing vulnerabilities.
● Prioritize proof-of-concept exploits.

#AI #Cybersecurity #USA CSET
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→ The number of AI papers co-authored by US and China-based researchers declined
last year amid rising geopolitical tensions between the world’s two largest economies,
according to a recent Stanford report. In 2021, approximately 9,660 papers on AI were
co-authored by researchers affiliated with both US and Chinese institutions, down from above
10k the year before, according to a report by the Stanford Institute for Human-Centered Artificial
Intelligence. The relationship between the two nations has soured in recent years, with a move
towards decoupling that has left scientists caught in the middle. Some US-based Chinese
researchers have been accused of intellectual property theft, while US schools, including MIT,
have cut research ties with Chinese tech firms like Huawei and iFlyTek. Yet AI cooperation
between China and the US still leads the world, increasing five times since 2010, according to
the report. In 2021, the two countries produced 2.7 times more AI papers between them than
the United Kingdom and China – the second-highest on the list. A recent report from China’s
Peking University found that both the US and China would suffer from a tech decoupling, but
China’s losses would likely be worse. The report was later deleted by the author for unknown
reasons. #AI #Geopolitics #USA #CHN #GBR SCMP

→ Researchers from Collaborations Pharmaceuticals tweaked an AI designed to search
for helpful drugs to look for chemical weapons; the machine learning algorithm found
40k options in six hours, according to a paper published this month in the journal Nature
Machine Intelligence. Collaborations Pharmaceuticals had published computational machine
learning models for toxicity prediction. The researchers adapted their methodology to seek out,
rather than weed out toxicity. The exercise evolved into a computational proof of concept for
making biochemical weapons. #AI #BIO Interesting Engineering

NEXT GENERATION COMMUNICATIONS
→ Hughes Network Systems won an $18M contract to create a satellite-enabled 5G
wireless network at Whidbey Island Naval Station, Washington; the contract is part of the
Pentagon’s high priority experimental effort to bring modern, high-speed connectivity to bases
around the country. Hughes will serve as the prime contractor developing the standalone 5G
network to support operations, maintenance, and flight traffic management at the naval air
station. The new 5G network will utilize spectrum from DISH Wireless and will leverage satellites
in both Geosynchronous and Low Earth Orbits (GEO/LEO). The new 5G contract is aimed at
helping the Navy and Marine Corps develop and mature technologies related to information
warfare. But the effort is part of the Defense Department’s multifaceted 5G experimentation
initiative, called the Next Generation Information Communications Technology program that
involves numerous service bases. In its fiscal 2022 budget request, the Pentagon sought a total
of $393M for 5G research: $375M for the base experiments, and another $23M to fund the
“Beyond 5G” program. The Beyond 5G program is looking to future generations of wireless
capability and is being conducted in partnership with the National Institute of Standards and
Technology and the National Science Foundation. #5G #USA Breaking Defense Fierce Wireless
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FINANCIAL TECHNOLOGY
→ Chinese financial regulators are encouraging “controllable risks” in the country’s
e-commerce hub to spur financial technology innovation, according to a government
notice. The People’s Bank of China (PBOC) stated in a draft plan released Friday, March 18
that the technological innovation capability of financial services needed to be improved. The
plan encouraged banks “under the premise of controllable risks and voluntariness” to deepen
cooperation with external investment institutions and explore diversified financial service models
for scientific and technological innovation. The draft comes eight months after Zhejiang, home to
e-commerce giant Alibaba and its fintech affiliate Ant, began work on a “common prosperity”
pilot zone to address President Xi Jinping’s goal of greater wealth distribution. The remarks
expressing a greater appetite for risk are seemingly a departure from the more hardline stance
regulators have taken against Big Tech firms since November 2020, when Ant’s highly
anticipated US$35B initial public offering was scuttled days before the listing. Despite the
crackdown and heightened scrutiny, however, mobile payments have continued to grow in
China. The industry, dominated by Tencent’s WeChat Pay and Ant’s Alipay, saw $19.9T in
transactions in the third quarter of 2021, according to the PBOC. #FIN #DIG #USA #CHN SCMP

→ Japan's crypto exchanges are simplifying the process for approving new
cryptocurrency listings in an effort to boost the number traded in the country and catch
up with the rest of the world. The Japan Virtual and Crypto Assets Exchange Association
(JVCEA), a group of 31 exchanges, plans to release a "green list" of 18 popular
cryptocurrencies this month. Members previously needed to go through the association's
screening process to list any currency, but those on the green list will no longer be subject to
screening. US exchange Coinbase listed 139 cryptocurrencies for trading at the end of 2021. In
comparison, only about 40 are listed on Japanese exchanges in total. The $9.8B worth of
cryptocurrency held by users at Japanese exchanges as of January was also a fraction of
Coinbase's $278B in December. The green list includes cryptocurrencies that are considered
"widely handled in Japan," such as bitcoin, ethereum, XRP, and Litecoin. Conditions for being
added to the list include being listed on three or more exchanges, one of which has listed the
currency for at least six months. According to an official, the new measure will free up JVCEA to
spend more resources approving new cryptocurrencies as well as initial coin offerings and initial
exchange offerings. #FIN #USA #JPN Nikkei Asia

AEROSPACE & SPACE
→ Much of the world’s critical infrastructure is heavily dependent on space, which poses
a security dilemma – especially by cyber threats – for critical infrastructure providers and
policymakers alike. Many space systems are old, created before cybersecurity became a top
policy priority. They have vulnerabilities like hardcoded credentials – used by ships, aircraft, and
the military – making access by sophisticated actors fairly easy. As spaceflight transforms from
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a public endeavor to a commercial industry, the attack surface is becoming exponentially larger
with more spacecraft connecting with ground-based assets and users. The risk lies in the
absent implementation of cybersecurity best practices by all companies operating in space.
Creative and innovative solutions to threats will require a regulatory approach that prioritizes
industry-led and directed standards – especially in terms of collaborating across sectors,
sharing information, and assessing what is acceptable versus a non-negotiable risk. Moreover,
international cooperation and partnership with both traditional and non-traditional allies –
including states and international space supply chain stakeholders – to create sustainable norm
frameworks will be crucial to mitigating risk in the long term. #AER #SAT #Cybersecurity Wilson
Center

→ Russia stated on Saturday, March 19 it had used hypersonic Kinzhal (Dagger) missiles
to destroy a large weapons depot in Ukraine's western Ivano-Frankivsk region. According
to Russia's Interfax news agency, it was the first time Russia had deployed the hypersonic
Kinzhal system since it sent its troops into Ukraine on February 24. Defense ministry
spokesman Igor Konashenkov told a briefing that the underground depot hit by the Kinzhal
system on Friday housed Ukrainian missiles and aircraft ammunition, according to a recording
of the briefing shared by Russian news agencies. A spokesperson for Ukraine's air force
command confirmed a Russian missile strike on Delyatyn in the Ivano-Frankivsk region. Russia
prides itself on its advanced weaponry, and President Vladimir Putin stated in December that
Russia was the global leader in hypersonic missiles, whose speed, maneuverability, and altitude
make them difficult to track and intercept. #AER #RUS #UKR Reuters

→ SpaceX set records for the reuse of its Falcon 9 booster and the mass that rocket
placed into orbit on March 19 with the latest launch of Starlink satellites. The Falcon 9
placed 53 Starlink satellites into an orbit at an altitude of approximately 320 kilometers. Elon
Musk stated in a tweet that the launch was the heaviest Falcon 9 payload ever launched, at
16.25 metric tons. That means that the individual Starlink satellites weigh up to 306 kilograms
each. By comparison, the earlier generation of Starlink satellites weighed about 260 kilograms
each. SpaceX also set a new milestone in booster reuse with the 12th launch of this booster,
designated B1051, which landed on a drone ship in the Atlantic Ocean. The booster first
launched the Demo-1 commercial crew test flight three years ago and has also launched the
Radarsat Constellation Mission, the SXM-7 radio satellite, and nine Starlink missions, counting
this flight. Two other boosters have flown 11 flights. #AER #SAT #USA Space News

BIOTECHNOLOGY
→ University of South Australia researchers have reverse engineered the visual systems
of hoverflies to detect drones from nearly four kilometers away. According to the team,
these new findings could help combat the threat of IED-carrying drones, which are currently
being used in Ukraine. Hoverflies have advanced visual and tracking skills that have been
successfully modeled to detect drones in complex and obscure landscapes. This could involve
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either military or civilian purposes. The hoverflies’ visual systems have been mapped before to
improve camera-based detections. The new research is the first time that bio-vision has been
applied to acoustic data, according to the university. Bio-inspired processing improved detection
ranges by between 30% and 49% when compared with traditional techniques, depending on the
type of drone and conditions. In order to pick up drone acoustics at short to medium distances,
researchers observe specific patterns and general signals. The researchers converted acoustic
signals into 2D “images,” and they used the neural pathway of the hoverfly brain to improve and
suppress unrelated signals and noise. This increased the detection range for the sounds they
wanted to detect. #BIO #AI #AUT #AUS #UKR Unite.AI

GREEN TECHNOLOGY

→ As the world scrambles to reduce carbon emissions, new technologies to fight climate
change are being backed by academics, investors, and policymakers, globally. Ideas
ranging from carbon capture and storage to trucks powered by hydrogen gas have become
realistic prospects, driven by an increasing urgency to find ways to wean economies off fossil
fuels. According to the International Energy Agency, by 2050, almost half of global emissions
reductions will come from technologies “currently at the demonstration or prototype phase.”
Climate tech investment more than tripled to $60B in the first half of 2021, compared with the
same period in 2020, according to a recent PwC report. 14 cents out of every dollar of venture
capital investment today is now allocated to the sector. Experts say the best hope of keeping
global temperature rises under control is to pursue an “all of the above” approach: a mass
deployment of existing technology, the scale-up and commercialization of early-stage
alternatives, and the pursuit of breakthrough technologies that do not yet exist. #GRN Financial
Times

→ According to consultancy Wood Mackenzie Global, the lithium-ion battery capacity
may rise over five-fold to 5,500 gigawatt-hours (GWh) by 2030 from 2021, while the
supply of batteries will remain tight this year. The consultancy stated in a report that the EV
market accounts for almost 80% of lithium-ion battery demand and high oil prices are supporting
the roll out of zero-emission transportation policies, increasing demand for lithium-ion batteries.
Battery makers are responding to this rising demand with vast expansion plans; however,
having met shortages last year due to EV market demand and rising raw material prices, battery
supply will not meet demand until 2023, the firm added. Tesla supplier Contemporary Amperex
Technology Co Ltd. (CATL) leads the expansion among battery makers, according to Wood
Mackenzie. According to a recent media report, CATL was weighing sites for a $5B plant in
North America, Mexico, and Canada. Many more new plant announcements are expected this
year. #GRN #USA Reuters

→ Chinese electric vehicle (EV) manufacturers are facing changes to supply chain costs,
leading to rising prices in some cases. Chinese EV Maker Xpeng stated on Friday, March 18
that it would raise its prices for on-sale vehicles before subsidy from March 21 due to the rising
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costs of raw materials. Xpeng will raise its prices by between $1,590 and ~$3100, according to
the company in its official Wechat account. Separately, Nio stated on Monday, March 21 that it
had no intentions to raise prices in the short term, but that it would be flexible on its decision
making given evolving circumstances. Nio stated that raw material prices and chip supply and
demand were causing large changes to supply chain costs. #GRN #CHN Reuters Reuters

ADVANCED MANUFACTURING
→ Researchers at Technische Universität Berlin and Brunel University are turning 3D
printed concrete into a more robust, eco-friendly building material. By partially replacing
the sand in the Portland cement used to make concrete with recycled glass, limestone, and
plastic fillers, the team has improved the material’s strength and thermal conductivity. The
engineers discovered that integrating these lightweight fillers into their material allowed it to be
deposited into samples with a 40% lower thermal conductivity than traditional 3D printing
concrete, while compressive strength testing revealed that their resistance properties increased
as more waste glass was introduced. Having deployed their material to 3D print chunks of wall,
the engineers believe with further R&D, it could eventually be used to erect better-insulated
buildings in the future. The researchers’ findings are detailed in their paper. #MFG #GRN #DEU
#GBR 3D Printing Industry

→ The 3D printing of radiofrequency (RF) components and other electronics is emerging
with applications in defense and space. Defense giant Lockheed Martin’s Space unit has
selected electronics firms SWISSto12 and CAES (Cobham Advanced Electronic Solutions) to
3D print phased array antennas for future satellite missions. As partners, SWISSto12 and CAES
aim to make additive manufacturing technology more easily accessible for US defense
manufacturers like Lockheed. The former’s 3D printing capabilities combined with the latter’s
design engineering expertise enable custom RF systems designed to meet stringent size,
weight, and performance requirements. Separately, researchers this month at Iowa State
University tested a novel approach to 3D printing electronics in zero-gravity conditions. In place
of gravity, the team’s technology utilizes electrical force to print conductive inks onto a glass
base layer-by-layer to allow for the creation of complex circuitry. Working with NASA, the
engineers aim to develop the process of producing sensors in space. #MFG #SAT #AER #USA
#CHE 3D Printing Industry

AUTONOMOUS SYSTEMS
→ Ukraine accused China’s largest drone maker DJI of enabling Russia to target
Ukrainian drone pilots with its AeroScope technology. DJI Aeroscope broadcasts a signal
that specialized receivers can use to decipher the drone’s position and the position of its pilot.
This feature was originally designed for public safety purposes and the drones were typically
only sold to law enforcement and security organizations. However, if Aeroscope lets the Russian
military know exactly where a Ukrainian drone pilot is standing, Russians could use that
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information to target an aerial strike at the pilot. There are no confirmed reports that this is
actually happening, but that story is rapidly spreading across the internet. DJI has confirmed
that some of Ukraine’s AeroScope receivers weren’t working properly, and the Ukrainian
government is asking the drone maker to block Russia’s DJI gear. DJI is reportedly funded by
the Chinese government though, and China so far has shown more interest in aligning with
Russia rather than Ukraine. According to interviews conducted by The Verge, while rumors have
been circulating that DJI disabled or weakened Ukraine’s aeroscope receivers, those rumors
lack credibility so far. Some Ukrainian AeroScope receivers have gone offline, but DJI
vehemently denies having anything to do with it. #AU #Geopolitics #Cybersecurity #SCRM
#CHN #RUS #UKR The Verge

→ The US Navy will proceed with the integration of an autonomous threat detection
system onto Huntington Ingalls Industries' (HII) uncrewed surface vehicle (USV). Called
Threat Tracker, the multi-platform system uses video analytics and machine learning algorithms,
along with radar and sensor technologies to detect and classify possible threats. Once the
integration is complete, the fully autonomous USV escort will be able to detect and intervene in
various potential threats. #AUT #AI #USA Naval Technology

→ Alphabet Inc’s Waymo announced on Monday, March 21 that it is ready to remove
safety drivers from its autonomous electric vehicles in San Francisco. The planned
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driverless operation would be "a major step on our path to deploying a fully autonomous
commercial service," according to co-CEO Tekedra Mawakana in a blog post. #AUT #GRN
#USA Reuters

→ Amid a severe driver shortage, a new study claims that self-driving technology could
replace 90% of long-haul trucking, roughly 500k jobs. The driver shortage is so severe that
American trucking companies are attempting to import drivers in order to alleviate one of the
supply chain crisis's most severe constraints. Several startups are betting on autonomous
systems, including TuSimple, a San Diego, California-based company that claims its self-driving
systems reduce fuel consumption by up to 10%. Human entities were removed from an 80-mile
stretch of road between Phoenix and Tucson in December 2021. It intends to begin deliveries
without human drivers in large swaths of the country by the end of next year. #AUT #USA
Bloomberg

SEMICONDUCTORS & CHIPS
→ On Tuesday, March 22, chip giant Nvidia
announced new chips and technologies that it
claims will increase the computing speed of
complex AI algorithms, increasing competition
with rival chipmakers striving for data center
business. The company provided details of new
graphic chips (GPU) that will be at the core of
artificial intelligence infrastructure, releasing the
H100 chip and a new processor chip called the
Grace CPU Superchip, based on British chip firm
Arm Ltd's technology. The processors are created
with as many as 80B transistors and — when
paired with new connecting chips — will
massively speed up the development of software that understands human speech and does
genomic research. It's the first Arm-based chip from Nvidia to be unveiled since its deal to buy
Arm fell apart last month. "Data centers are becoming AI factories - processing and refining
mountains of data to produce intelligence," said Nvidia CEO Jensen Huang at Nvidia's AI
developer conference online, calling the H100 chip the "engine" of AI infrastructure. The
company supplies chips to the owners of some of the world’s largest data centers, which use
the technology to power the AI software needed to make sense of the growing flood of digital
information. Nvidia also announced its new supercomputer "Eos", which it said will be the
world's fastest AI system when it begins operation later this year. In addition, Nvidia announced
the launch of its new Nvidia Jetson AGX Orin developer kit, a powerful, compact and
energy-efficient AI supercomputer designed to power autonomous systems. #CHP #AI #BIO
#AUT #USA #GBR Bloomberg Reuters
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→ A Toshiba subsidiary has budgeted $839M in 2022 to increase the capacity of power
semiconductor devices, which is roughly 45% more than the $573M invested in 2021. The
funds will be used to build a new fabrication facility on the grounds of production subsidiary
Kaga Toshiba Electronics, which is set to begin in the spring of 2023. It will also cover the
installation of a new production line within an existing structure. Toshiba's power semiconductor
capacity is expected to increase by about 150% as a result of the upgrades. Power devices are
used in electronic equipment for power supply and control, while reducing energy loss. Demand
is rising as the transition to a carbon-neutral society accelerates and the production of electrical
vehicles continues to increase. Capacity expansion will include not only silicon wafer-based
power devices, but also next-generation chips that use silicon carbide and gallium nitride
wafers. #CHP #GRN #JPN Nikkei Asia

→ Chinese surveillance giant Hikvision plans to buy a second-hand lithography machine
made by ASML Holdings for its in-house chip manufacturing operation, according to a
source familiar with the matter. Hikvision, which has been designated by the US Treasury
since 2019, is expected to spend $5.5M for a used AT:850C wafer stepper system. It will form a
part of the Chinese firm’s 8-inch wafer assembly line to make chips for its surveillance cameras,
the source said. The AT:850C, designed by ASML in 2005, is used to project the image of a
circuit in photolithographic semiconductor fabrication – a process similar to projecting a negative
image in traditional film photography. Furthermore, China lacks access to extreme ultraviolet
(EUV) lithography machines, which are required to produce advanced chips at 7-nanometer and
lower processing nodes. Due to US trade restrictions and a scarcity of domestic alternatives to
ASML machines, Chinese tech firms have sought second-hand equipment from Japan, South
Korea, Taiwan, Singapore, and the US, including still-relevant machines built in the 1980s.
However, the Chinese state-owned firm has denied making such an acquisition. #CHP #SCRM
#Geopolitics #CHN #NLD #USA #JPN #KOR #TWN #SGP SCMP

→ As Beijing continues to support its tech self-sufficiency, China’s second largest chip
maker, Hua Hong Semiconductor seeks a Shanghai listing to expand its capacity. Hua
Hong said in a statement on Monday, March 21, that the company’s board had approved a plan
to issue yuan-denominated new shares and list them on the Science and Technology Innovation
(STAR) Board of the Shanghai Stock Exchange to fund the expansion of its chip manufacturing
operations. Hua Hong's expansion plans come at a time when China is doubling down on a chip
self-sufficiency drive, despite rising tech tensions with the US, and as the West increases their
onshore chip production capabilities. As Chinese companies continue to lag behind Taiwan and
South Korea, the Chinese government has backed more financial support for the domestic
chip-making sector, including tax breaks and increased access to domestic capital markets.
#CHP #CHN #USA #EUR #TWN #KOR SCMP

QUANTUM TECHNOLOGY
→ IonQ and Pasqal, two leading quantum computing companies, are expanding their
services to Microsoft's Azure Quantum Platform. On Monday, March 21, IonQ and Pasqal
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announced a collaboration with Microsoft to provide access to their quantum computers. With
20 Algorithmic Qubits (#AQ), IonQ's Aria is the industry's most powerful quantum computer
based on standard application-oriented industry benchmarks. This announcement also signals
the beginning of an expanded beta program for IonQ Aria. The system has already been used
by early access partners to solve problems in financial modeling, electric vehicle battery
chemistry, and other areas. When the Pasqal system is made available on Azure Quantum later
this year, it will be the first quantum processor based on neutral atom architecture available via
Azure, providing end-users with a range of new digital and analog quantum computational
capabilities not possible with other types of quantum processors. #QNT #USA #FRA The
Quantum Insider

→ Sandbox AQ announced on Tuesday, March 22, that it had spun off from Alphabet Inc,
raised "nine figures" in funding, and signed several clients for its cybersecurity services.
Sandbox AQ's initial sales are coming from software that runs on classical computers but tries
to block quantum machines from someday unlocking standard encryption and exposing
sensitive communications. Customers include the Mount Sinai Health System in New York, as
well as the telecom companies Vodafone Business and SoftBank Mobile. Additionally, Sandbox
is nearing agreements to sell quantum simulation software, which could speed up drug and
material development, according to CEO Jack Hidary. He said projects that could be
commercialized in the next three years include using AI to analyze data from quantum-based
sensors to improve medical imaging and enabling navigation by tracking magnetic fields rather
than GPS satellites. #QNT #Cybersecurity #5G #BIO #AI #SAT #USA #GBR #JPN Reuters

→ Xanadu is collaborating with Nvidia to provide GPU support and high-performance
computing (HPC) capabilities to quantum computing researchers and developers
utilizing PennyLane, Xanadu's open-source quantum computing software framework.
PennyLane integrates classical machine learning libraries with quantum hardware and
simulators, giving users the power to train quantum computers the same way as neural
networks. Nvidia cuQuantum is a software development kit that includes optimized libraries and
tools for speeding up quantum computing workflows. When combined with cuQuantum, Nvidia
GPU devices provide advanced performance for simulating quantum systems. Users can use
cuQuantum to accelerate standard quantum circuit simulations as well as develop and test
algorithms that would be difficult to develop and test with standard tools. #QNT #CHP #AI #USA
#CAN Cision PR Newswire

GEOPOLITICS
→ Australia, the world’s biggest exporter of alumina, announced a ban on shipments to
Russia. Alumina is a compound used in the production of aluminum, which has applications in
chips, 3D printing, composite materials, nanorods, biomedical devices, electric vehicles,
aerospace systems, and other areas. Australia accounts for nearly 20% of Russia’s supply of
alumina, the government said on Sunday, March 20. Alumina is the key ingredient for producing
aluminum, and it is in turn produced from bauxite ore. While aluminum has not been targeted by
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sanctions, United Co. Rusal International PJSC — which needs bauxite and alumina to feed its
plants — is facing disruption to its supply chains as companies pull back from doing business
with Russia. #Geopolitics #SCRM #CHP #BIO #GRN #MFG #AER #AUS #RUS #UKR #IRL
Bloomberg ScienceDirect

→ An international tech blockade could deprive Russia of sophisticated chips needed to
power advanced weaponry and cutting-edge technologies like 5G, artificial intelligence
and autonomous systems, experts say. South Korea and Taiwan, which dominate in high-end
chips, as well as Japan, which is strong in chip-making materials and tools, have also prohibited
exports of the items on the US export-control list. Russia continues to largely rely on foreign
technology to design chips and has limited chip-production capabilities of its own. In 2020,
Russia imported roughly $440M worth of semiconductor
devices, including components like diodes and transistors,
and around $1.25B worth of electronic integrated circuits
(chips) built by incorporating various components, according
to the UN Comtrade database. Russia’s chip-building
technology lags that of industry leader TSMC by more than
15 years, said Western semiconductor industry executives.
China is Russia’s strategic partner, and some Chinese chip
makers could replace suppliers of capacitors and transistors,
an expert said. However, Chinese chip makers can’t mass
produce the industry’s cutting-edge chips, lagging behind in
technology. #Geopolitics #CHP #5G #AI #AUT #USA #KOR
#TWN #JPN #UKR #RUS #CHN #MYS #VNM WSJ

CYBERSECURITY
→ On Monday, March 21, the Biden administration issued an official warning to
businesses to strengthen their cyber defenses against potential malicious cyber activity
from Russia. President Biden urged the private sector to immediately harden its cyber
defenses by implementing the best practices developed by the administration over the last year.
The private sector owns and operates the majority of America's critical infrastructure. Speaking
at the Business Roundtable Quarterly Meeting in Washington, President Biden said Russian
President Putin is likely to use “cyber attacks” as a form of retaliation against the US for its
actions to counter Russia’s incursion on Ukraine. Additionally, President Biden said, “The
magnitude of Russia’s cyber capacity is fairly consequential and it’s coming”. While the Biden
administration has been warning the country for months about the possibility of Russian
cyberattacks, most recently in response to economic sanctions imposed on Russia for its
invasion of Ukraine, the President's statement suggests that "evolving intelligence" has
heightened the threat. Furthermore, the FBI warned US businesses on March 18 that hackers
with Russian IP addresses had been scanning the networks of five US energy companies,
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ahead of President Biden's Russia cyber attack warning. #Cybersecurity #USA #UKR #RUS
The White House CNN

→ Hacker group Lapsus$ gained access to proprietary information of US tech
companies, including Microsoft and Okta Inc. Okta Inc, a provider of authentication services,
announced on Tuesday, March 22 that it had been hacked and that hundreds of customers may
have been affected. Okta's announcement comes after Lapsus$ posted a series of screenshots
of Okta's internal interactions on their Telegram channel late Monday, March 21. Lapsus$
responded to Okta's statement on Tuesday by saying the company was trying to minimize the
importance of the breach. Separately, Microsoft confirmed on Tuesday that it found an account
that was compromised by Lapsus$ and that it gained access to data related to the Bing and
Cortana products. This announcement comes after Lapsus$ members claimed to have stolen
information about Bing and Bing Maps, as well as the source code for Cortana, on their
Telegram channel on March 20. Lapsus$ has made claims on social media that it’s infiltrated
several large tech companies besides Microsoft. Its Telegram channel was first to announce the
Microsoft and Okta breaches this week but also included the mention of breaching employee
accounts of LG Electronics Inc. Okta has received public criticism for failing to be transparent or
notify its customers who may have been exposed. #Cybersecurity #USA Risky.Biz Bloomberg

→ Ransomware attacks on the global supply chain are undermining national security,
according to a US Customs and Border Protection (CBP) Intelligence Bulletin. The CBP
bulletin mentions a ransomware attack on a major German logistics firm in 2021, as well as an
attack last month on a Swiss airport management service and two German oil suppliers. The
alert claims that BlackCat, the Russian ransomware group responsible for last year's Colonial
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Pipeline attack, "is likely behind these events," citing an analysis of ransomware attacks from
January 2021 to February 2022. “Ransomware persists to be the most common and destructive
form of cyberattack, allowing malicious entities to threaten data leaks on illicit markets, and
expose information on critical infrastructure,” the bulletin states. Recently, Bridgestone Corp, a
Japanese tire manufacturer and supplier to Toyota, announced on March 18 that its US
subsidiary had been hit by a ransomware attack, affecting Toyota’s supply chain. #Cybersecurity
#SCRM #Geopolitics #USA #RUS #JPN #DEU #CHN Yahoo! News Reuters

→ Google's Threat Analysis Group (TAG) says the Chinese People's Liberation Army
(PLA) and other Chinese intelligence agencies are targeting Ukraine’s government.
Google TAG Security Engineer Billy Leonard says Google notified Ukrainian government
organizations targeted by a Chinese-sponsored hacking group. The group's head, Shane
Huntley, confirmed Leonard's assessment, saying that "the Ukraine war isn't only attracting
interest from European threat actors. China is working hard here too”. Google TAG's report of
ongoing Chinese cyber operations in Ukraine follows another warning issued three weeks ago
regarding a Chinese-backed hacking group tracked as APT31 targeting Gmail users affiliated
with the US government. One day earlier, Google security analysts revealed that Russian and
Belarusian actors targeted Ukrainian and European government and military organizations in
widespread phishing and DDoS attacks. Google added that the Chinese-backed hacking group
Mustang Panda (aka Temp.Hex and TA416) have also switched to phishing attacks against
European organizations using lures related to the invasion of Ukraine. #Cybersecurity
#Geopolitics #USA #CHN #UKR #RUS #BLR #EUR BleepingComputer

SUPPLY CHAINS
→ Toyota plans to close most of its Japanese plants for several days this week as a
result of a magnitude 7.4 earthquake that struck eastern Japan on March 16, further
impacting its supply chain. Toyota said Friday, March 18 that some of its suppliers were
affected by the quake and unable to deliver enough parts. Toyota didn’t name the company, but
Renesas Electronics Corp, a major microchip manufacturer, said separately that its plants in the
area of the quake wouldn’t be back to full production until Wednesday of this week. This latest
setback in Toyota's supply chain exemplifies the difficult and uncharted territory that automakers
are in, as such disruptions continue to dent their outlooks and delay a full recovery in factory
output. #SCRM #CHP #JPN WSJ

→ Audi anticipates “tremendous interference” in the global supply chain as a result of
Russia’s invasion of Ukraine. The remarks come as automakers around the world, including
Audi and its parent company Volkswagen, try to maintain supply chains of critical parts such as
semiconductor chips and wire harnesses that have been disrupted by Russia's invasion of
Ukraine. While Russia and Ukraine account for a small portion of global vehicle production, they
provide critical raw materials for the production of semiconductors. Due to the invasion, S&P
Global Mobility, formerly known as IHS Markit, reduced its global light vehicle production
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forecasts for 2022 and 2023 by 2.6M units for both years, to 81.6M for 2022 and 88.5M for
2023. #SCRM #CHP #DEU #EUR #UKR #RUS CNBC
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