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Friday March 18, 2022

The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features governments’ use of social media influencers
in the Russia-Ukraine conflict, Ukraine's use of Clearview AI’s facial recognition

technology against Russia, new products allowing users to apply AI without having to
code, China’s industrial deployments of 5G, the impact of the Russian Soyuz rocket’s

exit from the global stage, AI for heart disease detection, and an investigation by
Western intelligence agencies into a satellite internet disruption in Ukraine.



NEXT5 NEWS & AMPLIFICATIONS
→ According to Chinese media, when dealing with Washington, Beijing views Taiwan as
different from Russia’s invasion of Ukraine. Analysts said there were clear differences
between the two - with sovereignty as the key reason why Beijing’s intentions in Taiwan are
different from Russia’s. Beijing regards the island as part of its territory which it intends to
recover by force if necessary. And it has long felt that Washington is using the self-ruled island
as part of a strategy to undermine and contain its rival - accusing the US of disrespecting its
sovereignty by backing the Taiwanese pro-independence camp.On Monday, Chinese Foreign
Minister Wang Yi used his annual press conference to underline that the situations in Taiwan
and Ukraine were not comparable, as China-Taiwan relations are an internal matter. Washington
was concerned enough about the similarities to send a high-profile delegation of former security
officials to Taiwan immediately after the Russian invasion. #Geopolitics#USA #RUS #UKR
#CHN #TWN SCMP

→ Russian prosecutors have issued warnings to Western companies in Russia,
threatening to arrest corporate leaders there who criticize the government or to seize
assets of companies that withdraw from the country. The prosecutor’s warnings were
directed at companies across sectors to include technology, food, apparel, and banking.
Specifically, prosecutors delivered warnings to Coca-Cola, McDonald’s, Proctor & Gamble, IBM,
and KFC-owner Yum Brands, according to people familiar with the matter. And last week,
Russian President Vladimir Putin expressed support for a law to nationalize the assets of
foreign companies that leave his country over its invasion of Ukraine. The warnings have
prompted at least one of the targeted companies to limit communications between its Russian
business and the rest of the company, out of concern that emails or text messages among
colleagues may be intercepted. Other companies have moved to transfer executives out of
Russia. The Kremlin publicly denied the allegations that prosecutors issued such warnings. And
as we previously reported, a parade of American companies have already pulled out of Russia
in protest of the Ukraine invasion. #Geopolitics #SCRM #RUS #UKR #USA WSJ

DIGITALIZATION
→ Governments are turning to social media influencers to control
the narrative surrounding Russia’s invasion of Ukraine. About 30
social media creators attended a private briefing Thursday, March 10 with
White House officials. The briefing included creators active on TikTok,
though many of them also have significant presences on YouTube,
Twitter, and other platforms. According to administration officials, it is
important to provide digital creators with factual content that they can use
to explain the conflict in Ukraine to their millions of followers. They also
said the US needs to counter efforts from Russia’s government, which is paying TikTok creators
to generate materials that are pro-Kremlin. The clashing views, and often graphic, material
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present a challenge to TikTok and other social media platforms trying to moderate content from
and about a war zone in real-time. Russia’s government, meanwhile, has clamped down on
various types of media. It adopted new rules threatening prison time for spreading what it
deems false information about the country’s armed forces – prompting TikTok to halt new
content from Russia. And the Kremlin has been blocking platforms including Facebook –
although gaps remain in its efforts to block information from outside Russia. Russia officially
blocked Instagram earlier this week. #DIG #USA #RUS #UKR WSJ Bloomberg

→ Russia announced it will cut off access to Instagram and launch a criminal
investigation into its parent company Meta, adding to the country’s growing isolation
since the start of its war on Ukraine. Russia’s media watchdog, Roskomnadzor, on Friday,
March 11 stated plans to restrict access to Instagram within 48 hours after Meta changed its
moderation policies to allow for certain violent speech, such as “death to the Russian invaders,”
by Ukrainian users. According to prosecutors in Moscow, Meta’s move sought to incite hatred
and hostility toward Russian citizens. They are also seeking to designate the company an
“extremist organization,” on par with terrorist groups. Roskomnadzor previously banned
Facebook and restricted Twitter, arguing that the platforms were discriminating against Russia
by placing restrictions on the content of state media outlets such as Russia Today (RT) and
Sputnik, following requests from EU officials. But the decision to block Instagram marks a major
escalation, with far-reaching consequences for Russia. The country is Instagram’s fifth-largest
market, according to data from SensorTower, and is one of the most popular social networks in
the region, particularly among small business owners looking to advertise and sell services and
with influencers and Moscow’s elite. #DIG #RUS #UKR Financial Times

→ The Cyberspace Administration of China (CAC) has pledged to deepen efforts to
monitor, review, and clean up online content in the world’s biggest internet market this
year; the effort follows an aggressive campaign in 2021 to remove information that the state
deems harmful or inappropriate. The CAC called on internet platform operators to establish
strong content review teams and increase training for these employees. In addition, operators
are required by the regulator to make necessary modifications to their online products related to
self-discipline and rectification. These are designed to improve online community rules as well
as strengthen control over certain user groups and organizations. The internet watchdog’s latest
initiative reflects Beijing’s intention to keep Chinese internet companies under scrutiny while
directing them to root out content that fails to fit the values that the government endorses.
Beijing recently rolled out new rules that tightened its grip on online content, as part of efforts to
create a “clean and healthy” domestic cyberspace. Earlier this month, a new regulation took
effect that reins in algorithms used on apps to recommend what consumers would like to read,
watch, play, and buy online. #DIG #CHN SCMP

SATELLITES & NAVIGATION
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→ Each of the satellites in the Pentagon’s planned mesh network of communications
satellites could have as many as four laser links so they can talk to other satellites,
airplanes, ships, and ground stations. Optical inter-satellite links are critical to the success of
the Space Development Agency’s low Earth orbit constellation – known as Transport Layer –
that will be used to route data traffic. Lasers provide much higher transmission data rates than
traditional radio-frequency communications but are also far more expensive. SDA recently
awarded nearly $1.8B in contracts for 126 satellites for the Transport Layer. By some estimates,
about $500M of that total would be for optical terminals. The company developed a so-called
“one-to-many” optical communications technology for point-to-multipoint transmissions. The
hope is this technology can help reduce the cost of building constellations by requiring fewer
terminals. SDA last month awarded BridgeComm and Space Micro a $1.7M Small Business
Innovation Research contract to demonstrate the technology over the next two years. Space
Micro, owned by Voyager Space, in January won a separate US Air Force SBIR contract to
develop an optical terminal to connect satellites with military aircraft. #SAT #USA Space News

→ Infostellar will expand its business of connecting satellites to ground stations,
allowing satellite operators to quickly access data. Infostellar's customers operate
commercial observation satellites that take close-up images of the ground, but those images
have to be sent back to Earth quickly if they are to be useful; the company connects ground
stations around the world, finding the nearest one so that a satellite can download its data
quickly. Infostellar has connections with four ground stations at present and plans to raise that
number to 20 by summer. Demand for satellite imagery tends to rise during geopolitical crises,
according to the company. In the ongoing Russian invasion of Ukraine, satellite imagery from
companies such as Maxar Technologies and PlanetLabs play an important role in monitoring
Russian troop movements. Infostellar hopes to bring ground stations around the world to its
network and to give satellite operators as many options as possible for downlinks. The company
also wants to provide services to SpaceX's Starlink.
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#SAT #USA #JPN Nikkei Asia

→ The US Missile Defense Agency decommissioned two missile-tracking satellites that
have operated in low Earth orbit for more than 12 years. The two Space Tracking and
Surveillance System (STSS) satellites were taken out of service on March 8. Made by Northrop
Grumman, the satellites launched in 2009 on a United Launch Alliance Delta 2 rocket. MDA in
its 2022 budget requested $15.2M to retire the STSS satellites and close out the program. The
satellites stopped collecting data in September 2021. The STSS satellites circled the Earth 12
times a day from an altitude of 1,350 kilometers, using infrared sensors to gather data on
missile launches and track US missile tests. The data gathered by the STSS spacecraft has
contributed to the development of new missile-defense sensors and systems, including the MDA
Hypersonic and Ballistic Tracking Space Sensor (HBTSS) program, according to MDA Director
Vice Admiral Jon Hill. #SAT #USA Space News

ARTIFICIAL INTELLIGENCE
→ A growing number of new products allow anyone to apply AI without having to code; it
used to require a team of engineers to build a piece of software, but now users with a web
browser can do it themselves. A wave of start-ups is bringing the power of AI to nontechnical
people in visual, textual, and audio domains. Juji, for example, is a tool designed to make
building AI chatbots as easy as creating a PowerPoint presentation. OpenAI, the company
co-founded by Elon Musk, has a vast AI system, GPT-3, that can write code when prompted
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with simple English. It can also create websites and do other basic programming tasks. OpenAI
has used the system to create GitHub Copilot, a tool that acts as an autocomplete function for
coders, speeding up their work. And DeepMind, a subsidiary of Alphabet, Google’s parent
company, has gone a step further with an AI tool capable of writing complete code to solve
complex problems posed to it with normal speech or text. #AI #USA NYT

→ Ukraine's defense ministry began using Clearview AI’s facial recognition technology
after the US startup offered to uncover Russian assailants, combat misinformation, and
identify the dead. Ukraine is receiving free access to Clearview AI’s powerful search engine for
faces, letting authorities potentially vet people of interest at checkpoints, among other uses. The
plans started forming after Russia invaded Ukraine and Clearview Chief Executive Hoan
Ton-That sent a letter to Kyiv offering assistance. According to Ton-That, the startup had more
than 2B images from the Russian social media service VKontakte at its disposal, out of a
database of over 10B photos. That database can help Ukraine identify the dead more easily
than trying to match fingerprints and works even if there is facial damage. Clearview's
technology could also be used to reunite refugees separated from their families, identify
Russian operatives, and help the government debunk false social media posts related to the
war. Many Western businesses have pledged to help Ukraine, providing internet hardware,
cybersecurity tools, and other support. #AI #USA #RUS #UKR Reuters ZDNet

NEXT GENERATION COMMUNICATIONS
→ China leads the world in 5G deployments, but it is inside factories, coal mines,
shipyards, and warehouses where the technology is taking off. The country is widely seen
as being out front in the deployment of localized, high-powered 5G networks in sprawling
industrial sites, which aim to use the technology to help automate labor-intensive or dangerous
industrial processes, and hopefully boost productivity. These sites include 5G coal mines with
remote-operated drilling machinery, so-called smart factories that automate production and
quality control, and seaports with internet-connected cameras that process and tally freight
containers. These 5G private networks are different from the consumer-oriented networks that
blanket towns and cities because they are dedicated to specific enterprise sites with tailor-made
hardware and software. Isolated from public networks, they can be adjusted to specific
requirements and handle more complex jobs and processes. Many such projects are under
construction in the US, Europe, and other parts of the world. But according to analysts, the
construction and deployment of private networks is further along in China, where the
government has set aggressive targets for building high-tech work sites powered by
next-generation networks. #5G #USA #CHN WSJ

→ 5G is increasingly available in cheaper phones, making faster mobile service
affordable to more lower-income consumers around the world, according to market
researchers. This broader access to 5G service is due to the falling price of the specialized
semiconductors needed for 5G phones, a trend that analysts expect to continue over the next
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two years. The lower price makes it economically feasible to put the chips in a wider range of
phones. 5G technology has moved beyond the premium smartphone market, in which devices
sell for $550 or more, to the mid-tier market where devices sell for $250 to $550, and even
cheaper 5G phones are available in some places. Globally, 5G capability will spread to at least
80% of phones priced under $200 over the next two to three years, from less than 5% now,
according to market-research firm Canalys. In all, 42% of smartphones shipped to retailers
around the world in 2021 were 5G-capable, according to Counterpoint Research. That
percentage is expected to increase to 54% this year and 66% next year, according to
Counterpoint. #5G WSJ

FINANCIAL TECHNOLOGY
→ The US Treasury Department's Office of Foreign Assets Control (OFAC) clarified that
US citizens and digital asset firms are required to comply with sanctions against Russia,
even when facilitating transactions in cryptocurrency. OFAC stated in the guidance on
Friday, March 11, that people in the US as well as businesses that deal in cryptocurrency, "must
be vigilant against attempts to circumvent OFAC regulations" and should "take risk-based steps
to ensure they do not engage in prohibited transactions." The warning comes as many in the
crypto industry are responding to concerns from some lawmakers that digital assets could be
used to circumvent Western sanctions imposed on Russia following its invasion of Ukraine. As
we previously reported, Biden administration officials have stated they do not believe Russia
could use cryptocurrency to completely evade sanctions, yet they are still warning companies to
be on the lookout. According to guidance issued on Monday, March 7, by the Financial Crimes
Enforcement Network (FinCEN), crypto exchanges must report any suspicious activity. But the
March 11 notice goes further by stating plainly that exchanges are prohibited from engaging in
or facilitating illegal transactions. #FIN #USA #RUS #UKR Reuters

→ Ant Group has sold its entire stake in a Chinese tech news portal, according to a
corporate filing with the US Securities and Exchange Commission, marking its latest
restructuring amid a tougher regulatory environment. The divestment in 36Kr is the latest
move in the fintech group’s efforts to streamline its investment portfolio as part of a major
restructuring in the wake of the cancellation of its mega IPO in Hong Kong and Shanghai in late
2020 amid regulatory uncertainties. The last-minute withdrawal of Ant’s IPO and subsequent
structural change – including bringing its core businesses under the same regulatory oversight
as traditional banking services – is seen as a test case of Beijing’s efforts to rein in what it has
called the “irrational expansion” of capital. Dong Yizhi, a lawyer at Yida Law Firm, stated it was
highly likely that Alibaba would further shrink its investment portfolio and revert back to its
e-commerce roots. #FIN #DIG #CHN SCMP

→ The US SEC rejected proposals to list and trade shares of spot bitcoin ETFs NYDIG
Bitcoin ETF and Global X Bitcoin Trust, in filings dated March 10. The New York Digital
Investment Group, or NYDIG, and Global X filed applications with the SEC for spot Bitcoin ETFs
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in June and August 2021, respectively, but the commission designated longer periods of time to
review the proposed rule change and opened the applications for public comment several times
before reaching a decision. The moves were the latest in a series of rejections by the market
regulator to approve an ETF that tracks the underlying digital asset. #FIN #USA Reuters Coin
Telegraph

AEROSPACE & SPACE
→ While Russia’s share of the international launch market has shrunk, the Soyuz rocket’s
exit from the global stage has left more than a dozen non-Russian satellite missions
without clear paths to orbit. The EU counted on at least six Soyuz rockets this year and
beyond to launch a mix of navigation, Earth observation, and science satellites from France’s
South American spaceport. Smaller rideshare customers from Japan to Sweden say they may
need new accommodations. And a South Korean imaging satellite is at Russia’s Baikonur
Cosmodrome awaiting a launch that is now in question. Moreover, London-based OneWeb – a
low Earth orbit broadband startup – planned to deploy its final six batches of satellites by the
middle of this year using the Russian rocket. Russia’s Proton rocket, once a staple for
commercial satellite launches, is likewise off-limits as Western nations continue to tighten
sanctions. According to Quilty Analytics, the launch industry is in a state of transition, making it
difficult to absorb near-term demand. With the exception of SpaceX, all of the world’s heavy-lift
launch providers are retiring their flagship vehicles. SpaceX is the only launch provider outside
of China with an operational, high-cadence, heavy launch capability that is not fully booked or
winding down production. #AER #USA #RUS #CHN #GBR #FRA #JPN #SWE #KOR Space
News

→ China is planning to open its space station to commercial missions and activities,
according to a senior human spaceflight official. China’s launch startups last year began
citing the Tiangong space station as an opportunity for securing contracts. This came apparently
in response to a January 2021 call for proposals issued by China’s human spaceflight agency,
CMSA, soliciting low-cost cargo transportation solutions for the Chinese space station. The
announcement was the first indication that the national space station project would be opened
up to the involvement of commercial companies. China is planning to complete the construction
of the Tiangong space station this year, which is projected to operate in low Earth orbit for at
least ten years. #AER #CHN Space News

→ Bahrain became the last nation to join the Artemis Accords as the agreement regarding
principles for cooperation in space exploration continues to expand beyond traditional
spacefaring nations. Mohammad Al Aseeri, head of the National Space Science Agency of
Bahrain, signed the accords March 2 during the US-Bahrain Strategic Dialogue. The Middle
Eastern country is the 17th to sign on and comes days after Romania joined. #SAT #USA #BHR
#ROU Space News
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BIOTECHNOLOGY
→ A new AI tool developed by University College London (UCL) researchers can detect
heart disease and analyze heart MRI scans in just 20 seconds — nearly 40x faster than
experienced doctors. It detects changes to the heart structure, functions with greater
precision, and extracts more information than a human can. The British Heart Foundation, who
funded the research, claims that the tool will free up doctors to help with backlogs. It is being
rolled out at the UCL Hospital, Barts Heart Center at St Bartholomew’s Hospital, which is part of
Barts Health NHS Trust, and Royal Free Hospital, where it’s now being used on over 140
patients a week. The research team intends to expand the roll-out to 40 locations across the UK
and globally later this year. #BIO #AI #GBR UCL News New York Post

GREEN TECHNOLOGY

→ Ford on Monday, March 14 unveiled plans as part of a major EV push in Europe. The
company stated it would introduce three new electric passenger vehicles and four new electric
commercial vehicles in Europe by 2024, adding that it plans to sell more than 600k EVs in the
region by 2026. The plan also includes a battery-assembly site in Germany and a nickel cell
manufacturing joint venture in Turkey. The strategy update for Europe comes shortly after Ford
announced a $50B investment push to kick-start electrification that also includes running its EV
unit separately from the group's legacy combustion engine business. As part of its push, Ford
deepened its existing partnership with Volkswagen under which the US carmaker will produce a
second EV for the European market based on its German rival's platform. Ford has also signed
a non-binding memorandum of understanding with SK On Co, a unit of South Korea's SK
Innovation, and Turkey's Koc Holding for a joint venture to manufacture high nickel NMC cells
for assembly into battery array modules. #GRN #USA #DEU #TUR #KOR Reuters

→ Chinese smart EV start-up Xpeng has started taking orders for its new P5 model in
four European markets, stepping up its global expansion pace. According to the
Guangzhou-based company, the P5 family sedan, the first mass-produced EV guided by lidar
sensors, will be sold in Denmark, the Netherlands, Norway, and Sweden. Xpeng, along with
Shanghai-based NIO and Beijing-headquartered Li Auto, are deemed as three rivals to Tesla in
mainland China. Xpeng sold 36 vehicles in Norway last December, while NIO sold 67 units,
according to data provider Elbilstatistikk. However, both were dwarfed by Tesla’s sale of 4,346
units. Beijing has ambitions of turning itself into a global EV powerhouse by 2025, with leading
Chinese companies grasping core technologies and capturing a sizable market share outside
the mainland. #GRN #USA #CHN #DNK #NLD #NOR #SWE SCMP

ADVANCED MANUFACTURING
→ Analytics Insight lists the top ten companies that are set to change robotics:
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1.  iRobot Corporation – Specializes in designing and production of consumer robots.
The company boasts a portfolio that includes various innovations for smart homes and
concepts in visualization, navigation, mobility, and AI.

2.  Sastra robotics – Aims to create robotics solutions to allow human-like automated
functional testing of real equipment. The objective is to speed up testing and reduce the
time-to-market of their products.

3.  Geekplus – Aims to supply AI and robotics to retailers looking for features to add
speed and capacity to their products.

4.  Fanuc Corporation – Involved in the supply of factory automation, robot, and robot
machines.

5.  Berskshire Grey – Makes integrated robotics systems that automate the process of
picking, packing, and sorting products into store and eCommerce orders for leading
enterprises.

6.  KUKA Robotics – Manufactures industrial robots.
7.  Blue Ocean Robotics – Robots were capable of killing 99.99% of bacteria and

viruses on surfaces and in the air by making use of UV-C light during the COVID-19
pandemic. The company’s robots can be affixed in elder-care facilities, schools, airports,
airlines, hotels, pharmaceutical plants, etc.

8.  Yamaha – Specializes in the design and sale of motorcycles, automotive engines,
and transport equipment, but launched an industrial robot division.

9.  Recon – Gained recognition as one of the largest robotics manufacturers around the
globe. The company sells its products in more than 33 countries, and its clients include
the US Air Force, Army, Navy, Marine Corps, Border Patrol, FBI, and ICE.

10. Handwrytten – Applied robotics to marketing communications. The company is
known for designing robots that write personal notes in a handwritten style the customer
chooses at an online storefront.

#MFG #USA #CHN #IND #JPN #DNK Analytics Insight

AUTONOMOUS SYSTEMS
→ On March 10, the National Highway Traffic Safety Administration (NHTSA) issued rules
stating that autonomous cars are no longer required to have steering wheels nor pedals,
paving the way for a driverless future. The NHTSA updated the occupant protection Federal
Motor Vehicle Safety Standards to account for vehicles with automated driving systems (ADS)
that are not equipped with conventional controls a human driver would use. The new rule
clarifies what is required of car makers when applying safety standards to vehicles with ADS
technology. This will allow vehicle manufacturers to produce AVs without human controls if they
meet safety regulations. #AUT #USA The Hill

→ The Biden administration is reportedly considering an expansion of autonomous
surveillance technology, including deploying more autonomous surveillance towers.
Today, the US has solar-powered autonomous surveillance towers set up along its southern
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border. The towers use thermal imaging, cameras, and radar to feed an AI system that can
determine whether a moving object is an animal, vehicle, or person, and send its location
coordinates to US Border Patrol agents. The US Customs and Border Protection (CBP) has
deployed about 175 of the towers along the border so far, part of a five-year deal with Anduril, a
California-based security and defense contractor specializing in artificial intelligence systems.
CBP officials say the Anduril system is the most advanced surveillance technology they have

placed along the border.

#AUT #AI #GRN #USA The Washington Post

SEMICONDUCTORS & CHIPS
→ On Tuesday, March 15, Intel announced the first phase, to create its plans to invest as
much as 80B euros ($89B) in the EU semiconductor sector over the next decade. Intel's
top priority will be to open a new cutting-edge mega fab in Magdeburg, Germany, which will
consume an estimated $19B of the investment plan. In addition, Intel will take advantage of the
European Chips Act which is worth about $47B in support for installing semiconductor
manufacturing capabilities. Intel also announced plans to establish a new R&D and design hub
in France, as well as additional investments in R&D, manufacturing, and foundry services in
Ireland, Italy, Poland, and Spain. Intel aims to create a new "Silicon Junction" within the EU,
specifically in Germany due to the country's tech talent, industrial support infrastructure, and
existing ecosystem of suppliers and customers. Magdeburg will be the new nerve center for
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Intel's EU operations, with two "first-of-its-kind" fabrication plants beginning construction as early
as the first half of next year (planning is already underway). Besides the investment in Germany,
Intel will invest $12B to expand its fabrication facilities in Leixlip, Ireland. Italy should be on the
receiving end of a $4.5B investment in a state-of-the-art back-end manufacturing facility which
Intel says would be the first of its kind in Europe. The EU's share of global semiconductor
manufacturing is expected to reach 20% by 2030. #CHP #SCRM #USA #EU #DEU #FRA #IRL
#ITA #POL #ESPIntel Newsroom Tom’s Hardware CNN

→ Taiwanese chip manufacturer Foxconn is in talks with Saudi Arabia about jointly
building a $9B multipurpose facility that could make microchips, EV components, and
other electronics, according to people familiar with the matter. The kingdom is reviewing an
offer from the company to build a dual-line foundry for surface-mount technology and wafer
fabrication in Neom. Foxconn is also talking with the UAE about a potential project site. The
company has sought to diversify its manufacturing facilities, amid escalating tensions between
the US and China. Saudi Arabia wants Foxconn to guarantee that it would direct at least
two-thirds of the foundry’s production into Foxconn’s existing supply chain. Foxconn is seeking
incentives in exchange for helping set up a high-tech manufacturing sector in the kingdom, as
Saudi Arabia seeks to diversify its economy away from oil. #CHP #SCRM #GRN #Geopolitics
#TWN #SAU #ARE #USA #CHN WSJ

QUANTUM TECHNOLOGY
→ These are the top 13 firms using superconducting technology to build fault-tolerant
quantum computers, paving the way for error-free quantum computing:

1.  AWS – Offers a QCaaS designed to help speed up scientific research and software
development for quantum computing through Amazon Bracket.

2.  Google Quantum AI – Advancing the state of the art of quantum computing and
developing the tools for researchers to operate beyond classical capabilities.

3.  Intel – Working to achieve quantum practicality, the transition of quantum technology
from the lab to commercial quantum systems.

4.  Oxford Quantum Circuits (OQC) – Built the UK’s most advanced quantum computers,
the only ones commercially available in the country.

5.  Anyon Systems – Designs and manufactures superconducting quantum processing
units (QPUs).

6.  IBM – Built the 127-qubit Eagle processor, which is the first quantum computer with
127 high-grade qubits, surpassing the 113-qubit Jiuzhang Chinese quantum machine.

7.  EeroQ – Building a universal quantum computer using electrons on Helium.
8.  Rigetti Computing – Builds quantum computers and the superconducting quantum

processors that power them. Their Quantum Cloud Services (QCS) platform gives
access to machines that can be integrated into the cloud.

9.  Quantum Computing Inc (QCI) – Offers ready-to-run software for complex
constrained optimization computations.
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10. Nord Quantique – Developing superconducting circuits that can mitigate errors on
individual qubits, providing a faster path to fault-tolerant quantum computing.

11. Bleximo – Building full-stack superconducting application-specific systems.
12. IQM – Delivers on-premise quantum computers for research laboratories and

supercomputing centers and provides complete access to its hardware.
13. Fujitsu – Developing foundational technologies to put superconducting quantum

computers into practical use.
#QNT #CHP #USA #GBR #CAN #FIN #JPN The Quantum Insider Forbes

→ Microsoft’s Azure Quantum scientists reported that they demonstrated the building
blocks for a topological qubit, a breakthrough in making scalable topological qubits.
According to the company’s blog post, the team is building on 20 years of research and recent
investments in simulation and fabrication, to engineer devices that induce a topological phase of
matter bookended by a pair of Majorana zero modes. In another discovery, the Azure Quantum
team produced a topological phase and a method to measure the topological gap, which
quantifies the phase's stability. This removes an obstacle to creating the topological qubit. The
team believes that this approach will be used to find solutions to the world's most pressing
problems, such as climate change. #QNT #USA The Quantum Insider

→ University of Chicago researchers have achieved two major breakthroughs in quantum
technologies, one of which was by preserving quantum states in silicon carbide for more
than five seconds. According to the principal
investigator, “Five seconds is long enough to send a
light-speed signal to the moon and back. That’s
powerful if you’re thinking about transmitting information
from a qubit to someone via light. That light will still
correctly reflect the qubit state even after it has circled
the earth almost 40 times — paving the way to make a
distributed quantum internet”. The other breakthrough
was making the silicon carbide qubits easier to read,
which was done by developing a method to read out the qubits on demand. The chips used in
the experiment were made of silicon carbide, an inexpensive and widely used material that
allowed the qubits to retain their quantum information. The researchers aim for quantum
innovation by developing a qubit system that can be built with common electronics, using a
technology that is scalable and cost-effective. #QNT #CHP #USA SciTechDaily Science
Advances

GEOPOLITICS
→ Putin's invasion of Ukraine may serve as further motivation for China to pursue tech
self-sufficiency in the face of increasing sanctions imposed on Russia by the West.
According to analysts, the barrage of sanctions raises concerns about the future of Russia's
advanced technology trade, development, and investment relationship with China. This includes
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civil aviation, artificial intelligence, and dual-use technologies that have both civilian and military
applications. Western sanctions could push Russia to increase its arms trade with China in the
short term. However, Beijing’s long-term objective remains intact as it seeks to become
self-reliant in critical technologies. #Geopolitics #AER #AI #CHN #RUS SCMP

CYBERSECURITY
→ According to reports, Western intelligence agencies are investigating a satellite
internet disruption in Ukraine that occurred on the day Russia invaded Ukraine. Analysts
for the US National Security Agency, French government cybersecurity organization ANSSI, and
Ukrainian intelligence are assessing whether the remote disruption of Viasat's service was the
work of Russian-state backed hackers preparing the battlefield by attempting to sever
communications. The disruption began on February 24 between 5 AM and 9 AM local time, just
as Russian forces began entering Ukraine. Viasat said that the disruption was triggered by a
"deliberate, isolated and external cyber event,". The company said its network has been
stabilized and is restoring its services adding that the company was prioritizing “critical
infrastructure and humanitarian assistance." Viasat has hired US cybersecurity firm Mandiant,
which specializes in tracking state-sponsored hackers, to investigate the intrusion, according to
people familiar with the matter. #Cybersecurity #SAT #USA #FRA #EUR #UKR #RUS Reuters
Business Insider

→ On March 11, the Chinese state news agency Xinhua accused the US of taking control
of Chinese computers to carry out “cyberattacks” on Russia, Ukraine, and Belarus in a
recent wave of cyber incidents. It cited China’s National Computer Network Emergency
Response Technical Team/Coordination Center of China (CNCERT/CC), a cybersecurity
technical center that aims to prevent and detect cybersecurity risks. "After analysis, most of the
addresses for these attacks came from the United States," it said, adding that a few came from
other countries such as Germany and the Netherlands. Cyber incidents have been a major point
of tension between the US and its allies and China, as the former have recently attributed a
global cyber espionage campaign to China. #Cybersecurity #Geopolitics #USA #CHN #RUS
#UKR #BLR #DEU #NLD Reuters

→ Russia's invasion of Ukraine has triggered a series of cyber events that are affecting
international governments’ cybersecurity policies and diplomacy. On Tuesday, March 15,
Germany’s computer and communication security agency advised users of Kaspersky’s
antivirus software to find alternatives to the Russia-based company’s products. Separately, on
March 15, US President Biden signed into law a $1.5T bill, The Strengthening American
Cybersecurity Act, that includes legislation mandating critical infrastructure owners to report to
the DHS’s CISA within 72 hours of a breach and 24 hours if the organization made a
ransomware payment. Additionally on March 9, two separate affiliates of ransomware groups
NetWalker and REvil were extradited to the US. The DOJ said the suspected REvil affiliate, who
was arrested at a Polish Border in September 2021, will be charged with deploying REvil
ransomware to encrypt the data and computer systems of multiple organizations, including US
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software provider Kaseya.The DOJ also announced that the NetWalker affiliate who was
sentenced in Canada in February 2022 to seven years in prison will face multiple charges

related to his alleged participation with the
ransomware group in the US. Besides that,
Russia is developing a domestic certificate
authority (CA). Security experts are alarmed
because Russian government control over
security certificates — which one technologist
described as a “master key” to all online content
in Russia — could dramatically enhance the
regime’s ability to censor and manipulate online
content. In addition, according to a tweet by a
Russian security expert, Russia’s deputy foreign
minister says he hopes the US-Russian dialogue

on cybersecurity policy will be resumed, adding that the dialogue could bring in “tangible results
like the disruption of REvil”. #Cybersecurity #Geopolitics #DIG #USA #CAN #EU #DEU #POL
#UKR #RUS Risky Biz

→ Israeli government websites crashed due to a DDoS incident on Monday, March 14,
according to the country’s cyber officials. DDoS incidents typically involve outside cyber
actors directing waves of inauthentic traffic at a website, temporarily rendering it unavailable.
Ministries of health, justice, welfare were affected, as was the prime minister’s office, the news
site Haaretz reported. Communication companies have restored access to the websites.
#Cybersecurity #ISR Bloomberg Reuters

→ Despite the booming business of cyber insurance, Russia's invasion of Ukraine has
insurers concerned about cyber policies and losses. Cyber insurance sales more than
doubled to around $15B in 2021 as businesses sought to protect themselves from the costs of
ransomware and computer viruses that could disrupt their operations. Like most insurance
policies, these have exclusions for acts of war. The aim is to protect insurers from claims tied to
cyberattacks by governments, their militaries or groups that work for them. But a judge in New
Jersey poked a hole in an act of war exclusion last year in a ruling that essentially said a
common acts-of-war exclusion doesn’t cover cyberattacks. Insurers are going down two paths to
protect themselves from wartime cyberattacks. In the first path, insurers are being more
selective than ever before about which clients they will accept or renew, looking for strong
network security. The second path is an effort by some in the insurance industry to reword the
longstanding war exclusions. #Cybersecurity #RUS #UKR #USA WSJ

SUPPLY CHAINS
→ The ever-growing COVID-19 outbreak in China has forced companies from Foxconn to
Toyota and Volkswagen to suspend some operations, raising concerns over supply chain
disruptions. Shenzhen, China's Silicon Valley, is carrying out mass testing after dozens of new
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local cases were recorded. Officials have suspended public transport and urged people to work
at home this week as much as possible. On Monday March 14, the White House said it was
monitoring the tech hub's lockdown "incredibly closely". Taiwanese companies, which said they
had also suspended Shenzhen operations, included chip substrate and printed circuit board
maker Unimicron Technology Corp, which supplies chips to Apple and Intel, and flexible printed
circuit board maker Sunflex Technology Co Ltd. #SCRM #BIO #CHP #CHN #JPN #DEU #USA
#TWN Reuters

→ Chinese companies are encountering difficulties obtaining cobalt in Congo, a mineral
that has become critical to the global transition to cleaner energy. Just one electric vehicle
(EV) can require between 10 and 30 pounds of cobalt to build its battery, depending on the EV
manufacturer. Cobalt can boost charge rates and has a stabilizing effect, extending battery life
and preventing cathode corrosion that can lead to battery fires. Congo accounted for 70% of the
world’s total output of cobalt In 2021, with Chinese investors controlling a similar proportion of
cobalt production. Demand is rapidly increasing, and the US is concerned about falling behind.
Earlier this year, the US sent a team to Kinshasa, the Congolese capital, to meet with
Congolese leaders to discuss how the US can secure access to the metal. A court last week
stripped China Molybdenum Co. of control of its Tenke Fungurume mine, halting operations for
the next six months. With the price of cobalt rising to multi-year highs, the standoff has the
potential to become a turning point in China’s involvement with the continent, where until now it
has run into relatively little opposition as it goes about securing supplies of valuable minerals,
often in exchange for building critical infrastructure. #SCRM #GRN #Geopolitics #CHN #COD
#USA #EUR WSJ

→ Following the withdrawal of the US from Afghanistan, China has moved to claim the
country's vast mineral wealth, which is critical to the production of technologies,
including components in EVs. Afghanistan is rich in critical materials such as gold, precious
stones, coal, oil and gas, lithium, and rare-earth minerals, some of which are used in chip
manufacturing. China is negotiating with Taliban authorities to start mining at the site, called
Mes Aynak, according to their officials. Beijing is also in talks to begin work on oil-and-gas
reserves in the north of the country. Dozens of Chinese mining companies have descended on
Kabul in recent weeks seeking contracts for other mines. US officials say they are concerned
that China will fill the vacuum left by the American withdrawal from Afghanistan. Iran, another
adversary nation, is in talks to secure a huge iron ore deposit in west Afghanistan. China
already controls most of the world’s rare-earth minerals, which are used to produce various
technologies. #SCRM #CHP #GRN #USA #AFG #CHN #IRN WSJ
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