
MATRIX MONITOR
Friday January 28, 2022

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features developments in China’s NFT industry, the
US military’s use of satellites to harvest sunlight for usable power, Meta’s new AI

supercomputer, Russia’s proposed banning of cryptocurrencies, the FTC’s antitrust
lawsuit to block Lockheed Martin’s acquisition of Aerojet Rocketdyne, developments in

nanotechnology, Volkswagen's developments in autonomous driving software, the
WEF’s quantum computing guidelines, and the Russia-Ukraine conflict.



NEXT5 NEWS & AMPLIFICATIONS:
→ Recent events in space highlight that the next space race is already well underway.
And as the number of launches accelerates exponentially, with industry at the forefront,
government policy must enable continued innovation and ensure a resilient space ecosystem.
Over the past year we conducted research with a group of experts to glean insights on the
future of space. They unanimously believe the US is in the lead and will maintain the lead, but
felt that governments’ roles are changing as space startups lead the race. In a blog post this
week, Next5 makes five recommendations for government leaders to maintain the US
leadership role in space in the new age. #space #geopolitics Next5

→VC has emerged as a new tech battleground between the US and China. While stocks in
both countries cratered amidst the pandemic, their selloffs have different drivers: markets in the
US naturally corrected nosebleed valuations of established companies and many unprofitable
companies going public via SPACs, but in China - the selloff was a result of deliberate policy
rulings by the CCP to rein in freewheeling entrepreneurs and reorder investment priorities. A
WSJ op/ed argues that the difference is noteworthy given that the rise of Chinese tech was built
on Silicon Valley and US VC investors. By 2018 almost as much venture capital was being
raised in China as in the US and VC-backed companies accomplished what other Chinese
companies hadn’t: out-innovating US products. But even though China’s venture capital raised
$111B last year, Xi Jinping’s crackdown on China’s most successful companies wiped out $1T+
of market value. And Chinese VCs duly shifted the focus of their investments to areas favored
by the CCP - like semiconductors. Experts argue that China’s authoritarian political culture is
now at odds with freethinking entrepreneurship and the escalating crackdown could ultimately
drive innovation away from China. While China mostly built its success by stealing foreign IP
and manufacturing it more efficiently to compete, it will have to embrace methods like venture
capital that enable risk and innovation. As Sebastian Mallaby writes in his new book, The Power
Law: VC and the Making of the New Future:  “Venture capital has become a pillar of national
power; it cannot be left out of geopolitical calculations.” #USA #CHN WSJ

→ In a Washington Post Op/Ed Anthony Vinci and Nadia Schadlow argue that the next
generation Internet could shift the balance of power back to individuals in a victory for
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democracy amidst increasing competition with authoritarian states, if the US embraces it.
Today’s internet - mostly Web2 - security is not ideal because it relies on centralized, hackable
databases and users are not in control of their own data. This has given criminal actors free rein
to steal , destroy, or hold data for ransom and enabled authoritarian regimes to track and surveil
individuals. Web3 promises to solve these challenges as it is built on blockchain technology and
offers a more decentralized version of the Internet. Two reasons Vinci and Schadlow say Web3
could be good for democracy: 1) Web3 makes authoritarian control over individuals private life
much more difficult 2) the decentralization and personal data control of Web3 would make it
hard for China to maintain data dominance. While law enforcement, intelligence agencies, and
even seemingly invincible tech giants will experience new challenges in a Web3 world, Vinci &
Schadlow say the US should adapt to, invest in, and promote it because geopolitics is about
relative power and relative gains. “Web3 is innately more beneficial to Western liberal
democracies, which value democracy and personal privacy. This would return the advantage to
the West and force authoritarian states to confront their weaknesses, change them, or fall
behind.” #DIG #Geopolitics #USA #CHN The Washington Post

DIGITALIZATION
→ Alipay is pushing blockchain-based digital collectibles to Chinese consumers, adding
momentum to the non-fungible token (NFT) wave in mainland China. The digital
collectibles, based upon artifacts from 24 museums, are powered through Topnod, or Jingtan,
platforms developed by Alipay operator Ant Group. The inclusion of NFTs by Ant could drive
substantial interest in digital collectibles in China despite the government’s vague stance on the
emerging digital assets. Unlike mainstream NFT products in other markets, NFTs in the country
are not linked to cryptocurrencies - as Beijing has imposed a strict ban on the use and trading of
cryptocurrencies - but trading of NFTs is still heavily restricted in the country. Mainland tech
firms have yet to convince regulators that their NFTs will be used for collection purposes and not
for speculation and money laundering. #DIG #CHN SCMP

→ The Chinese government has started rejecting various metaverse-related trademark
applications as authorities move to prevent abuse of the registration process. Multiple
trademark applications have been denied registration by the National Intellectual Property
Administration, according to the latest data from business and trademark registration tracking
firm Tianyancha. According to an unnamed person inside the agency, the recent action taken by
China’s intellectual property (IP) regulator showed a deliberate strategy to deal with the rush of
metaverse-related applications, while preventing trademark squatting and misunderstanding
among consumers. About 1,510 mainland Chinese companies, mostly in the technology sector,
have recently applied to register trademarks related to the metaverse – the concept of a shared
virtual environment that users access via the internet – according to a report by
Chinastarmarket.cn. That number was up from the 130 companies which filed applications four
months ago, according to Tianyancha. #DIG #CHN SCMP
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→ Nearly $1.9B of venture capital flowed into startups in the virtual and augmented
reality software and hardware space during last year’s fourth quarter – more than any
quarter ever. The fourth quarter increase helped make 2021 the second-best year to date for
VR/AR investment with nearly $3.9B of venture going to startups – trailing only 2018 which saw
nearly $4.4B due to some large rounds by companies such as Magic Leap and SenseTime,
according to Crunchbase numbers. While the increase in venture funding is partly associated
with the developing metaverse, improvements in VR streaming and chips have also helped
push the industry to new levels.

#DIG #CHP #USA #HKG Crunchbase

SATELLITES & NAVIGATION
→ Two satellites for a military program to track and inspect other spacecraft in orbit
launched from Cape Canaveral Friday, January 21 on a United Launch Alliance Atlas 5
rocket. The two satellites are the fifth and sixth spacecraft to join the Space Force’s
Geosynchronous Space Situational Awareness Program (GSSAP). The surveillance platforms
can help the Space Force track objects in geosynchronous orbit – a capability needed to
manage traffic and avoid collisions. They can also adjust their orbits to approach and image
other satellites using optical cameras. The GSSAP satellites’ ability to maneuver around other
spacecraft gives military officials data on the location, orbit, and size of other objects in
geosynchronous orbit, according to the Space Force. They will become sensors in the Space
Force’s Space Surveillance Network, which tracks more than 27k satellites, derelict rockets, and
other pieces of space junk circling Earth. Cataloging satellites and space debris has been a
chief goal of the military’s space-related efforts for decades. But the GSSAP satellites add a
new dimension to the efforts as China and Russia field increasingly sophisticated military
spacecraft, including anti-satellite capabilities. #SAT #USA #CHN #RUS Spaceflight Now
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→ The US military has issued contracts for startup Hydrosat’s technology that can detect
and map small temperature differentials from space. Department of Defense customers
awarded Hydrosat three Small Business Innovation Research (SBIR) contracts although the
DC-based company has yet to launch a single satellite into orbit. The three SBIR contracts
included a Phase 1 and Phase 2 SBIR via the Air Force’s innovation hub AFWERX, and one
with the DoD’s National Security Innovation Network. Under the two Air Force SBIR contracts,
worth approximately $800k in total, Hydrosat last year demonstrated that its IR camera, flying on
a stratospheric balloon, could take thermal imagery to locate dry land, a potential hazard for Air
Force Special Operations helicopters attempting to land. Hydrosat’s camera can differentiate a
temperature differential of 0.5 degrees Kelvin, enabling it to find ships running “dark” without
their required identification transponders on, or a group of tanks moving at night. Hydrosat
intends to launch its first satellite on a SpaceX Falcon 9 via ride-share company Loft Orbital,
early next year. The firm plans to station at least 16 satellites in sun-synchronous orbits to
provide global coverage, imaging the same spot on Earth at the same local time every day.
#SAT #USA Breaking Defense The Defense Post

→ The US military is trying to use satellites in space to harvest sunlight and turn solar
energy into usable power. The Naval Research Laboratory launched an experiment in 2020
aboard the Air Force’s X-37B space plane that successfully tested hardware to capture sunlight
and convert it into direct current electrical energy. The NRL experiment, however, was only an
in-space demonstration and not intended to beam the power captured in space back to the
ground. That capability will be attempted by the Air Force Research Laboratory in a $100M
experiment projected to launch in 2025. AFRL’s mission, named Arachne, was conceived in
response to the military logistics challenge to secure reliable energy sources at austere bases
where there is no infrastructure. Today, fuel used to operate field generators has to be
transported by trucks, turning these convoys into targets for adversaries. AFRL believes that
access to solar power from space could help reduce this vulnerability. #SAT #USA Space News

→ A growing number of public and private satellites are fighting climate change by
tracking methane leaks from landfills, pipelines, and mines. The new generation of
satellites will allow better measurements of such leaks over time and help the public hold
countries and corporations accountable for their promises to reduce greenhouse gasses. In the
next two years, at least ten satellites will launch to transform patchwork surveillance into a
system where methane will no longer go undetected. The Environmental Defense Fund (EDF)
will launch MethaneSAT, working with Harvard University and the Smithsonian Astrophysical
Observatory. It will join satellites including the European Space Agency’s Sentinel 5-P, launched
in 2017, the Italian Space Agency’s PRISMA, launched in 2019, and those operated by the
for-profit Canadian company GHGSat sent into orbit in 2016, 2020, and 2021. The satellites will
complement each other. Sentinel 5-P might identify a potential problem and share the
information with GHGSat, which has higher-resolution instruments. And MethaneSAT will
complement the others with the dual ability to make targeted measurements of sites smaller and
larger. #SAT #GRN #USA #ITA #CAN Smithsonian
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ARTIFICIAL INTELLIGENCE
→ A new report ranks the US first out of 160 nations in readiness to implement AI in
public services delivery to citizens. The annual report by Oxford Insights, called the 2021
Government AI Readiness Index, rates countries based on 42 indicators – including software
spending and industry investment in emerging technologies – across three pillars: government,
technology sector, and data and infrastructure. The US tops global rankings in this index, due in
large part to its size and the maturity of its technology sector. Following the US, the top five, in
order, were Singapore, the UK, Finland, and the Netherlands. The US scored highest among all
nations in several indicators, including software and emerging technology investment. The U.S.
is also among the roughly 40% of nations that have published or are going to publish national AI
strategies. In January 2021, the White House launched its National AI Initiative Office within the
Office of Science and Technology Policy to advance AI research, development, and adoption.
This office was established in part to oversee the implementation of a National AI Strategy. #AI
#USA #SGP #GBR #FIN #NLD Nextgov MeriTalk

→ Meta’s research team built a new AI supercomputer that the company maintains will be
the fastest in the world. The supercomputer, the AI Research SuperCluster, was the result of a
joint effort by several hundred people, including researchers from partners Nvidia, Penguin
Computing, and Pure Storage. According to Meta, which announced the news in a blog post
Monday, January 24, its research team is currently using the supercomputer to train AI models
in natural-language processing and computer vision for research. Meta’s AI supercomputer
houses 6,080 Nvidia graphics-processing units, putting it fifth among the fastest
supercomputers in the world, according to the company. By mid-summer, when the AI Research
SuperCluster is fully built, the company stated it will house approximately 16k GPUs, becoming
the fastest AI supercomputer in the world. The company eventually wants to use the
supercomputer to build AI models that can work across hundreds of languages, analyze text,
images, and video together and develop augmented reality tools. The technology could also
help Meta more easily identify harmful content, develop AI models that mimic the human brain,
and support rich, multidimensional experiences in the metaverse. #AI #DIG WSJ CNet

NEXT GENERATION COMMUNICATIONS
→ A European Union watchdog warned on Monday that the EU faces economic and
security risks unless member countries increase cooperation on 5G. The warning is
included in a special report by the European Court of Auditors on the 27-nation bloc’s
preparations for 5G. According to the report, Europe is falling behind North America and Asia in
the 5G rollout and the EU needs to bolster its strategy to counter accompanying
national-security risks. EU nations are moving too slowly because of a failure to complete tasks
such as assigning radio spectrum for 5G services, according to the ECA. Differences among EU
countries over 5G security partly explain the delays in the rollout of the infrastructure. The report
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highlighted member-state divergences in the treatment of Chinese 5G vendors such as Huawei,
which faces US allegations of serving the geopolitical ambitions of China’s Communist Party.
While the US government has taken a hardline approach against Chinese suppliers’
involvement in US 5G networks, the European Commission – the EU’s executive arm – has
been more cautious. A key constraint for the European Commission is that national security
decisions remain in the hands of member countries. #5G #USA #CHN SCMP

FINANCIAL TECHNOLOGY
→ Russia’s central bank on Thursday, January 20 proposed banning the use and mining
of cryptocurrencies on Russian territory; the central bank cited threats to financial stability,
citizens’ well-being, and its monetary policy sovereignty. The move is the latest in a global
cryptocurrency crackdown as governments from Asia to the US worry that privately operated
and highly volatile digital currencies could undermine their control of financial and monetary
systems. In September, China intensified its crackdown on cryptocurrencies with a blanket ban
on all crypto transactions and mining. A report published by the central bank argues that
speculative demand primarily caused cryptocurrencies’ rapid growth and they carry
characteristics of a financial pyramid. The report warned of potential bubbles in the market,
threatening financial stability and citizens. The central bank, which is planning to issue its own
digital rouble, is also concerned that crypto could limit the sovereignty of monetary policy, with
higher interest rates needed to contain inflation. #FIN #RUS #CHN #USA SCMP

→ Google is reportedly setting up its own dedicated blockchain unit in the first possible
sign of the tech giant's interest in cryptocurrencies and their underlying technologies.
Google’s new unit will focus on "blockchain and other next-gen distributed computing and data
storage technologies," according to a leaked email obtained by Bloomberg. A report by
Bloomberg indicates that the new blockchain unit will sit in Google's relatively new Labs division,
which is also home to the firm's research into virtual and augmented reality. Until last August,
the company banned cryptocurrency companies from its advertising network and has resisted
allowing people to use crypto to pay for its products and services. To date, Google has offered
some cloud services to companies working on blockchain technology. But otherwise, the tech
giant hasn’t launched public projects in the area where some rivals, such as Meta and Twitter,
have devoted considerable resources. #FIN #DIG Business Insider Bloomberg

AEROSPACE & SPACE
→ NASA's Jet Propulsion Laboratory (JPL) upgraded its software to assess potentially
hazardous asteroids to account for sunlight's effect on orbits, among other changes. Like
its predecessor Sentry, the newer Sentry-II will periodically scan a table of potentially hazardous
asteroids with known orbits, generated by the Center for Near-Earth Object Studies managed by
JPL. But Sentry-II will also take into account the Yarkovsky effect – a phenomenon that occurs
when sunlight absorbed by the surface of the asteroid is re-emitted as heat. This heat emission
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has a subtle, but powerful effect on the path of an asteroid through space — and may affect the
space rock's probability of hitting Earth. Additionally, Sentry-II predicts orbits with fewer
assumptions about which ones asteroids are likely to take, allowing the algorithm to find
low-probability impact scenarios its predecessor might have missed. #AER #USA Space

→ China is aiming for major progress in its rocket engine development in 2022 as it
prepares for crewed missions to the moon and other space missions. Three of the four
engines in development are for the next generation super heavy-lift Long March 9 (CZ-9), the
rocket at the heart of plans for Chinese astronauts to land on the moon by 2030. China also
aspires to use The CZ-9 for future missions to Mars and other interplanetary travel. Main space
contractor China Aerospace Science and Technology Corporation (CASC) outlined a number of
milestones it expected to hit this year at its No. 6 Institute, where the liquid-fuel rocket engine
development program is based. These include a whole-of-machine test for the YF-79, intended
for the third and final stage of the CZ-9’s flight. The 25-ton thrust expander cycle
hydrogen-oxygen engine will purportedly be the world’s most powerful of its kind once
completed. There will also be a half-system test of the second-stage YF-90 engine and a
whole-of-machine test of an 80 ton-thrust engine, according to a social media posting by the
institute. The development of these engines represents China’s efforts to break the bottleneck in
rocket capacity. #AER #CHN SCMP

→ The Federal Trade Commission filed an antitrust lawsuit on Tuesday to block
Lockheed Martin’s planned $4.4B acquisition of Aerojet Rocketdyne, marking the
regulator’s “first challenge to a defense merger in decades.” The FTC released a statement
saying the merger would have let Lockheed block competing defense contractors from “critical
components,” allowing it to “jack up the price the US government has to pay, while delivering
lower quality and less innovation.” The move appears to signal the Biden administration’s intent
to preserve competition in sectors related to national security and defense. Politico US Federal
Trade Commission Wall Street Journal Washington Post

BIOTECHNOLOGY
→ Pfizer and BioNTech have begun clinical trials of the new Omicron-targeted COVID
vaccine. The companies plan to test the immune response generated by the Omicron-based
vaccine both as a three-shot regimen in unvaccinated people and as a booster shot for people
who already received two doses of their original vaccine in the US. They plan to study the safety
and tolerability of the shots in the more than 1,400 people who will be enrolled in the trial.
According to BioNTech, a current goal to deploy an Omicron-targeting vaccine by the end of
March may not be viable due to the amount of clinical trial data necessary by authorities.
Despite this, the CDC reports that a third dosage of an mRNA vaccine, such as the
Pfizer/BioNTech vaccine, provides 90% protection against hospitalization due to Covid-19. #BIO
#USA #DEU BBC Reuters
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GREEN TECHNOLOGY
→ Chinese car giant Geely Automobile is setting up a joint venture to compete in the
battery-swapping sector as the country’s motorists increasingly switch to electric cars.
Geely has set up a 50-50 business with Lifan Technology, backed by a total initial capital of
~$95M. Lifan Technology, a Shanghai-listed company, is engaged in the research and
development, production, and sale of passenger cars including so-called new-energy vehicles
(NEVs). Electric-car makers such as Geely are increasingly launching battery swap services in a
bid to lower prices for electric-vehicle buyers on the mainland. Geely launched its first
battery-swapping station, known as E-Energee, in Chongqing in September 2020, and aims to
expand the network to 5k stations across mainland China by 2025. Under the E-Energee
service, drivers can swap their depleted battery for a fully charged one within 60 seconds, via
automatic registration and payment services, according to Geely. The system allows motorists
to have the batteries swapped without having to leave their vehicles. Sales of NEVs hit a record
2.99M units in 2021, about 15% of all vehicle sales in mainland China, the world’s largest car
market, according to data compiled by the China Passenger Car Association. #GRN #CHN
SCMP Yahoo Finance

→ Microsoft’s $75B planned acquisition of Activision Blizzard could create challenges as
Microsoft attempts to get the video game maker up to its own sustainability standards.
Microsoft has developed environmental, social, and governance (ESG) policies over many
years, including numerous environmental and workplace-diversity disclosures, and plans to
compensate for its historical greenhouse-gas emissions. Activision lags far behind, disclosing
much less ESG information and having far fewer policies in place. Experts assess that it could
take years for Microsoft to bring Activision into line with its practices if the deal goes through.
Microsoft will likely set up a task force, supported by sustainability, investor relations, strategy,
and regulatory teams, to incorporate its policies into the newly acquired business. A 2020 study
by researchers at Lancaster University in the U.K. estimates that, depending on how quickly
gamers migrate to the cloud, the emissions from video gaming could rise by between 30% and
112% over a decade. #GRN #DIG #USA WSJ

ADVANCED MANUFACTURING
→ Engineers and scientists are using the same technology to make microchips to create
a variety of other miniature devices. Among the items benefitting from such nanotechnology
are airbags, cellphones, radar, inkjet printers, home projectors, 5G, and other fast wireless
technology. Nanotechnology could enable ultra-miniature cameras and an array of sensors
benefiting numerous sectors including green technology, biotechnology, and cybersecurity. At
present, creating nanomachines involves capitalizing on the hundreds of billions of dollars
invested in the manufacture of microchips since their introduction. Chip companies’ efforts to
make faster, more power-efficient chips have led to the development of complex and expensive
equipment. By using the same machines, techniques, and microchip factories, builders of
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nanomachines can use the steady progress of Moore’s Law (a reference to Gordon Moore’s
1965 observation that the number of transistors in a dense integrated circuit doubles about
every two years) to make their devices ever smaller. #MFG #DIG #5G #GRN #CHP #BIO
#Cybersecurity #SCRM WSJ

AUTONOMOUS SYSTEMS
→ Volkswagen's software subsidiary Cariad and auto supplier Bosch are teaming up to
develop software for automated driving in Volkswagen vehicles. The two companies will
build level 2 autonomous driving software and a level 3 system that will take over all driving
functions on the highway. In the face of competition from Tesla and corporations like Alphabet
Inc. rapidly delving into the automobile sector, both Volkswagen and Bosch have combined their
software activities into single divisions to improve their offering. Volkswagen aims for Cariad to
supply 60% of software in its vehicles by 2025, up from 10% when the unit was founded in
2020. However, competition for talent is intense, and the significant upfront expenditure required
to develop software skills from scratch, when many carmakers also require funding for
electrification and battery research, has led to several carmakers developing partnerships. In
fact, Volkswagen recently invested $2.6B in self-driving startup Argo AI, which is developing
level 4 autonomous vehicles. #AUT #AI #GRN #DEU #USA Reuters

→ Boeing is investing an additional $450M in its air-taxi joint venture with Google
co-founder Larry Page, which is developing autonomous aircraft. Silicon Valley-based
Wisk joins an expanding crowd of electric air vehicles that have attracted billions of dollars in
new funding over the past year. Rival plane makers Airbus SE and Embraer SA are developing
their own autonomous electric air taxis, alongside other startups. Additionally, the US Air Force
is involved in developing autonomous taxis for military use. Other rivals like Joby Aviation and
Vertical Aerospace are developing piloted, taxi-style aircraft that would later transition to
autonomous flight, as executives expect regulators to first certify aircraft with a flight crew.
Boeing laid the groundwork for its push into autonomous flight in 2017 with the acquisition of
Aurora Flight Sciences Corp., a maker of aerial drones and autonomous flying systems. Wisk
intends to operate its own aircraft, while competitors plan to sell them or pursue a hybrid model.
The next step in implementing autonomous air vehicles involves regulation. According to
executives, the US, Europe, Brazil, and elsewhere are at different stages in developing rules for
the manufacture and flight of autonomous air taxis. #AUT #AER #GRN #USA #BRA #GBR
#NLD Reuters WSJ

SEMICONDUCTORS & CHIPS
→ Intel Corp intends to invest at least $20B in a massive chip manufacturing site in Ohio.
Intel plans to strengthen its semiconductor-production ambitions as greater demand for digital
products and a global chip shortage have amplified the need for more manufacturing. The move
is part of CEO Pat Gelsinger's effort to reclaim Intel's chip making dominance and minimize
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America's reliance on Asian manufacturing centers as rivalry with Samsung and TSMC
heightens. The site could potentially house eight chip factories, commonly known as fabs, with a
total investment of roughly $100B expected over the next decade. Speaker of the House of
Representatives, Nancy Pelosi announced on Friday, January 21 that a bill on competitiveness
would be introduced to help boost semiconductor investment and supply chains, including $52B
in funding. Moreover, Intel is advocating for the CHIPS Act legislation, which would give
government support and financial incentives as part of the US effort to expand domestic
manufacturing. The Intel facility is expected to create 3k permanent jobs at the new site, 7k
construction jobs, and tens of thousands of additional support jobs. #CHP #SCRM #USA #KOR
#TWN Nikkei Asia Reuters WSJ

→ Following a surge of orders from China and the US, Japan's semiconductor industry is
now on par with the country's passenger vehicle exports. According to preliminary trade
data released by the government, total exports of chipmaking devices, integrated circuit goods,
and similar electronic components totaled ¥4.47T ($39.2B) in the second half of 2021. Exports
of passenger vehicles, on the other hand, totaled ¥4.53T ($39.8B). Shipments of semiconductor
equipment increased 15.8% to ¥671B ($5.89). At the same time, US-bound chipmaking
equipment soared 70% to ¥247.3B ($2.17B). Meanwhile, passenger vehicle exports fell 8.5%.
Due to shortages of semiconductors and other parts caused by the Covid-19 pandemic in
Southeast Asia, automakers were compelled to reduce production last fall. For the time being,
auto exports are on the rebound, with an increase of 17.5% for the year in 2021. However, as
global chip demand grows, the prospect of future shortages weighing on output and exports
persists. #CHP #SCRM #JPN #CHN #USA Nikkei Asia

QUANTUM TECHNOLOGY
→ Researchers from the University of South Wales (UNSW) in Australia have achieved a
significant breakthrough in proving that near-error-free quantum computing is viable and
may soon become a reality. Professor Andrea Morello of UNSW, who led the work said they
demonstrated quantum computing operations in silicon were 99% error-free. This breakthrough
p  aves the way to build silicon-based quantum devices compatible with current semiconductor
manufacturing technology. Morello’s paper is one of three published that independently confirm
that robust, reliable quantum computing in silicon is now a reality. His team achieved 1-qubit
operation fidelity up to 99.95%, and 2-qubit fidelity of 99.37% with a three-qubit system
comprising an electron and two phosphorus atoms, introduced in silicon via ion implantation.
Meanwhile in the Netherlands, a Delft team used electron spins in quantum dots produced in a
stack of silicon and silicon-germanium alloy (Si/SiGe) to achieve 99.87% 1-qubit and 99.65%
2-qubit fidelities. Additionally, in a two-electron system using Si/SiGe quantum dots, the RIKEN
team achieved 99.84% 1-qubit and 99.51% 2-qubit fidelities. #QNT #AUS #JPN #NLD
Interesting Engineering Quantum Insider

→ The World Economic Forum (WEF) has issued its own quantum computing guidelines
in acknowledgment of the massive investment and expansion of the quantum computing
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industry. The Insight Report is designed to serve as a roadmap for the emerging opportunities
in quantum across public and private sectors. The principles were divided into nine themes by
the organization, which emerged from seven essential values:

According to the WEF, the organization's next steps will be to collaborate with a broader range
of stakeholders "to adopt these principles as part of broader governance frameworks and policy
initiatives,". The report emerged from the forum’s 2022 Davos agenda. #QNT #Cybersecurity
#DIG Quantum Insider

GEOPOLITICS
→ US businesses urge Congress to tread carefully as US President Biden warns Russian
President Vladimir Putin with severe sanctions. Biden has pressured to impose severe
sanctions on Russia if Putin invades Ukraine. However, some big companies and business
groups are pushing the White House and lawmakers to be cautious. A trade group representing
Chevron, GE, and other major US corporations doing business in Russia is asking the White
House to consider allowing companies to fulfill commitments and to weigh exempting products
as it crafts any sanctions. The American Petroleum Institute, the largest US lobbying
organization for oil and gas drillers, stated that sanctions should be as limited as possible in
order to avoid harming American companies' competitiveness. However, a US Treasury official
added "We are prepared to deliver severe costs to the Russian economy while minimizing
unwanted spillover,". #Geopolitics #USA #UKR #RUS Reuters WSJ

→ The EU launched a World Trade Organization case against China for “discriminatory
trade practices” against Lithuania. Beijing has downgraded relations with Lithuania and
called for a commercial boycott of the Baltic state over its efforts to strengthen ties with Taipei.
The EU Trade Commissioner claims China’s actions threaten the EU’s single market and violate
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the relationship of “mutual respect” that should exist between Beijing and the bloc. China’s
foreign ministry called the EU’s accusations “groundless and inconsistent,” claiming issues
between China and Lithuania are “political” rather than “economic.” Al Jazeera Associated
PressPolitico South China Morning Post

→ Despite the ongoing international controversy over Ukraine’s fate, recent events
highlight a continued partnership between Xi Jinping and Vladimir Putin. The Russian
president has stated that he will attend the opening ceremony of the Beijing Winter Olympics on
February 4, where Xi has invested billions of dollars to demonstrate his country's powerhouse
position to the rest of the world. On the global stage, the countries have frequently stood by
each other. They've worked together to block UN Security Council resolutions that were critical
of either, and they've unified on matters like North Korea. Since Xi is seeking re-election to a
historic third term later this year, the last thing he needs is for Putin to overshadow China's big
moment by igniting a global security crisis with the US and Europe, analysts say. Despite Putin's
repeated denials that he plans to attack Ukraine, Russia continues to deploy soldiers along the
country's border, forcing the US and Europe to become increasingly frantic in their efforts to
prevent Russia from invading Ukraine. And in China’s first overt show of support for Russia on
the Ukraine crisis, its Foreign Minister spoke with the US Secretary of State over the phone this
week to discuss the matter. He cautioned against further escalation and said one country must
respect another’s security concerns and that the expansion of a military bloc, such as NATO,
does not guarantee regional security.  #Geopolitics #CHN #RUS #UKR #USA Bloomberg
Reuters

CYBERSECURITY
→ The port of Los Angeles launched  a new Cyber Resilience Center to improve its
cybersecurity readiness and enhance its threat sharing and recovery capabilities among
supply chain stakeholders. The CRC was designed through a collaboration with 20
stakeholders and will be operated by IBM. The “system of systems” enables participating
stakeholders to automatically share cyber threat indicators via IBM X-Force Threat Intelligence
and potential defensive measures with each other while also serving as a hub for the port to
receive, analyze, and share information with terminal operators, shipping lines, truck, rail, and
other stakeholders. The CRC is also available to participating groups as an advisory source and
to assist with recovery. In 2014, the Port of Los Angeles set the maritime industry standard for
cybersecurity by establishing a Cybersecurity Operations Center designed to help protect the
port’s internal networks. The newly established CRC builds upon the previous by improving the
quality, quantity, and speed of cyber information sharing and leveraging the security model to
create a more inclusive maritime community. #Cybersecurity #SCRM #USA Port Technology

→ A series of cyber incidents affected Ukraine as Russia deployed troops into the
country, while hacktivist group Cyber Partisans targeted Belarus’s railway network.
Regarding the recent cyber incidents in Ukraine, Microsoft announced that it detected
destructive wiper malware, WhisperGate, on the systems of several government
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entities—including some whose websites were defaced. According to a further analysis,
investigators found that both the defacement and wiper malware may have been coordinated,
but given the level of complexity, this is unlikely. Ukraine believes the defacement was carried
out by the hacker groups UNC1151 and GhostWriter, but no evidence linking the two groups has
been found so far. In response to those cyber incidents, Poland raised its cybersecurity terror
threat, obliging the public administration to increase security monitoring of ICT systems. Amid
the escalating Ukraine situation, Belarusian hacktivist group, the Cyber Partisans claim to have
breached computers used by Belarus’s railway network. They stated that they encrypted the
data stored on the computers in an effort to disrupt the movement of Russian troops into the
country. They said they would return the railway network’s computers to normal functionality on
condition that Belarus’s government stop Russian troops from entering the territory of Belarus,
in addition to releasing 50 political prisoners who are in need of medical care. #Cybersecurity
#Geopolitics #UKR #RUS #POL #BLR Risky Biz Reuters Bloomberg

→ Google Chrome has alerted the browser's 2B users with its second critical January
upgrade warning. In a new blog post, Google revealed that 26 new security vulnerabilities
have been discovered in Chrome, just two weeks after the company disclosed 37 exploits.
According to Google, 16 of these vulnerabilities (CVEs) present a "High" threat to users, while
another one is rated as critical. Hackers' attack of choice continues to be 'Use-After-Free' (UAF)
flaws, with another eight detected. Since September, there have been around 60 successful
UAF attacks against Google Chrome. Heap buffer overflow flaws (“Heap Smashing”) are
another attack of choice. Critical data structures can be altered by an overflow, making it a
perfect target for hackers. Google has stated that Linux, macOS, and Windows users are all
affected and must take immediate action. #Cybersecurity #USA Forbes

→ The personal information of more than 500k "extremely vulnerable" people was stolen
by hackers who targeted the International Red Cross (ICRC) in a “sophisticated
cyber-attack”. The Red Cross said confidential information about 515k people—many of them
vulnerable victims of war—had been taken. The data came from more than 60 Red Cross and
Red Crescent national societies around the world. The hack forced the Red Cross to halt much
of its work on behalf of separated families while the system that holds their data is offline.
Currently, the Red Cross doesn’t know who perpetrated the attack or whether it was a criminal
group or nation state. The hackers haven’t reached out to demand a ransom payment or for
other reasons. Additionally, the breach compromised login information for about 2k staff and
volunteers. #Cybersecurity #CHE BBC The Washington Post

SUPPLY CHAINS
→ Rising tensions over the Ukraine crisis could hurt critical supply lines like oil and
components for electronics. Europe is mostly concerned about the Nord Stream 2, a new
pipeline from Russia to Germany that hasn’t yet started operations. Goldman Sachs analysts
state that any escalation could spark sanctions on the project, potentially “curtailing flows to
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Europe for an indefinite period”. Energy prices in Germany in December 2021 were up 69%
compared to December 2020.

Any invasion would be likely to trigger new international sanctions against Russia, with
measures against Nord Stream 2 widely seen as one of the strongest ways to put pressure on
Moscow. Additionally, the Biden administration is considering using a novel export control to
damage strategic Russian industries, including semiconductors. According to analysts Russia is
vulnerable because it doesn’t produce consumer electronics or chips in large quantities and all
US chip makers include clauses in their contracts requiring customers to abide by US export
rules. #SCRM #CHP #Geopolitics #DEU #UKR #RUS Bloomberg Reuters The Washington Post

→ As the global race for technological dominance heats up, a US-Japan alliance to
prohibit sensitive technology exports to China risks severe supply chain disruptions. The
two countries are considering establishing a multilateral framework to regulate the trade of
advanced technology, which includes semiconductor manufacturing equipment, quantum
cryptography and artificial intelligence. President Biden and Prime Minister Kishida agreed to
establish a ministerial-level conversation to boost economic cooperation, with an emphasis on
supply chains, technological investment, setting standards, and export controls in a virtual
meeting last Friday, January 21. Due to the complex nature of globally integrated supply chains,
export controls that might potentially disrupt Chinese supply chains could result in limitations or
losses for American and Japanese companies. #SCRM #Geopolitics #USA #JPN #CHN SCMP

→ The US services and manufacturing sectors continue to suffer from supply chain
issues and labor shortages attributed to the rise in cases from the Omicron variant.
Recent virus-related absences among workers have added to continuing supply and
transportation disruptions, keeping some foods scarce. According to data from market-research
firm IRI, in-stock levels of food products at US stores hit 86% for the week ending January 16.
That's down from more than 90% last summer before the pandemic. Moreover, IHS Markit's
Purchasing Managers’ Index (PMI) in the US—which measures activity in both the
manufacturing and services sectors—dipped to 50.8 in January from 57 in December, marking
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an 18-month low. Input price inflation continued to slow, suggesting that supply-chain
constraints could be easing, although the new variant may yet prompt tighter shutdowns in key
Asian manufacturing sectors. #SCRM #BIO #USA WSJ
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