
MATRIX MONITOR
Friday January 14, 2022

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features China’s new regulations on algorithms,
growing scrutiny over SpaceX’s Starlink network, an advanced battery design for small
satellites, strategic impacts of delaying the US 5G rollout, banks’s failure to innovate for

tomorrow’s industry, WeChat’s support of China’s sovereign digital currency, a
perceived shift in US policy oversight in space, the EU’s proposal for nuclear energy
and natural gas, Baidu’s plans for autonomous driving, ASML’s Berlin plant fire, and

France’s new quantum computing platform.



NEXT5 NEWS & AMPLIFICATIONS:
→ The US is set to impose sweeping sanctions on top Russian officials and key banking
institutions if Putin moves forward with plans to invade Ukraine. And the US and its allies
are preparing for related Russian cyber attacks. Senate Democrats (with White House
backing) unveiled a bill this week that detailed plans to sanction Russian companies that offer
secure messaging systems, such as SWIFT (which banks use to exchange key information with
other financial institutions). Because Russia supplies significant amounts of oil exports to
Europe, the administration is also carefully weighing the possibility that Russia could retaliate by
cutting off energy supply to its allies (and Ukraine). Germany - Europe’s largest economy -
would take a particularly hard hit as it recently announced it’s shutting down coal and nuclear
plants - as we reported last week. Previous reports indicated that the US is also weighing
sanctions against Russia on American technology critical to military operations like
semiconductors.

In addition to military invasion, the US and its allies anticipate Russia will carry out
cyberattacks against Ukraine - possibly against its power grid, as Russia has previously
done - and that could have cascading effects on critical infrastructure worldwide. To help
prepare, CISA, FBI, & NSA jointly released guidance on Russian cyber TTPs, detections, and
mitigations. And the US and UK have been working to preemptively prepare Ukraine’s cyber
defenses.

Next5 advises companies to review detection and response plans now, as tensions rise,
particularly those in industry sectors that are likely to be targeted or leveraged by US
actions. If the US takes action that targets a specific industry, American companies in
that industry should assume they are ripe targets for reciprocal Russian retaliation.

#Geopolitics #SCRM #Cybersecurity #UKR #RUS #USA #GBR #DEU #EUR Reuters NYT
WSJ

→ The World Economic Forum (where Next5 leadership serves on the Cybersecurity &
Quantum Initiatives) released its 2022 Global Risk Report. Next5’s top 5 takeaways:

1. Geopolitical tensions are spilling over into the economic sphere. It’s increasingly difficult
for Western tech companies to do business in China & Russia. Western countries are
restricting investment from geopolitical competitors in strategic sectors.

2. Only 11% of respondents in the Global Risks Perceptions Survey believe the global
recovery after COVID-19 will accelerate over the next 3 years.

3. A greater number and diversity of actors operating in space could generate new or
exacerbate old frictions if not responsibly managed. A vast majority of satellites will be
launched by a handful of operators that will have increasing influence over the regulatory
landscape and those satellites could remain in space for hundreds of years.
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4. Societies are dependent on space. Threats such as solar storms or jamming and
spoofing of GPS satellites could cause the internet to slow, navigation to fail, and
controls for energy grids, water, or transportation to crash which could cause ripple
effects across societies even over a few seconds of disruption.

5. Governments are struggling to secure critical infrastructure and are at risk of overreach
in monopolizing digital systems to control the digital ecosystem. The world must act to
improve digital trust-building initiatives, or continue fragmenting.

Further note that over the last several years of this report, cybersecurity risks continue to rise in
concern, without meaningful progress on risk management….something to that effect.

#EUR #USA #CHN #RUS #AER #SAT #DIG #Cybersecurity #Geopolitics #SCRM WEF

DIGITALIZATION
→ The SEC is working on a plan to require more private companies to routinely disclose
information about their finances and operations. It is also considering tightening the
qualifications that investors must meet to access private markets and increasing the amount of
information that some nonpublic companies must file with the agency. The agency’s push is at
an early stage, but it is likely to garner stiff resistance from Silicon Valley and other sectors, such
as oil and natural gas infrastructure, that rely heavily on funding from private markets. The
information that public companies have to disclose—about their earnings, business outlooks,
risks, and manager pay—is closely guarded by private companies. Federal statute requires
companies with more than 2K shareholders “of record” to register their securities with the SEC
and periodically disclose key information, whether or not they have conducted an IPO. But that
threshold is rarely crossed because SEC rules allow an unlimited number of people to own
shares in “street name”—through the same broker-dealer or investment vehicle—and be
counted as one shareholder. Now, the agency is working on a proposal that would enable
regulators to look under the hood of such entities for a more complete shareholder tally. Its goal
is to push large, private companies into the same disclosure regime that their publicly traded
counterparts face. #DIG #USA WSJ

→ A Moscow court issued Google a $100M fine and fined Meta $27M over failure to delete
content banned by local law, as Russia seeks to step up pressure on technology giants.
The Tagansky District Court ruled on Friday, December 24, 2021, that Google repeatedly
neglected to remove the banned content, and ordered the company to pay an administrative
fine of about $98.4M. Later on Friday, the court also issued a $27.2M administrative fine on
Meta for failure to remove banned content. Russian authorities have steadily ramped up
pressure on social media platforms, accusing them of failing to purge content related to drug
abuse, weapons, and explosives. Earlier in 2021, authorities criticized tech companies for not
deleting announcements about unsanctioned protests in support of jailed Kremlin critic Alexei
Navalny. Russian authorities also have demanded that foreign tech giants store the personal
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data of Russian citizens on servers in Russia, threatening them with fines or possible bans if
they fail to comply. #DIG #USA #RUS #Geopolitics The Sydney Morning Herald

→ China has finalized regulations that govern the way technology companies can use
recommendation algorithms, targeting the secret behind the success of many of the
country’s giants. The rules, which were first promoted last year, will come into force on March
1, as Beijing continues a push to tighten regulation on China’s tech sector. Algorithms are critical
to how many technology companies operate — from recommending items on e-commerce apps
to users, to recommendations on social media feeds. Investors will be watching whether these
rules will affect the business models of companies, from Alibaba to Tencent, and how regulators
will enforce the law. Enforcement of the algorithm regulation could set up a clash between
regulators and tech companies because regulators may have to inspect the code behind
algorithms to find violations. #DIG #FIN #CHN CNBC

SATELLITES & NAVIGATION
→ SpaceX’s Starlink network, a project to bring fast internet to nearly every corner of the
earth using satellites, has drawn scrutiny due to safety concerns in low earth orbit.
According to the University of Southampton, Starlink satellites were involved in as many as
2,400 close encounters every week in December 2021 and were responsible for about 58% of
close encounters. The majority of Starlink satellites are operating in LEO—an area crowded with
other satellites and space debris—at about 340 miles above the earth’s surface. This is different
from the traditional broadband satellites that orbit at around 22K miles above the surface. The
closer distance allows Starlink satellites to more easily provide faster internet speed, but it also
requires there to be thousands of satellites instead of just three or four at the greater distance
from Earth. Also, Starlink satellites’ movements are difficult to predict because they use electric
propulsion, a system that gradually changes the satellite’s orbit. Satellites must fly at around
17K mph in low earth orbit, and although no accidents have been reported yet, at that speed,
any spacecraft would disintegrate upon collision. Such an accident would likely cause a chain
reaction creating thousands of pieces of debris which could then hit other objects in space.
#SAT #USA #CHN WSJ

→ US space tracking has linked the breakup of Chinese satellite Yunhai-1 (02) to a
collision with a small piece of debris from a Russian satellite launch. The Yunhai-1 (02)
satellite was developed by the Shanghai Academy of Spaceflight Technology and launched in
September 2019 into a Sun-synchronous orbit. It suffered a breakup event on March 18, 2021,
creating a number of pieces of debris. The US Space Force has identified the breakup of the
Yunhai 1-02 meteorological spacecraft last year to be an accidental collision with a small,
mission-related debris object. The object was associated with the Zenit-2 launch vehicle for the
deployment of the Russian Cosmos 2333 military signals intelligence satellite in 1996, according
to the December 2021 edition of Orbital Debris Quarterly News, a publication of NASA’s Orbital
Debris Program Office. The breakup of Yunhai-1 (02) is the fifth confirmed accidental collision
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between two cataloged objects, according to the report. A total of 37 fragments from the
collision have been cataloged by the Space Force, with four of these having reentered the
atmosphere. #SAT #USA #CHN #RUS Space News

→ Lyten, a battery manufacturer based in California, has prototyped an advanced battery
design for small satellites under a contract from the Defense Innovation Unit. Lyten was
one of 12 companies that submitted bids in response to a January 2020 solicitation from DIU
seeking energy storage and management solutions to improve the duty cycle of small satellites.
The company won a contract in spring 2020 known as “other transaction,” an agreement
commonly used by DIU where the government and the contractor co-invest in the project.
According to DIU, the contract allows the DoD to leverage commercial investments in
high-specific energy storage and advanced battery technology for national security applications.
Under the agreement with DIU, Lyten will demonstrate a lithium-sulfur battery solution expected
to significantly increase the duty cycle of small satellites. According to Lyten in a January 6
news release, the company will develop a lithium-sulfur rechargeable battery capable of three
times the energy storage capacity of current lithium-ion batteries. #SAT #GRN #USA Space
News

ARTIFICIAL INTELLIGENCE
→ A CSET publication treats markets, bureaucracies, and machines as members of a set
of artificial intelligences; it uses the experience with markets and bureaucracies to
suggest descriptive, predictive, and prescriptive insights about machine intelligence. The
product is broken down into five sections:

➔ Section 1 describes the inadequacies in prevalent definitions of intelligence, “artificiality,”
and the composite concept of “artificial intelligence,” then proposes that a different
approach to these concepts can broaden and deepen understanding of machine
intelligence. It describes how machines, bureaucracies, and markets can usefully be
regarded as a set of artificial intelligences invented to complement the limited abilities of
individual human minds to discern patterns in large amounts of data.

➔ Section 2 shows that the “artificiality” of AI is better understood when placed alongside
the histories of bureaucracies and markets. When bureaucracies and markets were
introduced, they too were seen as artificial and alienating. The fact that over time these
concerns dissipated suggests that artificiality is predominantly a marker for unfamiliarity
and not likely to endure as a concern about machine intelligence.

➔ Section 3 addresses the widespread concerns about machine opacity and
unpredictability. For markets, a certain level of opacity has been widely accepted as if
markets were predictable, humans would not need them. If a system is not opaque, it is
commonly described as “just computation.”

➔ Section 4 examines dependency on data as a shared attribute of machines, markets,
and bureaucracies.
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➔ Section 5 explores the nature of this ecosystem and shows how, because of their
commonalities, the commingling of markets, bureaucracies, and machines amplifies
characteristics in each.

In sum, the presently dominant tendency to compare machine intelligence to the intelligence of
the human mind narrows and distorts understanding. Present understanding should be
complemented by consideration of bureaucracies and markets. #AI CSET

→ AI is transforming customer and employee experiences, increasing productivity and
efficiency, lowering costs, improving safety, and helping mitigate climate change. Below
are five examples of AI in evolving industries.

1. REX Real Estate leverages AI for fast listings: Users enter their home address and basic
features. The Instant List feature’s algorithm automatically recommends a list price and
provides an estimate of how long it will take to sell.

2. Xihelm robot harvests fragile vegetables at peak ripeness: With worldwide labor
shortages, some of the hardest-hit industries have been farming and agriculture.

3. OneTrack uses AI to scan factory floors for safety risks: The AI system is 7x more
accurate than traditional telemetry systems and provides a real-time view of the factory
floor and potential issues.

4. Starbucks Deep Brew AI engine automates daily inventory orders, anticipates equipment
maintenance, and predicts staffing needs. For customers, it makes coffee suggestions
based on the weather, time of day, and personal preferences and order history.

5. OhmConnect uses AI and smart meter analytics to reduce energy costs: OhmConnect
customers connect their smart plugs, smart thermostats, and smart appliances to a
single system. AI tracks each home’s usage and automatically recommends when to
save energy.

#AI Forbes

NEXT GENERATION COMMUNICATIONS
→The Center for Strategic and International Studies (CSIS) argues that the US delay in
rolling out 5G is damaging strategic US interests. As we previously reported, AT&T and
Verizon agreed to delay their rollout of a new 5G service to allow aviation regulators to address
safety concerns at airports. This comes after last year’s record-breaking FCC auction, where
AT&T, Verizon, and other wireless carriers paid over $80B for licensed use of the C-band
spectrum. Under law, they now have the right to use this spectrum for 5G, but the FAA is trying
to stop this move to 5G. CSIS argues that Congress and the Biden administration should make
clear that the US has only two spectrum regulators—the FCC for commercial use and the NTIA
for government use. Moreover, the delay provides an unhelpful boost to Russia’s disinformation
campaign that promotes fears about the safety of 5G. And, it helps China’s efforts in leveraging
5G deployments to expand its companies’ global market share in information and
communications technologies. #5G #USA #CHN #RUS #Geopolitics CSIS
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→ Korean carrier KT and Japanese tech company Fujitsu have completed a verification
facility at the KT Research and Development Center in Seoul, South Korea; the two
companies leveraged Fujitsu’s Open RAN-based 5G base station equipment to successfully test
call connections during interoperability trials. Japanese telco NTT Docomo has provided Fujitsu
with technical support throughout the project. The three companies have signed a Memorandum
of Understanding (MoU) centering on the introduction of software-defined virtualized RAN
(vRAN) and RAN Intelligent Controller (RIC) in alignment with the “5G Open RAN Ecosystem,”
an initiative whose participants include NTT Docomo and Fujitsu. The MoU stipulates that the
three companies agree to cooperate towards further activities including the construction of an
O-RAN test facility and multi-vendor interoperability testing in South Korea. #5G #KOR #JPN
RCR Wireless

FINANCIAL TECHNOLOGY
→ Critics argue that many banks are failing to adequately adjust to “digital
transformation.” Among other requirements, digital transformation efforts are failing to address
core system limitations and emerging AI tools and technologies. 70% of banks don’t plan to
replace their core systems as part of their digital transformation. In addition, few have
deployed—or plan to deploy—core integration/middleware platforms or payment hubs. Without
these platforms and without replacing the core system, some argue that banks are deploying
new tools for yesterday’s industry. The following technology trends are most likely to impact
banks of the future:

1. Embedded finance: The integration of financial services into non-financial websites,
mobile apps, and business processes—will help banks generate roughly $50B in
banking-as-a-service (BaaS) revenue according to an upcoming Cornerstone Advisors
report. Few banks, however, have identified BaaS as a strategic priority for their
organization.

1. DeFi (decentralized finance): Uses cryptocurrencies and smart contracts to provide
services that don't need intermediaries.

2. Metaverse: The metaverse is positioned to change banking via identity verification,
real-time creation of financial products, and games and attractions becoming a source of
bank traffic. #FIN Forbes

→ Tencent-owned WeChat, China’s largest messaging app and one of the country’s
biggest payment services, will begin supporting the country’s sovereign digital currency.
China has been working on the digital yuan since 2014 and has yet to roll it out nationwide. The
move by WeChat, which has over 1B users, to support the digital currency could provide it with
a huge boost. In China, WeChat and Alipay, which is run by Alibaba affiliate Ant Group,
dominate mobile payments; last year, Alipay also began trialing digital yuan payments. But
WeChat and Alipay are also potential competitors to the digital yuan’s own app. Now, with
WeChat planning to roll out the e-CNY and Alipay on board too, the People’s Bank of China
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(PBOC) will have a greater chance of getting citizens to use the digital currency. The potential
expansion of e-CNY usage comes ahead of the Beijing Winter Olympics this year. The PBOC
has been targeting having the digital yuan ready for the event in the Chinese capital. #FIN
#CHN CNBC

→ Scammers took home a record $14B in cryptocurrency in 2021, thanks in large part to
the rise of decentralized finance (DeFi) platforms, according to new data from blockchain
analytics firm Chainalysis. Losses from crypto-related crime rose 79% from a year earlier, driven
by a spike in theft and scams. Scamming was the greatest form of cryptocurrency-based crime
in 2021, followed by theft — most of which occurred through the hacking of cryptocurrency
businesses. According to the firm, DeFi is a large part of the issue for both and many new
protocols have code vulnerabilities that hackers can exploit. 21% of all hacks in 2021 took
advantage of these code exploits. Cryptocurrency theft rose 516% from 2020 to $3.2B worth of
cryptocurrency. Of this total, 72% of stolen funds were taken from DeFi protocols. But while
crypto-related crime may be at an all-time high, researchers note that the growth of legitimate
cryptocurrency usage far outstrips the growth of criminal usage. #FIN CNBC

→ In recent months, millions of credits for offsetting greenhouse-gas emissions have
been virtually tied to newly created cryptocurrency tokens and removed from circulation.
Many companies aiming to compensate for their emissions buy credits representing reductions
in greenhouse gasses. These credits, each standing for one metric ton of carbon dioxide, are
traded on informal markets, fetching different prices depending on the carbon-removal activity.
Some participants in this fast-growing market want more transparency and common rules,
saying incoherent standards and murky prices make it hard to compare credits and ensure the
projects actually benefit the climate. The Taskforce on Scaling Voluntary Carbon Markets, an
industry group, says making it easier to trade credits and trace them, such as by recording
transactions publicly, would mean more companies could use offsets to meet their climate goals.
#FIN #GRN #CHE WSJ

AEROSPACE & SPACE
→ Space professionals feel that the White House’s National Space Council is playing less of a
role in setting military space policy and that those duties are being handled by the National
Security Council. The perceived shift in policy oversight is particularly concerning to several
former Pentagon and White House officials who say the move could create barriers and lead to
duplicative activities by military and civil space authorities. In recent years, US officials have
taken steps to break down bureaucratic barriers of military, intelligence, civil, and commercial
activities in space. But former officials and industry executives worry that efforts to better align
space initiatives could be undone, at a time when the US is increasingly concerned about China
and Russia attacking American satellites. Officials from the White House and Vice President’s
office disputed that there is a shift in policy oversight, or that there is any friction between the
panels. They noted that the space council and security council work together, and also pointed
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to the recently announced Biden administration space priorities, which make numerous
references to national security. #AER #USA #RUS #CHN #Geopolitics Defense One

→ A NASA investigation is addressing questions about genetic changes underlying the
physiological responses of plants to the stresses of spaceflight. This research could contribute
to the development of plants adapted to meet the needs of future explorers and also provides a
framework to help design plants better adapted to adverse environments on Earth, an important
benefit in the face of global climate change. Plants represent a vital part of human life support
systems for long-duration spaceflight and habitation; however, the space environment is not
optimal for plant growth. Plants grown in space are subject to many unfamiliar stresses (in
addition to the lack of gravity), and recent transcriptional profiling studies indicate that there are
global changes in gene expression between space and ground controls. #AER #GRN #USA
NASA

→ In a vital test ahead of planned module launches, an enormous robotic arm on China's
new space station successfully seized and operated a cargo spacecraft. The 33-foot-long
robotic arm took hold of the Tianzhou 2 supply ship and moved it around 20 degrees, before
returning it to the forward port on Tianhe's docking hub. The successful trial was vital to the
China National Space Administration's plan to complete construction of its space station later
this year. China's next space station modules, named Mengtian and Wentian, are scheduled to
launch on separate Long March 5B rockets in the coming months and dock with the orbiting
Tianhe. The robotic arm will then need to grasp the modules, each with a mass of more than
44,100 pounds, and maneuver them from the forward port to radial ports. Furthermore, the
robotic arm has played a part in spacewalks outside Tianhe, helping to move suited astronauts
around to carry out their tasks. This was the first time the arm had been used on a large-scaled
spacecraft. Over the summer, Commander of US Space Command James Dickinson told a
Congressional hearing that the technology “could be used in a future system for grappling other
satellites.” #AER #CHN Space SCMP

BIOTECHNOLOGY
→ Last week a man received a genetically modified pig’s heart in the first successful
transplant of a pig heart into a human body. The pig had 10 genetic modifications - four
genes were knocked out (or inactivated), including one that encodes a molecule that causes an
aggressive human rejection response. A growth gene was also inactivated to prevent the pig’s
heart from continuing to grow after it was implanted. And six human genes were inserted into
the genome of the donor pig - modifications designed to make the porcine organs more
tolerable to the human immune system. Scientists have worked to develop pigs whose organs
would not be rejected by the human body, and research accelerated in the past decade by new
gene editing and cloning technologies. Researchers hope procedures like this will usher in a
new era in medicine in the future when replacement organs are no longer in short supply. Last
year 41,354 Americans received a transplant organ - more than half of them receiving kidneys.
But, there is an acute shortage of organs and about a dozen people on the wait lists die each
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day. Some 3,817 Americans received human donor hearts last year as replacements, more
than ever before, but the potential demand is still higher. #BIO #USA NYT

→ Belgium researchers combined single-cell technology and artificial intelligence (AI) to
study brain cell diversity in fruit flies. The team of researchers used deep learning to reveal
how specific pieces of DNA steer neuronal identity from birth to maturity. They specialize in
decoding how DNA is used to create all the different cell types and how it drives dynamic
changes in cellular states, not only in human tissue but also in fruit flies. The building rules for
enhancers revealed in this study can also be used to design enhancers that target a cell type at
a specific time point, making it easier to manipulate and characterize certain cells. According to
Aerts, this fruit fly study provides an important stepping stone for a better understanding of gene
regulation in humans as well. This study is expected to advance AI-driven biomedical research,
especially in personalized cell-based interceptive medicine. #BIO #AI #BEL GenEng

GREEN TECHNOLOGY
→ The EU has proposed treating nuclear energy and natural gas investments as similar
to renewables over the coming years in pursuit of a carbon-neutral economy. Under the
proposals, investments in nuclear plants can be classified as green until 2045, while
investments to extend the life of existing nuclear plants can count as sustainable until 2040.
Conditions apply. Nuclear plants will have to show they and their governments have plans to
handle toxic nuclear waste and for the cost of decommissioning plants in future. Natural gas
investments can be counted as green until at least 2030 if their carbon emissions are under a
fixed threshold, which is estimated to mean it will produce no significant environmental harm.
Even then, electricity firms must show that they are generating a growing percentage of their
energy from renewable sources in coming years. As we previously reported, France has led a
push to include nuclear energy, its main electricity source, on the green investment list, despite
strong opposition to its use in Germany. Germany’s vice chancellor and economy and climate
minister, Robert Habeck, said he expected the Commission proposal to be rejected. #GRN
#DEU #FRA WSJ

→ General Motors on Sunday, January 9, said it had agreed to recognize California’s
authority to set vehicle emission standards under the Clean Air Act. According to GM, the
move will make the Detroit automaker eligible for government fleet purchases by the state of
California. Soon after Joe Biden was elected president, GM stopped backing an effort by the
Trump administration to bar California from setting its own emissions rules. And in January, GM
announced plans to eliminate tailpipe emissions from new light-duty vehicles by 2035. California
plans to ban the sale of new gasoline-powered passenger vehicles starting in 2035, a step the
Biden administration declines to endorse. Biden has called for 50% of new vehicles sold by
2030 to be electric or plug-in hybrid. Last month, the EPA finalized new vehicle emissions
requirements through 2026 that reversed Trump's rollback of car pollution cuts and will speed a
US shift to more electric vehicles. #GRN #USA Reuters The Verge
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→ The only byproduct of burning hydrogen for energy is water, but creating hydrogen
and transforming it into a useful format requires energy that is not necessarily
renewable. That process is also inefficient and expensive compared with other forms of energy
- renewable or not. Many critics say the hydrogen industry is a way for oil and gas giants to stall
the adoption of pure renewable energy sources like solar and wind, giving them a “green” cover
while still maintaining demand for their products. Despite the debate, companies and the U.S.
government alike are pushing forward the continued development of the hydrogen industry. The
main drawback of hydrogen is its expense. Making hydrogen from natural gas costs about $1.50
per kilogram, and clean hydrogen costs about $5 per kilogram. There are three primary
pathways the Department of Energy sees to get the cost of clean hydrogen down from about $5
per kilogram to $1:

● Improving the efficiency, durability, and manufacturing volume of electrolyzers.
● Improving pyrolysis, which generates solid carbon, not carbon dioxide as a byproduct.
● “Advanced pathways,” which is a bit of a catch-all for experimental technologies. One

example is the photoelectrochemical approach (PEC), where sunlight and specialized
semiconductors are used to break water into sunlight and hydrogen.

#GRN #USA CNBC

ADVANCED MANUFACTURING
→ According to Chinese e-commerce giant JD.com, two of its retail stores in the
Netherlands will be manned with robots preparing and delivering packages. The “robotic
shops” are located in the cities of Leiden and Rotterdam and mark JD.com’s first entry into
Europe with bricks and mortar locations, highlighting the company’s ambitions to expand
beyond China. JD.com said that shoppers can use the Ochama app to order products from food
to beauty and home furnishings. They can then go to the store where automated vehicles and
robotic arms will pick and sort orders. When a shopper gets to the store, they can scan a
barcode on their app and their orders will be carried to them via a conveyor belt. The company’s
entry into Europe marks the start of a potential challenge to Amazon which has launched its
own cashierless grocery stores called Amazon Go in the US and Amazon Fresh in the U.K.
JD.com plans to open two further stores in the cities of Amsterdam and Utrecht in the
Netherlands. #MFG #USA #GBR #CHN #NLD CNBC

AUTONOMOUS SYSTEMS
→ Baidu, the Chinese AI giant, raised the stakes on autonomous driving, announcing
intentions to release its first level 4 automation car next year. Baidu recently announced its
first production model, powered by Nvidia chips, will have a high level of automation and
deliveries will start next year. The Chinese search engine and artificial intelligence firm said on
Thursday that the electric vehicle (EV) being developed by its carmaking arm, Jidu Automotive,
will have level 4 (L4) autonomous driving capability, which means these cars do not require
human interaction in most circumstances. Baidu is the first Chinese company showing an
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intention to launch a mass production car with L4 automation. Baidu said a prototype of the new
car will be unveiled at the Beijing Auto Show in April, with mass production and delivery to start
in 2023. Nvidia’s Drive Orin SoC chip will be used to power Jidu’s first production car. This chip
is designed for software-defined vehicles with the ability to enable continuous upgrades through
over-the-air software updates and process 254T operations per second. The chip is also used
by NIO, a mainland smart EV start-up, to develop its self-driving technology. Last January, the
Beijing-based company set up Jidu Automotive with leading mainland carmaker Geely, taking a
substantial step in exploring the potential of the world’s largest EV market. #AUT #USA #CHN
#CHP SCMP

→ Tesla’s new autonomous system - taking a different approach than most - is solely
composed of cameras and artificial intelligence rather than sensors. Many companies
working in the autonomous transportation space are focusing on technologies that combine
cameras with other systems such as lidars, radars, or sometimes both. But Tesla has adopted a
different approach. Their method is to take real-time readings from a camera that is fed into an
artificial intelligence system built around data Tesla has collected over the years. Musk has
touted a system built around eight "surround" cameras that feed data into the auto's "deep
neural network." Essentially, Tesla bet that by collecting a lot of data, they can train the
algorithm, and the sensors in their competitors' autonomous vehicle models do not have as
much data. #AUT #AI #DIG #USA Tech Xplore

→ Vietnamese electric car manufacturing startup, VinFast plans to launch autonomous
vehicles this year. VinFast displayed five models last week during the Consumer Electronics
Show in Las Vegas, including the VF8, which would start at $41,000, and the VF9 at $56,000.
Those models are expected to roll out this year. Additionally, VinFast is exploring whether to
produce battery cells in-house. Currently, South Korea's Samsung SDI and LG Energy Solution
provide battery cells to the company. VinFast is already preparing to design and manufacture
their own battery modules and battery packs. As VinFast continues to go through with its
all-electric strategy, it plans to manufacture more advanced autonomous systems. #AUT #GRN
#VNM #KOR #USA UPI

SEMICONDUCTORS & CHIPS
→ ASML’s Berlin plant fire could potentially intensify the global chip shortage that for
months has halted growth in critical industries that span the economy. The fire affected
part of the production area for some of its key machines and ASML is working to determine how
to minimize the potential impact on output. The Berlin site makes various parts for its advanced
extreme ultraviolet lithography machines, needed to make cutting-edge chips that are faster,
cheaper and more efficient. ASML has a de-facto monopoly producing EUV machines for
companies like TSMC and Samsung, providing key components for advanced computer chips.
The disruption in operations could lead to significant reductions in supply of lithography tools
and loss of EUV revenue. Despite some disruption regarding components of deep ultraviolet, or
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DUV, lithography systems, ASML said it expects “to remediate this in such a way that it will not
affect” DUV output and revenue plan. #CHP #NLD #DEU Bloomberg

→ Chinese semiconductor startups aimed to produce advanced chips to contest with
prominent chip manufacturers but failed due to lack of funding and chip-building
experience. The two foundries, Wuhan Hongxin
Semiconductor Manufacturing Corp. (HSMC) and Quanxin
Integrated Circuit Manufacturing (Jinan) Co. (QXIC), were
supposed to churn out semiconductors nearly as complex
as the more-sophisticated chips made by industry leaders
TSMC and Samsung. However, HSMC formally shut down
in June 2021. QXIC still exists but has suspended
operations. Both foundries burned through cash, yet never
commercially built any chips. Over the past three years, at
least six new major chip-building projects, including HSMC
and QXIC, have failed in China, resulting in a loss of $2.3B
government funding investments. As problems arose at
projects like HSMC, Beijing adjusted its strategy. The
National Development and Reform Commission stated in
October 2020 that companies without talent, experience, or
adequate technology had set up semiconductor projects on
the spur of the moment, and that officials who supported
such projects would be held accountable. #CHP #USA #CHN #KOR #TWN WSJ

→ Instead of relying on foreign packaging production, American Semiconductor, Inc. is
attempting to use new technology and automation to offer domestic ultra-thin chip scale
packaging for chip production. The widespread shortages of semiconductors over the last
year have shifted focus to grow the domestic share of production of silicon chips. However, chip
packaging is an integral component of chip manufacturing that should not be overlooked. Chip
packaging is the essential process of encapsulating chips in order to protect them from damage
and make them usable by connecting their circuitry to the outside world. Most packaging is done
by third party contract manufacturers known as “outsourced assembly and test” (OSAT)
companies, and the center of their world is in Asia. Although there are significant challenges to
bringing chip packaging to the US, Boise, Idaho-based American Semiconductor, Inc. is using
new technology and applying it to legacy chips where there is a lot of demand. American
Semiconductor still has a long way to go, but approaches like this will build domestic skills, and
are a practical step to bringing chip packaging to the US. #CHP #SCRM #USA #CHN #TWN
#MYS #VNM Forbes

→ Huawei is rapidly expanding its chip packaging skills in order to mitigate the impact of
a US trade embargo that has limited the company's access to critical semiconductor
manufacturing technologies. One example of Huawei's new focus is a recent collaboration
with Quliang Electronics, a little-known chip packaging and testing supplier based in Fujian
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Province. Quliang is rapidly expanding its production capacity in the city of Quanzhou to help
Huawei put its advanced chip assembly designs into production and trial some of the company's
cutting-edge chip stacking and packaging technologies. In late December 2021, Huawei
established a new subsidiary, Huawei Precision Manufacturing, with a paid-in capital of ¥600M
($94M), in Shenzhen to tap electronics manufacturing. One of the new subsidiary's key aims is
to develop chip packaging technologies. Huawei's aggressive investment in domestic
semiconductor-related companies, particularly those in areas controlled by American
companies, is in line with Beijing's campaign to build a secured, controllable supply chain amid
the ongoing U.S-China tensions.

The sums invested by Huawei are relatively small by the standards of the capital-intensive chip
industry and analysts say the company is a long way away from self-sufficiency in
semiconductors. #CHP #Geopolitics #CHN #USA Nikkei WSJ

QUANTUM TECHNOLOGY
→ France’s new quantum computing platform paves the way for researchers and
start-ups to gain access to quantum computing resources in order to keep up with rapid
technological advancements. The aim is to make this technology accessible to as many
people as possible, including the scientific community and various EU start-ups. The intent is to
ensure France does not miss out on the major advances quantum computing could make in the
decades to come. The platform has a total budget of €170M ($193M) and is part of the €1.8B
($2B) national quantum strategy. President Emmanuel Macron initiated this strategy in January
2021 and is keen to make this technology a major issue for France’s sovereignty, strategic
operations and independence. While quantum technology offers enormous breakthroughs in a
variety of fields, including health, military and the battle against global warming, it is also
projected to generate quite a bit of revenue. According to the Boston Consulting Group,
quantum computing could generate between $450B and $850B over the next 15 to 30 years.
#QNT #FRA Euractiv
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→ LG Electronics has joined IBM's Quantum Network, which aims to further quantum
computing's industrial applications. IBM will work with LG Electronics over the next three
years, to explore applications of quantum computing in industry to support big data, artificial
intelligence, connected cars, digital transformation, IoT, and robotics applications. IBM will
provide workforce training, and work with LG on how potential breakthroughs can be applied to
its industry. The collaboration between IBM and LG Electronics to explore new types of issues
associated with emerging technologies with quantum computing will only serve to further
strengthen the country’s capabilities. There are more than 170 clients, including LG Electronics,
Fortune 500 companies, start-ups, academic institutions and research labs working with IBM
Quantum to advance  quantum computing. IBM Quantum is exploring quantum computing
applications in various industries, including finance, energy, chemistry, materials science,
 optimization and machine learning, among many others. #QNT #AI #AUT #FIN #GRN #DIG
#MFG #USA Quantum Insider

→ Google’s parent company, Alphabet Inc. is expected to roll out its quantum division,
Sandbox@Alphabet in 2022. Reports indicate that the secretive division, started by Google
cofounder Sergei Brin, will be spun off and led by current boss Jack Hidary. Alphabet and
Google have been working on quantum computing for years, aiming to compete with Cambridge
Quantum, various academics, IBM, and others for the next wave of computing. Google’s
well-funded quantum approach made scientific history and — arguably — kicked off the current
quantum computing era in 2019 when the team announced its superconducting quantum
computing achieved quantum supremacy. The new quantum company would join an industry
that is experiencing exponential funding growth and an astonishing pace of scientific advances.
This news signifies changes in the quantum technology ecosystem and potential consolidation
with developers of superconducting quantum technology. The technology is likely many years
away from widespread usage, but some companies have already started to offer quantum
technology to clients. For example, Quantinuum has started offering quantum-generated
cryptographic keys and a variety of other quantum solutions. #QNT #USA Business Insider
Quantum Insider TechRadar

GEOPOLITICS
→ After the contents of an open letter issued to suppliers provoked a social-media storm
in China, Intel Corp. removed references to the Chinese region of Xinjiang from the letter
and apologized to the Chinese public. In mid-December, Intel published a letter to its global
suppliers on its website, calling on its business partners to avoid sourcing from the northwestern
Chinese region, where the Chinese government has conducted a campaign of forcible
assimilation against ethnic Muslim minorities. The chip maker apologized on December 23,
2021 on its Chinese social-media accounts, adding that the letter was written to comply with US
law and didn’t represent its position on Xinjiang. The move drew a rebuke from Sen. Marco
Rubio (R., Fla.) who said “If companies like Intel continue to obscure the facts about US law just
to appease the Chinese Communist Party then they should be ineligible for any funding under
the CHIPS Act”. Other companies, such as Walmart Inc. also faced backlash on Chinese social
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media for supposedly stopping sales of products from Xinjiang. Intel’s supplier guidance on
Xinjiang from December was similar to what the company said in the previous year’s letter to
vendors, when it instructed them to “ensure Intel does not receive goods/services produced in
the Xinjiang region of China”. China is Intel’s largest market by revenue, totaling $20B in the
year ending Dec. 26, 2020, or about 26% of its annual total, its most recent annual report
showed. #Geopolitics #CHN #USA WSJ

→ According to a Taiwanese official, US sanctions have boosted mainland China's
demand for Taiwanese chips, causing Taiwan's exports to reach new highs as
semiconductor demand drives cross-strait trade. The value of Taiwan’s exports to mainland
China and Hong Kong hit an all-time high of $188.9B in 2021. Taiwan’s finance ministry said the
total was a 24.8% increase from 2020. Meanwhile, Taiwan’s exports to Hong Kong rose 28.7%
to $62.98B in 2021, compared with a 21.5% growth rate in 2020. Another major reason for the
increased demand is that foreign-owned factories based on the mainland still need to purchase
chips from Taiwan. In its statement, Taiwan’s finance ministry also said the island has expanded
its manufacturing capacity since last year, and robust exports are expected in the first quarter of
2022. The U.S.-based International Data Corporation predicts that demand for personal
computers in China will continue to grow due to pandemic-induced work-from-home
arrangements, and the research firm expects 60M+ PC units to be sold in China this year. That
would further drive up demand for chips on the mainland. #Geopolitics #CHP #SCRM #CHN
#TWN #USA SCMP

→ So far, the Chinese biotechnology sector has remained unaffected by US-China
tensions, but political concerns are increasing, potentially resulting in a geopolitical
stress test. China’s booming biotechnology sector continues to see Chinese entrepreneurs
returning home to find favorable government policies and ample funding awaiting. Rising mRNA
technology companies such as Suzhou Abogen Biosciences, led by a former Moderna scientist,
raised over $1B last year alone from backers like SoftBank's Vision Fund and Temasek.
Consulting firm ChinaBio assesses investments into Chinese healthcare hit $38B in 2021, up by
a third from the previous year. Despite all the growth in the biotechnology sector, markets are
worried Chinese biotech’s exception won’t last. A media report stated that the industry might be
targeted by US sanctions triggered a huge selloff in December. Contract drugmaker Wuxi
BioLogics, which generated over 50% of its first-half revenue in North America, shed over $10B
in market value in a single day; BeiGene's Shanghai stock tumbled 16% on their debut. The
rumors have yet to bear fruit, but the industry remains susceptible. Companies that refuse to
allow American regulators to inspect their audit work for three years may be barred from trading
on New York exchanges, putting BeiGene's Wall Street ticker in jeopardy. #Geopolitics #BIO
#CHN #USA Reuters

CYBERSECURITY
→ According to multiple Chinese cybersecurity vendors, as well as the country’s CERT,
Chinese organizations are routinely being compromised by ransomware, and the bulk of
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this activity is attributed to Russian-speaking criminal actors. It is impacting every major
critical infrastructure sector in China, including healthcare, transportation, energy,
manufacturing, education, and government. It is causing enough pain that Chinese government
leaders will ultimately need to formulate a counter-ransomware strategy. And China’s unique
advantage (compared to the West) in developing such a plan is the fact that it has decent
diplomatic relations with Russia. China’s relationship with Russia is complex, but valued by
Russia, so analysts expect to see at least some diplomatic levers involved even if extradition is
off the table. Other actions China might take could improve the situation for everyone. The entire
ransomware ecosystem currently relies on cryptocurrency for payments and money laundering.
Sanctions on the crypto exchanges that facilitate ransomware transactions would have far
greater impact if China also enforces them. And if ransom payment and laundering via crypto
are curtailed, some ransomware gans may have to fall back to more complicated, riskier, less
efficient laundering methods. #Cybersecurity #Geopolitics #USA #AUS #RUS #CHN Risky.Biz

→ Shenzhen authorities have penalized Walmart's China unit for violating numerous
cybersecurity regulations. The public security authorities in Shenzhen found 19 cybersecurity
loopholes in November in the online network of Walmart’s China operation, which could be
susceptible to exploitation. According to a document issued by local authorities, the company
did not subsequently fix the issues in a timely manner. The Shenzhen police warning comes
amid the country’s intensified cybersecurity crackdown on how data is collected, stored and
used by companies operating on the mainland. China is also stepping up scrutiny of
cross-border data transfers. In July 2021, China initiated a cybersecurity review of ride-hailing
giant Didi Chuxing just days after it went public in the US. Furthermore, China introduced the
new Data Security Law later in 2021 as the country’s first regulation designed to limit how data
is used and processed, raising wide-ranging implications for the way companies operate in
China. #Cybersecurity #CHN #USA SCMP

→ According to Avanan's team of security researchers, hackers are exploiting the Google
Docs comment feature to propagate phishing URLs. The research team says that they saw
hackers using the vulnerability to target 500 inboxes of 30 Outlook users involving over 100
individual email accounts. They claim that they found an earlier exploit in Google Docs last
June—one that allowed hackers to send phishing links to users. Additionally, in October 2021,
they discovered that hackers had found another way to send phishing links to unsuspecting
users, using the comment feature. The hack works because the email that is sent does not
show the hackers' email address — just a name they designate. Since the email comes from
Google, users trust that it is legitimate. The same feature also allows the email to sneak its way
through spam filters. The attacker does not even have to share the document — just putting a
victim's address in a comment gets the job done. Most attacks have involved Outlook but the
team noted that it could work equally well for virtually any email system.The research has
claimed that they briefed Google on their findings on January 4, 2022 but thus far the
vulnerability has not been fixed. #Cybersecurity #USA Tech Xplore
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SUPPLY CHAINS
→ As supply chain challenges continue to affect logistics organizations, intelligent
supply chain visibility (SCV) software solutions may help industry players to mitigate
those challenges. Today, logistics companies need to track every order in real-time; it is the
requirement of the market and end customers. However, supply chains are complex and
nontransparent because of extensive networks, worldwide shipping, differences in compliance
requirements, etc. The lack of SCV results in other problems in the supply chain like difficulty in
collecting and processing data, inability to plan orders execution with decent quality, and lack of
consistency and synchronization between digital systems and manual operations. SCV
technologies improve and strengthen the entire supply chain, giving involved participants round
the clock access to data. GPS transponders, RFID tags, truck telematics systems, electronic
logging devices and appropriate software solutions help companies track the location and status
of products all the way from the point of sale (POS) to the end customer. #SCRM #DIG #USA
Forbes

→ The Omicron epidemic in China threatens to disrupt supply lines in the world's largest
trading nation. China's “covid-zero” approach in 2020 and 2021 meant manufacturers could
stay open during the pandemic, producing everything from health equipment to computers.
However, since mid-October, there have been proven cases of local infection every day, and it's
likely that even tighter restrictions will be required to stop the spread of Omicron, with knock-on
effects for ports and factories as other towns shut down. Outbreaks of both the Delta and
Omicron variants have prompted the closure of clothing factories and gas deliveries near one of
China's busiest seaports in Ningbo, as well as disruptions at computer chip manufacturers in the
locked-down city of Xi'an and a second city-wide lockdown in a different province on January
12, 2021. Bank of America economists warned that Asia has yet to see a major wave of
Omicron, meaning the worst of the impact has yet to come. #SCRM #CHN Bloomberg
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