
MATRIX MONITOR
Friday January 7, 2022

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features China’s plans for the metaverse, the U.S.
Army’s plans for a tactical cloud capability, Japan’s plans to launch its first wooden

satellite, AI as a tool to enable knowledge collaboration, Verizon’s updated 5G plan,
China’s developments in hypersonic weapons, China’s “artificial sun,” the adoption of
“robo-taxis,” competition among chip manufacturers for labor, the world’s most flexible

transistor produced using germanium, and the world’s largest trade deal.



NEXT5 NEWS & AMPLIFICATIONS:
→ Next5 convened 100+ executive experts from industry and government to discuss the
future of power and innovation. They don the titles of CEO, Assistant Secretary, PhD
Scientists, and represent Cabinet-level Agencies, Fortune 500 companies, investment firms,
and leading innovators and manufacturers of emerging technology from four different countries.
Based on this research, we identified the top 5 trends to watch going into 2022 that will shape
the future of technology, business, and geopolitics for years to come. Read the full article here.
Next5

→ CCP officials recently unveiled a comprehensive plan with Latin American countries to
influence the region and threaten US interests. The published roadmap discusses
cooperation on trade, security - to include counter terrorism and counter proliferation,
establishing cybersecurity norms, building 5G networks, developing space programs,
developing green tech, and building schools to teach Chinese language & culture, among many
other initiatives. This comes not only after years of Chinese investment on infrastructure projects
as mentioned above, but also after Beijing has already increased its trade with Latin America
(and the Caribbean) 26x between 2000 and 2020 and is expected to more than double by 2035
to more than $700B. #CHN #LATAM #5G #Cybersecurity #AER #GRN #Geopolitics #SCRM
#USA Washington Examiner WEF Daily Mail
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DIGITALIZATION
→ A Shanghai city department on Thursday, December 20, 2021, released its five-year
development plan, which included plans for the metaverse. The document called for
“encouraging the application of the metaverse in areas such as public services, business
offices, social entertainment, industrial manufacturing, production safety, and electronic games.”
The commission plans to increase research and development of underlying technologies,
including sensors, real-time interaction, and blockchain. During the last week of December
2021, Beijing-based Baidu held what it claims to be China’s first conference in the metaverse –
the event was meant to mark the opening of Baidu’s metaverse app to developers. These
developments in China’s metaverse technology come after a year of bans and regulation on
various other kinds of technology including cryptocurrencies, suggesting that rules on
metaverse development are likely to follow. #DIG #FIN #CHN CNBC

→ The U.S. Army will deliver a tactical cloud capability to its two Multi-Domain Task
Forces in 2022 as the service prepares its networks for multi-domain operations. The
cloud deployments are meant to provide service leaders data on how to best optimize their IT
infrastructure as the service continues a vast overhaul of its network and how it provides
soldiers and commanders with information — widely seen as the key to future conflict. The new
clouds come as the service continues a broad IT modernization effort that sees the Army trying
to link its enterprise and tactical networks to prepare for the multi-domain battlefield, allowing
improved situational awareness for both soldiers on the battlefield and commanders. The Army
laid the groundwork for its IT modernization last year through the release of its Unified Network
Plan and its separate, broader Digital Modernization Strategy that both outlined the service’s
route to IT modernization and multi-domain operations. The tactical cloud pilot is a key piece of
the Unified Network plan. #DIG #USA Breaking Defense

→ TikTok surpassed Google to become the most popular website in the world, according
to webperformance and security company Cloudflare’s 2021 Year in Review internet
traffic rankings. TikTok joined Cloudflare’s list of top 10 sites in 2020, coming in seventh in
popularity behind Google, Facebook, Microsoft, Apple, Netflix, and Amazon. For 2021, the order
of that list is largely unchanged—Amazon jumped up one slot, switching places with
Netflix—aside from TikTok’s surge to the top. TikTok—whose parent company, ByteDance, is
based in China—is now the only non-American site to occupy a slot in the top 10. #DIG #USA
#CHN Gizmodo

SATELLITES & NAVIGATION
→ China successfully conducted its 54th and 55th orbital launches of 2021 on December
29, launching satellites from the Jiuquan and Xichang spaceports. A Long March 3B rocket
lifted off from launch complex 2 at Xichang in southwest China, carrying the communications
technology test satellite-9 (TJSW-9) into a geosynchronous transfer orbit. The TJSW-9 satellite
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was manufactured by the China Academy of Spaceflight Technology (CAST) but no further
details were revealed. Some analysts assess it has at least partial military applications due to a
lack of publicly released details. Xichang’s launch complex 2 has now hosted 100 launches and
is the first in China to reach the milestone. Hours earlier at Jiuquan in the Gobi Desert, a Long
March 2D lifted off carrying the Tianhui-4 mapping satellite into orbit. The satellite is stated by
China Aerospace Science and Technology (CASC) and Chinese media to be used for mapping,
as with earlier Tianhui satellites. As with TSJW-9, no details of the satellite’s capabilities were
divulged, which could also imply military purposes, though that has not been confirmed. The
pair of launches complete an unprecedented year of launch activity for China, surpassing the
previous record of 39 launches conducted by China in 2018 and 2020. #SAT #CHN Space
News

→ Japan plans to launch its first wooden satellite in 2023 to harness the environmental
friendliness and low cost of wood in space development. As we have previously reported,
some in Europe and New Zealand have also built wooden satellites. The idea behind the
exterior is that wood will burn up upon re-entering the Earth's atmosphere after the end of the
satellite’s operation – an alternative that is easier on the environment. In addition, it will be
cheaper to make than using aluminum, the current mainstream material for a satellite. And
because electromagnetic waves can penetrate wood, the satellite can contain an antenna
inside. The planned satellite will be a cube with 10-centimeter sides. Its outside will be covered
in wood and solar cells, and it will hold an electronic substrate inside. The team plans to attach
onto the apparatus wooden sheets with varying hardness, taken from several tree species. And
the sheets will remain exposed to outer space for about nine months to check their
deterioration. #SAT #GRN #JPN Japan Today

→ China's first smart manufacturing facility for small satellites uses smart machinery
rather than traditional manual labor to carry out many key steps in satellite production.
The facility can make 240 satellites,
each weighing less than one ton,
annually; it has over 1800 storage
booths in the satellite parts
warehouse which can store tens of
thousands of parts for 60 satellites.
Smart machinery has increased
production efficiency by more than
40% at the facility, located at
Wuhan National Aerospace
Industry Base in Wuhan, central
China's Hubei Province. The facility
saw the first satellite production in
May 2021. #SAT #MFG #CHN CGTN
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ARTIFICIAL INTELLIGENCE
→ AI can enable knowledge collaboration and connect employees with the information
they require by using the data within organizations to draw conclusions at scale.
Currently, large organizations spend too much time searching for answers. In total, 2.5 quintillion
bytes of data are created every day, with the number continuing to grow. Yet while the amount of
data has grown exponentially, employers’ understanding of how to manage it has not. Manually
sifting through information wastes valuable employee time to unnecessary searches, leading to
low productivity and frustrating workplaces. But AI has two important qualities that help
businesses overcome the issues with legacy knowledge management. First, AI can be taught to
forget. This means that not only can AI identify who knows what about a topic, but it can also
contextualize that information and recognize when information becomes outdated and
redundant, meaning it can “forget” unuseful data as needed. Second, using non-sensitive
information drawn from existing tools, AI can use information to draw conclusions at scale,
creating in one integrated platform a live map or “knowledge network” of who knows what within
an organization. #AI VentureBeat

→ Scientists used deep learning to create an algorithm that identifies potential designer
drugs that may not yet exist. David Wishart at the University of Alberta and a team of other
researchers published the work in Nature Machine Intelligence in November 2021. The millions
of chemicals identified by the algorithm — dubbed DarkNPS — could help governments stay
one step ahead of their production. The algorithm could help law enforcement and forensic
chemists identify novel psychoactive substances — a process that could otherwise take up to
several months. According to a press release, some agencies are already using the algorithm,
including the U.S. Drug Enforcement Administration, the United Nations Office of Drugs and
Crime, the European Monitoring Center for Drugs and Drug Addiction, and the Federal Criminal
Police Office of Germany. Currently, the standard approach for identifying an unknown drug is
mass spectrometry, a method that weighs the components of a compound to determine its
molecular structure. But this technique requires a reference to compare the results against — a
reference that may be missing when dealing with a wholly new substance but could be on
DarkNPS’ list. #AI #BIO #USA #DEU #EUR Undark

→ Effective January 1, 2023, New York City employers will be restricted from using AI
products in hiring and promotion decisions. The law prohibits the use of “automated
employment decision tools” to screen a candidate or employee for an employment decision
unless it has been the subject of a “bias audit” no more than one year prior to its use. A “bias
audit” is an impartial evaluation by an independent auditor that tests the tool’s disparate impact
upon individuals based on their race, ethnicity, and sex. An employer is not permitted to use an
automated employment decision tool to screen a candidate or employee for an employment
decision until it is made publicly available on its website: (1) a summary of the tool’s most recent
bias audit and (2) the distribution date of the tool. Also, employers interested in using such tools
must first notify each candidate or employee residing in New York City that an automated
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employment decision tool will be used in connection with an assessment or evaluation of the
individual. The individual can then request an alternative selection process or accommodation.
Moreover, employers must notify each candidate or employee who resides in New York City of
the job qualifications and characteristics that the tool will use in its assessment. #AI #USA
Gibson Dunn

NEXT GENERATION COMMUNICATIONS
→ AT&T and Verizon agreed to delay their rollout of a new 5G service for two weeks,
reversing course after previously declining a request by U.S. transportation officials.
AT&T on Monday, January 3 voluntarily agreed to an additional two-week delay at the request of
the U.S. Transportation Secretary Pete Buttigieg. Verizon also agreed to a two-week delay that
would ensure the new service would go live in January. Previously, the two companies on
Sunday had rebuffed a December 31 request to delay their rollout of a new 5G signal for up to
two weeks to allow aviation regulators to address safety concerns at airports on a rolling basis.
The companies said they had already agreed to delay the rollout by a month to January 5. The
turn of events on Monday came as the Federal Aviation Administration was preparing to issue
flight restrictions, which U.S. airlines worried would significantly disrupt air travel and cargo
shipments around the country. #5G #USA WSJ Reuters

→ Despite the aforementioned regulatory obstacles, on Tuesday, January 4 Verizon
unveiled its updated 5G plan for this month. It includes tweaked plans for wireless and home
internet users – the carrier intends to cover 100M people in more than 1,700 cities with faster
connections. Verizon previously planned to cover 100M people with a set of C-band radio
airwaves by March, putting the carrier ahead of its previously stated goals. Many of the
country’s largest metro areas will be in Verizon's initial C-band rollout including New York City,
Los Angeles, Chicago, San Francisco, Boston, and Miami. Although Verizon has had 5G in
some form since 2018, its fastest millimeter-wave connections (dubbed Ultra-Wideband) have
largely been limited to certain blocks in select cities or parts of certain airports, arenas, or
stadiums. Its more widespread low-band 5G network (what it calls "5G nationwide") often offers
similar performance to a 4G LTE connection. C-band offers a chance to boost both the speed
and coverage of 5G for customers. It operates in what is known as mid-band and is a mix of the
other two frequencies: significantly faster performance than low-band but with much better
coverage than millimeter-wave. #5G #USA CNET

FINANCIAL TECHNOLOGY
→ Crypto giant Binance is bolstering its presence in France after a year of regulatory
scrutiny. The world’s largest cryptocurrency exchange is financing a 100M euro ($113M)
initiative with industry group France FinTech in an effort to support the cryptocurrency and
blockchain sector in France. The initiative, announced in November and dubbed Objective
Moon, will see Binance establish a research and development office in France and collaborate
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on an incubator program for start-ups and training programs. Binance has had turbulent
relationships with regulators across the globe in 2021. It was banned by Britain’s Financial
Conduct Authority and investigated by the U.S. Commodity Futures Trading Commission. The
company also put an end to the trading of its digital stock tokens and, most recently, shut down
its trading platform in Singapore. In November 2021, the governor of France’s central bank said
that Binance must have strong anti-money laundering checks in place if it wants to set up
operations in the country. #FIN #USA #CHN #FRA #GBR #SGP CNBC

AEROSPACE & SPACE
→ Chinese scientists say they have developed next-generation hypersonic weapons with
technical breakthroughs in infrared homing technology – which the U.S. military may not
have until 2025. A heat-seeking capability allows Chinese hypersonic missiles to home in on
almost any target – including stealth aircraft, aircraft carriers, and moving vehicles – with
unprecedented accuracy and speed. But at high Mach numbers, the surface of a missile
becomes so hot that a target’s heat signal can be overwhelmed by background noise. The
infrared window can crack because no glass material can withstand the extreme heat and shock
waves. The Chinese scientists solved the problem with an air-blowing device in front of the
infrared window that generates a thin membrane of cold air, reducing the heat on the glass.
Some research teams in other countries had tried this approach but failed because the cooling
air triggered strong turbulence that distorted the heat signal, giving a fuzzy, flickering, and less
accurate location of the target. The team developed a compact, lightweight device that could
generate an extremely cold stream of inert gas at more than three times the speed of sound to
reduce signal distortion. They squeezed 40 micro vortex generators into the air-cooling device
to produce air flows that could break apart the turbulence. The team also developed a new
mathematical model that helped them better predict and eliminate the optical distortion as
missiles accelerated and homed in on targets at wide attack angles. #AER #CHN #USA SCMP

→ Iran's space launch on Thursday, December 30, 2021, failed to put three payloads into
orbit after the rocket was unable to reach the required speed. The attempted launch, which
came as indirect U.S.-Iran talks took place in Austria to try to salvage a 2015 nuclear deal, drew
criticism from the U.S., Germany, and France. Defense ministry spokesman Ahmad Hosseini
suggested the launch was a test ahead of coming attempts to put satellites into orbit. Iran, which
has one of the biggest missile programs in the Middle East, has suffered several failed satellite
launches in the past few years due to technical issues. Washington has said it is concerned by
Iran’s development of space launch vehicles, and a German diplomat said Berlin had called on
Iran to stop sending satellite launch rockets into space, adding that they violated a U.N. Security
Council resolution. Additionally, France criticized the rocket launch aimed at sending three
research devices into space as nuclear talks with world powers were making progress, saying it
violated U.N. rules. Iran's foreign ministry rejected the U.S., German and French criticism of
Tehran's launch of the satellite-carrying rocket; Tehran denies accusations that its space activity
is a cover for ballistic missile development or that it violated a U.N. resolution. #AER #SAT
#USA #IRN #DEU #FRA Reuters
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→ Russia test-fired around 10 new Tsirkon (Zircon) hypersonic cruise missiles from a
frigate and two more from a submarine. Russian President Vladimir Putin has lauded the
weapon as part of a new generation of unrivaled arms systems. He has called a missile test, "a
big event in the country's life," adding that this was "a substantial step" in increasing Russia's
defense capabilities. Some Western experts have questioned how advanced Russia's new
generation of weapons is, while recognizing that the combination of speed, maneuverability, and
altitude of hypersonic missiles makes them difficult to track and intercept. #AER #RUS Reuters

BIOTECHNOLOGY
→ Cedars Sinai researchers and scientists believe that the near-zero gravity conditions
of space (microgravity) is the key to advancing regenerative medicine and facilitating
mass production of stem cells. Cedars Sinai’s paper, “Biomanufacturing in low Earth orbit for
regenerative medicine” highlights key opportunities discussed during the 2020 Biomanufacturing
in Space Symposium to expand the manufacture of stem cells in space. Separately, at the Stem
Cells in Space symposium in December 2021, attendees identified more than 50 potential
commercial opportunities for conducting biomanufacturing work in space. The most promising
fell into three categories: disease modeling, biofabrication, and stem-cell–derived products. The
International Space Station National Laboratory has supported space-based studies of tissue
engineering and regenerative medicine, which has provided significant insights into how
microgravity can advance biomanufacturing to benefit human life and commercial enterprise on
Earth. The Cedars-Sinai team will be sending stem cells at the start of 2023 conjointly with
NASA and Space Tango to test the possibility of creating large batches in a low-gravity
environment. According to the authors, these research efforts will enable the investment
required for a robust biomanufacturing market in space, and the Stem Cells in Space
symposium was a first step toward developing this future. #BIO #AER #USA GenEng

→ Medical institutions and new biotech companies like Ori Biotech are set to outperform
big pharma by tackling distribution and manufacturing barriers for most cell and gene
therapy programs. A revolution in the discovery, development and delivery of living medicines
is being led by well-funded, elite academic medical centers, such as the University of
Pennsylvania, Fred Hutch, University College London, and other institutions across the U.S.,
Europe, South Korea, Japan and China. The main challenge for most cell and gene therapy
programs is the lack of distributed manufacturing infrastructure that would allow affordable
treatments to be available to patients. Big pharma has attempted to solve this with massive
investments in centralized manufacturing. However, this approach has not been successful due
to the cost of centralized and manual processes that would keep therapies out of reach for
patients and payers. The final barrier is the lack of an automated, cloud-connected, and flexible
manufacturing system that would make it possible to create living medicines consistently
according to good manufacturing practice standards. A wave of new companies like Ori Biotech,
National Resilience, G-CON Manufacturing, Apprentice.io and others bring new products,
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services, and business models to the market that will make the distributed discovery,
development, and manufacturing of gene-edited cell therapies possible and scalable. Based on
these trends, it is predicted that the industry will be built around partnerships between major
medical and research centers, investors, and a new category of companies that offer the
management of living medicines as a service. #BIO #USA #GBR #CHN #JPN #KOR
LABIOTECH

GREEN TECHNOLOGY
→ China has made a new breakthrough in clean fusion energy, as one of its “artificial
suns” set a new record in sustained high temperatures, according to state media. The
Experimental Advanced Superconducting Tokamak (EAST), a nuclear fusion reactor research
facility, ran at 70M degrees Celsius for as long as 1,056 seconds (17 minutes, 36 seconds),
Xinhua reported. The facility is called an “artificial sun” because it mimics the nuclear fusion
reaction that powers the real sun, which uses hydrogen and deuterium gasses as fuel. Fusion
energy is considered the “ultimate energy” for a carbon-neutral energy future because hydrogen
and deuterium gasses are abundant on earth, are clean, and produce minimal waste products.
The experiment, which started in early December, will last until June. Meanwhile, according to
state broadcaster CCTV, EAST will provide insights into plasma physics research crucial for
setting up industrial-size reactors to generate clean energy. Similar efforts are ongoing in the
United States, Europe, Russia, and South Korea.

#GRN #USA #CHN #RUS #KOR SCMP

→ China has been urged to create a multi-agency mechanism to secure supplies of
critical minerals as a geopolitical leverage against the U.S. and its allies amid a global
drive towards green energy. Experts studying the White House’s strategy on rare earths say
the proposed body could be similar to the system in the U.S. where the commerce, energy,
foreign policy, and federal authorities are all involved in devising and implementing critical
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minerals strategies. As the world races to hit net zero emissions by 2050, it will require six times
more mineral inputs in 2040 than it does today, according to the International Energy Agency.
And this is intensifying the race among global powers, China and the U.S. in particular, to gain
access to these valuable minerals. China dominates the global supply of critical minerals,
including rare earths that are essential for key clean energy technologies like electric vehicles
and wind turbines. However, it has faced increasing challenges as the U.S. boosts its efforts to
shore up supply chains and reduce dependence on China, with critical minerals among its top
priorities. This has included tighter U.S. regulations on investment and environmental protection
in resource-rich countries. Moreover, intensifying tech competition has prompted the U.S. to ban
its companies from exporting key technologies to China, placing a stranglehold on Beijing’s
efforts to upgrade its mining industry. #GRN #SCRM #Geopolitics #USA #CHN SCMP

→ The German government considers nuclear energy dangerous and objects to EU
proposals that would let the technology remain part of the bloc's plans for a
climate-friendly future. Germany is on course to switch off its remaining three nuclear power
plants at the end of this year and phase out coal by 2030, whereas France aims to modernize
existing reactors and build new ones to meet its future energy needs. Berlin plans to rely heavily
on natural gas until it can be replaced by non-polluting sources for energy. Environmentalists
have criticized Germany's emphasis on natural gas, which is less polluting than coal but still
produces carbon dioxide when it is burned. The German government's goal is to use natural gas
only as a "bridge technology" and replace it with non-polluting alternatives such as hydrogen
produced with renewable energy by 2045, the deadline the country has set to become climate
neutral. #GRN #DEU #FRA TechXplore

ADVANCED MANUFACTURING
→ Advances in 3D printing are driving current trends in real solutions for real-world
applications in aerospace and space manufacturing. Although the airline and aerospace
industries were among the first to embrace additive manufacturing (AM) for research and
development initiatives and on a production scale, the space sector is speeding up 3D printing
adoption. Moreover, by driving advances that helped create complex, customized, and
one-of-a-kind parts, or even entire rocket engines, the space sector is paving the way for the
future of 3D printing beyond Earth. From corporate giants, like Boeing, Lockheed Martin, and
SpaceX, to early-stage ventures, companies worldwide are leveraging 3D printing hardware,
materials, and software, while driving top technology investment in AM. Industries’ efforts in
2021 to embrace 3D printing technology put in place by the pandemic are projected to pay off in
2022. #MFG #AER #USA 3D Print

AUTONOMOUS SYSTEMS
→ Deere & Co., the largest farm equipment manufacturer in the world, unveiled their fully
developed autonomous tractor at the CES 2022 tech conference in Las Vegas. Deere said

10
BACK TO TOP

© 2022 | Next5 Inc | All rights reserved

https://www.scmp.com/news/china/diplomacy/article/3161804/china-urged-sharpen-rare-earths-edge-race-us?module=perpetual_scroll_0&pgtype=article&campaign=3161804
https://techxplore.com/news/2022-01-germany-nuclear-power-dangerous-eu.html
https://www.boeing.com/
https://www.lockheedmartin.com/
https://www.spacex.com/
https://3dprint.com/287731/2022-predictions-3d-printing-is-transforming-the-aerospace-and-space-industry/
https://www.deere.com/en/


Tuesday, January 4, that it has developed a fully autonomous tractor designed for large-scale
farming and that it plans to sell the machine later this year. The announcement pushes Deere
further into so-called precision agriculture, a key way for farmers to improve harvests without
using more labor. The autonomous driving system is equipped with six pairs of cameras, three
in the front and three in the rear that provide a 360-degree view of the tractor’s surroundings.
The images are fed to a convolutional neural network — an advanced form of artificial
intelligence that analyzes
images — classifies pixels in
milliseconds, identifies objects
in the tractor’s path, and
determines whether the tractor
should remain on course,
steer around an obstacle, or
stop. There are still hurdles to
overcome before autonomous
tractors become widely
adopted. But skeptics say farm
equipment manufacturers
need to prove to farmers that
the devices can operate safely
and that they aren’t vulnerable
to cyber threats. Deere said it has a full-time team dedicated to maintaining the security of its
machines and farmers’ data. #AUT #AI #Cybersecurity #USA Bloomberg WSJ

→ Intel Corp's autonomous driving unit, Mobileye and Chinese automaker Geely
Holding-backed Zeekr claim that they will launch the world's first mostly self-driving car
in 2024 in China. On Tuesday, January 4, the two companies announced that they plan to work
together at the Consumer Electronics Show (CES) in Las Vegas. They said that the car will
have level 4 autonomy, meaning that it will still have a steering wheel and require a licensed
driver but will be able to drive itself in many situations. The car will use six of Mobileye's "EyeQ
5" chips and employ Mobileye's road-mapping data. This collaboration reveals Intel’s intent to
catch up with rivals like Taiwan Semiconductor Manufacturing Co., who took away Intel's lead in
making the fastest chips. Mobileye announced that Ford Motor Co. and Volkswagen AG will
start incorporating its road-mapping data system and other mapping data products for
driver-assistance features, such as automated lane keeping. Additionally, Mobileye unveiled the
next generation of its flagship computer chip, "EyeQ Ultra", with expected automotive production
in 2025. The computer chip is designed to use minimal electricity, which is becoming more
important as self-driving systems compete with drive trains for limited battery capacity in electric
vehicles, paving the way for advanced autonomous driving systems. #AUT #GRN #SCRM
#CHP #USA #CHN #DEU Reuters

→ As the autonomous vehicle (AV) market continues to expand and AV services continue
to be deployed, the adoption of robo-taxis promises affordable mobility. The adoption of
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robo-taxis and robo-shuttles depends on four main drivers: regulations, technology readiness,
business-case attractiveness, and customer preference. While fully burdened costs for such
services are very high today, due to the high cost of technology, development, and operations —
they could decline significantly in the coming decade as AV technology advances and smarter,
more seamless, multimodal mobility ecosystems emerge. Despite their additional technology
costs, robo-taxis could become price competitive with private non autonomous cars and even
transit

services. However, because service costs vary substantially across use cases and areas,
providers must overcome operational and service challenges in order to deliver on that promise.
For example, a robo-taxi trip in China could be 5% to 25% cheaper than a trip of the same
length in the United States due to lower costs. The robo-taxi revolution is still going strong,
despite some setbacks. In fact, AV companies such as AutoX, General Motors-backed Cruise,
Optimus Ride, and Pony.ai have partnered up with Nvidia to further develop and deploy
robo-taxis operating Nvidia Drive technology within the next decade. #AUT #USA #CHN
McKinsey Nvidia

SEMICONDUCTORS & CHIPS
→ The world’s largest chip manufacturers are competing for skilled and qualified
workers amid a global labor shortage and an unprecedented demand for digital
technologies. Chip-making facilities, known as = “fabs,” require thousands of skilled
college-educated engineers to operate high-tech equipment. Intel plans to address this
challenge by pledging to make more than $100B in chip-factory investments over the coming
years in the U.S. and Europe. Taiwan Semiconductor Manufacturing Co. (TSMC), Samsung
Electronics Co. and others also have big expansion plans. Chip manufacturers in the U.S. have
lobbied lawmakers to allow them to outsource workers as the number of American graduates
has dwindled and graduate enrollment has shifted towards foreign students. Other countries
such as Taiwan passed a law in May 2021 to promote innovation and education in high-tech
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sectors such as semiconductors in hopes of producing skilled workers. This led several
Taiwanese universities to start specialized semiconductor colleges in partnership with
companies like TSMC. Additionally, mainland China has launched specialized semiconductor
research schools and training centers as part of its push for self-sufficiency in advanced
technologies, including chips and artificial intelligence. #CHP #USA #TWN #CHN WSJ

→ Scientists at TU Wien (Vienna, Austria) have developed a revolutionary new intelligent
transistor, the most flexible transistor in the world produced using germanium. This new
type of adaptive transistor can be dynamically switched during run-time to perform different
logical tasks. This fundamentally changes the possibilities of chip design and opens up
completely new opportunities in the field of artificial intelligence, neural networks or even logic
that works with more values than just 0 and 1. A rapid industrial application of this new
technology is realistic: the materials used are already used in the semiconductor industry today,
and no completely new manufacturing processes are necessary. The new technology is more
likely to be incorporated into computer chips as an add-on in the future. For certain applications,
it will simply be more energy-efficient and convenient to rely on adaptive transistors. #CHP #AI
#AUT SciTechDaily

→ Taiwanese semiconductor design house Sounds Great unveiled prototypes of its
groundbreaking Motion Microchip and Semiconductor Dynamic Speakers (SDS)
solutions at CES 2022. Sounds Great's Motion Microchip reduces the form factor by 90%
compared to the traditional coil in earphone speakers, while increasing speakers' power range
by 10x. With speaker demand growing rapidly in an increasingly audiovisual era and the
prevalence of video conferencing, the demand for higher quality audio output is rising
exponentially. By deploying powerful Motion Microchips to replace voice coils, SDS creates
professional stereo architecture in extremely compact devices such as earbuds, hearing aids,
smartphones, tablets, laptops, video conference facilities, TV, and car stereos. Sounds Great's
SDS is extremely scalable and highly cost-competitive, as a single 12-inch wafer can produce
30,000 semiconductor speakers. Additionally, its proprietary technology eliminates the time and
cost-consuming fine-tuning process traditional speakers undergo after final testing. The
company has caught the eye of some big names in venture capital, including Mosaic Venture
Lab and Movtec Capital Partners. #CHP #TWN PR Newswire

→ Analysts at Euler Hermes predict semiconductor sales will grow by another 9% and
cross $600B for the first time in 2022, on top of the 26% growth to $553B in 2021. While
major chipmakers like TSMC have already announced plans to increase capacity, it usually
takes years before these facilities come online. TSMC’s Taiwan-listed shares have already
surged more than 80% in roughly two years. According to Euler Hermes analysts, three factors
are driving sales up. They are:

1. Demand: “Unusually strong demand” for consumer electronics, such as personal
computers and smartphones.

2. Prices: An increase in prices due to tight supply and demand dynamics.
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3. Improved product mix: Further improvement in product mix for semiconductors as a
result of higher priced and new generation chips being introduced.

Analysts also identified four risks facing the semiconductor sector:

1. Hardware sales taking a higher-than-anticipated hit from demand normalization after
strong growth in 2020 and 2021.

2. Semiconductor demand being affected by prolonged freeze in manufacturing activity,
as supply chain disruptions from the pandemic continue.

3. A “standstill” between China and the U.S. in their tech competition, with constraints
on Chinese companies acquiring U.S. semiconductor manufacturing tech.

4. Climate change is proving to be a major challenge for the semiconductor sector, which
relies on optimal capacity utilization for its profitability.

#CHP #SCRM #USA #CHN #TWN CNBC

QUANTUM TECHNOLOGY
→ Amazon, ColdQuanta, IBM, Google, and Microsoft are among the top ten companies
set to make breakthroughs in quantum technology in 2022. While the development of
physical quantum computers is still in its early stages, experiments have been carried out in
which quantum computational operations were executed on a small number of quantum bits.
This demonstrates that there is steady progress being made to develop sophisticated quantum
computers. Many national governments and military agencies are funding quantum computing
research to develop quantum computers for civilian, business, trade, environmental, and
national security purposes, such as cryptanalysis. The top ten quantum companies predicted to
make breakthroughs in 2022 are ColdQuanta, Microsoft, Google, Amazon, QC Ware, D-Wave
Systems, IBM, Honeywell, Toshiba, and Rigetti. The current rate of progress shows promising
results, quantum computers will soon become powerful enough to have tremendous
implications in science, business, and other domains. #QNT #USA #CAN #JPN Analytics Insight

→ Industry giants such as Airbus, BMW, ExxonMobil, and PayPal are evaluating and
experimenting with the practical application of quantum computers as quantum
computers reach a new level of sophistication. While quantum computing is still a tiny
fraction of the traditional computing market, it's growing at a rapid rate. According to Hyperion
Research analyst Bob Sorensen, nearly $490M was spent on quantum computers, software and
services in 2021. It is expected that spending will grow by 22% to $597M in 2022 and at an
average of 26% a year through 2024. The growing commercial activity is notable given that
using a quantum computer costs $3,000 to $5,000 per hour, according to Boston Consulting
Group. In fact, carmaker Daimler and oil giant ExxonMobil have contracted with IBM, an early
proponent of quantum computing, to use some of the tech company's 22 machines. Moreover,
Airbus, LG Electronics, health care company Johnson & Johnson, energy company EDF and
chemicals giant BASF are among the industrial enterprises jockeying for time on Pasqal's single
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quantum computer. PayPal is currently testing a quantum annealer, a type of quantum computer
suited for solving optimization problems, developed by D-Wave Systems, to guide its
fraud-detection work. All the while, Amazon Web Services and Microsoft are developing their
own quantum machinery. #QNT #USA #DEU #FRA #GBR #KOR CNET

→ Sonora Gold & Silver Corp has entered into a definitive agreement to complete a
business combination with BTQ AG, a quantum cryptographic firm working on a
quantum secure Bitcoin. BTQ is an arm's length privately held company, located in the
Principality of Liechtenstein incorporated by experienced post-quantum cryptographers. They
address the urgent security threat that a large-scale universal quantum computer poses to the
Bitcoin network. Bitcoin’s store of value thesis – one that supports a crypto ecosystem of over
$1T in market capitalization – has several potential quantum attack vectors that could
compromise the network. This paradigm shift requires a new direction in cryptography and
blockchain design. BTQ has already begun to tackle this issue by establishing a representative
office in Taipei, Taiwan, home to the most advanced hardware and post-quantum ecosystems.
The Taipei office will focus on research and development linked to post-quantum cryptography,
eco-friendly proof of work mining, and formal verification within smart contracts platforms.
According to the definitive agreement, Sonora will acquire all of the issued and outstanding
securities of BTQ. #QNT #Cybersecurity #CAN #LIE #TWN Quantum Insider

→ Quantinuum’s H-Series quantum computers, powered by Honeywell, continue to
deliver on exponential performance gains with the announcement of another jump in
quantum volume (QV), a key performance measure for quantum computers. According to
the company, the average single-qubit gate fidelity for this milestone was 99.996%, the average
two-qubit gate fidelity was 99.77%, and state preparation and measurement (SPAM) fidelity was
99.61%. The scientists ran 2,000 randomly generated QV circuits with 5 shots each, using
standard optimization techniques to yield an average of 122 two-qubit gates per circuit.
Additionally, the System Model H1-2 successfully passed the QV 2,048 benchmark, returning
heavy outputs 69.76% of the time, which is above the 2/3 threshold with 99.87% confidence.
During 2021, Quantinuum made steady progress with measured QV records, achieving records
of 512 in March 2021 and 1,024 in July 2021. Quantinuum, a combination of Honeywell
Quantum Solutions and Cambridge Quantum Computing, continues to make strides in quantum
solutions, as the largest integrated quantum computing company in the world. #QNT #USA
#GBR Quantum Insider

GEOPOLITICS
→ Beijing’s commitment to step up purchases of US goods and services under a 2020
trade pact is set to expire this week (January 7 2022) with China expected to miss its
targets by a wide margin, but retaliation from the Biden Administration could hurt US
businesses. Under the so-called Phase One trade deal signed in January 2020, China agreed
to increase its purchases of US goods and services by $200B over 2017 levels during a two
year period. When China fails, the White House could reinstate certain tariffs that were cut as
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part of the original trae deal but that could backfire should Beijing choose to cut back on US
purchases or retaliate against American companies doing business there. However, if
Washington ignores the shortfall, it could signal to Beijing that the US won’t hold it accountable.
Many US businesses, who generally prefer smoother relations to maintain access to the
lucrative Chinese market, are watching the US response closely. Others, including domestic
manufacturers, are taking a harder line, citing Chinese government support for favored
industries and saying the US needs to nurture its own supply chains. And trade analysts say it’s
unlikely Biden would escalate tensions with China as he seeks to tame inflation and focus on a
domestic agenda. Overall, absent a clear US strategy on China, many are uncertain how the
Administration will respond. #Geopolitics #SCRM #CHN #USA WSJ

→ The Regional Comprehensive Economic Partnership (RCEP) trade agreement - the
world’s largest trade deal - took effect for most members on January 1. The 15 member
countries include the 10 ASEAN countries, plus Australia, China, Japan, New Zealand, and
South Korea. The deal, which the US is not part of, will eventually encompass about a third of
world trade and China’s ability to influence trade-related rules and policies in the Asia Pacific. It
will also eliminate more than 90% of tariffs on commerce among member countries, in what
economists say will be a boon to trade in the region. It will also give China a more prominent
role in setting rules of trade in the Asia-Pacific region at the expense of the US, according to
some analysts. China has been excluded from an earlier trade agreement, the Comprehensive
and Progressive Agreement for Trans-Pacific Partnership, which the US had led to counter
China’s influence in the region, but the Trump Administration pulled out in 2017, and the Biden
Administration has no plans to rejoin. #SupplyChains #CHN #ASEAN #AUS #JPN #NZL #KOR
#USA SCMP WSJ

→ Huawei said its revenue dropped 29% to $99B through 2021 as a result of US export
restrictions. The effects have been most pronounced on its smartphone business, the world’s
largest - and accounting for nearly half of Huawei's revenue - before sales all but disappeared
this year when the company couldn’t obtain chips and other critical components due to US trade
restrictions. To recap: for years, the US has cited national security concerns associated with
Huawei equipment saying the Chinese government could use it for international surveillance
and espionage, and pressured its allies to follow its policies in removing Huawei equipment from
its networks, leading to its ban in several Western countries. Huawei denies its equipment is a
threat and says it operates independently of the Chinese government. Huawei has pivoted and
is now concentrating on areas less dependent on foreign supply chains and high-end chips,
including software, wearable gadgets, and automobiles. Still, executives say these new
business areas are unlikely to make up for lost smartphone sales anytime soon. #Geopolitics
#SCRM #Cybersecurity #5G #CHN #USA WSJ

→ In a rare joint statement issued this week, five nuclear powers (and permanent members
of the UN Security Council) China, Russia, the UK, the US, and France, agreed that nuclear
war should be avoided and it is their primary responsibility to reduce strategic risks.
However, the next day, China's senior arms control official Fu Cong said in a briefing that Beijing
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is also modernizing its nuclear arsenal, though he denied Pentagon claims that China is
dramatically expanding its nuclear capabilities. The DoD said in a report in November that China
is expanding its nuclear force faster than previously predicted and could have more than 1,000
warheads by 2030. For comparison, the US has 3,650. The US has also raised concern about
analyst reports based on satellite imagery that China is building missile silos in its northwestern
desert and its test of a hypersonic missile last summer. The US has encouraged China to join
nuclear reduction talks along with it and Russia, but Chinese officials refuse to do so until they
bring their nuclear arsenals down to China’s level. #Geopolitics #AER #CHN #RUS #USA #GBR
#FRA #UN Reuters AP News SCMP

→ In his first address to the PLA this year, Xi Jinping urged his 2M soldiers to adopt the
latest technologies in its training to win future wars. He also directed the armed forces to
double their efforts to “better combine training with combat operations” as well as strengthen
systematic training and the use of technologies to develop “an elite force that is capable of
fighting and winning wars.” China and India continued to engage in violent skirmishes during a
prolonged stand-off in the Himalayas throughout 2021, with more than 20 Indian deaths and an
undisclosed number of Chinese casualties. Since coming to power in 2012, Xi has aggressively
reformed the military, including reorganization of its command structures, army consolidation,
and increased funding for the navy, air force, and rocket division to strengthen China’s strategic
outreach capability. #Geopolitics #CHN #IND SCMP

CYBERSECURITY
→ Crowdstrike said its threat hunters identified and disrupted an attack on a large
academic institution by a state-sponsored group Aquatic Panda based in China which
involved an exploit of the log4j vulnerability. The company said Aquatic Panda has likely
been operating since 2020 but had not previously been identified publicly. The exact intent of
the actor is unknown since Crowdstike’s intervention took place before it could take action on
any objectives. However, they said this actor is known to use tools to maintain persistence in
environments so they can gain access to IP and other industrial trade secrets. The Chinese
government took swift action against its tech giant Alibaba who initially discovered the log4j
vulnerability in November, but didn’t report the bug to government officials before it reported it to
the vendor responsible. Specifically, Chinese authorities suspended an information sharing
agreement with the company for six months in retaliation and hit Ali with a record 18.2B yuan
fine. Beijing prefers to know about the vulnerabilities first for its own offensive purposes, but this
has been part of a larger cybersecurity and privacy crackdown in China that started last year.
#Cybersecurity #Geopolitics #CHN #USA Crowdstrike VentureBeat ZDNet WSJ

→ A Russian businessman, Vladislav Klyushin, who appeared in court earlier this week
on securities fraud charges could be a valuable asset in US efforts to gather more
information on Russian interference in the 2016 election. Klyushin’s Moscow-based
cybersecurity firm, M-13’s, work with the Russian government and his alleged relationship with
an ex-Russian GRU military intelligence officer (who was previously indicted for interfering in the
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election by hacking and leaking DNC documents) will likely be of keen interest to US LE and IC
officials. US prosecutors have accused Klyushin and four other Russian men of an elaborate
insider trading scheme that involved hacking into companies that Tesla and other firms used to
file SEC reports. Even if Klyushin does not choose to cooperate with US authorities, former
CISA Director Chris Krebs said a conviction on the charges of securities fraud could send “a
strong signal to others like him that they don’t have a whole lot of freedom of movement outside
Russia.” Klyushin was arrested in Switzerland in March 2021 while on a ski vacation with his
family and extradited to the US at the end of the year. #Cybersecurity #RUS #USA CNN

→ More than $20B was invested into the cybersecurity sector last year and 2022 is set to
build off that momentum, according to experts. For one, building off the 2021 crypto boom,
areas within cryptosecurity, such as coin monitoring will be critical to widespread adoption of
digital currency. Expect large payment companies and even traditional market exchanges to
look carefully at the space around security, reporting tools, and analytics in the new year.
Another blossoming movement to watch for in 2022 is a shift left in compliance for software - as
in, developers and IT departments could formally verify that software is in compliance with a
spec before it goes into production. After a year of only more significant breaches by
sophisticated actors, securing software earlier is becoming only more crucial. And with the rise
of the metaverse, data privacy and identity security are also popular issues a few startups are
tackling. Identity management and authentication already saw a record year in 2021, but there
could be big dollars for those who figure out how to put more control into the hands of the user
in a more decentralized environment that does not rely on tech giants like Google and Meta.
#Cybersecurity #DIG #USA Crunchbase

SUPPLY CHAINS
→Toyota has overtaken GM as the US’ top-selling car company by annual sales, a
change largely prompted by a global chip shortage that dealt an uneven blow to car
business in 2021. Toyota outsold GM by 114,000 vehicles last year, with a total sales figure of
$2.3M - a rise of 10% from 2020. In contrast, GM reported a 13% slide in results as a
semiconductor shortage took a bigger toll on the company’s manufacturing operations and left
dealers with fewer vehicles to sell. GM had been the number 1 auto seller in the US since 1931.
Toyota has largely benefited from its decision to stockpile computer chips, which are used in an
array of vehicle electronics. It bet earlier than most other automakers on a recovering US car
market and cut parts and production orders less sharply than rivals, making it better prepared
for an eventual surge in consumer demand. As we have previously reported, Toyota is well
positioned to weather supply chain strains after it overhauled its supply chain strategy following
an earthquake in Japan back in 2011 and established the RESCUE (REinforce Supply Chain
Under Emergency) system to protect Japanese manufacturing and implemented a 60/20/20
supply model to spread risk.  #SCRM #JPN #USA WSJ Forbes

→ Automakers are trying to control more of the supply chain for electric vehicles, forging
new partnerships with raw materials producers and investing in facilities that make
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chemicals for batteries. Several major car companies have already been spending heavily on
joint-venture factories to ensure their own supplies of EV batteries. Now, they are also looking to
expand further as they seek to lower costs, secure sought-after components, and exert more
control over battery quality and performance. The industry is essentially embracing elements of
vertical integration, a strategy that traces its roots to the early days of the auto industry when
some manufacturers owned or acquired much of the supply chain necessary for production. The
change also comes as electrification threatens to disrupt the industry’s normal hierarchy
between automakers and their suppliers. With just a handful of players making the
highest-quality batteries and chemicals, automakers have diminished pricing power. Relying
solely on suppliers to develop their battery technology would be akin to not making their own
engines. Further, lithium ion battery production relies heavily on China for refining and producing
key inputs; that reliance increases shipping costs and leaves automakers - particularly in the US
- subject to geopolitical risks.  #SCRM #USA #CHN #Geopolitics WSJ
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