
MATRIX MONITOR
Friday December 17, 2021

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features U.S. testing of satellite resiliency to threats
from China and Russia, policy recommendations for governments to shape the
ML-cybersecurity ecosystem, Huawei’s role in tracking China’s citizens, Bitcoin

mining’s recovery from the Chinese crypto crackdown, the U.S. military’s efforts to keep
pace with commercial space innovations, research to build semiconductor transistors
vertically, the growing market for 3D-printed surgical tools and medical supplies, and

China’s efforts to maintain its dominance in the global supply chain of strategic metals.



NEXT5 NEWS & AMPLIFICATIONS:
→ In an op/ed this week, Sue Gordon and Eric Rosenbach argue that the US is thinking
about cyber warfare wrong - that traditional forms of deterrence have prevented power
grid blackouts on the homeland and the way we structured the USG cyber mission is
insufficient to meet the threat. Their suggestions for the Biden Administration:

● Prioritize the defense of data.
● Make the rapid public attribution of cyberattacks a core component of the

Administration’s strategy.
● Empower CISA to be the true center of gravity for domestic cyber operations; final

authority for operations should not be granted to IC organizations, law enforcement, or
the military. And CISA’s $3B budget should be tripled in the next four years.

● Seek innovative updates to laws that enable the FBI to take more proactive measures.
● Shape CYBERCOM into something more akin to today’s nimble, flexible JSOC, rather

than the lumbering STRATCOM of the 1950s.
● Partner meaningfully with industry. Create a cybersecurity analog to the SEC and a

version for cyberspace of GAAP.
● Partner with like-minded countries such as France, Germany, Japan, South Korea, and

the UK to fight Internet autocracy (Russia & China) through bilateral agreements.
#Cybersecurity #USA #FRA #DEU #KOR #GBR #RUS #CHN Foreign Affairs

→ The perfect summary of 2021 in cyber, captured in a tweet:

→ The DoD is expected to release a directive naming DIA its lead agency for open source
intelligence, highlighting the growing importance of unclassified information drawn from social
media, online material, and commercial data sources in modern military operations. Some within
the IC proposed creating a new agency specifically dedicated to open source information, but
the expected DoD directive would stop short of that and doesn’t address many privacy and
policy questions about how much information governments should be able to obtain on citizens.
DIA officials said about 80% of what is in agency intelligence reports now is from unclassified
sources. They also said that the military was ingesting so much data that processing and
analytical power are now in short supply. #USA WSJ
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DIGITALIZATION
→ U.S. tech companies have pushed back their return-to-office deadlines, but employees
plan to continue remote work indefinitely. Google told portions of its global workforce that
they won't have to start working a hybrid schedule beginning January 10. Also, Facebook parent
company Meta told employees that while it will fully reopen its U.S. offices on January 31, they
can delay coming back by three to five months. When Amazon announced in March that it
planned to return to an "office-centric culture" after months of remote work, employees believed
it would be harder for Amazon to recruit top talent. At Google, some employees threatened to
quit if they’re required to return to the office. According to an August survey from software firm
BambooHR, 37% of U.S. workers are feeling worse in the office now than they did at their
lowest point in the pandemic, citing a lack of perks leading to higher spending, a lack of
in-person collaboration, and stagnated company culture. Other firms like Twitter, Microsoft, and
Dropbox have no plans for a mandatory return. #DIG #USA Business Insider

→ AWS suffered a historic outage last week, reviving a debate on the risk of being reliant
on a single cloud vendor. The AWS outage disrupted Disney+, Netflix, Robinhood, and Roku,
among other services. The debate on how organizations can minimize the impact of an outage
persists in an era when data and services are becoming increasingly dependent on cloud data
centers. Two days after the outage, HashiCorp, whose software can help companies use
resources from multiple clouds, went public two days later and is now valued at $15B.
Analysts say its high value signals a surge in demand for its subscription software and a desire
to be able to work across clouds. Around 79% of Fortune 500 companies have downloaded
HashiCorp’s tools, the company estimated in its IPO prospectus. This multi-cloud trend benefits
Google and Microsoft – companies desiring to take market share from Amazon. #DIG #USA
CNBC

SATELLITES & NAVIGATION
→ The U.S. is testing satellite resiliency to threats from China and Russia after Russia
shot down an aging communications satellite. The 'Space Flag' simulated space training
exercise was hosted by U.S. forces at Schriever Space Force Base in Colorado. It was the 13th
iteration of the exercise, and the third to include ally countries such as Britain, Canada, and
Australia. The computer-aided simulations included the potential shooting down of U.S.
missile-tracking satellites, satellite jamming, and other electronic warfare tactics. After Russia
successfully conducted an anti-satellite missile test last month, U.S. officials believe there is an
increasing need to make the U.S. satellite network resilient to attack. #SAT #USA #CHN #RUS
#GBR #CAN #AUS Reuters

→ A Russian Proton rocket launched two communications satellites into space Monday,
December 13, after a one-week delay. According to Russian space agency Roscosmos, the
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launch was a success and the upper stage rocket would place the satellites into their target
orbit. The Proton-M rocket was initially supposed to launch December 6, but was delayed due to
a deficiency in the booster, state media TASS reported earlier in December. According to
Roscosmos, the satellite pair is meant to serve Russia's communications and broadcasting
needs, including fixed and mobile communications, television and radio broadcasting services,
broadband high-speed access to information resources, and other applications. #SAT #RUS
Space

→ The 2022 National Defense Authorization Act (NDAA) directs the Pentagon to brief
lawmakers on military use of commercial satellite communications services. The provision
is in response to a growing demand in the U.S. military for high-speed internet aboard Navy
ships and other locations where there is no terrestrial telecom and satellite signals are the only
option available. The provision comes amid concerns that the U.S. Navy does not provide
sufficient connectivity aboard ships, making it difficult for sailors and Marines to video chat with
their families or take online courses while on deployments. During the COVID-19 pandemic,
crews could not make port calls and had to remain aboard ships sometimes for more than a
year, driving up the demand for internet connections. According to the NDAA, the DOD in its
report to Congress has to include the following:

● A potential investment strategy on how to operationalize commercial satellite
communication capabilities using non-geostationary orbit satellites across each of the
military departments.

● Requisite funding required to adequately prioritize and accelerate the integration of such
capabilities into warfighting systems.

● Future-year spending projections for such efforts.
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● An integrated satellite communications reference architecture roadmap for the
Department of Defense to achieve a resilient, secure network for operationalizing
commercial satellite communication capabilities.

#SAT #USA Space News

→ The Defense Advanced Research Projects Agency (DARPA) awarded Parsons (via
Braxton Technologies - a small business it acquired last year) a $10.8M contract to prototype
a ground operations center for the agency’s Blackjack constellation. The contract,
announced December 10, is a Small Business Innovation Research (SBIR) Phase 3 award for a
“Blackjack Prototype Ground Operations Center.” DARPA started the Blackjack program in 2018
to demonstrate the utility of small satellites in low Earth orbit for military operations. The agency
plans to launch as many as 12 satellites in 2022 that will carry a mix of payloads for
communications, targeting, missile warning, and navigation. The space experiments and
demonstrations in the Blackjack program are done in collaboration with the Air Force Research
Laboratory and the Pentagon’s Space Development Agency which plans to deploy a large
network of communications and missile-warning satellites in low Earth orbit. Parsons has to
complete the ground operations center prototype by June 2024. #SAT #USA Space News

ARTIFICIAL INTELLIGENCE
→ A CSET report argues that to defend against cyber-attacks, machine learning must
perform reliably under sustained pressure from offensive campaigns without constant
human supervision. Yet ML systems rely on patterns in data to make predictions, which can be
manipulated by attackers to evade defenses. And techniques to make ML systems more robust
to these deceptions often harm their accuracy. ML will expand the attack surface by creating
new dependencies on widely relied upon tools, services, and data sources. Persistent attackers
will exploit the compromises defenders make between accuracy and robustness—the most
sophisticated adversaries may use ML capabilities themselves to counter ML-based defenses.
Defenders need tools to gauge and improve accuracy and robustness that can cope with these
innovations in adversary tactics and offensive campaigns.

The report includes four recommendations for government efforts to shape the trajectory of the
emerging ML-cybersecurity ecosystem toward a more tenable situation for defenders:

1. Build security into the process of ML design and development. Cybersecurity calls
for systems that can learn continuously while under pressure from attackers and
demonstrate provable robustness to real-world threats.
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2. Promote resilience through system diversity and redundancy. Decision Makers
must set thresholds for critical security settings that limit the impacts of ML
vulnerabilities, including offsetting risks with ML and non-ML tools and safeguards.

3. Manage the risk that cuts across the ML and cybersecurity ecosystem. This
requires mapping out and protecting critical dependencies, from reliance on shared
datasets and open-source tools to feedback loops in deployed systems.

4. Counter strategic rivals’ attempts to compromise and sabotage ML development.
Successful defense at a tactical level will depend on countering offensive campaigns that
aim to fatally compromise ML defenses before they are even deployed.

#AI #Cybersecurity #USA CSET

→ The Department of Defense (DoD) has awarded AI application software company C3 AI
a $500M contract to deliver products and services for AI-enabled modeling and
simulation. The DoD gave C3 AI a five-year Product-Other Transaction Agreement (OTA) that
will allow for quicker acquisition of any of the company’s enterprise AI products by the DoD’s
component agencies. According to C3 AI, the agreement will accelerate the adoption of its C3
AI Suite and C3 AI Defense products that are already being used by the Air Force, Space
Command, and Defense Information Systems Agency. The firm’s defense and intelligence
products include features such as insider threat hunting, AI predictive maintenance, and
modeling and simulation. #AI #USA MeriTalk

→ Chinese AI company SenseTime Group is trying to maintain its initial public offering
as the Biden administration bars American investors from buying its shares. On Friday,
December 10, the pricing of SenseTime’s stock offering in Hong Kong didn’t take place as
previously scheduled, hindering the company’s plans to go public in a week’s time on December
17. Later Friday, the U.S. Treasury Department formally placed SenseTime on a list of
companies that support China’s military, citing the role of its facial-recognition technology in
assisting China’s suppression of mainly Muslim ethnic Uyghurs.
Seven-year-old SenseTime is one of the world’s largest and most valuable facial-recognition
and computer vision startups. It makes money from selling software that is used by
governments and businesses for applications that include smart cities, autonomous driving….
and surveillance. #CHN #USA #HKG WSJ

NEXT GENERATION COMMUNICATIONS
→ A review by The Washington Post of more than 100 Huawei PowerPoint presentations
suggests that the company has had a broader role in tracking China’s citizens than it has
acknowledged. These marketing presentations, posted to a public-facing Huawei website
before the company removed them late last year, show Huawei pitching how its technologies
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can help government authorities identify individuals by voice, monitor political individuals of
interest, manage ideological reeducation and labor schedules for prisoners, and help retailers
track shoppers using facial recognition. Five of the most relevant slides are outlined below:

1. Voice recording analysis: A marketing presentation from 2018 shows Huawei pitching
a technology to assist authorities in analyzing voice recordings for “national security”
purposes. The system can identify individuals by comparing the sound of their voice
against a large database of recorded “voiceprints.”

2. Prison and detention center monitoring: A product, named the “Huawei and Hewei
Smart Prison Unified Platform,” is a prison surveillance system that, in addition to
physical security aspects such as video cameras and smart gates, includes software for
managing the schedules of detainees.

3. Location tracking: A surveillance system could help authorities track “political persons
of interest” and other targets, including criminal suspects, by pinpointing the location of
their electronic devices, tracking them with facial recognition surveillance cameras, and
other measures.

4. Xinjiang surveillance: In one presentation titled “One Person One File Solution
High-Level Report,” the company’s technology allegedly helped public security in
Urumqi, capital of the Xinjiang region, capture a number of criminal suspects.

5. Corporate monitoring: A “Smart Service Center Joint Solution” could map employees’
movements and send an alert if they appear to be sleeping, absent from their desks, or
playing on their phones. The camera could also be trained onto customers, analyzing
their demographic based on facial scans and counting how many times a person returns
to the store.

#5G #AI #DIG #CHN Washington Post

→ Global wireless 5G connections reached 438M by the third quarter of 2021 and are on
pace to exceed 540M by the end of the year. According to recent data from Omdia, 72M 5G
connections were added globally between Q2 and Q3 of 2021, increasing 19.6% from 366M to
438M. At this pace of growth, 5G is expected to more than double the number of 2020
connections and is forecast to reach 540M globally by the end of the calendar year. Looking
forward, Omdia estimates global 5G connections reaching 4.8B by the end of 2026. Of that,
516M is expected to come from North America and 301M from Latin America and the
Caribbean. Overall, the number of 5G commercial networks has reached 185, according to data
from TeleGeography and 5G Americas. That number is expected to reach 220 by the end of
2021 and 329 by the end of 2023, representing strong 5G network investment growth in many
regions throughout the world. The number of 5G and 4G LTE network deployments are
summarized below:
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5G:
● Global: 185
● North America: 10
● Caribbean and Latin America: 16

4G LTE:
● Global: 693
● North America: 19
● Caribbean and Latin America: 127

#5G Businesswire

FINANCIAL TECHNOLOGY
→ Bitcoin mining has recovered from the Chinese crypto crackdown that took more than
half of global miners offline earlier this year. The recovery is measured by looking at
hashrate, a term used to describe the computing power of all miners in the bitcoin network.
China had long been the epicenter of this industry, with past estimates indicating that 65% to
75% of the world’s bitcoin mining happened there. But after Beijing effectively banished the
country’s cryptocurrency miners in May, more than 50% of bitcoin’s hashrate dropped off the
global network. As of Friday, December 10, data from Blockchain.com shows that the network
has completely recovered those losses. The network’s hashrate is up about 113% in five
months.

#FIN #USA #CHN CNBC

→ Downloads of banking and alternative lending apps by South and Southeast Asian
consumers grew eight times since January of 2021. Users in India, the Philippines,
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Indonesia, and Vietnam downloaded 7.8 times as many FinTech apps in August as they did in
January, according to Robocash Group’s research. According to Robocash Group, the
pandemic caused the spike. Just as the COVID-19 pandemic has accelerated the FinTech
sector in the West and the adoption of remote working solutions like Zoom, it has also
contributed to the FinTech boom in Southeast Asia. But despite the growing interest in FinTech
innovators in Southeast Asia, internet penetration remains a challenge. According to a
GlobalData report and forecast into Mobile Broadband in Indonesia, the population is rapidly
getting onto the mobile network – yet gaps remain. The data shows that in 2020, 60% of the
population had access to 4G. By 2025, this number is expected to grow to 88%. And the
percentage with 5G access is predicted to grow from zero to 13% in the next five years. #FIN
#5G #IND #PHL #IDN #VNM Verdict

AEROSPACE & SPACE
→ A new tool from data analysis firm Orbital Insight could help intelligence analysts
classify objects in satellite imagery quicker and more efficiently. The company’s multi-class
object detection algorithms can detect and classify a wide number of objects of relevance to the
military. Because analysts don’t have time to look at all target locations in imagery, they prioritize
the most important ones. This leads to a potential loss in information from secondary and
tertiary targets—information that could substantiate events at primary locations. After
recognizing different types of aircraft, ships, or weapons, the algorithm can alert analysts to new
or unusual activity at the sites, such as a large number of cargo planes arriving, or more than
the usual bomber or fighter jet traffic. That visual data can be combined with other pieces of
collectible information, such as telephonic metadata from data brokers or automatic
identification system (AIS) data from ships, to refine results, boost confidence in particular
findings, or discover new events. #AER #AI #USA Defense One

→ The U.S. military wants to buy more products and services from space companies but
is struggling to leverage commercial innovation. According to officials at a December 14
TechCrunch space industry conference, the Pentagon needs to determine how to work with the
new space sector and attract suppliers that have not traditionally pursued government contracts.
According to Steve Isakowitz, president and CEO of the Aerospace Corp., the military wants to
buy commercial products but needs better ways to communicate its needs to the growing
industry. Aerospace, a federally funded research and development firm that advises U.S.
government agencies, created an organization inside the company initiative called Commercial
Space Futures to serve as a bridge between the government and new commercial entrants.
This will help address obstacles that currently prevent the government from accessing the
commercial industry. #AER #SAT #USA Space News

→ The US Department of Defense added $61.9M to a previous $2.38B Lockheed Martin
Intermediate Range Conventional Prompt Strike (CPS) Weapon System contract. The
2019 contract involves designing, developing, and integrating the hypersonic naval weapon
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system’s rocket motors, missile body, support equipment, and its eventual demonstration and
deployment by February 2024. The Army and Navy are jointly developing the missile glide body
— with the Navy as the lead designer and the army leading the production. They will conduct
joint flight tests of the missiles in the next stage of development. According to Lockheed’s chief
executive Marillyn Hewson, the company was developing the weapon system to catch up with
developments by China and Russia.

#AER #USA #CHN #RUS The Defense Post

BIOTECHNOLOGY
→ As China prepares to open its $120B corn market to genetically modified seed, a little
known company Dabeinong Biotechnology hopes to reap the benefits of early biotech
investments and a law keeping firms on the sidelines. The commercialization of of
genetically modified corn in the world’s #2 producer is set to significantly boost yields, reducing
the need for imports. It may also spur hoped-for reform of a chaotic and oversupplied seed
sector, creating a new multibillion dollar market that may eventually open up to global seed
giants. Beijing has made it clear that it will champion homegrown leaders in seed technology
and Dabeinong is the larger of two local companies with an insect-resistant and
herbicide-tolerant corn already approved as safe by the agriculture ministry. It already has
licensing deals with almost 200 seed firms. Dabeinong Biotechnology was founded in 2011 as a
unit of large animal feed producer Beijing Dabeinong Technology Group - who made headlines
after a senior executive (among several others) was charged with stealing corn seed from fields
in Iowa and Illinois and jailed for three years in 2016. #BIO #GRN #CHN #Geopolitics Reuters

→ Chan Zuckerberg Initiative’s science program released three major announcements to
coincide with its five year anniversary, showing no sign of slowing down after
demonstrating success in biotech research. The first announcement is a new CZI Institute
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for Advanced Biomedical Imaging, which has typically been complex and expensive but CZI is
working to lower the cost and increase efficiencies - an effort the new institute should help
accelerate. CZI will also extend its Biohub operations through 2031 and establish a network of
new ones to scale up its operations. CZ Biohub was started as a cross-institutional,
cross-discipline platform focused on understanding and modeling disease with the goal of
preventing, managing, or curing all of them by the end of the century. CZI also announced a
new research institute at Harvard, the Kempler Institute for the Study of Natural and AI, will
focus on understanding and replacing the human mind. #BIO #USA Tech Crunch

→ Scientists are using a sensing platform that consists of 3D printed silver micropillars
decorated with graphene nanoflakes to help detect disease early. Sensing clinically
relevant biomolecules at low concentrations can enable early detection and treatment of a range
of diseases. And scientists are exploring several nanostructures to detect biomolecular
sensitivities better. The process of nanostructuring surfaces alone is historically insufficient to
enhance sensor sensitivities to the level needed. But this new approach is set to break such
barriers. Graphene provides a high surface area at nanoscale while the micropillar array
accelerates the interaction of molecules with the electrode at low concentrations. In a new paper
in Nature, scientists share their findings after using this approach to detect dopamine and say
their work opens possibilities of deteccting biomolecules at ultralow concentrations. #BIO #MFG
Nature

GREEN TECHNOLOGY

→ Vietnam's biggest conglomerate, Vingroup, is building a $174M battery cell plant for its
VinFast electric vehicles business. The battery plant, Vietnam's first EV battery project, is
located in the central province of Ha Tinh, on a 20-acre plot. The company wants to own its
battery supply chain and is betting on the U.S. market, where its electric SUVs and a battery
leasing model are expected to make their debut next year. The company is aiming to produce
100K battery packs per year in a first phase and then upgrade its capacity to 1M. The project is
estimated to run at full capacity beginning in 2025. VinFast is working with a variety of partners
for batteries, including StoreDot, Gotion High-Tech, and ProLogium. It is also focusing on
internal R&D and establishing research facilities to develop battery and charging technologies.
#GRN #USA #VNM Reuters

→ Canada has warned U.S. lawmakers that a proposed tax credit for electric vehicles is a
threat to the USMCA trade agreement and will come with retaliatory sanctions against
U.S. businesses. Finance Minister Chrystia Freeland and Trade Minister Mary Ng sent a letter
to several U.S. senators as the bill proposing the tax credit is in the Senate for consideration.
The letter states that the tax credit would amount to a 34% tariff on Canadian-made vehicles,
and, because of the current integration between the two countries, would be a major blow to the
whole industry. The U.S. proposal would give consumers a credit of up to $12,500 to purchase
an electric vehicle, provided it is made in an American and unionized factory. The credit has
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been a concern to the Trudeau government since it was first announced, and Ng has made
recent trips to Washington to lobby for changes. According to the letter, Canada hopes to avoid
this fight and work with the Biden administration to promote electric vehicle production, but it
wants to ensure Canadian manufacturers are not targeted. #GRN #USA #CAN National Post

→ Household heat pumps are growing in popularity as consumers and governments aim
to reduce their carbon footprints. Heating air and water for buildings was responsible for 12%
of the world’s energy-related carbon emissions in 2019, according to the International Energy
Agency, roughly half the amount produced by the entire global transportation sector. To curb
those emissions, governments in the U.S., and across Europe, are encouraging the use of heat
pumps as part of broader net-zero plans, by offering subsidies, tax breaks, and rebates. Unlike
traditional furnaces, which burn natural gas, oil, or coal, heat pumps are electric and don’t rely
on emissions-intensive fuels. If the electricity they receive from the grid is generated from
renewable sources, they don’t need fossil fuels at all. But the typical cost of buying a residential
air source heat pump in the U.S. is about $3,600. The total cost is more than $5,000 including
installation, around double the cost of buying a furnace that runs on gas or oil, according to
2018 figures from the EIA. Heat pumps comprised around 12% of the home-heating systems in
the U.S. last year, according to the Energy Information Administration. #GRN #USA WSJ

ADVANCED MANUFACTURING
→ Formlabs announced Tuesday, December 14, that its 3D printers have made it into the
catalog of Vizient, a major group purchasing organization for U.S. health providers. The
Vizient contract is the first for a 3D printing company seeking access to the healthcare market.
According to officials at Formlabs, the deal demonstrates the increased demand at hospitals
and ambulatory surgery centers for 3D printed surgical tools and medical supplies amid
pandemic-related supply chain problems. When traditional manufacturers were unable to meet
the demand for nasopharyngeal swabs for COVID-19 testing, Formlabs 3D printers produced
70M. According to the company, the number of hospitals and health systems using its printers
quadrupled during the pandemic. #MFG #BIO #SCRM Medical Design & Outsourcing
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AUTONOMOUS SYSTEMS
→ Aurora, an autonomous truck developer that plans to offer a commercial driverless
semitruck service starting in 2023, intends to integrate its subscription-based system
into Uber Freight - Uber’s truck-booking service. This month, trucks equipped with Aurora’s
software, sensors, and computing system began hauling cargo on behalf of Uber Freight in
Texas. The supply chain disruptions of 2021 combined with a shortage of long haul truck drivers
has raised the profile of companies developing autonomous driving tech for big rigs including
TuSimple, Embark, Waymo, and Aurora. Self-driving trucks  may become a more lucrative
business in the near term, owing to a growing demand for ever faster deliveries. Aurora
acquired Uber’s autonomous tech unit at the end of 2020 and the ride-hail company is also one
of its key investors. Aurora also intends to provide an autonomous ride system for use by Uber
within the next few years. #AUT #USA Forbes

→ Ford is launching a fresh food delivery pilot in southwest Detroit using an
autonomous vehicle shuttle. The company announced a six month initiative kicking off after
the holidays that aims to deliver approximately 10,000 pounds of fresh food to residents of Rio
Vista Detroit Co-op Apartments, a senior living center. The pilot builds on a free food program
that the Ford fund and Gleaners Community Food Bank launched earlier this year, doubling the
existing food deliveries for more than 20 Rio Vista residents who participated in the service. The
existing food delivery program operated by the Ford Fund and Gleaners already has distributed
~2.4M pounds of food. Participants receive a mix of dry and canned goods, plus fresh produce,
milk, and cheese. The pilot will bring participants with an additional delivery containing fresh
produce milk every month. #AUT #USA The Detroit News

SEMICONDUCTORS & CHIPS
→ India has approved a $10B incentive plan to attract semiconductor manufacturers as
part of a deepening push to establish the country as a global electronics hub. Under the
plan, India’s government will extend fiscal support of up to 50% of a project’s cost to eligible
display and semiconductor fabricators. Israel’s Tower Semiconductor, Taiwan’s Foxconn, and a
consortium from Singapore have shown interest in setting up chip factories in India and Vedanta
group is also interested in setting up a display plant according to Reuters. The drive comes as
some companies look to diversify their manufacturing bases beyond China due to the ongoing
trade war between Washington and Beijing and is a sign India is trying to move up the
electronics value chain. #CHP #IND #USA #ISR #TWN #CHN #SGP #SCRM Reuters

→ IBM and Samsung are researching how to build semiconductor transistors vertically to
free up more space on the silicon. The research has led companies to develop VTFET
(vertical transport nanosheet field effect transistor), a new kind of transistor that can be more
densely packed onto a computer chip compared to a FINFET (fin field-effect transistor). VTFETs
work by laying the transistor parts perpendicular to the silicon wafer. In contrast, a FINFET
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transistor will arrange certain parts laterally - taking up more space. A transition to VTFETs has
the potential to reduce energy usage by 85%. The idea of building out transistors vertically is not
new - last week, Intel announced its own research efforts on stacking transistor parts on top of
each other to reduce energy by 30-50%. The research from IBM and Samsung has advanced to
the point that the VTFET transistors can be manufactured on test chips. While this sounds
promising, IBM is not known for manufacturing, but Samsung is. #CHP #USA #JPN PCMag IBM
Reuters

QUANTUM TECHNOLOGY
→ Taiwan announced this week that it would invest $288M in its quantum computing
technology and workforce in a five year initiative. The five year effort will rely on existing
resources from tech and economic affairs departments as well as academia. Taiwan will also
lean on its established strengths like chip manufacturing to build a quantum ecosystem. The
Shalun Green Energy Technology Demonstration Site will serve as Taiwan’s hub for quantum
R&D. Taiwanese leadership believes quantum, AI, and big data will play a pivotal role in shaping
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a smart society of the future, adding that next generation computing tech would promote
revolutionary changes to areas such as information security, finance, transportation, and
national defense. #QNT #CHP #TWN #AI Quantum Insider

→ US Odyssey Therapeutics acquired London-based Rahko - who is developing
quantum computer software designed for drug discovery. Quantum’s considerable
computational power and its ability to simulate molecules and molecular interaction make it
theoretically a good fit for the pharmaceutical industry. Odyssey recently announced that it
raised $21M in VC funding to back new drugs and drug discovery technologies. Rahko was
founded in 2018 by computer science graduates at University College of London. It is currently
developing a drug discovery service called Hyrax that applies drug discovery algorithms to
quantum computers. In 2021 Rahko was named one of the hottest startups in Europe as it
announced a collaboration with pharma giant Merck. This latest merge represents a continued
mobility between US and UK quantum companies - UK-based Cambridge Quantum recently
merged with US-based Honeywell and PsiQuantum (originally UK-based) relocated to Silicon
Valley. #QNT #BIO #USA #GBR TQI

GEOPOLITICS
→ The US Treasury Department imposed targeted sanctions on 15 individuals and 10
entities linked to China, Bangladesh, North Korea, and Myanmar over various human
rights abuses. The sanctions target Chinese AI firm SenseTime and Chinese officials over
technology-enabled abuses in Xinjiang. These sanctions are likely to complicate SenseTime’s
plans for an IPO in Hong Kong, expected to raise up to $767M this month. US firms Silver Lake
and Qualcomm are investors. The measure also lists Bangladeshi security officials; North
Korean officials, and a Russian university which facilitates the export of North Korean workers;
and Myanmar military entities. The US is also looking to block China’s largest chip maker, SMIC,
from buying US manufacturing tools. US officials said they are also considering adding more
Chinese technology companies to the entity list and to Treasury’s list banning US investment.
Some Commerce officials remain wary of a tougher stance on China, saying it could hurt US
companies that export to SMIC and further exacerbate the global chip shortage. #Geopolitics
#USA #CHN #MMR #BGD #PRK #SCRM #CHP #HKG Al Jazeera Reuters US Department of
the Treasury WSJ

→ The UN human rights office is set to issue a report assessing alleged human rights
abuses against Uighurs and other Muslim minorities in China’s Xinjiang region, on the
heels of a British tribunal that found evidence of genocide. Last week an unofficial
British-based tribunal of lawyers and campaigners said Chinese President Xi Jinping bore
primary responsibility for what it said was genocide, crimes against humanity, sexual violence,
and systematic torture of Uighers and members of other minorities in the Xinjiang region.
Crimes of deporatation and forcible transfer of people, severe deprivation of physical liberty,
torture, sexual violence, persectuion, enforced disappearances, and “inhumane acts” are all
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proven “beyond reasonable doubt” according to the tribunal. And the Chinese regime was found
guilty on the irrefutable accusation of “imposing conditions intended to prevent birth.” Forced
sterilization, removal of wombs, abortions, and contraception have all resulted in “significantly
fewer births” among the Uigher population according to the report. This tribunal represents the
first time a quasi judicial body, independent of government, has offered such a judgment. A UN
spokesperson said that there has been “no concrete progress” in talks with Beijing to organize a
proposed visit to the region. #Geopolitics #CHN #GBR #UN Reuters WSJ

CYBERSECURITY
→ Romanian police detained a 41 year old suspect in the city of Craiova on suspicion of
participating in ransomware attacks across the globe this past week. He is believed to be a
so-called “ransomware affiliate” - a term used to describe cyber criminals who rent access to
ransomware, hack into corporate networks, and then deploy it against their targets. According to
Romania’s Directorate for Investigating Organized Crime and Terrorism (DIICOT), and Europol,
the Romanian suspect hit a major Romanian company, but also other targets across the world.
The Romanian victim was described as an IT company that delivers services in retail, energy,
and utilities sectors.  Authorities did not release the name of the suspect or his affiliation with
any specific ransomware-as-a-service program. This marks the third ransomware affiliate
arrested in Romania this year after two suspects who collaborated with REvil were detained last
month. #Cybersecurity #ROU #RUS The Record

→ The size of crypto exchange hacks is growing as cryptocurrency prices have surged
this past year. Over the summer, an anonymous hacker stole roughly $600M in crypto from
Poly Network, a decentralized finance network. And four months later, hackers stole at least
$150M from crypto exchange Bitmart. According to one analysis, unidentified hackers used a
stolen private key to open two hot wallets and extract funds. Five of ten of the largest crypto
thefts of all time happened this year according to data compiled by consumer website
comparitech. And these incidents may only continue due to increased cryptocurrency usage
according to financial experts. #Cybersecurity #Fintech CNN

SUPPLY CHAINS
→ China has approved the creation of one of the world’s largest rare earths companies
aimed at maintaining its dominance in the global supply chain of the strategic metals.
The new firm will be called China Rare Earth Group and will be based in Jiangxi, as early as this
month. The new entity will be created by merging rare earths assets from state firms such as
China Minmetals, Aluminum Corp of China, and Ganzhou Rare Earth Group. The combined
group is designed to strengthen Beijing’s pricing power and avoid infighting between Chinese
firms, and to use that clout to undercut western efforts to dominate critical technologies.
Estimates of China’s dominance in rare earths vary but still assess China owns a majority of
rare earths. Some analysts say China mines 70%+ of the world's rare earths and is responsible
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for 90% of the complex process of turning them into magnets. And a White House report
estimated that China controls 55% of the world’s rare earth mining and 85% of the process.
#SCRM #Geopolitics #CHN WSJ

→ A growing group of the most senior operational and strategic US commanders that
include General Stanley McChrystal and former Chairman of the Joint Chiefs of Staff,
Admiral Mike Mullen, are seeing the supply chain threat as an existential threat. Two
factors have brought the otherwise dry subject of supply chain security to the top of the political
risk table. One has been the pandemic, in which we have become painfully aware of the fragility
of supply chains and the over-dependence of Western countries on external providers,
particularly in China. We have also realized how little we actually understand about our supply
chains: which companies are in them, who owns them, who controls them and how they can be
disrupted. The other factor has been the so-called SolarWinds attack, almost exactly a year
ago. There are two challenges, the first of which is visibility. Beyond that is the need to take
action. We have to move from assessing risk and admiring the problem to fixing it. The
complexity of the global supply chain is the creation of open economies and democratic
societies; but unless it is secured it will ultimately undermine them. #SCRM #USA The Cipher
Brief
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