
MATRIX MONITOR
Friday December 3, 2021

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features the purchase of a digital plot of land by a
Canadian firm, China’s efforts to track journalists and international students, a global

agreement on the ethics of AI, the Pentagon’s new organization that tracks unidentified
aerial phenomenon, NASA’s mission to demonstrate the world's first planetary defense
system, the growing industry at the intersection of FinTech and climate, a patient fitted

with a 3D printed eye, the addition of Chinese companies to the U.S. trade blacklist, and
the ongoing global semiconductor shortage.



NEXT5 NEWS & AMPLIFICATIONS:
→ A new report released by Booz Allen Hamilton warns that Chinese hackers could steal
encrypted information now to decrypt with quantum computers when they achieve the
capability in the next several years. The report also highlights that quantum-assisted
decryption will arrive faster than quantum-assisted encryption, giving hackers an edge.
According to the report: encrypted data with intelligence longevity like biometric markers, covert
intelligence officer and source identities, social security numbers, and weapons designs may be
increasingly stolen under the expectation that they can eventually be decrypted. However, the
report adds that there is a very small likelihood that quantum computing could break the latest
encryption methods before 2030. BAH assesses that quantum advantages over classical
computing are at least a decade away. Further, the report notes that China is a strong player in
the quantum race, and BAH assesses China will surpass Europe and the US. The report
recommends CISOs manage strategic risk associated with quantum computers’ influence on
Chinese cyber threats by:

1. Conducting threat modeling to assess changes to organizational risk
2. Developing an organizational strategy for deploying post-quantum encryption
3. Educating personnel and staying informed.

#QNT #Cybersecurity #Geopolitics Booz Allen Hamilton

→ The recently signed $1.2T US infrastructure bill includes spending earmarked for
cybersecurity, electric vehicle & autonomous vehicle infrastructure, broadband internet
expansion, and a host of clean energy and climate initiatives. Venture investors say that all
adds up to opportunities for startups working on the next generation of infrastructure-related
technological innovation. The bill set aside $120B for digitally mapping out critical infrastructure
around water and electricity. It also included $65B for broadband and 5G deployments. And it
allocates $2B for cybersecurity initiatives - $1B for FEMA to upgrade its IT infrastructure and
$21M for the new Office of the National Cyber Director. The bill also set aside $110B to fix older
bridges, roads, and highways to benefit electric and self-driving cars of the future. And it
separately budgets $7.5B for EV charging stations and $5B for electric and hybrid school uses.
Finally, the bill sets aside $47B for climate resilience measures and another $65B for electric
grid and clean energy investments. $1.5B of that chunk will help fund a nuclear power startup’s
$4B advanced reactor which will replace a coal-fueled power station in Wyoming. While this is
historically the single largest investment the US has allocated to climate and clean energy,
experts say it is a drop in the proverbial bucket compared to the need. #DIG #GRN #AUT #5G
#Cybersecurity #USA Crunchbase
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DIGITALIZATION
→ Evolving technologies, and AI systems that allow for the rapid sifting of data, are
helping foreign adversaries root out spies. Current CIA case officers face digital obstacles
such as surveillance cameras and biometric border controls, smartphones, watches, and
vehicles that constantly track their location. Moreover, there is the challenge of “digital dust” –
the personal record individuals leave across the internet. According to a senior CIA official, the
agency will employ both new and traditional spy tradecraft to adapt to the risk of exposure
driven by changing technology. According to a January report by the Center for Strategic and
International Studies: while advances in technologies will help U.S. spy agencies gather
intelligence and spot adversaries, the advantage lies with authoritarian states like China and
Russia that can exert greater control over them.

#DIG #CHN #RUS #USA WSJ

→ Security officials in one of China's largest provinces have commissioned a
surveillance system to track journalists and international students. A July 29 tender
document published on the Henan provincial government’s procurement website details plans
for a system that can compile individual files on such persons of interest coming to Henan—the
system uses 3,000 facial recognition cameras that connect to various national and regional
databases. The tender document specified cameras must be able to build a relatively accurate
file for individuals whose faces are partially covered by a mask or glasses, and those targeted
must be searchable on the database by uploading a picture or searching their facial attributes.
The system will be operated by at least 2,000 officials, and journalists will be divided into three
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categories: red, yellow, and green, in decreasing order of risk, according to the tender. Warnings
will be set off if a journalist while in Henan registers into a hotel, buys a ticket, or crosses the
provincial border. Also, the system should be able to track the movements of international
students through mobile phone positioning and travel bookings— particularly during key dates
such as the country's national day or annual session of parliament. #DIG #CHN Reuters

→ A Canadian investment firm purchased a digital plot of land for nearly $2.5M in
cryptocurrency. The purchase, at a total of $2.43M, is the biggest of its kind on record.
Tokens.com, which focuses on decentralized finance (De-Fi), made the buy on Decentraland, a
blockchain-based metaverse where cryptocurrency is spent to customize avatars, acquire real
estate, and interact with other members. According to Tokens.com, the land is equivalent to
6,090 square feet and will be used to hold digital fashion shows and expand e-commerce
services with fashion brands. #DIG #FIN #CAN CNet

→ Didi shares fell on Friday, November 26, after Chinese regulators were said to have
asked the ride-hailing giant to delist from U.S. exchanges. Didi has struggled since its U.S.
debut in July after Chinese regulators launched multiple investigations into the company amid a
crackdown on tech firms—the stock has declined about 44% from its initial offering price of $14.
Other U.S.-listed China stocks also dropped on Friday, with tech giants including Alibaba and
JD.com all falling as regulators in Beijing issued draft guidelines that tighten advertising
restrictions. Didi investors are pursuing options to delist. One possible route would be for the
company to pursue privatization. Another avenue would be for the ride-hailing firm to list its
shares in Hong Kong and then delist them in the U.S. #DIG #CHN #USA #HKG Bloomberg

→ Support for curbing large technology companies’ market power is widening in the
Senate. Lawmakers in both parties are endorsing new legal constraints on search engines,
e-marketplaces, app stores, and other online platforms in response to public concerns over the
size and influence of the tech companies. The measures must overcome increased lobbying

4
BACK TO TOP

© 2021 | Next5 Inc | All rights reserved

https://www.reuters.com/technology/exclusive-chinese-province-targets-journalists-foreign-students-with-planned-new-2021-11-29/?utm_source=Join+the+Community+Subscribers&utm_campaign=c41d082fa3-EMAIL_CAMPAIGN_2021_11_29_03_37&utm_medium=email&utm_term=0_02cbee778d-c41d082fa3-122813217&mc_cid=c41d082fa3&mc_eid=a2607b15f9
https://www.tokens.com/
https://decentraland.org/
https://www.cnet.com/personal-finance/someone-just-bought-virtual-land-for-2-5m/
https://www.bloomberg.com/news/articles/2021-11-26/didi-shares-slump-premarket-as-china-said-to-request-delisting?cmpid=BBD112921_TECH&utm_medium=email&utm_source=newsletter&utm_term=211129&utm_campaign=tech


efforts in opposition from companies such as Google, Amazon, and Apple, which say many of
the proposals will hurt consumers who have grown dependent on their products and services.
Lawmakers are also stepping up their efforts to pass consumer-protection legislation, including
greater privacy protections for children and others, spurred by recent revelations about Meta
Platform’s Instagram and Facebook services. #DIG #USA WSJ

SATELLITES & NAVIGATION
→ A Hanscom Air Force base team was recently awarded a $19.3M contract to support a
constellation of high-tech weather satellites capable of observing precipitation and storm
structures from space. As part of the agreement, Boston-based meteorological intelligence
company Tomorrow.io will provide the Aerospace Management Systems Division with
three-dimensional global weather and ocean data. This data can be used to enhance numerical
weather modeling, machine learning programs, and near-term forecast capabilities. Currently,
NASA’s Global Precipitation Measurement satellite is the only spaceborne radar to measure
precipitation from space. With one satellite, hourly global precipitation coverage is impossible,
as it takes numerous orbits around the Earth to sample the entire globe. However, with a
constellation of satellites, global sampling can be completed in regular time intervals. The team
awarded the contract utilizing a Small Business Innovation Research, or SBIR, award through
the AFVentures Strategic Funding Increase, or STRATFI, pilot program. STRATFI is a
Department of Defense initiative focused on securing large-scale, strategic capabilities.  #SAT
#GRN #USA Hanscom AFB

→ Dozens of companies are launching satellites in anticipation that buyers will demand a
more granular view of Earth. Space-data companies, which use satellites to take photos of
Earth, track radio signals, and use radar to see through clouds, raised $5.2B last year, up from
$1.4B in 2015, according to data from PitchBook. Buyers of the companies’ products have
included defense and other government agencies that tap the information to track troop
movements and military projects. Space-data companies also see opportunities to sell
information to insurers, which could use it to assess disaster risks for properties, and energy
companies, which could use the data to monitor pipelines. Other clients could include
governments and businesses looking to monitor pollution and track environmental
commitments. The remote-sensing market generated $2.6B in revenue in 2020, more than
double compared with about a decade ago, according to data-provider BryceTech. And more
than 800 remote-sensing satellites, most controlled by commercial operators, now orbit the
earth, up from 123 at the end of 2011, according to the firm. #SAT WSJ

→ A Chinese Kuaizhou-1A rocket launched the classified, experimental Shiyan-11
satellite on Wednesday, November 24. The satellite was later tracked in orbit by the U.S. 18th
Space Control Squadron. Shiyan-11 was developed by the China Academy of Space
Technology (CAST), the country’s main state-owned spacecraft maker, according to a social
media post from CAST’s parent company, the China Aerospace Science and Technology Corp.,
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(CASC). Kuaizhou rockets typically launch commercial payloads, such as Jilin-1 satellites for
commercial remote sensing firm Changguang Satellite Technology. However, the November 24
launch was a rare example of the KZ-1A launching a government payload. The launch was
China’s 46th orbital launch of 2021, extending a new national record for launches in a calendar
year.

#SAT #CHN #USA Spae News

→ Satellite-imaging company Planet Labs is going public via a merger with SPAC dMY
Technology Group IV in December. The San Francisco-based company, which sells
geospatial data and analytics software to businesses and government agencies, will use the
roughly $600M it expects to raise from its public offering to win more customers, increase its
data offerings, and strike more acquisitions. Planet Labs then plans to debut on the New York
Stock Exchange under the name Planet Labs Public Benefit after a December 3 shareholder
vote on the deal. Planet Labs is one of several satellite companies that in recent months have
decided to go public via SPACs in a bid to capitalize on higher investor demand for
space-derived data. Other such companies include Terran Orbital and Uruguay-based
Satellogic. #SAT #USA #URY WSJ

ARTIFICIAL INTELLIGENCE
→ 193 UNESCO member countries adopted the first global agreement on the ethics of AI
on Thursday, November 25. AI is supporting the decision-making of governments, helps
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combat global issues such as climate change, and can provide personalized recommendations.
But the United Nations Educational, Scientific and Cultural Organization (UNESCO) is
concerned about challenges that come with the developing technology, such as gender and
ethnic bias, as well as privacy threats. For these reasons, the UNESCO member countries
adopted the agreement to guide the construction of the necessary legal infrastructure to ensure
the ethical development of AI. #AI #UN Euronews UN News

→ MIT researchers have developed a model that recognizes the relationships between
objects in a scene. Their model represents individual relationships one at a time, then
combines these representations to describe the overall scene. While other deep learning
models don’t understand the entangled relationships between individual objects like humans do,
this work could help industrial robots perform multi step tasks, like stacking items in a
warehouse or assembling appliances. It also moves the field closer to enabling machines that
can learn from and interact with their environments.

#AI #USA MIT

NEXT GENERATION COMMUNICATIONS
→ Swedish telecom equipment maker Ericsson agreed to buy cloud-communications
provider Vonage for $6.2B. According to Ericsson, the deal will expand the company's wireless
enterprise business and broaden its global offerings. Ericsson, in what would be its biggest deal
ever, agreed to pay $21 a share for Vonage, representing a 28% premium to the Friday,
November 19th closing share price. The purchase, which Vonage’s board has approved, will be
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financed through Ericsson’s existing cash resources. The deal is the latest of several recent
acquisitions in the cloud-communications software market. These communications
platform-as-a-service companies provide the tools that companies use to interact with
employees and customers by text, WhatsApp, other chat services, video, and voice. The deal is
expected to complete within the first half of 2022, subject to shareholder and regulatory
approvals, according to Ericsson. #5G #SWE #USA WSJ

→ AT&T and Verizon proposed limits on some of their 5G services for six months while
federal regulators review the signals’ effect on aircraft sensors. The cell phone carriers
detailed the proposed limits Wednesday, November 24, in a letter to the Federal
Communications Commission. The companies agreed to lower the signals’ cell-tower power
levels nationwide and impose stricter power caps near airports and helipads. The carriers in
November delayed their rollout plans until early January after FAA leaders raised concerns
about the planned 5G service. Air-safety officials worried the new transmissions could confuse
some radar altimeters, which aircraft use to measure their distance from the ground. U.S.
wireless companies send 5G signals over lower frequencies than the altimeters, but air-safety
officials were concerned that some especially sensitive sensors could still pick up cell-tower
transmissions. #5G #USA WSJ Bloomberg

FINANCIAL TECHNOLOGY
→ The number of startups at the intersection of fintech and climate that have raised
funds in recent months is growing. Companies are developing offerings including
carbon-tracking debit cards, a robo-advisor platform for offsets, and products that make it easier
for investors to value ESG (environmental, social, and governance) assets. One company, Ando
Money, is a mobile banking app that uses deposits to invest only in green initiatives like
renewable energy and sustainable agriculture. To fund expansion, the startup raised $6M last
month in a seed round led by TTV Capital.

Other noteworthy funding recipients include:
➔ Xpansiv: A marketplace for ESG commodities, which announced $100M in new

financing in September from backers including Clean Energy Finance Corp. and
Commonwealth Bank of Australia.

➔ Climb8 Invest: Offers a platform for investing in a portfolio of public companies making
an impact in tackling climate change. The company raised more than $18M from a mix of
seed and crowdfunding.

➔ Evergrow: A provider of carbon offtake contracts and project financing which raised $7M
in a seed round in November led by Congruent Ventures and XYZ Venture Capital.

➔ Doconomy: A Swedish startup that compiles and provides data around the climate
impact of products, transactions, and companies. It raised a $17M round in September.

#FIN #GRN #USA #SWE #GBR Crunchbase
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AEROSPACE & SPACE
→ Players in China’s emerging commercial space sector outlined plans for the coming
years at a space forum in Wuhan. The seventh China Commercial Aerospace Forum (CCAF),
held from November 25-26, saw state-owned defense and space giant China Aerospace
Science and Industry Corp., (CASIC), and a variety of private and state-owned companies
present updates and plans for the future. Notably, CASIC and its subsidiaries are moving
forward with plans for an 80-satellite narrowband constellation named Xingyun and intend to
launch at least 12 Xingyun-2 satellites in 2022 to form the second stage of the three-state
constellation. A presentation from CASIC also included a statement indicating progress in the
company’s plans to develop the Tegnyun spaceplane. Beijing-based private firm iSpace also
presented plans for a spaceplane at CCAF, and a recently unveiled concept by CAS Space
resembles both Blue Origin’s New Shephard and the SpaceX Crew Dragon. The company aims
to provide rides to space for tourists as soon as 2024. #AER #SAT #CHN Space News

→ The Pentagon has created the Airborne Object Identification and Management
Synchronization Group (AOIMSG), dedicated to the threats of unidentified aerial
phenomena (UAP). Formerly the purview of the Navy, the investigations into UAP will now be
conducted by the new organization, situated in the office of the Under Secretary of Defense for
Intelligence & Security. The Pentagon is concerned about incursions into the U.S. Special Use
Airspace, which, according to the Federal Aviation Administration, includes areas over military
bases, training ranges, and national security areas. According to the Pentagon, the decision to
create the new organization was ordered by Deputy Defense Secretary Kathleen Hicks, in close
collaboration with the Director of National Intelligence. It comes in the wake of a June report by
the ODNI which found that the limited amount of high-quality reporting on UAP hampers their
ability to draw firm conclusions about the nature or intent of UAP. #AER #USA Military Times

→ The DART spacecraft was launched on Tuesday, November 23, on a NASA mission to
demonstrate the world's first planetary defense system. It was designed to deflect an
asteroid from a potential collision with Earth. After launch, the DART payload was released from
the booster to begin a 10-month journey into space, approximately 6.8M miles from Earth. The
mission will culminate with a test of the spacecraft's ability to alter an asteroid's trajectory with
kinetic force, plowing into it at high speed to nudge the asteroid off course. Cameras mounted
on the impactor and on a mini-spacecraft to be released from DART about 10 days beforehand
will record the collision and beam images of it back to Earth. #AER #USA Reuters

→ Japan’s space agency is set to recruit astronaut candidates to support the NASA-led
Artemis lunar exploration program. The Japan Aerospace Exploration Agency (JAXA)
announced the recruitment plan on November 19, saying successful candidates would be
assigned to work long-term at the International Space Station (ISS), the Japanese experiment
module “Kibo” attached to the ISS, or NASA’s lunar orbit outpost Gateway. JAXA, under an
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agreement with NASA, will provide capabilities for the Gateway’s International Habitation
module (I-Hab), which will provide the heart of Gateway life support capabilities and additional
space where the crew will live, work, and conduct research during Artemis missions. Applicants
will go through tests and interviews that evaluate English proficiency, leadership,
problem-solving ability, and ability to convey experiences of their missions to the public. Final
candidates are expected to be announced in February 2023, according to JAXA. #AER #USA
#JPN Space News

→ The White House released its space policy priorities Wednesday. The seven-page
"United States Space Priorities Framework" document, released just before the first meeting of
the National Space Council in the Biden administration, set out priorities ranging from
supporting the peaceful and sustainable use of space to using space data for climate change
and supporting STEM education. It also backs continued U.S. leadership in space exploration
and space science, as well as defending national security interests in space. The report says
little about how those priorities will be implemented, instead serving as a guide for the council's
work. #AER #USA SpaceNews

BIOTECHNOLOGY
→ Pfizer accused a former Chinese employee of uploading 12,000 sensitive documents
from a company-issued laptop to personal drives and devices. The documents pertain to
numerous Pfizer products, including its COVID-19 vaccine and avelumab and elranatamab
monoclonal antibodies. Pfizer believes that the employee was planning to work for the
competitor Xencor, a clinical-stage biopharma. The lawsuit accuses the employee of
misappropriation of trade secrets, breach of contract, conversion and trespass to chattel. #BIO
#USA Drug Discovery & Development

→ DeepMind announced that it has used its AI, AlphaFold, to predict shapes of nearly
every protein in the human body and other proteins found in 20 of the most widely
studied organisms. So far, the trove consists of 350,000 newly predicted protein structures. In
the next few months, DeepMind will predict and release the structures for more than 100M more
in a database where researchers can just grab a structure they need. Predicting the shape of a
protein knot is important because it reveals the protein’s function, which is useful in
understanding disease and developing new drugs. While figuring out a protein’s shape can take
months in the lab, AlphaFold can do it in a day or two. Moreover, AlphaFold predicted shapes
for 36% of human proteins with an accuracy that is down to the level of individual atoms, which
is more than enough for drug development and figuring out a protein’s function. #BIO MIT
Technology Review

→ Using the data collected from its popular DNA spit tests, 23andMe is considering drug
development as a new business line. The popularity of 23andMe DNA tests have allowed the
company to build a database big enough to identify new links between diseases and particular
genes. Using this research, 23andMe would be able to create drugs that it could tailor to
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different genetic profiles. Currently, it is collaborating on clinical trials for one compound that
could be used for immuno-oncology, treatments that attempt to harness the body’s immune
system to beat cancer. 23andMe is also exploring drugs with use in treatments for neurological,
cardiovascular, and other conditions. However, there are privacy concerns associated with this –
critics warn that there are not enough legal protections on genetic data to justify trading DNA
samples for answers about people’s background. DNA data contains valuable information about
people and their blood relatives, which could be hacked, deanonymized, or shared with the
police. 23andMe’s pharma ambitions amplify these risks as they continue to accumulate genetic
data for drug development. #BIO #USA Bloomberg

GREEN TECHNOLOGY

→ Electric vehicles are at the top of U.S. mayors’ climate agendas, according to a new
survey by the U.S. Conference of Mayors. More than half of the 103 mayors surveyed called
EVs the most promising technology for reducing energy and carbon, while almost as many cited
low-energy buildings as an important technology. The findings show increased interest among
city leaders in zero-emissions vehicles, mirroring President Joe Biden’s emphasis on EVs in his
climate policies. In a similar 2016 survey, only a quarter of mayors cited electric vehicles as the
most important priority. In the survey, mayors said the greatest challenge to energy efficiency
upgrades is cost, including local budget constraints, limited state and federal funding, and high
up-front costs for infrastructure. With respect to EVs, 69% of mayors said they had a specific
strategy or plan to build out the charging infrastructure. Almost all of those mayors said their
plans were contingent on securing funding help from federal, state, or private partners. #GRN
#USA Bloomberg

→ Nissan plans to spend $17.6B over the next five years as it adds 20 new
battery-powered vehicles to its lineup. Nine of the 20 new vehicles to be introduced by 2026
would be purely battery-powered EVs, and the others would include Nissan’s version of
gasoline-electric hybrids. The Biden administration recently issued an Executive Order that aims
to have electric vehicles represent half of all new car sales in 2030. Nissan wants pure-electric
or hybrid vehicles to generate 40% of its U.S. sales by that date. The company is expanding
battery-production capacity around the world to power these new vehicles, aiming to have
around 52 gigawatt-hours of battery production available by 2026. Company plants in the U.S.,
U.K., and Japan currently can produce batteries with a capacity of around 7.5 gigawatt-hours a
year. #GRN #JPN #USA #GBR WSJ

ADVANCED MANUFACTURING
→ A British man has become the first patient to be fitted with a 3D printed eye, according
to Moorfields Eye Hospital in London. 47-year-old Steve Verze from London was given the
left eye on Thursday, November 25. Other prosthetic eyes consist of an iris hand-painted onto a
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disc that is then embedded into the eye socket. However, their design prevents light from
passing into the full depth of the eye, according to the hospital. As well as appearing more
realistic, the procedure is considered less invasive. Fitting traditional prosthetics requires a mold
to be taken of the eye socket, whereas in 3D prosthetic eye development the socket is scanned
digitally to create a detailed image. And according to Moorfields Eye Hospital, 3D printing has
the potential to cut the time it takes to develop a prosthetic eye in half, from six weeks to two or
three. #MFG #BIO #GBR CNN

AUTONOMOUS SYSTEMS
→ French startup EasyMile will run a fully autonomous
vehicle that will carry passengers in Toulouse, the first of its
kind in Europe. EasyMile will be using its EZ10 people mover, an
electric vehicle with PV-enhanced charging that can carry up to 15
passengers. Although the service is remotely supervised now, the
bus will operate at “level 4”, meaning that it requires no human
supervision of its AI system. The shuttle is part of the Safety and
Acceptability of Autonomous Driving and Mobility (SAM) project
– France’s border strategy of developing autonomous vehicles for
use on open roads. #AUT #AI #FRA Global Construction Review

→ The Pentagon’s Defense Innovation Unit (DIU) is investing in universal remotes to
control all of its autonomous systems with a single device – and it is searching for
companies to do that. The DIU selected several companies to participate in its Soldier Robotic
Controller (SRoC) program, which includes three categories – light tactical handheld, “bring your
own device,” and wearable. Two companies will build a prototype per category, and there will be
a down-select in each category by October 2022. The winners will build thousands of controllers
for the military. Currently, the Pentagon has each of its contractors build their own devices,
which is inefficient because it has to train people on different systems and pay for them. The
new program is more cost-effective and streamlined. #AUT #USA National Defense

SEMICONDUCTORS & CHIPS
→ Samsung announced plans to build a $17B semiconductor plant in Taylor, Texas
starting the first half of 2022, with completion expected by 2024. The U.S. stated that the
project will protect supply chains and boost domestic manufacturing, increasing national and
economic security. The plant is also expected to create more than 2000 jobs. Samsung’s
investment comes during a global chip shortage, which has prompted governments around the
world to court companies like Samsung and TSMC. Samsung’s investment supports Biden’s
goal of safeguarding the production of cutting-edge chips to combat China’s rising economic
clout. Samsung settled for Taylor because the local government waived 90% of property taxes
for a decade and 85% for the following 10 years. The project could receive additional tax breaks
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as Taylor is a federal opportunity zone. If the $52B CHIPS Act passes in Congress, Samsung
could receive $3B more in incentives. #CHP #USA#TWN Bloomberg

→ While investment in U.S. chip production has been on the rise, Asia will continue to
lead in investment volume. The global chip shortage has caused a spree of chip investment
worldwide – global chip manufacturers are expected to lay out $146B in capital expenditures
this year, 50% higher than before COVID-19. However, the U.S. only comprises a seventh of
that investment while Asia represented more than 80% of it. In fact, only 6% of new
semiconductor global capacity added over the next 10 years will be in the U.S. Investment in the
U.S. is significantly lower than in Asia because the costs of owning a chip factory in the U.S. are
30 to 50% higher than in Asia. The cost differences are attributable to the abundance of
government incentives in Asia, and the lack thereof in the U.S. This is why 75% of global global
semiconductor production capacity sits in just four Asian countries, even though U.S.
companies represent about half of the $464B semiconductor industry. In an effort to onshore
production and rely less on Asian chips, Congress introduced legislation that provides $52B in
direct subsidies for new chip factories. Where the U.S. shines is the quality, rather than quantity,
of its chips. By 2027, the U.S. is projected to possess 24% of the world’s production capacity for
the most advanced chips, up from 16% currently. #CHP #USA WSJ

QUANTUM TECHNOLOGY
→ The Biden administration added 27 companies to its entity list - 12 of which were
Chinese, citing national security and foreign policy concerns. Eight of the companies were
added to the list for assisting the Chinese military’s quantum computing efforts and acquiring
U.S.-origin items to support military applications. This move reflects the U.S.’s long-standing
criticism of Chinese companies’ close ties to the CCP and the People’s Liberation Army. The
Commerce Department also listed 16 entities operating in China and Pakistan for their work on
Islamabad’s nuclear and ballistic missile program. In all, the Biden administration added entities
located in China, Pakistan, Russia, Japan and Singapore. #QNT #USA #CHN #Geopolitics
CNBC

→ Dell is partnering with IonQ to test a hybrid classical-quantum platform that allows
classical and quantum simulation workloads to be executed on-premises and quantum
workloads to be executed remotely on IonQ quantum processing unit (QPU). The system
combines Dell’s EMC PowerEdge R740xd server with IonQ’s simulation engine and QPU,
significantly reducing the wait time for each quantum circuit execution and allowing more
complex problems to be solved. After working with the hybrid classical-quantum design, Dell
listed a few takeaways:

● The Dell hybrid classical-quantum platform integrates seamlessly with IonQ quantum
simulation and QPUs.

● With IonQ’s reservation API, each quantum circuit, executing from the Dell hybrid
classical-quantum platform, does not need to wait for in job-queues and can be injected
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into IonQ’s remote QPU directly. This improves performance to leverage real QPU
hardware.

● Using on-premises infrastructure provides cost efficiency and data privacy.

#QNT #USA Quantum Insider

GEOPOLITICS
→ Home Depot and Best Buy removed Chinese video surveillance technology makers
Lorex and Ezviz from their stores due to concerns over human rights abuses. Lorex is a
subsidiary of Dahua Technology, and Ezviz is a video surveillance camera brand owned by
Hikvision. Both Dahua and Hikvision were added to the U.S. government’s entity list in 2019
after they supplied surveillance equipment to aid China’s efforts to suppress Uighur Muslims in
Xinjiang. Until Home Depot and Best Buy’s deshelving of Lorex and Ezviz products, the
government sanction did not apply to Dahua and Hikvision subsidiaries like Lorex and Ezviz.
#Geopolitics #USA #CHN TechCrunch

→ The Biden administration invited Taiwan to its “Summit for Democracy” next month, in
a move that angered China. The first-of-its-kind gathering cements Biden’s commitment to
return the U.S. to global leadership to combat authoritarian forces led by China and Russia. The
summit aims to help stop democratic backsliding and the erosion of rights and freedoms
worldwide. China and Russia were not invited. Taiwan’s invitation comes as China has
pressured countries to downgrade or sever relations with the island. In response to the
invitation, China criticized the U.S. for advancing its own geopolitical objectives in the name of
democracy. Although Biden supports the “One China” policy where it recognizes Beijing rather
than Taipei, he opposes unilateral efforts to undermine peace and stability in Taiwan.
#Geopolitics #CHN #RUS #TWN #USA Retuers

CYBERSECURITY
→ Cyber is expected to take a more central role in the 2022 US National Defense Strategy.
In the 2018 National Defense Strategy, the Defense Department recognized the prominence of
cyber threats giving way to the concept of “defending forward”, to bolster and clarify the
Department’s cyber strategy. The Department has three main missions in cyberspace: to defend
DOD networks, to extend network capabilities to the warfighters, and to defend the nation as a
whole. With the release of the quadrennial National Defense Strategy on the horizon, the
Defense Department will continue to focus on election security and address the growing threat
of ransomware. #Cybersecurity #USA Nextgov

→ Apple sued the NSO group, an Israeli spyware maker, for the surveillance and
targeting of Apple users in hopes of permanently preventing NSO from using any Apple
software, services, or devices. Such a move could render NSO’s Pegasus spyware useless,
given that its business relies on giving government clients access to a target’s smartphone.
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Although NSO claims to sell spyware for only lawful interception, investigations have revealed
that governments have used NSO’s Pegasus against journalists, activists, and dissidents. In
2019, Facebook similarly sued NSO for targeting WhatsApp users. The Biden
administration,added NSO and Candiru to an entity list for supplying spyware to foreign
governments that used it to target the phones of journalists, dissidents, activists, and others.
This move barred any American business from working with NSO. And now, Apple’s lawsuit will
legitimize the U.S.’ commitment to bringing the global spyware marketplace to heel.
#Cybersecurity #Geopolitics #USA #ISR NYT

SUPPLY CHAINS
→ As shortages of semiconductors and other auto parts continue, Toyota’s global output
dropped from 845,107 units a year ago to 627,452 vehicles in October – a 26% decline.
And its global sales fell 20% for the month. In addition to shortages, Japanese automakers have
also struggled to restore production because of COVID-19 outbreaks in Southeast Asia.
However, Toyota is optimistic that it will get back on track. It is planning to ramp up output in the
latter half of the fiscal year. Booming demand will also fuel higher prices and profits on
automobiles, brightening Toyota’s outlook. #SCRM #CHP #JPN Bloomberg

→ The Omicron coronavirus variant might exacerbate pressure on the already strained
global supply chain. There is already a shortage of workers in the U.S., and the variant could
make people more afraid to work, which will threaten manufacturing facilities where people work
in-person, close together. COVID-19 has also caused unexpected supply problems along with
inflation, which could be worsened with the variant. Although supply chain stress has been
recovering, many are worried that Omicron will cause backsliding. The US officially diagnosed
its first patient with the Omicron variant earlier this week. #SCRM CNN Business

→ The U.S. Federal Trade Commission (FTC) has ordered Walmart, Amazon, and other
food suppliers to give detailed information to examine whether supply chain disruptions
are hurting consumers with higher prices. The goal of this investigation is to determine if
supply chain disruptions have led to particular bottlenecks, anti-competitive practices, or higher
prices. In its information requests, the FTC is requiring companies to detail what is behind any
shortages they have experienced and what that has meant for them in terms of higher prices. It
is also requesting documents with their companies’ strategies for maintaining their supply chain
and determining pricing, as well as data on profit margin and market shares. #SCRM #USA
Reuters
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