
MATRIX MONITOR
Friday October 1, 2021

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features the latest on digitalization of the workspace,
NASA’s newest earth-observing satellite, the development of artificial synapses, China’s

banning of crypto transactions, the development of eco-friendly vehicles, refueling
services in space, 3-D printed vaccine patches and trial-and-error rocket development,

Congress’s trillion-dollar infrastructure bill, new software for autonomous vehicles,
photonic quantum information processors, new malware, cybersecurity insurance, and

China’s energy consumption policies.



→ Those in the industry of deep tech—sectors like robotics, life sciences, and
space—believe issues including COVID, climate change, and increased global
competition have elevated the space in many investors’ eyes. Investment in quantum
computing already hit record levels this year as it seems poised to go above $1B in venture
funding. So far this calendar year, more than $728M has been invested in the sector—already
beating out the $515M the space saw last year. Also, robotics this year has seen more
investment dollars—$8B—than in any year past, according to Crunchbase data. Other areas
like climate tech have been popular for more than a decade, but the deep-tech strategies
around them have shifted and attracted new interest. While electric cars were popular a few
years ago, now those in deep tech—and a lot of other industries—are looking at other
decarbonization technologies as the next frontier. #AI #QNT #GRN Crunchbase

DIGITALIZATION
→ The European Union proposed a bloc-wide common charging standard for electronic
devices, a move that, if adopted, would effectively bar the use of Apple’s unique
“Lightning” charging port now used for all of its new smartphones. The proposal, which
could be implemented by 2024 at the earliest, calls for all electronics sold in the EU to use the
same type of charging port, the so-called “USB-C” format, which is already widespread among
devices. Some Apple Mac computers have USB-C chargers, but its iPhones would have to be
redesigned to comply with the proposed regulations. According to European Commission
Executive Vice President Margarethe Vestager, the proposal comes amid consumer frustration
about incompatible chargers for smartphone and mobile devices and concern over waste in the
bloc, where she said 420M smartphones and other devices were sold last year. Apple said it
opposes the proposal, saying such a mandate would stifle innovation. #DIG #Geopolitics WSJ

2
BACK TO TOP

© 2021 | Next5 Inc | All rights reserved

https://news.crunchbase.com/news/eyeing-opportunities-investors-looking-more-closely-at-deep-tech/?utm_source=cb_daily&utm_medium=email&utm_campaign=20210924&utm_content=intro&utm_term=content&utm_source=cb_daily&utm_medium=email&utm_campaign=20210924
https://www.wsj.com/articles/apple-faces-off-with-europe-regulators-over-phone-chargers-11632485391?mod=djemTECH


→ Companies are adopting more hybrid work arrangements as offices reopen, but
employees worry that bosses will favor those that go into the office more as harder
workers; this may affect upward mobility. Distinctly, some companies worry that the wrong
balance could reverse gains among historically marginalized groups like working moms and
people of color, because they may opt for the highest levels of flexibility and put themselves at a
disadvantage. Among college graduates with young children, women were 30% more likely than
men to want to work from home five days a week after the pandemic, according to research
from Stanford University. The research also found that people working from home had lower
promotion rates than their in-office counterparts. Moreover, a 2021 survey of 10,000 workers
from Slack’s Future Forum found that while the majority of employees want flexibility, the option
is even more popular with Black employees: 97% of Black workers surveyed don’t want to be in
the office full time, compared with 79% of white workers. As more companies start to tackle
these issues, they are looking for ways to measure the impacts of remote work pay and on
upward mobility. #DIG WSJ

→ Read the Next5 take on the future with COVID here.
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→ Google started its appeal Monday, September 27, to overturn a $5B antitrust fine
imposed by the European Union. The tech giant contended that its Android operating system
for mobile devices boosts competition rather than undercuts it. Google presented oral
arguments in Luxembourg before the EU’s second-highest court in its appeal to overturn the
2018 decision from the bloc’s antitrust enforcer. In that case, EU authorities found Google had
illegally abused the market power of Android to push companies that manufacture and distribute
Android phones into agreements aimed at entrenching and expanding the dominance of the
Google search engine on mobile devices. While the appeal is under way, Google has had to
comply with the decision, offering all users of new Android phones in the EU a choice screen of
alternative search engines. #DIG WSJ

SATELLITES & NAVIGATION
→ The Air Force Research Laboratory may have a solution to the Army’s need for an
energy source it can tap into from anywhere on Earth with limited infrastructure: a
constellation of satellite-mounted solar arrays. Military outposts need a lot of power, but
they’re frequently located in places without easy access to electricity—the U.S. Army can’t build
a field of solar arrays every time it sets up shop in remote locales, and fossil fuels can be
expensive and difficult to transport out to the field. AFRL’s solution is a constellation of
satellite-mounted solar arrays that can collect energy in orbit and beam it down to Earth.
Terrestrial service members would be able to plug into that energy source from anywhere on the
planet with mobile equipment, enabling them to power an entire forward operating base or
simply charge a radio. The initiative is called the Space Solar Power Incremental
Demonstrations and Research, or SSPIDR. The primary contractor for SSPIDR is Northrop
Grumman, which received a $100M award focused on the solar-to-RF conversion. #SAT #USA
C4ISRNet

→ NASA's newest Earth-observing satellite, Landsat 9, was launched from Vandenberg
Space Force Base in California on Monday, September 27. This is the ninth in the Landsat
program, which costs around $750M, and will continue the mission of monitoring and managing
land resources. The satellite carries two scientific instruments that can detect minute changes in
the world's lakes, rivers, and forests by analyzing light reflected from the planet in multiple
wavelengths. According to mission scientists, Landsat is the most economically impactful Earth
science program. This family of satellites has been imaging the globe since 1972, providing
researchers with a continuous data record of the earth’s ecosystems. The data was made public
in 2008 and is an invaluable resource for monitoring climate change. #SAT #GRN #USA Space

ARTIFICIAL INTELLIGENCE
→ Developing next-generation AI systems that can be as energy-efficient, lightweight,
and adaptable as the human brain has attracted significant interest. An artificial
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synapse—comprising a gap across two neurons to allow electrical signals to pass and
communicate with each other—can emulate the efficient neural signal transmission and memory
formation process of the brain. But Desmond Loke, assistant professor at the Singapore
University of Technology and Design (SUTD), affirms that mimicking the brain's
neuroplasticity—the ability to change a neural network connection in traditional artificial
synapses using ultralow energy—is extremely challenging. To improve energy efficiency of the
artificial synapse, Loke's research team has introduced a nanoscale
deposit-only-metal-electrode fabrication process for artificial synapse for the first time. The team
has achieved an all-time-low energy consumption of about 82% less than traditional artificial
synapses. This finding can provide a promising approach for developing faster, larger-scale
artificial synapse arrays with significantly improved performance in AI tasks. #AI #SGP
TechXplore

→ The UK published a ten year plan to become an AI superpower this week, seeking to
rival the US and China. The so-called National Artificial Intelligence Strategy is designed to
boost the use of AI among the nation’s businesses, attract international investment into British
AI companies, and develop the next generation of homegrown tech talent. The National AI
Strategy includes a number of programs, reports, and initiatives such as: a new National AI
Research and Innovation Program, another program that aims to support AI development
outside of London and Southeast England (where much of the country’s AI efforts are currently
concentrated),  a review into the availability and capacity of computing power for UK
researchers and organizations, and a consultation on copyrights and patents for AI to assess
whether or not the country is capitalizing on ideas.The launch of the National AI Strategy comes
after the U.K. government allowed tech giants in the U.S. and Asia to snap up some of Britain’s
most innovative AI companies such as DeepMind - which Google purchased for $600M.
Between 1998 and 2017, the U.S. filed more AI patent applications than any other country, with
around 50,000 applications submitted, according to data from the World Intellectual Property
Organization. Next was China, with around 41,000 over the same time period, while the U.K.
filed less than 2,000.  #AI #GBR #USA #CHN CNBC

NEXT GENERATION COMMUNICATIONS
→ A decision on whether Canada will ban Huawei 5G gear, as all the other members of
the Five Eyes intelligence-sharing network have done, is likely to be made in the coming
weeks. The United States has pressed allies to bar Huawei from next-generation 5G networks
on grounds the equipment could undermine communications security. The Five Eyes network
consists of Canada, the United States, Britain, Australia, and New Zealand. Until now, Canada
had said it was awaiting reports from its intelligence services to make a final decision. However,
according to sources, Canada had effectively blocked Huawei but did not want to say so publicly
for fear of harming the fortunes of two recently released Canadians previously detained in
China, Michael Kovrig and Michael Spavor. In June of last year, Bell Canada and rival Telus
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Corp—two of the biggest wireless providers—teamed with Sweden's Ericsson and Finland's
Nokia to build fifth-generation (5G) telecoms networks, ditching Huawei for the project despite
using Huawei 4G gear. #5G #CHN #USA #CAN #GBR #AUS #NZL Yahoo News

FINANCIAL TECHNOLOGY
→ China banned all crypto transactions and vowed to root out mining of digital assets,
delivering the toughest blow yet to the industry. Crypto-related transactions will be
considered illicit financial activity, including services provided by off-shore exchanges, the
People’s Bank of China said on its website. It added that cryptocurrencies, including Bitcoin and
Tether, are not fiat currencies and cannot be circulated. Chinese officials are going further to
stamp out crypto trading for its ties to fraud, money laundering, and excessive energy usage.
Crypto mining’s massive energy consumption is also part of the reason the industry is coming
under scrutiny. The country is home to a large concentration of the world’s crypto miners and as
recently as April had a 46% share of the global hash rate, a measure of computing power used
in mining and processing, according to the Cambridge Bitcoin Electricity Consumption Index.
The move caused a collapse in crypto prices, with Bitcoin losing about half its value between
April and July this year. While the market has since recovered some ground, it’s still far below
the all-time high of $63K. #FIN #CHN Bloomberg WSJ
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→ Ascend Money, the Thailand-based fintech startup behind TrueMoney, an e-wallet
service, announced Monday, September 27, it has raised a $150M Series C round at a
valuation of $1.5B. The Series C round was led by Charoen Pokphand Group, which is a major
shareholder of Ascend Money, with participation from Bow Wave Capital Management and
returning backer Ant Group. Since the COVID-19 outbreak, e-payments via TrueMoney Wallet
have grown exponentially because of social distancing measures and growing public awareness
of contactless transactions across the region. Its users in Thailand have grown from 17M in
early 2021 to 20M as of now, while the transactions of its online payment use case surged over
75%. According to co-President Monsinee Nakapanant, Ascend Money is considering going
public although she did not provide an exact timeline. #FIN #THA #CHN #USA Tech Crunch

AEROSPACE & SPACE
→ NASA is looking for a new Astrovan for Artemis missions. The agency released a
request for information Friday seeking input on ideas on how to transport astronauts from their
crew quarters at the Kennedy Space Center to the launch pad for Artemis launches. The
agency says it's looking for ideas that are "unique, embrace new technology, and visually
embody Artemis to the public," and require that it be a zero-emission vehicle. Among the
options NASA is weighing is to refurbish the Airstream Astrovan used for shuttle missions.
#AER #USA NASA

→ The British government published a national space strategy Monday, September 27.
The report outlines a series of goals and focus areas to help the country emerge as a leading
space power. Those goals range from growing the country's space economy to defending
national interests. The strategy did not include any details on funding, which will come from a
separate government-wide spending review to be published next month. The report also drops a
goal previously set by the government of capturing 10% of the global space economy by 2030,
with officials saying they will develop "more sophisticated" goals instead. #AER #GBR
SpaceNews

→ China and Russia will present a “declaration” of their joint lunar exploration plans next
month. Roscosmos and the China National Space Administration will present a declaration
regarding a future International Lunar Research Station at the International Astronautical
Congress in Dubai, according to Roscosmos. In June, the countries discussed their plans,
which featured a series of robotic missions before establishing a base at the south pole of the
moon in the 2030s. #AER #CHN #RUS TASS

→ Orbit Fab, a startup offering a refueling service in space, will launch a propellant
tanker to geostationary orbit on a SpaceX Falcon 9 lunar lander mission projected for late
2022 or early 2023. The tanker is being designed to store propellant for up to 15 years, and the
plan is to send “fuel shuttles” to orbit over the next couple of years to transfer fuel between
tankers and operational spacecraft. Orbital propellant depots are one of the key pieces of the
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space infrastructure needed for economic activities and exploration. According to Orbit Fab,
most of the company’s customers,
especially the Department of Defense and
Intelligence Community, are interested in
geostationary orbit. The company plans to
soon announce a contract it won to refuel
a satellite servicing vehicle. #USA #AER
Space News

BIOTECHNOLOGY
→ Scientists at Stanford University and
the University of North Carolina at Chapel Hill developed a 3D-printed vaccine patch with

greater protection than a
typical shot. The patch is lined
with microneedles full of immune
cells. Once applied, the immune
response is 10 times greater
than an ordinary vaccine shot in
the arm. This new form of
vaccines is effective as it is
painless, less invasive, does not
require cold storage, and can be
self-administered. This can
potentially make vaccine
distribution an easier and timelier
process. #BIO #USA UNC News

→ Researchers from NYU and NYU Abu Dhabi developed a new AI system that achieves
radiologist-level accuracy in identifying breast cancer in ultrasound images. The goal of
the system is to reduce the frequency of false positives in interpreting ultrasound exams. It
detects breast cancer by determining a probability for malignancy and highlights parts of
ultrasound images that align with its predictions. On average, the system achieved higher
accuracy than ten radiologists, but it is still not a replacement for the expertise of clinicians.
#BIO #AI GenEng

8
BACK TO TOP

© 2021 | Next5 Inc | All rights reserved

https://spacenews.com/orbit-fab-to-launch-propellant-tanker-to-fuel-satellites-in-geostationary-orbit/
https://uncnews.unc.edu/2021/09/23/a-3d-printed-vaccine-patch-offers-vaccination-without-a-shot/
https://www.genengnews.com/news/artificial-intelligence-system-improves-breast-cancer-detection/


GREEN TECHNOLOGY

→ As consumers become more environmentally conscious, auto manufacturers are
developing more eco-friendly vehicles. These five state-of-the-art technologies include
complex systems that change the way people travel and eco-friendly materials that last longer
and reduce the reliance on non-renewable resources.

● Eco-friendly tires - New green technology for tires includes 3D printing from
bio-sourced, renewable resources. These 3D-printed tires reduce reliance on
petroleum-based rubber, making tires eco-friendly.

● Online marketplaces for used auto parts - Consumers are turning to online used auto
parts resources, which allow drivers to attain much-needed replacement parts while
keeping more auto waste out of landfills.

● Electric cars -  Drivers are turning to vehicles with lithium-ion batteries that enable them
to operate with less fuel. Even if the cars have a hybrid powertrain that relies on
petroleum and battery power, electric vehicles still emit less carbon than traditional ones.

● Recycled and sustainable materials - The most innovative manufacturers reuse
appliance parts to make dashboard components, reducing waste and new production.

● Solar-powered vehicles - California-based Aptera Motors is making a solar-powered
vehicle that can travel 40 miles using only solar cells. These cars are sure to be
game-changers for sustainable travel whenever they hit the public market.

#GRN #USA Tech Digest
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→ The trillion-dollar infrastructure bill Congress is weighing (and currently on hold)
contains several provisions that would direct billions of dollars toward the nation's
infrastructure against climate change. The bill would authorize nearly $550B in new funding
for public works projects over the next five years, according to the White House, in addition to
existing funding. Among the provisions are overhauling the power grid, boosting climate
research and weather forecasting, money for low-emissions buses and other transit vehicles,
and making roads and bridges more resilient. Included in the funding would be $60B to upgrade
power infrastructure with thousands of miles of new transmission lines, according to a White
House fact sheet. The goal would be to make the grid more resilient and facilitate the expansion
of renewable energy. The White House projects the initiatives set forth in the bill would add an
average of about 2 million jobs per year over the next decade, according to the Associated
Press. It's considered a cornerstone of President Joe Biden's administration. #GRN #USA
Weather The Guardian

→ Children born in 2021 worldwide face disproportionate rates of flooding, heatwaves,
droughts, wildfires, and crop failures due to climate change, according to a study
published Sunday, September 26. The study, published in the journal Science, found that
children born in 2021 will on average live on an Earth with seven times more heatwaves, twice
as many wildfires, and almost three times as many droughts, river floods, and crop failures as
people born 60 years ago. While current policies put the world on course for a warming of 3
degrees Celsius above pre-industrial temperatures, according to a statement from the
researchers, meeting the Paris Agreement goal of limiting warming to 1.5 degrees would
significantly reduce the burden of extreme climate events on the next generation. #GRN USA
Today

ADVANCED MANUFACTURING
→ Africa's lack of industrial development puts it in a strong position to develop
low-carbon manufacturing without the costs of transitioning from fossil fuel-based
factories, according to McKinsey. In the process of striving toward net-zero emissions by
2050, the continent could create a net 3.8M jobs. However, to hit that level would require an
investment of $2T in manufacturing and power. Of the 440 megatons of carbon dioxide
equivalent currently produced by African manufacturing, almost a third comes from cement and
13% is emitted by coal-to-fuel plants, which are operated by Sasol in South Africa. According to
McKinsey, to fund the development, African countries would need to tap green finance
instruments such as carbon credits, green bonds, green insurance, and payment for
performance linked to green outcomes. To decarbonize existing industries, $600B would be
needed while $1.4T is needed for new green businesses. #MFG #GRN #ZAF Bloomberg

→ 3D printing technology is revolutionizing trial-and-error rocket development. Space
companies are now moving away from subtractive manufacturing processes — which remove
material to shape a part — to additive manufacturing processes that build up a part by adding
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material to it bit by bit. Increasingly, engineers are favoring a process called selective laser
sintering to 3D-print rocket engine parts in an additive process. This allows for multiple
components to be printed in-house, as one unified part, in a matter of days. When unintended
explosions occur and the fault is found, engineers can create a fix using 3D modeling software,
integrating highly complex parts into new rocket engines for test-firing a few days later. Using
3D printing also helps manufacturers reduce the weight of the complete rocket, as fewer nuts,
bolts, and welds are required to produce their complex structure. #MFG #AER Space

→ Intelligent sensor solutions from SICK enhance mobile and stationary robotic
applications. From 3D vision robot guidance systems for more efficient bin picking to safety
and Light Detection and Ranging (LiDAR ) solutions for Autonomous Mobile Robots (AMR),
SICK prioritizes improving the supply chain with solutions for mobile robot safety, LiDAR
localization, and robot vision systems. #MFG #SCRM #USA Robots & Automation

AUTONOMOUS SYSTEMS
→ Starting in 2030, California will require all light-duty autonomous vehicles to emit zero
emissions. The new law is the latest effort by the state to limit the sale of internal combustion
vehicles. Previously, Governor Newsom signed an executive order that banned the sale of new
gasoline and diesel-powered vehicles by 2035. California’s Air Resources Board also mandated
that new trucks sold must emit zero emissions by 2045. Although autonomous vehicles are
currently not big polluters, this new law prevents them from becoming major polluters as they
become more popular with commuters. #AUT #GRN #USA Engadget

→ Woven Planet, Toyota’s autonomous division, acquired Renovo Motors, a software
startup making operating systems that integrate all software needed for driverless
vehicles. Since its establishment in January 2021, Woven Planet has acquired Carmera, a firm
providing real-time HD maps for autonomous vehicles, and Lyft’s Level 5 autonomous division.
Renovo’s operating system AWare enables autonomous vehicles to handle large amounts of
sensor data. Toyota’s acquisition could facilitate its mission of developing autonomous vehicles
with connected software. #AUT The Verge

→ Raytheon completed a successful test of a new Manned Unmanned Teaming (MUM-T)
technology with the DoD last month. The flight test demonstrated three unmanned aircraft
that collaborated with each other and a human operator supervising completion of a simulated
tactical mission. Using a Human Machine Interface, the human operator set a mission objective
for the unmanned aircraft and then supervised conduct of the mission. The unmanned aircraft
then collaboratively developed and executed the necessary tactics to fulfill the mission. During
the August flight test, the team achieved its primary goal of demonstrating collaborative
behavior in an operationally representative environment. The unmanned aircraft collected the
types of simulated sensor data that enable crewed fighter aircraft in combat scenarios. Future
flight tests will continue maturing the system. The core of the system is an architecture that has
been under development for 10 years. Raytheon continues to build out the architecture by
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extending the library of behaviors with an open architecture that allows flexibility to integrate
new or existing vehicles and payloads. A software development kit also allows third parties to
introduce other autonomous behaviors to support future missions. #AUT #USA Raytheon

SEMICONDUCTORS & CHIPS
→ The Biden administration is considering invoking a Cold War-era defense law to force
companies in the semiconductor supply chain to provide inventory and sales data. The
goal is to increase transparency on how companies allocate their semiconductor supply in light
of recent bottlenecks in U.S. car production and electronics shortages. The Commerce
Department is asking companies to complete questionnaires providing supply chain information
within 45 days. Although not mandatory, Secretary Raimondo warned that she might invoke the
Defense Production Act to direct industrial production if companies do not comply. #CHP
#SCRM #USA Bloomberg

→ Tiny winged microchips developed by engineers at Northwestern University have the
potential to conduct population surveillance. Instead of installing motors, the engineers of
these microfliers optimized their aerodynamics so that the interaction ‘between the air and those
wings causes a rotational motion that creates a very stable, slow-falling velocity.’ After wind
disperses the microchips, they can sense their surrounding environments and collect
information on anything ranging from pollution levels to the spread of diseases. #CHP #USA
NPR

→ On Friday September 24, Intel broke ground on two new plants worth $20B in
Chandler, Arizona that will house its most advanced chipmaking technology. This move is
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part of Intel’s plan to become a major manufacturer of chips for outside customers and to lead in
the production of the smallest and fastest chips by 2025 after having fallen behind TSMC.
Historically, Intel has made its own chips, but these new factories will allow Intel to diversify its
business model and strengthen its supply chain by supplying outsiders like Qualcomm,
Amazon, and the U.S. military with chips. #CHP #USA Reuters

QUANTUM TECHNOLOGY
→ The U.S. National Security Agency (NSA) published a FAQ document detailing the
potential security threats arising from the creation of a Cryptographically Relevant
Quantum Computer (CRQC), referring to quantum-based supercomputers that can break
current computing encryption schemes. This is problematic because ‘New cryptography can
take 20 years or more to be fully deployed to all National Security Systems (NSS),’ threatening
the confidentiality of sensitive intelligence information. To preempt the potential danger of
CRQCs, the National Institute of Standards and Technologies (NIST) is ‘in the process of
standardizing quantum-resistant public keys in their Post-Quantum Standardization Effort, which
started in 2016.’ It is essential to develop post-quantum security now in anticipation for the
inevitable arrival of quantum. #QNT #USA Tom’s Hardware

→ Because quantum computers do not use the traditional binary (0 or 1) way to process
and send information, error correction is far more complex. To address this challenge,
researchers at DTU Fotonik created the largest and most complex photonic quantum
information processor to date on a microchip. Jeremy Adcock, a DTU Fotonik postdoc, said,
"We made a new optical microchip that processes quantum information in such a way that it can
protect itself from errors using entanglement. We used a novel design to implement error
correction schemes, and verified that they work effectively on our photonic platform.” This
research is crucial because error correction allows quantum computers to be developed at a
large and reliable scale. #QNT #DNK Phys.org

GEOPOLITICS
→ Despite China’s promise to uphold patent and copyright laws, Chinese courts are now
using anti-suit injunctions as a new legal tactic to fight claims of IP theft. Put simply,
anti-suit injunctions block foreign companies from taking legal action anywhere in the world.
Traditionally, anti-suit injunctions are issued to prevent identical cases from occurring in different
places at the same time. However, Chinese injunctions have been used as a legal tool to protect
the interests of Chinese companies by barring legal action globally. For example, when
U.S.-based InterDigital sued Xiaomi for patent infringement, a Chinese court in Wuhan issued
an injunction at Xiaomi’s request, barring InterDigital from pursuing its case anywhere else in
the world. The court threatened $1M in fines per week if InterDigital persisted. This is
emblematic of how China’s ambitions are affecting even its courts. In fact, court filings by U.S.
companies against Chinese companies for IP theft have fallen in recent years not because
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China is actually adhering to IP laws, but rather because companies know that they will lose or
because they do not want to risk retaliation from China. #Geopolitics #CHN WSJ

→ Evergrande, one of China’s largest real estate developers, is failing to repay its debt
after missing one debt deadline after another. With even more debt deadlines, the
following days will be crucial to Evergrande’s – and the Chinese economy’s – fate. This is
a major test for Beijing, which could rock the world economy given that real estate accounts for
as much as 30% of China’s GDP. Evergrande’s issues stem from its over-reliance on debt to
finance its projects. Coupled with the declining demand of residential property in China,
Evergrande has been facing cash flow issues, and it could likely default. As a result,
Evergrande’s shares have plummeted and its credit ratings were downgraded. This all comes
amidst China’s crackdown on private sector companies, furthering investors’ fears and doubts in
the Chinese market. To help alleviate this situation, the People’s Bank of China injected $71B
into the financial system in an attempt to boost short-term liquidity and settle nerves.
#Geopolitics #CHN CNN Business

→ The US and EU held an inaugural Trade and Technology Council (TTC) meeting in
Pittsburgh earlier this week to discuss cooperation on investment screening and export
controls for sensitive dual-use technologies and the development of AI. The US and EU
agreed to deepen transatlantic cooperation to strengthen semiconductor supply chains, curb
China’s non-market trade practices, and take a amore unified approach to regulating big, global
tech firms. The Biden administration has kept in place tariffs imposed by former U.S. president
Donald Trump but has sought to differentiate itself by collaborating more with allies in its
approach to China. The meetings were led by U.S. Secretary of State Antony Blinken,
Commerce Secretary Gina Raimondo, U.S. Trade Representative Katherine Tai, EU trade chief
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Valdis Dombrovskis, and European Commissioner for Competition Margrethe Vestager. #USA
#EUR #SCRM #Geopolitics Reuters The White House

→ On Friday September 24, leaders of the U.S., Japan, India, and Australia – the Quad
– vowed to pursue and free and open Indo-Pacific region, hinting at China’s increasing
aggression in the region. In a joint statement after the talks, the leaders emphasized ‘the rule
of law, freedom of navigation and overflight, peaceful resolution of disputes, democratic values,
and territorial integrity of states.’ In addition to creating a free Indo-Pacific, the Quad leaders
announced cooperation on many other subjects, including urging North Korea to engage in
diplomacy, streamlining international vaccine distribution, developing 5G, combating climate
change, and bolstering supply chain resilience in light of the global chip shortage. #Geopolitics
#USA #JPN #IND #AUS #CHN Reuters

→ The U.S. Justice Department agreed to allow Huawei Finance Chief Meng Wanzhou to
return to her home in China nearly three years after she was detained in Canada on
behalf of the U.S. Ms. Meng is the daughter of Ren Zhengfei, the founder of Huawei, the
world’s largest maker of telecommunications equipment and a leader in 5G technology. Under
the agreement, Ms. Meng admitted remotely from Canada to some wrongdoing in exchange for
prosecutors deferring and later dropping wire and bank fraud charges. Ms. Meng’s plane took
off from the airport in Vancouver, British Columbia, bound for China on the evening of Friday,
September 24. Around the same time, China released two Canadians, Michael Kovrig and
Michael Spavor, who had boarded a plane bound for Canada accompanied by Canada’s chief
envoy in Beijing, according to Canadian Prime Minister Justin Trudeau. The deal comes as
U.S.-China relations have worsened, particularly after the U.S., U.K., and Australia announced
an initiative this month to provide Australia with nuclear submarines to counter China’s influence
in the Indo-Pacific region. #5G #Geopolitics #CHN #USA #CAN WSJ

CYBERSECURITY
→ The Aspen Cybersecurity Summit kicked off this past week by hosting a fireside chat
with CISA Director Jen Easterly. She said that while CISA will retain the rumor control site,
pineapples on pizza will be retired as part of the Agency’s disinformation education campaign
(our condolences to Chris Krebs who branded the pineapple as CISA’s unofficial mascot). She
said we may see more rubik's cubes, dragons, and 80s music. She also said the JCDC has
received membership requests from over 120 companies. The Collaborative will be focused on
pipelines for the first 100 day sprint, and she eventually hopes to leverage it as a public-private
information sharing hub, particularly for the 2022 elections. Other highlights from the conference
include FireEye CEO Kevin Mandia reiterated long-standing calls for the government to
impose consequences on malicious hackers while noting how it’s become increasingly
difficult to identify the perpetrators. NSA Cybersecurity Director Rob Joyce said his priorities
are to work closely with the private sector to acquire the best intel and to secure the
defense industrial base. He also highlighted the NSA & CISA’s joint new guidance on VPNs
which we at Next5 endorse with enthusiasm. Day 1 of the Summit wrapped up with a panel
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discussion led by Chris Krebs who walked down memory lane with Marene Allison from J&J
as they discussed their joint efforts to secure the COVID vaccine and weighed the evolving
risks of so many new, interconnected devices. #Cybersecurity #USA

→ Microsoft discovered a new malware called FoggyWeb, which was used by Nobelium
(aka the attackers behind the so-called Solar Winds breach - Russia’s SVR) as recently as
April 2021. This malware is a backdoor used by attackers after a target server has already
been compromised. After network usernames and passwords are stolen to gain admin-level
access to Active Directory Federation Services (ADFS) servers, Nobelium uses FoggyWeb to
exfiltrate the configuration database of compromised ADFS servers, allowing sensitive
information to be stolen. #Cybersecurity #USA #RUS ZDNet

→ In light of increasing cyber attacks, companies offering cybersecurity insurance
continue to attract the attention of venture capital. San Francisco-based Coalition just
closed a $205M Series E at a $3.5B-plus valuation, doubling its $175 million Series D just six
months ago. Coalition primarily serves small and medium-sized businesses, providing policies
and tools to help companies prevent losses from cybercrimes. Additionally, its risk assessment
platform, which includes attack-surface monitoring and recommendations on closing
vulnerabilities, are available to businesses for free. Coalition is not the only cyber insurance
company to gain traction, though. At the same time of Coalition’s Series D, Corvus Insurance
announced a $100M Series C at a $750M valuation and insurtech startup Cowbell Cyber raised
a $20M Series A. #Cybersecurity #USA Crunchbase News

SUPPLY CHAINS
→ The Biden administration is investigating the national security risks of over-relying on
certain magnet imports, particularly the NdFeB magnet used to build weapons. Funding
for domestic magnet production has been limited as most of it takes place in China. But the
recent supply chain review by the Commerce Department is calling for a reconsideration – a bill
introduced in the House proposed providing tax credits to companies that produce rare earth
magnets domestically. Additionally, companies like MP Materials are working to shift rare earth
processing and magnet production to the U.S. #SCRM #USA Reuters

→ Tighter energy consumption policies triggered by China’s coal shortage and stricter
emissions standards have led some Apple and Tesla suppliers to suspend production in
China for a few days. The crisis started as China cut back on coal imports from Australia amid
heightened tensions over the PRC’s handling of the COVID-19 outbreak. But at the same time,
coal was in increased demand in China after a cold winter. However, with China’s five year plan
to cut back on carbon emissions, many provinces have curbed power consumption altogether,
which has created a supply chain shock and economic uncertainty in China. The shock to many
Chinese factories comes as investors worry about fallout in the massive real estate sector as
indebted property giant Evergrande warns of default (as reported above). #SCRM #CHN
Reuters CNBC
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