
MATRIX MONITOR
Friday August 27, 2021

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features the latest on China’s new privacy law and
ongoing corporate crackdown, SpaceX’s plans for deploying it’s Starlink constellation,

Tesla’s plans for a robot in human form, innovations in AI-guided UAVs, the global
challenges of regulating crypto, NASA funding for moon-mining technology, 3D-printed

houses, and the cyber vulnerabilities of autonomous vehicles.



DIGITALIZATION
→ Chinese stocks were hit by a fresh wave of selling Friday, showing again that Beijing’s
wide-ranging corporate crackdown is far from over. Several state-media commentaries and
articles also suggested that Chinese regulators plan to get tough on more industries, sparking
selloffs in the shares of online pharmacy operators and companies that make expensive liquor.
The Hong Kong-listed shares of e-commerce behemoth Alibaba fell 2.6% Friday to post a
decline of 14% for the week, ending well below the price they debuted at on the city’s exchange
back in November 2019. The selloff took the market capitalization of the company founded by
billionaire Jack Ma to about $440B, around half its peak roughly 10 months ago. Chinese
President Xi Jinping signaled earlier this week that Beijing plans to more assertively promote
social equality, which is encompassed by an increasingly popular catchphrase: “common
prosperity.” Investors are grappling with what exactly “common prosperity” means and how far is
this going to go. Also this week, China issued draft guidelines aimed at stopping its Internet
companies from engaging in anti-competitive practices. #DIG #CHN WSJ

→ China approved a new privacy law, which will take effect November 1, and curb data
collection by tech companies but is unlikely to limit the state’s widespread use of
surveillance. The national privacy law closely resembles Europe’s GDPR, the world’s most
robust framework for online privacy protections, and contains provisions that require any
organization or individual handling Chinese citizens’ personal data to minimize data collection
and to obtain prior consent. However, unlike in Europe, where governments face more public
pressure over data collection, Beijing is expected to maintain broad access to data. China’s new
privacy framework comes as frustration grows within the government and in Chinese society
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over online fraud, data theft, and data collection by domestic technology giants. The law will
likely raise costs as tech companies dedicate more resources to compliance; however, the new
rules could also provide opportunities for third parties who help companies with data
management. One concern is related to national security-related provisions in the law. One such
provision enables the blacklisting of overseas data handlers who endanger China’s national
security or public interest. This could be driven by considerations unrelated to privacy, such as
U.S.-China relations. #DIG #Geopolitics #CHN #USA WSJ

→ China’s government quietly appointed a director to the board of ByteDance’s key
domestic subsidiary several months ago, an unusual arrangement that offers Beijing
even more sway and insight into the world’s largest private tech company. Bytedance, the
parent company of TikTok, sold a 1% stake in Beijing ByteDance to three entities including one
controlled by the country’s internet overseer and gave the government a board seat. Chinese
state organs have for years invested billions of dollars into high-profile startups from Didi Global
to Jack Ma’s Ant Group, but few, if any, manage to secure a seat at the highest decision-making
table. The fact that the industry regulator can designate someone to the board of a prominent
sector player may unsettle investors worried about the broader ramifications of Beijing’s
clampdown on the tech sector. It's highly unusual for the government to directly appoint a board
member at a private tech firm. Beijing, worried that entrepreneurs like Ma and their expanding
dominions would eventually undermine the influence of the Party, has moved since late last year
to rein in the industry’s biggest enterprises. #DIG #CHN Bloomberg

SATELLITES & NAVIGATION
→ SpaceX proposed using Starship to rapidly deploy its second-generation Starlink
constellation, providing denser rural coverage without needing more than the 30K
satellites it previously envisioned for the follow-on network. The revised scenarios for
Starlink Gen2 aim to spread satellites more evenly across nine to twelve inclined orbits to
provide denser polar coverage for rural subscribers, as well as national security and first
responder customers, to make the network’s performance more consistent. SpaceX said it
prefers the configuration that uses its heavy-lift Starship rocket because it would allow satellites
to enter service “within a matter of weeks after launch, rather than months.” #SAT Space News

→ Virgin Orbit said Boeing will invest in the satellite-launching startup’s planned $3.2B
SPAC (special purpose acquisition company) listing later this year, an investment that
comes as the plane maker’s own space program faces hurdles. Virgin Orbit said it would list
on the Nasdaq stock market by merging with NextGen Acquisition, a SPAC. Boeing’s planned
investment coincides with its struggles in its own space business. The launch of Boeing’s
Starliner spacecraft, which the company had hoped would allow it to eventually send manned
NASA missions to the International Space Station, was delayed earlier this month because of
faulty valves. Virgin Orbit’s planned listing comes as investors increasingly bet on the falling
costs of accessing space for business, tourism, and scientific research. And the company has
completed two successful satellite launches this year, lifting itself into a small group of
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small-satellite launch providers able to offer flight-proven hardware. Virgin Orbit uses a launch
method unique among its competitors – a converted jumbo jet releases a rocket, which then
fires up and carries its payload of small satellites into orbit. #SAT WSJ

ARTIFICIAL INTELLIGENCE
→ Elon Musk doubled down on Tesla’s embrace of AI after a week of growing scrutiny
over the electric vehicle maker’s advanced driver-assistance features. Musk said Tesla
would build a robot in a human form that would draw on some of the technology Tesla has
developed for vehicles. The robot would perform repetitive tasks, and a prototype would likely
be ready next year. It is to be roughly 5’8’’ tall, weighing 125 pounds, and able to lift 150 pounds.
The robot is intended to be friendly and navigate through a world built for humans. According to
Musk, the deployment of such robots could fundamentally change the economy, potentially
alleviating labor shortages. He believes physical work will be a choice in the future, adding that
such a robot could make it necessary to provide a universal basic income, or a stipend to
people without strings attached. Musk echoes a proposition articulated by Max Tegmark, who, in
his book Life 3.0: Being Human in the Age of Artificial Intelligence, writes of the prospect of a
jobless future at the hands of evolving AI. While critics of an automated future point to the
adverse repercussions of disappearing jobs, Tegmark stresses that “if machines can one day
produce all current goods and services at minimal cost, then there’s clearly enough wealth to
make everyone better off.” The universal basic income proposed by Musk and Tegmark is a
wealth-sharing approach that, should AI research facilitate a jobless future, transcends the
modern U.S. system promoting need-based welfare payments. Government payments would no
longer disincentivize work if work itself becomes obsolete. #AI WSJ Life 3.0, 128
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→ San Diego’s Shield AI, an artificial intelligence startup that powers small military
surveillance UAVs, said Tuesday that it has raised $210M in a late-stage round of venture
capital funding. The new investment values the 200-employee company at more than $1B —
making it a rare unicorn in the nascent defense technology space. Founded in 2015, Shield’s
AI-enabled unmanned aerial vehicles (UAV) have been used in actual Middle East conflict
zones by the U.S. military for the past three years, according to the company. Among its
products is the Nova-class UAV platform, which can operate in high-threat, GPS and
communication degraded environments — maneuvering autonomously in blacked-out
conditions and inside buildings to provide surveillance, intelligence and reconnaissance. Shield
AI’s software is called Hivemind. Its algorithms enable planning, mapping, and position
estimation so UAVs can execute complex flight maneuvers autonomously. #AI #AUT #USA The
San Diego Union Tribune

NEXT GENERATION COMMUNICATIONS
→ U.S. sanctions have pummeled Huawei’s smartphone business, and Xiaomi is reaping
the benefits. The company has filled the gap left by Huawei in markets from Europe to
Southeast Asia to China. It is doing so with a playbook familiar to many Chinese consumer
brands: offering functional gadgets comparable to upscale rivals at prices that often undercut
them. No company globally sold more phones in the month of June than Beijing-based Xiaomi.
And for the second quarter, Xiaomi leapfrogged Apple to become world’s No. 2 for the first time.
Xiaomi CEO Lei Jun said he wants to make the company he founded No. 2 for good, then
topple leader Samsung within three years as the world’s largest seller of smartphones. Xiaomi’s
rise is most immediately a product of the fall of Huawei, which only a year ago was the world’s
largest maker of smartphones after cornering about a fifth of the global smartphone market. But
multiple rounds of U.S. sanctions cut Huawei off from crucial computing chips and software and
its second-quarter sales plunged by more than 80% from a year earlier. As we previously
reported, Xiaomi recently won a D.C. court case, overturning a DoD attempt to put a ban on US
investment in the telecommunications firm, paving the way for its stock to recover. #5G #CHN
#USA #Geopolitics WSJ

→ Nokia said on Monday it had won a 5G network order from A1 Telekom Austria Group
for operations in Bulgaria, Serbia, and Slovenia. "The multi-country single vendor deal will
see Nokia provide 5G RAN solutions from its comprehensive AirScale portfolio to all three
markets and 5G Standalone core network to Serbia and Slovenia," it said. #5G #FIN #BGR
#SRB #SVN Reuters

→ Facebook, China Mobile, and MTN Group, are set to build a wider-than-earlier planned
giant sub-sea cable in Africa. The companies plan to add the Indian Ocean island countries of
Seychelles and Comoros, as well as Angola and a new connection to Nigeria, according to a
statement released on Monday. The undersea cable sector is experiencing a resurgence, with
Facebook and Google behind about 80% of recent investments in transatlantic links. The tech
giants are seeking to tap growing demand for fast-data transfers used for everything from
streaming movies to social messaging and telemedicine. The project is part of Facebook’s
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long-held plans to lead the race to provide more reliable and faster internet in Africa, a continent
of more than 1.2B people with an increasing uptake of smartphones. The project, known as
2Africa, is set to be one of the largest subsea cable projects in the world, and will cost just under
$1B. The 37K kilometer long cable will connect Africa, Europe and the Middle East. 2Africa is
expected to come into operation by 2024 and will deliver more than the combined capacity of all
sub-sea cables that are currently serving Africa, according to the statement. #5G #DIG #SYC
#COM #AGO #NGA Bloomberg

FINANCIAL TECHNOLOGY
→ The cryptocurrency industry is getting so big and enabling so much risk-taking that
governments around the globe are taking notice. After years of relative inattention,
regulators and lawmakers are scrambling to catch up. They aim to rein in a rebellious industry
that has adopted the tech world’s blueprint for aggressively deploying new products to quickly
amass users—while often leaving regulatory compliance as an afterthought. The flashpoints
include investor protection, compliance with rules to combat money laundering and terrorist
financing, access to banking and payment infrastructure, and tax evasion. #FIN WSJ

→ A substantial portion of the world’s trade is done in U.S. dollars, creating problems for
businesses in countries with a dollar shortage, and blockchain startup XREX hopes to
address it. XREX was launched to help cross-border businesses in emerging markets perform
faster transactions with products like a payment escrow service and crypto-fiat exchange
platform. XREX co-founder Wayne Huang wanted to use blockchain to support financial
inclusion in emerging markets like India. Now, the Taipei-headquartered company has
announced it has raised $17M in pre-Series A funding led by CDIB Capital Group. XREX Crypto
Services give merchants, especially those in countries with low U.S.-dollar liquidity, tools to
conduct trade in digital fiat currencies. Merchants pay stablecoin to suppliers and XREX
escrows the funds until the supplier provides proof of shipment, at which point it moves the
payment to them. XREX’s crypto-fiat exchange allows users to convert USDT and USDC to U.S.
dollars, which they can also withdraw and deposit through the platform. #FIN #IND #TWN
TechCrunch

AEROSPACE & SPACE
→ At a virtual pitch event Aug. 19, the U.S. Space Force selected 19 companies that each
will receive $1.7M Small Business Innovation Research Phase 2 contracts. The ‘Space
Force Pitch Day’ marked the launch of SpaceWERX, a new industry outreach organization
funded by the Space Force and the Air Force Research Laboratory.

Space Force Pitch Day winners:

➔ Archaius: Positioning, navigation, and timing (PNT) devices for use in GPS-denied
environments.
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➔ Astrobotic: Event camera (also known as neuromorphic camera) based sensor for
spacecraft navigation and space domain awareness.

➔ Architecture Technology: Software for satellite communications modems that enables
seamless interoperability.

➔ Caliola Engineering: Cyber security technology for hybrid government-private sector
communications networks.

➔ Cambrian Works: Software to allow satellites to create a low-latency, secure network.
➔ CAMX Power: Long-life power cell and batteries for satellites.
➔ Capella Space: Integration of space-based SAR data with unmanned air vehicles provides

multi-domain intelligence.
➔ Cognitive Space: Multilevel-security planning system to share data collected by satellites.
➔ eBase Analytics: Game theory simulations to assess the risks of space assets in orbit.
➔ Kestrel: 2D hyperspectral imagery and data analytics to track moving targets.
➔ Lunewave: 3D printed satellite antennas to monitor multiple satellites simultaneously.
➔ Lux Semiconductors: Advanced electronics with greater radiation tolerance for space

computing.
➔ Orbit Fab: Satellite servicing vehicle for refueling satellites.
➔ Phase Four: Satellite engine that uses a green propellant developed by the Air Force to

enable multi-mode propulsion that combines the high thrust of chemical propulsion and the
high efficiency of electric propulsion.

➔ Rocket Communications: Advanced visualization tools to simplify satellite maneuvering and
for training operators.

➔ SimX: Virtual reality medical simulation training for crews that support space operations.
➔ Starfish Space: Autonomous software for satellite proximity operations and docking.
➔ The Provenance Chain Network: An open standards platform to track the supply chain

materials and participants.
➔ Toyon Research: Image processing framework to assess the performance of overhead

persistent infrared sensors.

#AER #USA Space News

→ Chinese astronauts embarked on a second Shenzhou-12 spacewalk late Thursday,
August 19, to carry out work on a space station robotic arm. The pair, wearing second
generation Feitian (“flying to space”) extravehicular mobility suits, completed installing foot
restraints and an extravehicular working platform to the large robotic arm. Chinese media
outlets streamed footage of the EVA (extravehicular activity). The EVA also included work on a
panoramic camera, installing a toolkit, adding a pump set for the Tianhe thermal control system,
and other apparatus in preparation for the arrival of two further modules in 2022. Shenzhou-12
is the third of an intensive series of 11 missions for construction of the three-module Chinese
space station. Named Tiangong, the overall complex is planned to be completed by the end of
2022. Tiangong will be joined in orbit by Xuntian, an optical Hubble-class space telescope,
around 2024. The Chinese space station could also be expanded from three to six modules if
main phase construction proceeds as planned. #AER #CHN Space News
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→ NASA has awarded $500K to 13 different teams via its Break the Ice Lunar Challenge, a
competition designed to nurture the development of moon-mining technology. The
extraction and use of lunar resources such as water ice is a key priority for NASA, which is
working to establish a permanent human presence on and around the moon by the end of the
decade through a program called Artemis. Redwire Space won first place in the challenge. The
Florida-based company netted $125K for its concept, which would employ two rovers — a
mining bot and a lightweight transportation vehicle. The $75K second prize went to a team from
the Colorado School of Mines, which proposed a three-rover system. And the Colorado
company Austere Engineering won third place and $50K for its idea, which would excavate icy
regolith with a rotary tiller.

Ten other teams were awarded $25,000 apiece. They are:

● AggISRU from Texas A&M University in College Station;
● Aurora Robotics from the University of Alaska in Fairbanks;
● Lunar Lions from the Columbia University Robotics Club in New York;
● OffWorld Robotics in Pasadena, California;
● Oshkosh Corp. in Oshkosh, Wisconsin;
● Rocket M in Mojave, California;
● Space Trajectory from South Dakota State University in Brookings;
● Team AA-Star in Redmond, Washington;
● Team LIQUID from Altadena, California;
● Terra Engineering in Gardena, California.

#AER #USA Space

BIOTECHNOLOGY
→ A group at Shanghai Jiao Tong University, in China, have just come up with an
affordable prosthetic hand that not only responds like a real one to signals from the
wearer’s brain, but is also able to signal back to the brain what it is touching and doing.
In contrast to current models, which are electrically powered, the hand is powered pneumatically
by a pump held in a waist bag, with the connecting air lines running under the user’s clothes
alongside communication cables. This reduces its weight below 300 grams—half that of some
current models. The big advance is that it does not require invasive surgery or electronic
implants into the residual limb to communicate with the user’s brain. Sensors on the skin record
electrical activity from the remaining arm muscles.
The components it is made from cost about $500,
and existing models may sell for $10K or more. If
it, or something similar, goes into production, that
will permit the transformation of many more of the
lives of the 5M people who have lost a hand, or
were born without one, than is possible at the
moment. #BIO #CHN The Economist
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GREEN TECHNOLOGY
→ Big steelmakers in Europe and the U.S., like ArcelorMittal and
Cleveland-Cliffs are intensifying efforts to curb carbon
emissions. On Thursday, Sweden’s SSAB shipped what it said was
the world’s first commercial shipment of steel made without fossil
fuels to truck maker Volvo. But progress is slower in the developing
world, where the majority of steel is made, and that means the sector
will likely remain a big emitter for years to come. Greening the
industry is also costly, and that is expected to make the steel used in
cars, buildings, and householder appliances more expensive. Steel
generates 7% of global carbon-dioxide emissions related to energy
consumption, more than any other industrial sector, according to the
International Energy Agency. And with demand for steel projected to
rise, the IEA says the industry’s emissions need to halve by 2050 for
the world to hit global climate goals. China produces about 57% of
the world’s steel, and of that about 90% is made using blast furnaces
which emit fossil fuels. Steel analysts say there are fewer plans to decarbonize steel in China
than in the West. #GRN #CHN #USA #SWE WSJ

→ Most EVs operate at 400 volts, but a number of producers and their component
suppliers are now gearing up to introduce 800-volt drive systems, enabling cost and
energy efficiencies. Higher voltages supply the same amount of power with less current, which
means electric cables can be made lighter—the consequent weight saving helping to increase a
vehicle’s range. As most cabling is made from copper, the price of which has been soaring, this
should also save carmakers money. What drivers are most likely to notice, though, is that
vehicles with 800v drive systems will be able to make greater use of some of the latest fast
chargers. Ionity, a German company, is building a network of 350kw fast chargers across
Europe. These automatically optimize charging speed to the maximum that a vehicle can
handle. Using one of these, an EV with an 800v system will be able to recharge about twice as
quickly as a similar vehicle with a 400v system. The main reason why the current generation of
EVs use 400v is that semiconductors able to handle higher voltages have not been readily
available. Now that EV sales are growing strongly, though, specialist chipmakers are investing in
semiconductors that can operate at 800v. #GRN #CHP #SCRM #DEU The Economist

→ Top wind-turbine makers are struggling with lower earnings as rising raw-material
costs, problems shipping the hulking machines, and uncertainty over the future of U.S.
subsidies pressure their businesses. Demand for turbines this decade is expected to be
roughly double demand in the previous 10 years, according to estimates from the consulting
and data firm Wood Mackenzie. But companies face an array of challenges in manufacturing
and moving the increasingly large turbines, whose blades alone span more than 100 feet
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apiece. A quadrupling of transportation costs and increases in steel, copper, aluminum and
carbon fiber prices will likely drive wind-turbine prices up by 10% over the next 12 to 18 months,
according to Wood Mackenzie. Another major factor weighing on turbine makers is a lack of
clarity on whether and how the Biden administration will extend a federal tax credit for wind
development in the U.S., a key growth market. General Electric said that it expects the U.S.
onshore-wind market to decline in the near term before stabilizing, in part because a potential
long-term extension of wind-tax credits could cause wind-farm developers to push out their
investment decisions for years. #GRN #USA WSJ

ADVANCED MANUFACTURING
→ Palari Homes and Mighty Buildings can erect a house built from printed components
in less than 24 hours while it can take weeks to put up a conventional bricks-and-mortar
dwelling. The companies’ printers extrude a composite which is then cured and hardened by
ultraviolet light. That allows Mighty Buildings to print parts such as eaves and ceilings without
the need for supporting molds—as well as simpler things like walls. These are then put together
on site and attached to a permanent foundation by Palari Homes’ construction workers. Not only
does 3D printing allow greater versatility and faster construction, it also promises lower cost and
is a more environmentally friendly approach than is possible at present. That may make it a
useful answer to both a global shortage of housing and climate change. Last year, plans for a
3D printed apartment building were approved in Germany—use of the technology is also
expanding in the Middle East and Asia. Opportunities also exist in warehousing, offices, and
other commercial buildings. And beyond earthly structures, NASA is exploring the use of 3D
printing to build landing pads, accommodation, and roads on Mars and the Moon. #MFG #AER
#DEU The Economist

AUTONOMOUS SYSTEMS
→ Waymo is going to start shuttling a wider group of passengers around in its
autonomous vehicles in San Francisco, California — though they’ll have to sign
nondisclosure agreements, and there still will be a human safety driver behind the wheel. It’s the
second city where the company has expanded its nascent autonomous vehicle offering, as the
Google sibling has been performing fully driverless rides without a safety driver in parts of
Phoenix, Arizona for more than a year now. Waymo is one of a handful of companies trying to
get a commercial service off the ground built around autonomous vehicles, like Argo AI (which is
backed by Ford and Volkswagen) and Cruise (which is backed by General Motors). Waymo has
been testing self-driving cars in San Francisco for a decade. But now, people can apply through
the Waymo One smartphone app to take part in what it’s calling the “Trusted Tester” program.
People who are accepted into the program will be able to take rides in Waymo’s autonomous
Jaguar I-Pace SUVs for free but will have to offer feedback in exchange, and they won’t be able
to publicly share the experience. #AUT #USA The Verge
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→ A self-driving car is really a computer on wheels—each computer added to a car
becomes a potential portal or invitation to hacking. The cybersecurity “threat surface” or
exposure realm for cars is getting higher and higher. Added microprocessors become a
tantalizing target which increases the risk of cyberhacking.

The myriad potential points of entry for an autonomous vehicle include:

● OBD (on-board diagnostics) portal - The location that an electronic diagnostic code can
be sourced about the vehicle status.

● OTA (Over-The-Air) electronic communications capability - A communications device
that allows for making a connection to a cloud computing platform that is presumably
maintained by a fleet operator or the automaker or similar.

● IoT Internet of Things - a system of interrelated, internet-connected objects that are able
to collect and transfer data over a wireless network without human intervention. When a
rider gets into a self-driving car, they are going to be wearing a plethora of IoT devices.
Each of those IoT devices is potentially going to want to access something related to the
vehicle.

● ECUs (engine control units); There is likely to be an ECU for the engine, an ECU for the
steering controls, an ECU for the braking capabilities, etc. All of these ECUs and other
embedded subsystems present vulnerabilities.

● CAN (controller area network) - An internal electronic network that enables the various
systems and subsystems to electronically communicate with each other.

● V2V (vehicle-to-vehicle)/V2X (vehicle to everything) electronic communications - A
self-driving car could send a message to another nearby self-driving car, doing so to
perhaps forewarn about debris in the roadway up ahead.

The likely reason cyberattackers haven’t pursued autonomous vehicles is that there are
currently only a small set of tryout self-driving cars underway, and attacking an experimental
self-driving car is not especially profitable right now. Going after large companies like banks,
hospitals, and gas pipelines are a more attractive target. But once self-driving cars are avidly
being used and widespread, actors could turn toward self-driving cars.
#AUT #Cybersecurity Forbes

SEMICONDUCTORS & CHIPS
→ Global supply and demand for auto chips should reach a "balance" by the fourth
quarter of 2021, Taiwan's government said on Saturday, August 21, reiterating its commitment
to doing its part to tackle a shortage that has closed production lines around the world. The
issue has taken on a strong diplomatic hue as Taiwan scrambles to reassure the U.S., its most
important international supporter and arms supplier, that it is doing all it can, especially at a time
when Taipei is facing increased military pressure from China, which views Taiwan as its own.
Taiwan’s Economy Ministry noted that Taiwan's semiconductor firms have been expanding
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production, and stressed these companies as well as the government set a great precedent on
working with "like-minded partners," language Taipei uses to refer to other democracies like the
United States and European Union. #CHP #TWN #CHN #USA Reuters

→ Samsung plans to increase investments by one third to more than $205B over the next
three years in pursuit of leadership in chip manufacturing and a bigger role in Covid-19
vaccine production. The company said Tuesday it would invest 240T won in capital
expenditure and research and development over the three years, up from 180T won in the
previous three. The release of Samsung’s de facto leader, Lee Jae-yong, from prison earlier this
month—a parole the Justice Ministry attributed in part to “economic factors”—has raised
expectations of bolder moves from the company. One key decision awaiting Mr. Lee’s approval
is the location of a planned Samsung semiconductor plant in the U.S. The $17B chip factory will
be a key part of the Korean company’s bid to compete in the foundry business—making chips
under contract for the companies that design them. Taiwan Semiconductor Manufacturing Co.
currently dominates the foundry business, and Samsung faces new competition from Intel,
which recently announced plans to get back into the business of making chips for others. #CHP
#BIO #KOR #USA #TWN WSJ

→ Nexperia, owned by Shanghai-based Wingtech Technologies, announced it was
acquiring the Wales-based Newport Wafer Fab at the start of July for £63M ($87M).
However, the U.K. government is currently reviewing the deal on national security grounds, and
there’s a possibility that it could be unwound. Now, semiconductor veteran Ron Black, the
former CEO of the U.K.’s Imagination Technologies which used to design chips for Apple, is
among a consortium that is interested in buying the country’s largest chip plant back off
Chinese-owned Nexperia if the deal is blocked. #CHP CHN #GBR CNBC

→ Intel said it would provide commercial foundry services in the first phase of a broader
Defense Department program that aims to build up domestic design and production of
cutting-edge chips. The chip maker on Monday said its foundry services unit will join with
companies such as IBM, Synopsys, Cadence Design Systems, and others as part of the
RAMP-C program, which is short for Rapid Assured Microelectronics Prototypes - Commercial.
The program was designed to support a U.S.-based, chip-building ecosystem that could give
the government agency access to technology and help secure its long-term needs for products,
Intel said. Intel’s entry into the program comes as the U.S. government has been working to
address a global semiconductor shortage. The Biden administration’s defense budget for the
2022 fiscal year  includes a request for $2.3B for microelectronics efforts deemed critical to
long-term national security. Intel has laid out a plan to invest about $20B in building out two new
factories in Arizona. It said the factories will provide capacity for foundry customers and support
what it sees as expanding requirements for Intel products. Intel said it expects to start planning
and construction activities this year. #CHP #USA WSJ

QUANTUM TECHNOLOGY
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→ On Monday, DOE announced $61M in funding for infrastructure and research projects
to advance quantum information science (QIS). Advances in QIS can enable new forms of
computing, simulation, communication, and sensing that can advance breakthroughs needed to
strengthen America’s competitiveness. The DOE’s Office of Science currently supports five
National QIS Research Centers and a diverse portfolio of QIS research projects in key areas
that advance the DOE mission and support the National Quantum Initiative. The new awards
will pursue goals to create new quantum devices and develop a quantum internet. A quantum
internet would enable linking together future quantum sensors and sharing data between
quantum computers while providing a new level of security.

The selected projects include:

➔ Strengthening U.S. competitiveness in QIS
➔ Developing the building blocks for a quantum internet
➔ Creating quantum internet testbeds

#QNT #USA The Quantum Daily

GEOPOLITICS
→ Beijing delayed plans for a new law that could bar banks and companies in Hong Kong
from complying with sanctions on China’s people. China’s legislature had planned to
implement new laws in Hong Kong and Macau mirroring the antiforeign sanctions law that was
passed on the mainland in June in response to a series of restrictive measures imposed by the
U.S. and Europe. The mainland law mandates that Beijing respond with countermeasures
against the entities or people involved in imposing foreign sanctions. But in an unexpected
move, the Standing Committee of the National People’s Congress decided not to press ahead
with the new law for now while it studies the issue. Beijing was concerned the legislation could
further shake business and investor confidence, which has already plummeted amid China’s
regulatory crackdown on the technology sector and others—Hong Kong’s Hang Seng Index is
down 8.75% this year. China is still eager to implement the law in the city, but is likely to revise
some of its terms to avoid scaring away international capital. #Geopolitics #CHN WSJ

→ In the wake of US withdrawal from Afghanistan, Chinese state media released
messaging aimed at warning Taiwan that the U.S. is an unreliable ally. However,
Bloomberg OPED argues that China won’t be rushing into Afghanistan any time soon —
not to fill the political and security void left by the U.S. and not to expand President Xi
Jinping’s flagship Belt and Road project. However decisive the Taliban’s victory looks right
now, the country is far too fragile for Beijing to contemplate anything other than a pragmatic
diplomatic engagement with a group it has spent decades trying to work with. Beijing views
Afghanistan as a very high-risk environment and the desire to turn it into an opportunity of any
sort is likely a secondary consideration. Rather, Beijing is more concerned about regional
stability and ensuring fresh terrorist insurgencies don’t spill over into its Xinjiang province, where
international human rights organizations and countries like the U.S. and U.K. say China is
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committing widespread abuses against the local Muslim Uyghur population. It sees the success
of a radical Islamist movement in Afghanistan as an inherent threat, leaving it even less likely to
want to invest in the kind of infrastructure that might open up an already dangerous borderland
even further. #CHN #AFG #USA #GBR Bloomberg CNBC

CYBERSECURITY
→ T-Mobile said the hack of its user database exposed another 6M customers’ details,
bringing the total number of compromised user records to more than 54M as the carrier
continues to investigate the extent of the intrusion. In an update Friday Aug. 20, the
company said 5.3M more current T-Mobile customers had their names, addresses, birth dates,
and phone numbers exposed, though their Social Security numbers or driver’s license details
weren’t included. The company also identified another 667K former clients who had some
personal information compromised. T-Mobile said the hack accessed IMEI and IMSI
data—serial numbers tied to phones—from current customers. These phone records were taken
from the 5.3M customers as well as 7.8M customers that T-Mobile had identified as victims
earlier this week. The company opened an online portal with information for potential victims
and said it would offer two years of free identity-protection services from security firm McAfee.
#Cybersecurity WSJ

→ Criminal hackers are emailing employees directly and asking them to unleash the
malware inside their employer’s network in exchange for a percentage of any ransom
paid by the victim company. Crane Hassold, director of threat intelligence at Abnormal
Security, described what happened after he adopted a fake persona and responded to a
proposal offering to pay him 40% of a $1M  ransom demand if he agreed to launch their
malware inside his employer’s network. Abnormal Security documented how it tied the email
back to a man in Nigeria. This attacker’s approach may seem fairly amateur, but it would be a
mistake to dismiss the threat from West African cybercriminals dabbling in ransomware. While
multi-million dollar ransomware payments are hogging the headlines, by far the biggest financial
losses tied to cybercrime each year stem from so-called Business Email Compromise (BEC) or
CEO scams in which criminals mainly based in Africa and Southeast Asia spoof
communications from executives at the target firm in a bid to initiate unauthorized international
wire transfers. According to the latest figures released by the FBI, the reported losses from BEC
scams continue to dwarf other cybercrime loss categories, increasing to $1.86B in 2020.
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#Cybersecurity #NGA Krebsonsecurity

SUPPLY CHAINS
→ A major container terminal at China’s Ningbo-Zhoushan Port remained shut a week
after operations were suspended from a single Covid-19 case, with dozens of ships lining
up to load cargo for western markets ahead of the year-end shopping season. The
congestion at Meishan terminal, which isn’t expected to resume full operations before the end of
the month, is spreading to other ports like Shanghai and Hong Kong as big operators divert
ships away from Ningbo. The cascading effect will lead to crowding at ports along the
Asia-to-Europe and trans-Pacific routes that
could further slow the flow of goods. It will
also hit cargo owners from giant retailers
like Walmart and Amazon to mom-and-pop
shops, which will have to deal with late
deliveries and higher transport costs as they
work to restock ahead of the holidays. The
lack of capacity is pushing big American
retailers to charter their own ships rather
than pay freight rates that have roughly
quadrupled since the start of the year.
#SCRM #CHN #USA WSJ
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→ Utah Inland Port Authority (UIPA), a state corporation chartered to develop and
oversee logistics infrastructure, is building a private LTE/5G network to support its
statewide logistics system. Its partners in the project include Intel, Athonet, QuayChain, and
Wireless Industrial Group. Intel is providing edge compute solutions, Athonet delivers the core
network, and QuayChain, an Intel-backed startup, equips vehicles and devices with wireless
tracking systems. A spokesperson for the project said the companies have not yet selected a
radio vendor for the network. Wireless Industrial Group is the systems integrator for the project.
The project is called the Intelligent Crossroads Network (ICN), and the partners are calling it
"the world’s first private LTE/5G network dedicated to the supply chain." Jack Hedge, executive
director of UIPA, described the Utah private network as a way to combine “world-class
connectivity” with AI to increase efficiency. UIPA also expects the network to create new logistics
jobs in the state. According to the company, 36% of wages earned in Utah come from
logistics-dependent industries. Intel said in a statement the UIPA network will increase efficiency
for the supply chain while reducing Utah’s carbon footprint. #SCRM #5G #USA Fierce Wireless
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