
MATRIX MONITOR
Friday August 13, 2021

Welcome to Next5’s weekly digest – emerging technology news and
analysis to keep you on your game and ready for what’s Next

This week’s Next5 Matrix Monitor features the latest on the lack of startup acquisitions,
commercial satellites revealing China’s new nukes, Apple’s new controversial iPhone

software, a growing acceptance of digital currency, hypersonic aircraft of the future, how
spacesuits might delay the US return to the Moon, studying biology via body-on-a-chip,
an EO on EVs, the ongoing economic implications of U.S. tariffs on Chinese products,

and U.S. chip supply vulnerabilities.



DIGITALIZATION
→ 2021 is on track to be an unusually inactive year for startup buying by the Big Five.
The numbers for 2021 are much higher when adding the tech giants’ purchases of public or
non-venture-backed companies. Although they have the means, Apple, Google, Microsoft,
Amazon, and Facebook have not been especially acquisitive this year. Among them, the
companies have made just 12 disclosed purchases of private, venture-backed companies this
year. Of those deals, only two had reported purchase prices, adding up to just $515M—most of
that came from a single transaction: Microsoft’s $500M purchase of security provider RiskIQ.
The specter of heightened U.S. antitrust scrutiny would appear to be one factor why the Big 5
are largely abstaining from purchasing startups. During the Trump administration, the DOJ and
the FTC, along with several states, filed lawsuits accusing Google and Facebook of
anticompetitive practices. While Facebook won a dismissal of the suits filed against it this
summer, lawmakers aren’t backing down on plans for tighter regulation. Earlier this summer,
House lawmakers introduced a raft of proposed antitrust bills that would create new hurdles for
acquisitions of nascent rivals and make it easier to break up businesses. #DIG Crunchbase

→ More than a year after an EO attempted to ban TikTok, ByteDance still owns the short
video sharing app, which added 7M new U.S. users in the first four months of this year. While
US efforts to ban or force the divestiture of TikTok largely failed, the Chinese government now
looms over the app as it takes an increasingly hard-line approach to regulating its tech
companies and scrutinizing the data they own. Also, some serious questions linger over the
app’s ownership and operations, as well as how much personal data it collects on U.S. citizens
and how its algorithms could perhaps be used to shape what Americans think. TikTok maintains
that the U.S. offering is walled off from ByteDance’s Chinese business. But an analysis of TikTok
and its Chinese counterpart, Douyin, found evidence that the apps share a common codebase,
which may permit the Chinese government to order changes to Tiktok’s source code to enable
the transfer of user data. #DIG #CHN #USA #Geopolitics Wired
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SATELLITES & NAVIGATION
→ Commercial satellites and private think tanks revealed China’s missile program, not
U.S. intelligence. Researchers at the Federation of American Scientists used satellite imagery
to uncover more than 100 suspected nuclear missile silos under construction in western China.
Using similar imagery, private analysts identified new underground facilities at a Chinese
nuclear test site.This imagery disclosed some of Beijing’s most closely guarded secrets about its
nuclear program. This case highlights how the proliferation of commercial satellites has shifted
intelligence gathering from happening exclusively in government control. Private satellite
imagery has also been used to document a range of other phenomena from coronavirus
lockdowns to China’s internment of ethnic minorities. Private companies have launched or plan
to launch 700+ imagery satellites in an industry whose market size is expected to double to
$4.17B by 2027. #SAT #CHN #USA #Geopolitics The Washington Post Defense One

→ Smallsat company Swarm disclosed it reached a deal last month to be acquired by
SpaceX for an undisclosed sum—the company would continue to operate as a wholly owned
subsidiary of SpaceX once the deal closes. Swarm operates 120 smallsats that provide IoT
services, and says the acquisition would give it access to SpaceX resources as well as
synergies from SpaceX's launch and satellite manufacturing capabilities. SpaceX appears
interested in Swarm's technology and personnel. Neither company has publicly disclosed the
deal outside of filing with the FCC last week, nor responded to questions about it. #SAT #USA
SpaceNews

ARTIFICIAL INTELLIGENCE
→ Apple plans to introduce new iPhone software designed to identify and report
collections of sexually exploitative images of children. The company aims to bridge the
years-long divide between their pledge to protect customer privacy and law enforcement’s
desire to learn of illegal activity happening on the device. After news of Apple’s plans leaked out
Wednesday, critics said they worried that by building software that can flag illegal content
belonging to its users, Apple may be softening its stance on how it protects user data via
encryption—a source of growing contention between the tech giant and law-enforcement over
the past decade. Apple’s system will use cryptography and AI to identify child sexual abuse
material when it is stored using iCloud Photos, the company said. Apple says that its software
isn’t designed for mass surveillance or the scanning of content on its devices—an argument that
isn’t sitting well with privacy proponents concerned about Chinese government surveillance. #AI
WSJ

→ Typically, AI education products serve one function, such as assessing a student’s literacy,
tailoring tools to individual learners, or performing administrative functions such as grading.
Next-generation tools may do all of this in a single platform, serving at times as a peer
learning partner, a group facilitator, and a monitor for educators—a sort of superpowered
teacher’s assistant personalized for each student.
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Below are three developmental teaching aids that put AI to work:

➔ Keeping students engaged – Diana is a teaching assistant designed to respond to
students’ nonverbal and visual cues to help middle-school teachers run their classrooms
more smoothly. Diana can make inferences on a student’s level of engagement based
on their facial expressions, gazes, and conversations.

➔ The Professor’s time saver – Jill Watson, unlike most professors, is available 24/7 to
respond to routine questions from students at the Georgia Institute of Technology. This
helps free professors to assist students with more complex questions.

➔ A robot friend and teacher – ProJo is a program that researchers are testing to help
students spot their math and science mistakes. It acts as a peer, inviting students
themselves to help it solve problems.

#AI WSJ

→ Verizon is enlisting AI models to help place thousands of 5G wireless transmitters for
optimal performance. Later this year, the company will begin a multibillion-dollar rollout of
mid-band spectrum, which expands coverage of its existing ultra-wideband 5G wireless service.
The models, designed by in-house data scientists and other employees, factor in a number of
variables that can alter the strength of 5G signals, like buildings, bridges, terrain, the position of
the transmitter, as well as other transmitters nearby. Using computer-vision technology, the
models can analyze spatial and geographic elements—bridges, trees and building heights
around specific intersections, and find the most viable spot for a 5G transmitter. The technology
can also recommend the best positioning for the antennas so that the signal covers the area
without causing interference with other antennas nearby. #AI WSJ

NEXT GENERATION COMMUNICATIONS
→ On Tuesday, the FCC voted to finalize a $1.9B program subsidizing costs for small
telecom firms to rip and replace Huawei and ZTE equipment to secure U.S. networks. To
be eligible for the funds, U.S. telecom firms must serve 10M or fewer customers, which is a
higher threshold than the previous 2M or fewer figure in an earlier version of the order. U.S.
officials have long complained Chinese companies are beholden to the PRC and collect
sensitive information on behalf of the PLA. Though the CCP insists it does not engage in
industrial espionage, both the Trump and Biden Administrations have made pushes to ban
several Chinese companies that pose national security threats, and deter intelligence allies from
working with them as well. #5G #USA #CHN #Geopolitics #SCRM CNBC

→ Huawei reported a 38% fall in quarterly revenue last week, as the damage U.S.
sanctions have done to its sales of smartphones and telecommunications equipment
worsened. The drop marks the third straight decline in quarterly revenue for Huawei, the
world’s largest maker of telecom equipment. Huawei’s smartphone sales, once a top revenue
driver for the company, have fallen dramatically since the Trump administration imposed
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restrictions last year blocking the company from buying the most advanced semiconductors.
Revenue from telecommunications equipment sales have also dropped, although less
dramatically, amid a U.S. campaign pressuring allied countries to drop the Chinese company as
a supplier of 5G equipment. Analysts said sales of the company’s telecom equipment could
improve later in the year as China accelerates rollout of its 5G network, with Huawei likely
getting a large share of the work. Smartphone sales, however, are likely to worsen due to the
company’s restrictions on chips. Huawei is working on replacements for U.S. technology. Earlier
this year it launched a self-developed operating system for smartphones to cope with the loss of
Google’s Android services. #5G #Geopolitics #CHN #USA WSJ

→ U.S. National Security Advisor Jake Sullivan warned Brazilian officials against using
Huawei equipment in the country’s 5G network development on national security
grounds. Brazilian President Bolsonaro has made no promises one way or the other. Bolsonaro
had followed former President Trump in opposing Huawei over claims that it shares confidential
data with the CCP, but with China being Brazil’s largest trade partner, he has faced resistance
from both industry and his own government. The Brazilian President is up for re-election next
year, and it appears he is losing popularity while the country suffers the second-highest
COVID-19 death toll. Reuters South China Morning Post

FINANCIAL TECHNOLOGY
→ AMC detailed changes coming to its theaters, such as accepting bitcoin, that are
aimed at appealing to its army of Reddit investors. Last year, lockdowns and capacity
restrictions drove the theater chain to the brink of bankruptcy. Now, according to Chief Executive
Adam Aron, AMC is “on the offensive,” buoyed by the retail investor enthusiasm and a halting
return to moviegoing around the world. AMC’s revenue tripled in the June quarter from the
year’s first three months. Mr. Aron announced the company would start accepting bitcoin at U.S.
locations by the end of the year, citing the investor community’s enthusiasm for cryptocurrency,
and said AMC was opening new locations thanks to the bullish support of his supporters. The
need to sufficiently regulate cryptocurrencies will grow as more companies begin to accept them
in the coming months, thus bolstering the mostly unregulated $1.6T digital money market. #FIN
WSJ

AEROSPACE & SPACE
→ The U.S. Air Force, along with a number of venture capital funds, are making a $60M
bet on a Georgia-based startup, hoping the company’s efforts to develop a hypersonic
airliner will benefit the military. Hermeus is building a reusable hypersonic plane, something
that has never been done before; so far, all hypersonic test vehicles and weapons have been
built for a single flight. The Air Force deal will allow Hermeus to accelerate its own work on
technology that is projected to ultimately allow it to build a Mach-5 passenger aircraft that could
fly from New York to London in 90 minutes. Executives said the company’s research and testing
could speed up the Pentagon’s own quest for reusable hypersonic vehicles. Called
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Quarterhorse, the test aircraft will be powered by a General Electric J85 engine, the same
power plant used in the T-38 trainer, and a high-speed, hypersonic engine being developed by
Hermeus. The Air Force contract sets a number of strategic objectives for Hermeus to meet
within the next three years, to include building and testing three Quarterhorse aircraft. #AER
Defense One

→ NASA’s IG said US efforts to return to the Moon by 2024 could be delayed by losing
bidders and lack of spacesuits. After Blue Origin and Dynetics lost a human Moon flight bid to
SpaceX, they protested the decision which has slowed down the overall progress of the
program. The two suits needed, which will cost $1B+, have been delayed due to funding
shortfalls, impacts from COVID, and technical challenges. GAO estimates say the suits won’t be
ready until 2025 at this rate. NASA has been working on next gen spacesuits which act as mini
spaceships that protect the astronauts from the vacuum of space for 14 years, with 27 different
contractors supplying the parts. This is the first time NASA is developing new spacesuits in 40
years. Current spacesuits in use on the ISS have exceeded their design life by 25 years already,
and require continuous maintenance to ensure astronaut safety. #AAER #USA #SCRM The
Washington Post

→ NASA said Friday it's seeking applications for a year-long Mars analog mission at a
Johnson Space Center facility called Mars Dune Alpha. Four people will spend a year in the
1,700-square-foot 3D-printed habitat, with "spacewalks" onto simulated Martian terrain. The
crew will test operations with limited communications and simulated equipment failures. They
will also have "ready-to-eat space food" and grow some plants. #AER AP News

→ China's main spacecraft maker is developing a human landing system for lunar
missions. A news report from Xiamen University School of Aeronautics and Astronautics last
month identified people at the China Academy of Space Technology leading projects linked to
China's human lunar landing plans and notably refers to the landing project as a "national
strategy." No details of the lander were provided during a meeting where current progress and
future plans for human moon landings were presented. #AER #CHN SpaceNews

→ A Chinese company that says it plans to develop hypersonic spaceplanes has raised
$46M. Beijing Lingkong Tianxing, also known as Space Transportation, said the funds will be
used for development of commercial suborbital and hypersonic vehicles. It aims for a first flight
of a suborbital space tourism vehicle prototype in 2023 followed by a first crewed test in 2025,
with a "global" hypersonic vehicle to follow by 2030. The company performed a flight of a
3,700-kilogram technology demonstrator named Jiageng-1 in 2019. #AER #CHN SpaceNews

BIOTECHNOLOGY
→ To lessen reliance on animal models and better guide the use of human clinical trials,
scientists continue to develop ever more accurate and realistic in vitro models of the
body and its molecular and systemic processes. Sufficiently realistic, responsive, and
scalable in vitro models could, to a significant extent, replace in vivo models and clinical testing.
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They could even advance powerful new multidisciplinary analytic approaches to research and
precision medicine. An especially promising in vitro modeling approach from Cambridge-based
CN Bio Innovations is called organ-on-chip (OoC) technology. OoCs are purpose-built
microfluidic models that contain living cells and help them sustain their processes. In OoCs,
different cell types inhabit preorganized structures that are engineered to resemble those in
tissues and to simulate organ functions. Besides realizing considerable cost savings, OoCs
could facilitate precision and/or personalized medicine. A group at Harvard University has
successfully connected multiple OoCs to create one of the first body-on-a-chip platforms. It
includes an intestine, liver, and kidney chips and has the ability to model how the body
processes drugs. Once OoCs are able to capture the complexity of the human immune system,
they will facilitate the evaluation of next-generation biotherapeutics. #BIO Genengnews

→ A growing number of companies now recognize the value that machine learning can
deliver at various stages in the drug discovery process. Alnylam Pharmaceuticals has been
using computer vision algorithms to profile vast repositories of MRI data collected from various
parts of the body in tens of thousands of patients with various medical conditions. Several other
companies are using machine learning–based image analysis to go deeper into their analyses
of disease pathology. For example, cancer immunotherapies can vary widely in their efficacy
because of differences in the structure and cellular composition of the “microenvironment” within
a tumor, including the strength of the local immune response. Although progress has been
slower in terms of applying AI for the actual design of drugs themselves, machine learning
continues to be explored as a means of improving the performance of existing drug candidates.
Projections indicate that the pharmaceutical industry could boost earnings by more than 45% by
making strong investments in AI. #AI Genengnews
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GREEN TECHNOLOGY
→ EV and battery makers still fall short when it comes to sustainability, but many
startups are working to address it. In particular, reliance on rare earth elements and rare
metal extraction remains a pressing concern. So startups addressing these issues are
generating stepped-up interest from investors. Last week, two companies aimed at building
more sustainable battery, electronics, and EV infrastructure raised sizable rounds. By far the
largest was Redwood Materials. The startup, which is building a closed-loop supply chain for
electric vehicles and energy products, closed on $700M in fresh funding from a consortium of
new growth investors and existing venture backers. The company has partnered with
Panasonic, Amazon, and others to recycle lithium-ion batteries and e-waste from parts of their
businesses. Additional funding went to Niron Magnetics, which makes permanent-magnet
motors using a process that does not require rare earth materials. Broadly, investment to
startups working on more sustainable approaches to battery and electric vehicle development
has been on a tear this year. At least seven companies in the space have collectively pulled in
more than $3.5B in funding in 2021. #GRN #USA #SCRM Crunchbase

→ President Biden signed an EO last week setting a target for EVs, hydrogen-fuel cell,
and plug-in hybrid vehicles to make up 50% of U.S. sales by 2030—a voluntary goal that
auto makers said would entail federal support for vehicle charging stations and consumer tax
incentives. Biden signed the executive order at a White House event that included GM Chief
Executive Mary Barra, Ford chief Jim Farley, and Stellantis’ North American chief operating
officer, Mark Stewart. In a joint statement before Thursday’s event, the auto makers said the
voluntary targets for EV sales “can be achieved only with the timely deployment of the full suite
of electrification policies committed to” by the Biden administration in the roughly $1T
infrastructure plan. The Senate infrastructure spending bill allots $7.5B in grants for states and
municipalities to build out EV charging stations. That amount is half of the sum that President
Biden pushed for in March when he set a goal of 500K public chargers by 2030—the U.S. has
roughly 110K public charging outlets. The administration is still working with Congress on tax
credits for consumers that purchase EVs. #GRN #USA WSJ

ADVANCED MANUFACTURING
→ Xi Jinping wants China to have state-of-the-art
semiconductors, electric-car batteries, commercial
aircraft, and telecommunications equipment to
retain China’s manufacturing prowess, avoid
deindustrialization, and achieve autonomy from
foreign suppliers. Social media, e-commerce, and
other consumer internet companies are nice to have,
but in his view national greatness doesn’t depend on
having the world’s finest group chats or ride-sharing.
Chinese leaders think manufacturing confers social
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benefits that market values don’t reflect. For decades, it has been how the country created jobs,
raised productivity, and disseminated essential skills and know-how. Now, to achieve parity with
the West, they think China must be able to make the most advanced technology, and will use
subsidies, protectionism, and forced technology transfers to achieve that. #MFG #CHN WSJ

AUTONOMOUS SYSTEMS
→ Qualcomm offered to buy automotive technology company Veoneer for $4.6B,
muscling in on Magna International after its bid for the supplier last month. At $37 a
share, Qualcomm is offering an 18% premium to Magna’s $31.25-a-share bid. Veoneer and
Magna said last month their boards had unanimously approved what would have been a $3.8B
deal. With Veoneer, Qualcomm would get a firmer footing in the emerging market for
driver-assistance technology. Crash avoidance and hands-free driving have become a hotly
contested battleground as automakers seek to boost prices and best rivals. Bloomberg
assesses that buying Veoneer would widen Qualcomm’s auto presence to include driverless
technology and expand the focus from car connectivity amid competition from Intel’s Mobileye
and Nvidia’s Xavier. Qualcomm and Veoneer have said they plan to develop driver-assistance
and autonomous systems that integrate Veoneer’s perception technology and software stack
with Qualcomm chips. #AUT Bloomberg

→ The US’s biggest fleet of low-speed,
autonomous electric shuttles hit the road
Tuesday in a major step for the EV sector.
The unveiling in Colorado adds momentum to
an industry that is poised to get a major boost
from the Biden administration and Democrats
in Congress. The fleet of nine driverless,
zero-emission vehicles will shuttle Colorado
School of Mines students and staff as well as members of the public from key spots in the city to
various points on campus for at least the next year. The six-passenger mini trolley-type vehicles
from French company EasyMile are a sharp contrast to the large, diesel-burning buses known
on many crowded college campuses. Each shuttle uses advanced sensors, cameras, and Lidar
technology which is supposed to limit the risk of human error to about 94% of vehicle-related
fatalities. While this launch is the largest rollout of the French-made shuttles both in the US and
worldwide, there are several full service operations already working in Europe. #AUT #USA
#FRA #EUR Bloomberg The Hill

SEMICONDUCTORS & CHIPS
→ TSMC has the potential to join the trillion-dollar stock club by 2025, but several
unpredictable challenges could prevent it from hitting that milestone. TSMC’s revenue has
surged over the past few years due to increased demand for the world’s most sophisticated
chips - which only it produces. The stock has advanced 300%+ over the past five years. TSMC
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currently has a market cap of ~$600B while Intel - who hopes to surpass TSMC - has a market
cap of only ~$200B. Analysts assess the semiconductor foundry market could grow at a CAGR
of 7.3% from now till 2026. TSMC currently trades at about 13x trailing sales. If it maintains that
P/S ratio in the next four years, it will be worth just over $960B. But as the market leader, TSMC
could grow faster than the broader foundry market. in the last five years, TSMC’s CAGR was
11.8%; if it outpaces the projected growth of the broader market with a CAGR of 9% it could
generate $79B by 2025, which when multiplied by 13 would give it a market cap of $1.03T.
However, three challenges could prevent it from reaching that figure: Intel could catch up, the
current chip shortage investors are throwing money into could reach a supply glut, and
geopolitical tensions could hurt TSMC as it remains vulnerable to potential attack by China and
US-China tensions. #CHP #TWN #CHN #USA #SCRM #Geopolitics The Motley Fool

QUANTUM TECHNOLOGY
→ Some researchers are suggesting that one of the most important applications of
quantum technology will be its use as a tool to address climate change. In a study
published on the pre-print server ArXiv, a team of researchers, including leading industry
experts and academics, listed four reasons why quantum computing can help scientists solve
climate change. The researchers say that quantum can help with simulation of physical
systems, combinatorial optimization, quantum sensing, and computational energy efficiency.
#QNT #GRN The Quantum Daily

→ Scientists say they may have found a way to execute a complex quantum computing
algorithm on traditional computers instead of quantum ones. The specific “quantum
software” they are considering is known as Quantum Approximate Optimization Algorithm
(QAOA) and is used to solve classical optimization problems in mathematics; it’s essentially a
way of picking the best solution to a problem out of a set of possible solutions. Using
conventional computers, the researchers developed a method that can approximately simulate
the behavior of a special class of algorithms known as variational quantum algorithms, which
are ways of working out the lowest energy state, or “ground state” of a quantum system. QAOA
is one important example of such a family of quantum algorithms that researchers believe are
among the most promising candidates for “quantum advantage” in near-term quantum
computers. #QNT The Quantum Daily

→ A team at the Technical University of Munich (TUM) has designed and commissioned
the production of a computer chip that could provide protection against future hacker
attacks using quantum computers. The researchers also incorporated hardware trojans in the
chip in order to study methods for detecting this type of “malware from the chip factory.” Cyber
attackers can steal information on production processes or shut down entire factories. To
prevent this, communication between the chips in the individual components is encrypted. But
soon, many encryption algorithms will become ineffective—the established processes that can
fight off attacks launched with today’s computer technologies will be defenseless against
quantum computers. For this reason, security experts around the world are working to develop
technical standards for “post-quantum cryptography.” One of the challenges is posed by the
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enormous processing power needed for these encryption methods. A team working with Georg
Sigl, Professor of Security in Information Technology at TUM, has now designed and
commissioned a highly efficient chip for post-quantum cryptography. #QNT #DEU The Quantum
Daily

GEOPOLITICS
→ More than 30 U.S. trade groups called on the Biden administration to resume
negotiations with China and remove tariffs, which they say are harming the American
economy. The tariffs on electronics, apparel, and other Chinese goods, which are paid by U.S.
importers, were kept in place in part to ensure that China fulfills its obligations under its 2020
Phase One trade pact with the U.S—so far, China remains well behind in meeting those goals.
The trade groups include some of Washington’s most influential big business associations,
including the U.S. Chamber of Commerce, the Business Roundtable, the National Retail
Federation, the American Farm Bureau Federation, and the Semiconductor Industry
Association. #Geopolitics #CHN #USA WSJ Bloomberg

→ An OpEd from The Hill argues: Today’s battlefields transcend time, space, and the
physical with ideas, emotions, and the vastness of cyber that negate the advantages of
superior U.S. firepower. Russian interference in U.S. elections and disinformation has recently
fueled national division. Moreover, Russian disinformation targeted American confidence in
COVID-19 vaccines, sought to fan racial divisions, and exacerbated the toxic U.S. political
atmosphere. Like Russia, China choreographed its cyber operations to both disrupt and collect
against U.S. government and industry servers. Its attacks spanned hacking, ransomware, and
internal meddling. The cost for aggressors in a modern world must be prohibitive. But rather
than a linear approach, such as a reciprocal cyber solution for a hack or a military reprisal for a
kinetic incident, a more well-considered doctrine would provide flexibility to incorporate
interchangeable measures along with asymmetrical, covert options. Russian and Chinese
leaders would need to reassess their risk calculus if a cyber attack resulted in media
placements that exposed an autocrat’s corruption and vulnerabilities, or sabotage operations
that targeted not merely critical infrastructure but the ruling elites’ personal wealth. To dominate,
America needs greater comfort to operate in the shadows where it can exact costs that would
make any enemy think twice before acting. #Geopolitics #CHN #RUS #USA The Hill

→ China’s firm commitment to wiping out Covid-19 risks leaving the country isolated for
years to come, as much of the rest of the world learns to live with the virus. Beijing has
punished dozens of officials for failing to curb the recent outbreak that’s spawned nearly 900
symptomatic infections across the country in less than a month. And with fresh delta infections
triggering travel curbs across China, airline seat capacity is plunging, dropping 32% in one
week, the most since early in the pandemic. Elsewhere, the delta wave has now engulfed the
U.S., with cases and hospitalizations at their highest since February. Despite this, the EU has
decided not to reinstate restrictions on travelers from the U.S. And Indonesia is planning to
gradually ease restrictions in several cities, including Jakarta, as it sets out a roadmap for life
with the virus. #Geopolitics #CHN #USA #IDN Bloomberg
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→ As Huawei’s CFO approaches a final decision in her sanctions violation case in a
Canadian court, a Chinese court upheld the death sentence for a Canadian citizen,
Robert Lloyd Schellenberg. He'd initially been sentenced to 15 years for drug trafficking but
the penalty was increased after Huawei CFO Meng Wanzhou was arrested in Canada. The
timing of this news is noteworthy as a decision on her extradition to the U.S. is due next week.
Also, Michael Spavor, one of two more Canadians held in China, was sentenced to 11 years in
prison after a Chinese court ruled him guilty of spying. #5G #Geopolitics #CHN #CAN
Bloomberg NYT

CYBERSECURITY
→ VC-backed cyber startups are being bought up at a record pace. Venture capital
investors aren’t just putting a record amount of money into cybersecurity startups, they are also
cashing in, as evidenced by an explosion of M&A deals in the space. The number of those deals
for venture-backed cybersecurity companies in the first seven months of 2021 almost equals the
total amount for all of last year, per Crunchbase data. This year has already seen 77 deals —
while last year saw a record total of 80. With five months still left in the year, not only should
cybersecurity shatter venture capital fundings numbers, but M&A deal-making should also set
new records — and IPOs should see their best year since 2016 in the sector. Those numbers
likely should not come as a surprise, as ransomware attacks have surged this year and made
headlines on a weekly basis — such as the Colonial Pipeline attack discovered in May. Just late
last month, the Department of Homeland Security issued a directive requiring operators of
critical pipelines to upgrade their protection against cyberattacks. It was the second such
directive since May. #Cybersecurity Crunchbase

SUPPLY CHAINS
→ At a recent House Intelligence Committee hearing, witnesses discussed ways the U.S.
can address security and supply-chain vulnerabilities in the microelectronics industry.
Georgetown University analyst Will Hunt and Semiconductor Industry Association executive
David Isaacs, stressed that leading foreign semiconductor companies are backed by their
governments. To rebalance the U.S. position, they said the House should adopt a proposal the
Senate passed in June to provide $52B for the manufacturing subsidy programs and R&D
initiatives authorized in the CHIPS for America Act. However, former Defense Department
official Lisa Porter argued the sprawl of the microelectronics supply chain makes subsidies
difficult to target and said the U.S. should prioritize other means of mitigating threats. She
testified the shift reflects a recognition that microelectronics security cannot be guaranteed,
partially because breaches can occur within trusted suppliers and partially because the supply
chains are so complex. Chip production draws on a “vast network of thousands of suppliers
performing specialized tasks at many different levels in the lifecycle,” and the best way to
reduce vulnerabilities is to build resilience against risks such as security breaches and supply
disruptions. Moreover, Porter credited the sprawl of the global market as a source of innovation
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and economic growth and counseled against attempts to isolate from it. For similar reasons, she
suggested that, although concentration of chip manufacturing in countries such as Taiwan and
South Korea presents vulnerabilities, providing subsidies would risk creating supplies of
economically unviable components, undercutting the competitive forces of a free market that
correct for poor performance and poor alignment with market demand. All three witnesses
agreed the U.S. needs to augment its semiconductor workforce at all levels. #SCRM #CHP
#CHN #USA #TWN #KOR AIP
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