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This week’s Monitor features the latest on how recent Biden EOs will be 
implemented, tradeoffs of doing business in China, EXIM’s newest space 

investment, the Next5 take on Biotech, extreme risk in putting all your chips 
on one island, & cybersecurity in Big Ag. 

 



DIGITALIZATION 
→ A House committee approved legislation that would curb tech giants’ market 
dominance. The package includes six different bills, the most significant piece being a 
measure to bar big tech companies from favoring their own products on their platforms, 
known as the American Choice & Innovation Outline Act. The bills still must pass the full 
House, where the timetable for bringing them to the floor for final votes remains unclear. 
Then they still have to be passed in the Senate. The package would affect large tech 
firms including Google, Facebook, Apple, and Amazon. #DIG #USA WSJ 

→ Biden’s June 9th EO aimed at safeguarding America’s sensitive data could cause 
some Chinese and Russian apps to be subpoenaed or banned. The goal is to keep foreign 
adversaries from gaining access to large amounts of personal and proprietary business 
information out of fears they could track the locations of US government employees, build 
dossiers of personal information for blackmail and conduct corporate espionage. As we 
previously reported, the new EO does not name specific companies, but it could end up 
capturing more apps than the Trump bans and hold up better if challenged in court. According to 
Reuters sources, US officials have begun speaking with allies about adopting a similar 
approach in hopes that partner countries will agree on the apps that should be banned. As far 
as next steps - US Commerce Secretary Gina Raimondo will decide which apps pose 
unacceptable risk, then choose to notify the parties directly or publish the information on the 
Federal Register. Companies will then have 30 days to object or propose measures to secure 
data better. #DIG #USA #CHN #RUS #Geopolitics Reuters 

→ Microsoft’s latest moves to censor its products’ content in China highlight the 
challenge foreign companies face in the country: acquiesce to Chinese government 
demands or risk getting shut out of its giant market. Microsoft-owned LinkedIn recently 
blocked several scholars’ accounts in China, allegedly without telling them why. LinkedIn made 
a trade off to accept Chinese censorship when it entered China in 2014 and has typically 
censored human-rights activists and deleted content focused on posts deemed sensitive to the 
Chinese government. LinkedIn, which has more than 750M members globally, is the only major 
Western social-media company allowed to operate freely in China.The recent dragnet stands 
out for having caught several academics in its path, resulting in the deletion of entire profiles 
instead of individual posts. And as we previously reported, Microsoft’s Bing search engine, 
which is also available in China, drew controversy this month after it blocked the iconic “Tank 
Man” image linked to the 1989 Tiananmen Square massacre not just in China, but also in the 
US. #DIG #USA #CHN #Geopolitics WSJ 

→ EU regulators opened a formal antitrust investigation into whether Google’s digital 
advertising business gives it an unfair advantage over rivals and advertisers in the most 
wide-ranging case yet to look at that pillar of the tech giant’s business. The European 
Commission's move follows more than $9.5B in fines over the past decade for blocking rivals in 
online shopping, Android smartphones, and online advertising. The European Commission said 
it would investigate whether Google distorts competition by restricting third party access to user 
data for advertising purposes on websites and apps, while reserving such data for its own use. 
Google's adtech business is also under fire in the United States, with the DoJ, joined by some 
states, suing last year for abusing its dominance in search ads. A group of states led by Texas in 
a later lawsuit focused on anti-competitive behavior on the network side of the house. But the 
EU’s investigation will cover new complaints that have not been the subject of formal inquiries 
anywhere before - This inquiry could end up targeting all of Google's ad empire. According to 
market researcher eMarketer, Google could control 27% of global online ad spending this year, 
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including 57% for search ads and 10% of display. The internet giant generated $147B in 
revenue from online ads last year, more than any other company in the world, with ads including 
search, YouTube and Gmail accounting for the bulk of its overall sales and profits. #DIG #USA 
#EU Reuters WSJ 

SATELLITES & NAVIGATION 
→ The US Export-Import Bank has arranged financing for the SpaceX launch of a 
Spanish-operated Hipasat satellite - the first space deal the bank has done in 6 years. The 
export credit agency was sidelined for several years by a lapse in its authorization and then a 
lack of a quorum on its board, which prevented it from approving deals larger than $10M. The 
Senate restored that quorum by confirming three nominees for the board in May 2019. An 
omnibus spending bill signed into law in December 2019 authorized the bank for 7 years, the 
longest reauthorization in the bank’s history. Previously, Ex-Im primarily financed GEO satellite 
and launch deals, supporting satellite manufacturers such as Boeing, Lockheed Martin and 
Orbital Sciences, as well as SpaceX launches, with a total value of about $5B. However, 
demand for GEO satellites dropped precipitously in the latter half of the decade, and has only 
modestly recovered, as industry interest shifts to low Earth orbit megaconstellations. But in 
November, Ex-Im officials said they were evaluating nearly $2B in applications for financing in 
the space industry. They said they were looking at deals beyond traditional GEO satellite 
manufacturing and launch contracts, with the caveat that new technologies have to be proven 
and demonstrate a “commercial viability” to ensure repayment of the financing the bank 
underwrites. #SAT #USA #ESP SpaceNews 

→ The Space Development Agency is creating a marketplace for commercial electro-
optical, radar imaging, and other observation satellites. The SDA wants imaging satellites to 
send data directly to US government satellites in orbit, using optical inter-satellite links. The idea 
is to make it easier for Earth observation satellite operators to sell their data to the government 
without having to download it to ground stations. SDA is building a network of data-relay 
satellites in low Earth orbit known as the Transport Layer. It plans to have as many as 150 
satellites in orbit by 2024 and hundreds more could follow. Each satellite in the network would 
have multiple optical communications terminals to pass data to other satellites and to military 
platforms like aircraft, ships and command centers on the ground. To detect and track missiles 
that could be aimed at U.S. forces, the SDA is building a network of surveillance sensor 
satellites known as the Tracking Layer. The agency also plans to use commercial satellite 
imagery to help track these targets. #SAT #USA SpaceNews 

→ The FAA and the USAF on Monday announced a new agreement to ease red tape for 
the space launch industry. The memorandum of agreement signed June 15 would eliminate 
duplicative licensing processes and adopt common safety standards for FAA-licensed launch 
and reentry activities at Cape Canaveral Space Force Station in Florida and Vandenberg Space 
Force Base in California.  The two ranges each have four FAA-licensed commercial space 
transportation companies authorized to conduct launch operations. In 2020, the FAA licensed 39 
commercial space launches. Of those, 24 flew from the two Space Force ranges.  
Under the agreement, the FAA will accept the Air Force’s ground safety rules and other 
processes as long as they satisfy FAA regulations. The Air Force will accept FAA licensing 
decisions and generally will not impose its own requirements for the flight portion of a launch or 
reentry. #SAT #USA FAA 
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ARTIFICIAL INTELLIGENCE 
→ Google is developing an alternative to the standard method for classifying skin tones 
in hopes of preventing biased AI that continues to come under scrutiny across the 
industry. Tech companies currently typically rely on a six-color scale known as Fitzpatrick Skin 
Type (FST) which dermatologists have used since the 1970s. Critics say FST, which includes 
four categories for “white” skin and one apiece for “black” or “brown” disregards diversity among 
people of color. FST is used by Facebook, Microsoft, Apple, and Garmin among several others 
in their technology. #AI #USA Reuters  

→ Progress on machine learning depends on trust, which can be compromised by 
attackers who “poison the well.” Three machine learning resources attackers can 
compromise include machine learning tools, pretrained machine learning models, and datasets 
used for training. To prevent or at least detect anomalies early, CSET recommends: Federal 
departments create detection competitions and datasets, establish ML attack red teams, fund 
basic hygiene and maintenance, establish international ethical norms, and lead the world by 
establishing a culture of technology sharing to prevent aggression. #AI #USA #Geopolitics 
#Cybersecurity CSET 

NEXT GENERATION COMMUNICATIONS 
→ The FTC unanimously voted to advance a plan to ban approvals for equipment in the 
US telecommunications network from Chinese companies deemed national security 
threats. Under proposed rules that won initial approval, the FCC could also revoke prior 
equipment authorizations issued to Chinese companies. The FCC designated five companies in 
March and in August barred federal agencies from buying goods or services from them (Huawei, 
ZTE, Hytera, Hikvision, and Zhejiang). #5G #USA #CHN #Geopolitics #SCRM Reuters 

→ A Swedish court upheld a ban against Huawei, dealing a serious blow to the Chinese 
company’s hopes of staging a comeback in Europe, and increasing chances of retaliation 
against Ericsson. As we previously reported, Swedish telecom regulators banned Huawei 5G 
equipment in the country citing security concerns. And China previously threatened to retaliate 
against Swedish telecommunications company Ericsson if the ban was not overturned. After the 
ban was upheld, an Ericsson spokesman said the decision “may adversely impact the economic 
interests of Sweden and the Swedish industry, including those of Ericsson.” #5G #SDN #CHN 
#Geopolitics Reuters  

FINANCIAL TECHNOLOGY  
→ Fintech giant Ant Group is in talks with Chinese state-owned enterprises to create a 
credit-scoring company that will put its proprietary consumer data under regulators’ 
purview. The new entity could result in Ant ceding some control over the voluminous data it has 
on the financial habits of Chinese citizens. More than 1B use Ant’s Alipay app and the 
information that Ant has collected and used has been the secret sauce behind the company’s 
success in recent years. China historically has lacked a robust national credit-scoring system 
akin to America’s FICO, whose scores are used by many lenders and are based on individuals’ 
borrowing and repayment histories from a variety of sources. Ant has historically attempted 
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similar programs, but this is the first time it is looking to cooperate with state-owned enterprises 
in sharing information on its users, or ceding control of it altogether. Previously, the fintech giant 
argued it didn’t have its users permission to do so. The recent change of heart is likely due to 
China’s recent crackdown on Ant, among other tech giants in the country, and the blocking of its 
IPO last year.  #FIN #DIG #CHN WSJ 

→ The strongest argument against cryptocurrencies is that they have become far too 
good at enabling crime. A spate of recent ransomware attacks, where cybercriminals lock up a 
victim network’s files and demand payment for their release, most often in bitcoin, has raised 
the threat level on digital currencies’ crime problem. While law enforcement is proving 
increasingly adept at tracking bitcoin transactions and at times seizing ill-gotten money, the 
ability to make digital payments without financial intermediaries has facilitated activities such as 
the selling of illegal goods and services online and money laundering. One problem for law 
enforcement is that, even when the cybercriminals behind them can be identified, thefts that 
once would have required exchanges of bags of money or suitcases of gold to pull off can now 
happen entirely in countries where the US has no extradition treaty. The FBI was able to seize a 
portion of cryptocurrency that Colonial Pipeline paid to ransomware gang DarkSide but, 
because the gang is believed to operate in Russia, its members might be beyond reach. #FIN 
#Cybersecurity #USA #RUS WSJ 

→ According to a JP Morgan survey, only 10% of institutional investment firms trade 
cryptocurrencies, with nearly half labelling the emerging asset class as “rat poison” or 
predicting it would only be a temporary fad. Of those firms who did not invest, 80% did not 
expect to start investing or trading in cryptocurrencies. However, asked about their personal 
investments, 40% said they were active in cryptocurrencies. Four-fifths of investors also 
expected regulators to get tougher on the asset class, while 95% believed fraud in the crypto 
world was prevalent. This news comes as Bitcoin fell to a five-month low, extending losses from 
China’s deepening crackdown on mining and trading cryptocurrencies. #FIN #USA #CHN 
Reuters  

AEROSPACE & SPACE 
→ NATO leaders on Monday expanded the use of their all for one, one for all, mutual 
defense clause to include a collective response to attacks in space. Article 5 of NATO’s 
founding treaty states that an attack on any one of the 30 allies will be considered an attack on 
them all. Until now, it’s only applied to more traditional military attacks on land, sea, or in the air, 
and more recently in cyberspace. Around 2,000 satellites orbit the earth, over half operated by 
NATO countries, ensuring everything from mobile phone and banking services to weather 
forecasts. Military commanders rely on some of them to navigate, communicate, share 
intelligence and detect missile launches. President Biden used the recent summit, his first at 
NATO, as a formal opportunity to underline America’s commitment to its European allies and 
Canada. #USA #NATO #AER #SAT #Geopolitics Defense News 

BIOTECHNOLOGY 
→ Next5 Exclusive: The pandemic proved that while the West enjoys leadership in the 
biotech industry, our supply chains are unacceptably volatile. This week, Next5 CEO Bryan 
Ware spoke to the Bipartisan Commission on Biodefense about his experience in cybersecurity 
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and SCRM during the pandemic, which you can watch here. To learn more about the Next5 
perspective on securing the US lead in biotechnology, read this. #BIO #USA #Cybersecurity 

→ Chinese researchers directed the US National Institutes of Health to delete gene 
sequences of early COVID-19 cases from a key scientific database, raising concerns that 
scientists studying the origin of the pandemic may lack access to key pieces of 
information. Some of the deleted information is still available in a paper that was published in a 
specialized journal but scientists typically look for gene sequences in major databases like the 
one NIH maintains. The missing sequences are unlikely to change researchers’ current 
understanding of the early weeks of the Covid-19 pandemic in Wuhan. But their removal sows 
doubts about China’s transparency in the continuing investigation into the origin of the 
pandemic. #BIO #CHN #USA #Geopolitics WSJ 

GREEN TECHNOLOGY  
→ For the world to reach net-zero emissions by 2050 in line with IPCC recommendations, 
attention needs to turn to industrial sectors such as steel, where emissions in the 
production processes themselves and the need for very high temperatures make the 
path to decarbonization more difficult than in the power sector. The good news is that 
major steel-producing countries, including China, Japan, the EU and now the US, have set 
ambitious targets to reach net-zero economies. A range of solutions – from replacing coal with 
green hydrogen as a reducing agent, to carbon capture and storage or use (CCS/U), and 
eventually direct iron electrolysis – are approaching technological readiness. However, the 
business case is not yet there to unlock investment in green steel production at scale. Low-
emissions steel products will cost 20-50% more than steel made through the conventional high-
carbon route, and even more for first-of-a-kind plants. Carbon pricing could bridge this gap in 
theory. However, a coordinated global carbon pricing mechanism is nowhere on the horizon; 
and regional policies imposing additional costs on steel producers risk impacting market share 
and investments in the most climate-conscious jurisdictions, while emissions shift to places 
where the cost of polluting is cheaper. #GRN #SCRM WEF 

→ While solar power hasn’t been named as a Biden Administration priority so far - like 
batteries, semiconductors, pharmaceuticals, and rare earth minerals have - it is lobbying 
for tariff or tax support on grounds that it is just as critical to America’s future. China 
currently dominates in solar panel manufacturing and a vast majority of Western firms have 
outsourced their manufacturing to the country. The US solar industry has relied for years on a 
rich investment tax credit for purchasers of solar installations, but it doesn't distinguish between 
the use of imported vs US-made panels. A new tax credit proposal would be tied to US 
production of renewable energy, where companies who produce domestically could get the 
maximum credit. The Biden administration already supports extending tax credits for solar-panel 
purchases. The administration also plans to require federal contractors to purchase many solar 
panels from U.S. suppliers. Changes in the tax code require Congress to sign on; administrative 
actions don’t. #GRN #SCRM #USA #CHN WSJ 

→ The Biden Administration announced plans to impose penalties on some companies 
that produce raw materials used to make solar panels. Under the plans, CBP would bar 
imports of metallurgical-grade silicon mined by Hoshine Silicon Industry as well as products 
made from it, unless the company can prove the materials isn’t produced with forced labor. And 
Commerce would add Hoshine and four others to its entity list, which requires US companies to 
get a license to sell them products or technology; such licenses are rarely granted. The new 
actions are largely symbolic and unlikely to hobble China’s solar industry or make it difficult for 
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US businesses to build or sell solar panels, though they will have to ensure the materials they 
import comply with the order. As mentioned above, a vast majority (85%) of the panels sold in 
the US are imported, with many of those made in China. #GRN #SCRM #Geopolitics #CHN 
#USA WSJ 

→ The stocks of numerous 
recently listed EV companies are 
showing remarkable resilience in 
the face of significant turmoil at 
their businesses. Lordstown, 
Nikola, and Canoo all have share 
prices that are in line with, or above, 
the prices from when they struck 
deals to go public last year. Helping 
explain the seemingly unshakable 
shares is the flood of amateur 
investors who bet on stocks of new 
car makers that went public through 
SPACs in the past year, analysts 
and observers of the sector say. 
Motivated by the promise of fast 
growth and optimism about an 
electric vehicle-filled future, these 
individual investors helped push the 
shares of numerous new companies in the sector to historically lofty valuations by traditional 
auto maker standards. The dynamics at play are similar to Telsa that has more than quintupled 
in value since early last year to become the world’s most valuable auto maker. Tesla’s share 
price often goes up for little clear reason, while negative events often have little or no impact. 
Investors are more focused on a future narrative of extraordinary growth than the present day-
to-day. #GRN #USA WSJ 

ADVANCED MANUFACTURING  
→ Genomatica, a biology company, is remaking everyday products through a clean 
biomanufacturing process that it is licensing to global corporations. Genomatica created 
bio-BDO as a sustainable, naturally-sourced alternative to existing petrochemicals that are 
derived from fossil fuels. Genomatica is replacing petrochemicals with renewables like 
sugarcane, sugar beets, and other sources of carbohydrates like corn. The company recently 
partnered with global food corporation Cargill and HELM - a distributor and chemical marketing 
company, to invest $300M to build a new plant. And Genomatica is licensing its 
biomanufacturing process technology to the companies. In addition to creating supply chain 
stability by having global corporations run the plant, it will see 93% savings in greenhouse gas 
emissions per year when compared to a fossil BDO plant. If everyone in the industry switched to 
bio-BDO, they would save 14M tons of greenhouse gas emissions a year. #MFG #BIO #GRN 
Forbes  

AUTONOMOUS SYSTEMS 
→ California approved self-driving car service Cruise to participate in the state’s 
first driverless service pilot.  Eight companies have permits for testing driverless vehicles in 
California, but Cruise is the only company approved for giving rides to passengers without a 
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safety driver on board. However, the vehicles still have to have a link to a remote safety 
operator and Cruise cannot charge passengers for rides. So far, Cruise says its autonomous 
cars have logged more than 2 million miles driven in California. The company also has more 
than 300 all-electric autonomous vehicles operating in San Francisco and in Phoenix. Cruise 
was acquired by General Motors in 2016 and has had big investments from Softbank, Honda, T. 
Rowe Price, Microsoft and Walmart. #AUT #USA NPR 

→ The autonomous vehicle (AV) industry has yet to converge on a single method for 
measuring the maturity of AV technology with AV companies offering a range of different 
approaches for which metrics should be used to indicate system safety. And research 
shows that public support for AV adoption hinges on how safe they are, rather than their 
economic impact; or privacy concerns stemming from the data they might collect. To address 
this issue, AV Combinator has put forward the Autonomous Vehicle Modular Safety Suite white 
paper. AV Combinator is a group of researchers from Stanford University, founded in the 
Hacking4Defense program, with a mission to close the communication gap between policy-
makers and AV companies. Based on interviews with industry leaders and federal and local 
government officials, the white paper suggests a new approach to AV safety, outlining how it can 
be implemented for the improved understanding and assessment of AV safety in the US. #AUT 
#USA WEF 

SEMICONDUCTORS & CHIPS 
→ Xi Jinping appointed his economic czar and 
childhood friend Liu He to spearhead China’s 
approach to develop third generation chips - a 
capability in which no company or country yet 
dominates. Beijing believes this is the best 
strategy to help its domestic chipmakers overcome 
US sanctions. The involvement of one of Xi’s most-
trusted lieutenants in China’s chip efforts highlights 
the importance accorded by Beijing to the initiative, 
which is gaining urgency as rivals from the US to 
Japan and South Korea scramble to onshore their 
own industries. Liu, the 69-year-old vice premier, 
who has led the country’s technology reform task 

force since 2018, is also overseeing projects that could lead to breakthroughs in traditional 
chipmaking, including the development of China’s own chip design software and extreme 
ultraviolet lithography machines. Liu is also leading the charge to reform the tech sector, which 
was identified in China’s latest five-year economic plan as a key strategic area in which the 
“whole nation system” should be used to mobilize any necessary resources. #CHP #CHN 
Bloomberg 

→ The world relies heavily on one chip maker in Taiwan - TSMC - leaving everyone 
vulnerable to any disruptions in the company, or the small island country where it is 
headquartered. TSMC makes almost all of the world’s most sophisticated chips, and many of 
the simpler ones, too. The U.S., Europe and China are scrambling to cut their reliance on 
Taiwanese chips. While the U.S. still leads the world in chip design and intellectual property with 
homegrown giants like Intel, Nvidia, and Qualcomm, it now accounts for only 12% of the world’s 
chip manufacturing, down from 37% in 1990. With a market cap of around $550 billion, TSMC 
ranks as the world’s 11th most valuable company. Its dominance leaves the world in a 
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vulnerable position, however, as it resides on an island that’s a focal point of tensions between 
the U.S. and China, which claims Taiwan as its own. Analysts say it will be difficult for other 
manufacturers to catch up in an industry that requires hefty capital investments. And TSMC 
can’t make enough chips to satisfy everyone—a fact that has become even clearer amid a 
global shortage, adding to the chaos of supply bottlenecks, higher prices for consumers and 
furloughed workers, especially in the auto industry. Essentially, being dependent on Taiwanese 
chips poses a threat to the entire global economy. #CHP #TWN #USA #CHN #EUR #SCRM 
WSJ 

→ The global chip shortage is pushing up 
prices of items such as laptops and printers 
and is threatening to do the same to other top-
selling devices including smartphones. Industry 
officials said costs are up for things as diverse as 
silicon wafers that are the building blocks of chips 
and the resins and metals used in their 
manufacture. Numerous factors are driving the 
surging appetite for chips that has led to shortages 
that have only been compounded by strained 
supply lines that are still disrupted from the 
pandemic. People bought record numbers of 
laptops to work and study from home during the 
pandemic. The number of chips sold in the world in 
April 2021 reached a record 100B. And around 
73B shipped in January 2020, just before the 
pandemic, reflecting how the industry has ramped 
up to meet demand. The price increases within the 
chip industry itself aren’t uniform. On average, chip 
prices across all semiconductors shipped globally 
show little change since the beginning of last year, 
according to industry data, even as some 
subsectors, including wireless-communications and consumer-electronics chips, have seen 
increases. In fact, the pricing data doesn’t yet reflect the most recent cost increases seen 
across the semiconductor supply chain. #CHP #SCRM WSJ 

QUANTUM TECHNOLOGY 
→ Writing quantum software is challenging, which makes it difficult to find quantum 
software engineers. Because quantum programming is unlike classical programming, quantum 
software engineers are a rare breed. They need to be experts in quantum information theory 
and have a working understanding of quantum physics as well as a mastery of linear algebra. 
Today, such engineers are typically PhD-level graduates of major universities. People with such 
qualifications are few, and companies find it difficult to staff their newly-created quantum groups. 
Furthermore, quantum software engineers lack domain expertise in option pricing, molecular 
biology, supply-chain optimization or whatever problem the teams set out to solve. #QNT Forbes 

GEOPOLITICS  
→ US companies pay less income tax than their overseas competitors and would likely 
continue to do so under a tax hike proposed by President Biden. The analysis undercuts 
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arguments by some that Biden's plan would leave US firms paying some of the world's highest 
taxes and struggling to compete. US corporations typically pay less - sometimes much less - 
than statutory rates because the US tax code is unusually generous with tax breaks and 
deductions, and in allowing overseas tax planning. If Biden's proposed tax rates were applied to 
US firms' 2020 earnings, they would have paid effective rates averaging about five percentage 
points higher than under the current system, yet still lower than overseas firms. Moreover, US 
firms would likely retain a bigger tax advantage over their foreign rivals than the analysis shows. 
Reuters calculations do not account for the impact of new tax breaks for US firms that Biden 
proposes to encourage domestic manufacturing and clean-energy investments. Biden's plan 
would also require foreign companies with US operations to pay higher taxes on their US 
income. Reuters  
CYBERSECURITY 
→ The European Union has announced plans to form a new rapid response cyber unit to 
respond to cyber crime. The plan calls for a “joint cyber unit” where EU countries could call on 
other nations for support to deal with cyberattacks in real time. It would also set up a platform for 
cybercrime police, cyber agencies, diplomats, military services and cybersecurity firms to 
coordinate responses and share resources. And it would prepare regular threat reports, prepare 
and test crisis response plans and set up information-sharing agreements between authorities 
and private cybersecurity firms.The cyber unit aims to be operational by June next year and fully 
set up by 2023. Members of the unit will come from the EU Agency for Cybersecurity, experts 
from EU countries, Europol’s European Cybercrime Centre, the EU foreign service EEAS, and 
the European Defense Agency. #Cybersecurity #EU Reuters Politico  

→ Now that the agricultural industry demands smart machines, many big agriculture 
companies are scrambling to establish cybersecurity teams. Despite their size and clout, 
agriculture equipment makers don’t have long track records as software developers, let alone 
makers of IoT devices. Still, recent months have seen a surge in job postings for software 
security talent within the industry, as well as meetings with cybersecurity consultants by 
agricultural equipment makers. A 2018 DHS-ODNI report found that technology enabled 
precision agriculture has aggressively moved into smart farming with the introduction of massive 
sensor nets being built in the crop and livestock sectors. As precision agriculture embraces 
automation through applications of robotics, machine learning, and edge computing, the report 
found “threats to data integrity and the risk of disruption of agriculture are manifesting in ways 
never contemplated in the agriculture sector.” #Cybersecurity #GRN #AUT #SAT #USA Forbes 

SUPPLY CHAINS  
→ As the US and its allies chase China in procuring critical minerals essential for 
modern technologies, they face a major hurdle: a lack of companies and projects with an 
established record. Rare earths like Lithium and Boron are essential for growing technologies 
such as electric vehicles, satellites, and wind turbines. And rare-earth magnets can be key in 
military hardware, such as missiles and aircraft, so the U.S. has strict rules governing where 
such components are made and customized, and who can see data related to procurement. 
The Senate this month approved a bipartisan, $250B bill to boost government spending on 
technology research and development to catch up with China, including funds for digging up 
and processing critical minerals at home and with allied nations. The Pentagon and DOE have 
put money directly in several companies working with critical minerals, though some in the 
industry said they were baffled by some investments because of recipients’ links to China or 
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lack of an established record. The US is also looking to finance rare earth projects in allied 
countries to include Australia and Ireland. #SCRM #USA #CHN #+AUS #IRE WSJ 

→ Shipping delays in Southern China are likely to affect trade flows for several more 
weeks and could delay shipments heading into the year-end holiday shopping season. 
Recalled ship bottlenecks began in late May when a coronavirus outbreak forced authorities to 
shut down parts of Guangdong province. Officials say cargo-hauling operations that normally 
handle about 36,000 containers a day are back to 70% of capacity, from 30% earlier this month. 
But the vessel queue is so long that liner operators are diverting their ships to nearby ports that 
are also swamped with containers. And congestion is driving up shipping costs -- price to ship a 
40-foot sea container from China to US West Coast ports was quoted last Friday at $6,614, 
57% higher than the start of the year and 386% more than January last year. #SCRM #CHN 
WSJ 
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