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DIGITALIZATION 
 
→ Big Tech won two major antitrust cases this past week, highlighting the challenges of 
using the courts and Congress to reshape those businesses. Facebook took two victories 
in court, as the company joined the $1T club for market cap. It was ruled that the FTC, who 
sued Facebook in December asking it to sell WhatsApp and Instagram, failed to show that 
Facebook had monopoly power in the social-networking market among other problems. The 
judge also ruled that there is nothing necessarily unlawful about Facebook having a policy of 
restricting access to its tools and user data. The ruling left open the possibility that the federal 
plaintiffs could refile their case, but it illustrates how antitrust-law standards can be tough for 
regulators to meet. Lawmakers in Washington, meanwhile, are considering the path forward 
after a bruising battle last week to advance bills aimed at strengthening tech antitrust 
enforcement. Many business friendly Democrats are under pressure to delay or dilute the bills—
which could facilitate the breakup of companies such as Facebook and Amazon.com Inc. —as 
are House Republicans. #DIG #USA Reuters WSJ 
 
→ Mobile app company, Premise, is using unwitting users to provide intelligence to the 
US military and others. Premise is one of a growing number of companies that straddle the 
divide between consumer services and government surveillance and rely on the proliferation of 
mobile phones as a way to turn billions of devices into sensors that gather open-source 
information useful to government security services around the world. The company pays users, 
many of them in the developing world, to complete basic tasks for small payments. Typical 
assignments include taking pictures, filling out surveys, or reporting observations like the price 
of consumer goods or counting ATMs. According to Premise, half of its customers are private 
businesses seeking commercial information, but in recent years it has started working with the 
US military and foreign governments, marketing the capability of its flexible, global, gig-based 
workforce to do basic reconnaissance and gauge public opinion. Data from Wi-Fi networks, cell 
towers and mobile devices can be valuable to the military for situational awareness, target 
tracking and other intelligence purposes. There is also tracking potential in having a distributed 
network of phones acting as sensors, and knowing the signal strength of nearby cell towers and 
Wi-Fi access points may have useful applications. The company’s data has previously been 
used to understand reasons for vaccine hesitancy and public sentiment during contentious 
elections. The company’s CEO maintains that Premise is proud its data can be used by 
government departments to shape policy and protect 
citizens. #DIG #USA WSJ 
 
→ Google will now tell users when search results 
are rapidly changing around a breaking story. 
Previously, Google has inadvertently showcased 
incorrect information after mass shooting events where 
early official reports are often inaccurate and deliberate 
misinformation is common. Some searches will now 
bring up a warning that “it looks like these results are 
changing quickly” and a subheading will explain that “if 
this topic is new, it can sometimes take time for results 
to be added by reliable sources.” The Verge 
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SATELLITES & NAVIGATION 
 
→ The space industry is increasingly adopting "software-as-a-service" business models. 
As the space sector expands, companies large and small are adopting new service-based 
business models that promise the benefits of space without the demands of satellite 
manufacturing, government regulations, launch integration or space data delivery. These 
companies include Leo Labs, Astro Digital, and Spire, among others. An important benefit of the 
service model for space companies is scale, as subscription service providers reap the rewards 
of a large customer base. #DIG #SAT #SCRM SpaceNews  
 
→ The EU is proposing a “launcher alliance” involving companies and governments to 
develop the next generation of European launch vehicles. In a June 22 speech highlighting 
the EU’s space programs, including the signing of a Financial Framework Partnership 
Agreement with the European Space Agency, the EU commissioner responsible for space 
highlighted the launcher alliance as part of an “ambitious and disruptive space agenda.” Exactly 
what the launcher alliance’s activities will be is not clear, although the EU says funding will be 
available for the first time to support the industry, from research and development to block buys 
of vehicles for EU’s flagship satellite programs. European space startups are skeptical of the 
launcher alliance plans saying it seems too complex and competition between businesses is 
more important than cooperation at this stage. #SAT #EUR SpaceNews 

 
ARTIFICIAL INTELLIGENCE 
 
→ CSET released a new Private-sector AI-Related Activity Tracker (PARAT) this week. 
PARAT collects data related to companies’ AI research and development in order to inform 
analyses of the global AI sector. This tracker includes companies with various degrees of AI 
activity that CSET has considered relevant to research at the intersection of AI and national 
security. Six of the top ten companies currently listed are American; 3 are Asian and one is 
European. And, of the next ten listed, only three are American.  #AI #Geopolitics #SCRM CSET 
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NEXT GENERATION COMMUNICATIONS 
 
→ France’s largest telecom firm Orange announced it will avoid using equipment from 
Chinese vendors when developing Europe’s 5G networks, opting for suppliers like 
Ericsson and Nokia instead. However, the company sees no issue in working with Huawei in 
Africa, where the Chinese company dominates as a supplier of equipment to many 
telecommunications operators. European governments have tightened controls on Chinese 
companies building 5G networks following diplomatic pressure from Washington, which alleges 
Huawei equipment could be used by Beijing for spying. Huawei has repeatedly denied being a 
national security risk. Some countries, such as Britain and Sweden, had banned the Chinese 
vendors outright, while others have encouraged telecom operators to opt for European 
suppliers, particularly in the core parts of their networks. #5G #FRA #GBR #SDN #USA #CHN 
#Geopolitics #SCRM Reuters 
 
→ Qualcomm says it expects to work with more than 40 carriers and telecommunications 
gear providers that have committed to using the faster variant of 5G networking 
technology. 5G networks use a combination of technologies. The lower frequency version, 
called “sub-6” by industry, travels well over long distances but is only somewhat faster than 
previous networks. The fastest version uses higher frequencies and is called “millimeter wave” 
by Qualcomm, the world’s biggest supplier of wireless data chips for smartphones. The 
millimeter wave technology is most useful in dense areas where many people are trying to 
connect to mobile networks at once, such as sports arenas where many fans are trying to 
stream video to their social networks. Qualcomm helped develop the standards that make 
millimeter wave devices compatible around the world, and phone makers such as Apple have 
tapped Qualcomm's chips to gain access to the technology. Among the 40 carriers that will join 
the effort include China's China Unicom, Chunghwa Telecom, and Fibocom Wireless, as well as 
Germany’s Deutsche Telekom and Australia's Telstra. #5G #CHP #USA #CHN #AUS #DEU 
Reuters 
 
→ While today’s telecom coverage has limited farmers’ ability to fully leverage its 
capabilities, the potential for greater 5G coverage in rural areas could enable farmers to 
work faster and smarter. Right now, a majority of data is collected and stored onboard farming 
vehicles in the field until it reaches a connectivity zone to transfer that information to the cloud. 
However, a broader or faster connection - as promised by 5G - could enable machine-to-
machine communications and therefore make farmers more efficient and precise in real time. 
There is an ongoing movement on rural broadband as the US FCC plans to dole out $9B to fuel 
rural 5G deployments. And earlier this week, the US government-funded Platforms for 
Advanced Wireless Research (PAWR) program launched its fourth testbed, aiming to prove out 
rural use cases and develop systems to reduce wireless deployment costs. #5G #GRN #USA 
Fierce Wireless 
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FINANCIAL TECHNOLOGY  
 
→ Crunchbase identified four factors that are likely to drive big changes in the 
cryptocurrency space in the next several years: 1) Mainstream Adoption: which is very 
important to the growth of the sector has recently suffered from less serious applications of 
digital currencies like meme coins. At the same time, adoption of NFTs - which were invented in 
2017 - has arguably become one of the biggest factors that changed the industry in the past 
year. 2) Price Volatility: Bitcoin in particular has been extremely volatile and the sector will rely 
on regulations and time to help stabilize cryptocurrency and prevent volatility. 3) Regulatory 
Pressure: While the USG has taken some steps like requiring large cryptocurrency transactions 
to be reported in tax filings, there are still misunderstandings about how it should be reported. 
The Fed is also looking at regulating crypto exchanges to protect investors and prevent market 
manipulation. 4) Beyond Bitcoin: Many are distracted by the price volatility of bitcoin and are 
struggling to become comfortable with the concept of cryptocurrency in general, the same way 
they were with adopting ATMs and credit cards. #FIN Crunchbase 
 
→ Chinese fintech companies are reluctant to test the patience of the PRC and PBOC as 
crackdowns continue. Ant and rival Tencent have been told to sever “improper links” that long 
steered a billion users of their ubiquitous payment apps - Ant’s Alipay and Tencent’s WeChat 
Pay - toward higher-paying services such as loans and fund management. Regulators have yet 
to rule on how the two companies, which dominate mobile payments, can direct traffic on their 
apps and use the wealth of the data they gather. And the PBOC is weighing new rules for 
curbing monopolies in online payments, while at the same time trying to launch a venture that 
would take charge of the data those platforms collect and share it with rivals. As a result, the 
future is looking a lot less profitable. Lending online to hundreds of millions of Chinese, the 
biggest engine of growth, is forecast by Bloomberg Intelligence to shrink 23% over the next 5 
years, as will money flowing to investment products sold by fintech platforms. And as the 
payment system looks like it will continue to be closely policed, the companies are suffering 
internal discontent as employees - including executives - are actively looking for other jobs. And 
other companies like JD Technology, China’s number 2 e-commerce site, are waiting for clear 
instructions from authorities before making any attempt to push deeper into finance. #FIN #DIG 
#CHN Bloomberg 
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AEROSPACE & SPACE 
 
→ China’s space administration has outlined its priorities in space systems for the next 
five years. China National Space Administration (CNSA) Secretary General Xu Hongliang laid 
out the main activities and focus of the country's civilian space endeavors in a press conference 
earlier this month. Those priorities range from a series of robotic lunar missions and planning for 
later Mars and Jupiter missions to completion of China's space station and development of new 
launch vehicle technology. China's government is expected to publish a dedicated space white 
paper later in the year that will provide more details about those plans. SpaceNews  
 
 
→ Virgin Galactic announced Friday the FAA will now allow the company to fly 
customers on its SpaceShipTwo suborbital spaceplane. Virgin said the FAA updated the 
launch license after evaluating data from the most recent SpaceShipTwo flight May 22, 
removing a restriction that limited the flights to crew and experimental payloads. The license 
change could potentially allow the company to soon fly its founder, Richard Branson, but Virgin 
did not provide an update on the schedule of its three test flights it previously stated it expects to 
perform through the summer. SpaceNews Reuters  
 
→ NASA's Mars Reconnaissance Orbiter (MRO) is living up to its name by performing 
reconnaissance of a Chinese rover. Recent images from MRO show the Zhurong rover has 
continued to move further away from its landing platform. China's space program has provided 
few updates on Zhurong's activities since its landing, beyond releasing a few images taken by 
the rover. For a detailed breakdown on what else the Mars rover is up to click here. Space.com  
 

 

 
NASA’s Mars Reconnaissance Orbiter captured this photo of China’s Zhurong Mars 

Rover (bottom) and its landing platform on June 11, 2021. 
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BIOTECHNOLOGY 
 
→ In a medical first, researchers have injected a CRISPR-based treatment into the blood 
of patients with genetic disease - and they have seen positive results. The gene editor 
CRISPR was injected into the blood of people born with a disease (known as transthyretin 
amyloidosis) that causes fatal nerve and heart disease and shown that in three of them, it nearly 
shut off production of toxic protein by their livers. Although it’s too soon to know whether the 
CRISPR treatment will ease the symptoms of the disease, the preliminary data reported are 
generating excitement about what could be a one-time, lifelong treatment. Previously, 
researchers injected similar treatments into patients’ blood outside their body before infusing 
them back into their bodies. The new treatment also marks a milestone for the race to develop 
treatments based on mRNA - protein building instructions which currently power two COVID-19 
vaccines being distributed worldwide. The study paves the way for treating other liver diseases 
with CRISPR, either by knocking out a gene or—more challenging—modifying it with the help of 
a DNA template. The latter approach could also be used to turn the liver into a factory for 
making an enzyme needed elsewhere in the body. #BIO #USA Science Mag 
 
→ NASA researchers used 3D-printing to create human liver tissue that could soon be 
tested on the International Space Station. Six years ago, NASA launched a competition to 
accelerate research that could someday lead to artificial organs and the Agency announced two 
different approaches from two winning teams from Wake Forest. The two approaches differ in 
the way vascularization—how blood vessels form inside the body—is achieved. One used 
tubular structures and the other spongy tissue structures to help deliver cell nutrients and 
remove waste. The challenge represented a hallmark for bioengineering because the liver, the 
largest internal organ in the body, is 
one of the most complex tissues to 
replicate due to the high number of 
functions it performs. And, printing 
such material on Earth is difficult to 
replicate in space, as one 
scientist  likened the material to 
behaving like Play-Doh on Earth, but 
honey in space. Along with 
advancing the field of regenerative 
medicine and making it easier to 
create artificial organs for humans 
who need transplants, the project 
could someday help astronauts on 
future deep-space missions. #BIO 
#AER #MFG #USA #SCRM MIT 
Tech Review 
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GREEN TECHNOLOGY  
 
→ Making EVs generates more carbon than combustion engine cars, and estimates vary 
widely as to how big the carbon gap is between when an EV is sold to when it breaks 
even, compared to non-EVs. The manufacture of EVs generates more carbon mainly due to 
the extraction and processing of minerals in EV batteries and production of the power cells. The 
period of time it takes for EVs to have a lower carbon footprint over its lifetime depends on 
factors such as the size of the EV’s battery, the fuel economy of a gasoline car, and how the 
power used to charge an EV is generated. The Argonne National Lab created a model that 
calculated the lifetime of emissions of vehicles called Regulated Emissions and Energy Use in 
Technologies (GREET), and it is being used to shape policy at the US EPA and the California 
Air Resources Board - two main regulators of vehicle emissions in the US. Reuters plugged in a 
series of variables into the Argonne model, and found that if a Tesla was being driven in 
Norway, which generates all its electricity from renewable hydropower, the break-even point 
would come after 8,400 miles; whereas in the US that same Tesla wouldn’t break even in 
carbon emissions until 13,500 miles. #GRN #SCRM #USA #NOR Reuters 
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→ Tech companies are wielding their balance sheets to finance solar, wind and other 
renewable-energy projects on an unprecedented scale. In some countries, developers say 
tech companies’ willingness to spend upfront—signing commitments to buy energy at a certain 
price for long periods—has helped make corporations more important than government 
subsidies as the main drivers of renewable investment. The scale of these investments is 
placing the tech companies under pressure to show that the projects actually add new 
renewable capacity to the energy grid instead of sucking up pre-existing supply. A thorny issue 
is whether tech companies’ green-power purchases replace power generated from carbon-
emitting plants or simply increase power generation to feed growing global energy consumption. 
That is important because the companies want to tell consumers and investors that they are 
helping to reduce absolute carbon output, not just shifting it around. #GRN WSJ 
 
→ A bipartisan $1.2T infrastructure framework allocates $15B to boost EV charging 
stations and buy electric school and transit buses, though it does not include new 
money for electric vehicle rebates. Biden proposed $174B on EVs including $100B on EV 
consumer rebates. Democrats in Congress still plan to seek funding for EV rebates in other 
legislation this year. The funding would "accomplish the president’s goal of building 500,000 EV 
chargers" and "electrify thousands of school and transit buses across the country," the White 
House said. Both General Motors and Tesla have hit the manufacturer cap and no longer qualify 
for consumer $7.5k EV tax credits. #GRN #USA Reuters  
 
→ While France pushes its own national champions to produce batteries for cars, its 
politicians are welcoming Chinese investment in battery plants. Last week, France 
announced that an electric car battery plant planned by China’s Envision AESC in northern 
France will invest 2B Euros and create 1,000 new positions in the country, with potentially 2,500 
total in the long term. #GRN #FRA #CHN #SCRM Reuters 

 
ADVANCED MANUFACTURING  
 
→ Quantum computing may give manufacturers a competitive edge in scheduling and 
optimization. Honeywell and Cambridge Quantum - who we recently reported came together in 
a joint venture - helped Nippon Steel to devise an optimal schedule for the intermediate 
products it uses during the steel manufacturing process. Nippon Steel is one of the largest steel 
manufacturers in the world, manufacturing more than 50M metric tons of steel products in 2019. 
Steel companies are always looking to streamline or optimize the production process and 
scheduling, which could lead to significant gains in efficiency and reduce operating 
costs.  Nippon Steel has long invested in advanced computing and technology to help 
employees optimize scheduling and maximize efficiency. Quantum computers may make them 
uniquely suited to tackle such optimization challenges, problems that can confound even the 
best supercomputers. And it doesn’t only apply to steel manufacturers, but similar optimization 
problems are ubiquitous throughout global manufacturing, transportation industries, and 
distribution systems in which goods and services move through several steps. #MFG #QNT 
#USA #GBR TQD 
 
→ A recent collaboration between a 3D printing company and a medicinal company who 
are working on new bioprinting efforts has garnered a lot of support from investors and 
boosted other 3D printing stocks across the board. 3D Systems stock soared 40.6% last 
week after it announced its bioprinting collaboration with Israeli company CollPlant 
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Biotechnologies. Its stock continued to move up throughout the week, suggesting that future 
collaborations in the same realm could follow if this one is successful. Stratasys, ExOne, Nano 
Dimension, and Proto Labs stocks were all also big winners last week after news broke about 
3D Systems’ bioprinting deal. #MFG #BIO Motley Fool 

 
AUTONOMOUS SYSTEMS 
 
→ Chinese ride-hailing goliath Didi priced its IPO at $14 per share on Tuesday afternoon, 
after it made a lightning-fast pitch to potential investors. The company sold more stock 
than it had planned, and the upsized deal raised about $4.4B. Given the upsizing, the pricing 
would give Didi a market capitalization of more than $67B, which would trail U.S. ride-hailing 
firm Uber’s roughly $95B but land well ahead of Lyft, which sits at roughly $20B. How the IPO 
trades hinges partly on the company convincing investors to focus on Didi’s potential growth 
and brush aside the possible political risks around putting money into U.S.-listed Chinese 
companies. It should be noted that its investment in AI for autonomous vehicles along with EV 
investments show strong promise in its ability to grow in the next several years. Didi will be 
entering a US IPO market that has been white hot on the whole, but less hospitable for newly 
listed Chinese companies lately. Didi, which elbowed Uber out of China, is one of the most 
anticipated Chinese companies to list shares in the U.S. since e-commerce giant Alibaba did in 
2014. It boasts an Apple executive as a board member, and pre-IPO investors include Tencent 
and SoftBank, which also is a prominent backer of Uber. #AUT #GRN #DIG #CHN #USA 
#Geopolitics WSJ 
 
→ Last week, Tesla “recalled” nearly 300k China-made and imported cars for an online 
software update related to assisted driving. Since Tesla can push software updates to its 
cars remotely, none of its drivers were required to return their vehicles for the “recall.” The move 
is linked to an assisted driving function in the electric cars, which can currently be activated by 
drivers accidentally, causing sudden acceleration. The remote online software “recall” was a first 
for Tesla cars built in China and covers 149,855 China-made Model 3 and Model Y cars, and 
35,665 imported Model 3 sedans. This news comes not too long after other bad press for the 
company in China where the Chinese government raised concerns over security risks and 
customer service complaints. #AUT #DIG #USA #CHN Reuters The Verge 
 
→ Federal regulators in the US are tightening their oversight of car crashes that involve 
advanced driver-assistance or automated-driving features, a shift that follows growing 
concern over the role that systems such as Tesla’s Autopilot have had in recent crashes. The 
National Highway Traffic Safety Administration said in a new order on Tuesday that companies 
must report serious crashes involving driver-assistance and automated-driving systems to 
authorities within a day of learning about them. Manufacturers and operators will also have to 
issue broader monthly reports about their vehicles’ safety. Having such data will help 
investigators track patterns in automated-driving crashes, the agency said. The order applies to 
simpler driver-assistance features that are already relatively commonplace, as well as more 
automated systems that are just beginning to gain wider adoption. The technology under 
scrutiny includes lane-keeping assistance and cruise-control systems that keep a fixed distance 
behind a leading car, as well as higher-tech systems such as features offered by Tesla that can 
guide a car along highways with minimal driver input. Fully self-driving cars, such as those being 
developed by Google’s Waymo, would also fall under the order’s purview. #AUT #USA WSJ 
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SEMICONDUCTORS & CHIPS 
 
→ Shares related to China's third-generation semiconductor development closed higher 
early last week with some even rising by the daily limit, buoyed by expectations that the 
next generation of China's homegrown chips could give it an upper hand over foreign 
rivals. However, excessive capital speculation may hinder the development of the industry, 
experts have warned. Zhejiang Jingsheng Mechanical & Electrical closed 12.87% higher last 
Monday, while shares of Sichuan HAITE High-tech Co and Hubei Tech Semiconductors Co 
climbed 10% - continuing an across-the-board rally in chips that began in the last few weeks. 
The rally in semiconductor stocks came amid news reports of Chinese officials speeding up 
development of third generation chips to counter foreign sanctions and bans. The third-
generation semiconductor sector has attracted a lot of attention and galvanized a large influx of 
capital in China since September, when the country announced plans to bolster the 
development of third-generation semiconductors under the 14th Five-Year Plan (2021-25). It 
should be noted that the technology is still at the research stage, and it is hard to predict the 
outcome. Represented by silicon carbide (SiC) and gallium nitride (GaN), third-generation 
semiconductor materials have superior performance including high voltage resistance, high 
frequency and high efficiency. Right now, more than 90% of the semiconductor market is still 
dominated by first-generation semiconductor materials - specifically silicon materials. But third 
generation chips are slated to replace existing chips when they come to fruition, and China 
hopes to achieve chip independence by leading the world in third generation chips. That is a 
lofty goal for a country that is highly dependent on foreign suppliers and no country has yet to 
achieve independence over the entire chip value chain.  #CHP #CHN #Geopolitics #SCRM 
Global Times 
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→ Intel is delaying production of one of its newest chips to improve performance, the 
first significant product setback under its new CEO, Pat Gelsinger, as he seeks to rebuild 
the company’s competitiveness. The company is now planning to make the next generation 
of CPUs for servers by 2022, after previously saying they would be ready this year. The server-
chip market is one of the largest, fastest-growing and most competitive in chip-making. Intel 
generated $5.6 billion in revenue from its data-center business in the first quarter, roughly a 
quarter of all sales. Data-center demand has jumped in recent years with the shift toward cloud 
computing, where people’s data is processed remotely in huge data centers. The need for 
server chips became even more acute during the pandemic, when millions started working from 
home and relying on internet services. Intel has long dominated the data-center chips business, 
but perennial smaller rival Advanced Micro Devices (AMD) has released chips in recent years 
that meet or exceed Intel’s in performance metrics, helping it gain market share. AMD’s market 
share has grown to 8.9% in the first quarter of 2021 from 1.8% in 2018. Intel is still the largest 
vendor in that segment, with a 91.1% share of the market. Nvidia, now America’s largest 
semiconductor company by value, in April said it was planning new chips for the data-center 
market, raising the competitive pressure on Intel. WSJ Market Watch 

 
QUANTUM TECHNOLOGY 
 
→ Rigetti Computing, a pioneer in full-stack quantum computing, announced it is 
launching a scalable, multi-chip quantum processor. The processor incorporates a 
proprietary modular architecture that accelerates the path to commercialization and solves key 
scaling challenges toward fault-tolerant quantum computers. Rigetti expects to make an 80-
qubit system powered by the multi-chip technology available on its Quantum Cloud Services 
platform later this year. Scaling quantum computers comes with inherent challenges. As chips 
increase in size, there is a higher likelihood of failure and lower manufacturing yield, making it 
increasingly difficult to produce high-quality devices. Rigetti has eliminated these roadblocks by 
developing the technology to connect multiple identical dies into a large-scale quantum 
processor. This modular approach exponentially reduces manufacturing complexity and allows 
for accelerated, predictable scaling. The company’s multi-chip approach also enables future 
systems to scale in multiplicative ways. Next-generation architectures currently in development 
at Rigetti include individual chips with more qubits, as well as advanced technologies to help 
connect more of these chips into larger processors. #QNT #CHP #USA TQD 
 

GEOPOLITICS  
 
→ Last week the Chinese military strategically messaged to the world that Taiwan’s 
future lies in “reunification” with China and said that it cannot rely on the United States. 
This news came shortly after 28 Chinese air force aircraft entered Taiwan’s defense 
identification zone (ADIZ) - the largest number to date reported by the Chinese-claimed island 
government. This news also comes shortly after the G7 issued a joint statement scolding China 
for a series of issues and underscoring the importance of peace and stability across the Taiwan 
Strait. The United States is Taiwan's strongest backer on the international stage and main arms 
supplier, despite the lack of official diplomatic recognition, to Beijing's anger. As we have 
previously reported, Taiwan is also home to one of the world’s most strategically important chip 
producers, TSMC, who’s future would be at risk if the Chinese eventually take over the island 
country. #CHN #TWN #Geopolitics Reuters  
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CYBERSECURITY 
 
→ The US remains the world’s most cyber-capable nation with no major competitors and 
China remains a decade behind its capability according to a new report. The report comes 
from a British think tank called the International Institute for Strategic Studies that reviews the 
cyber capabilities of 15 of the world’s biggest players in hacking and digital defense. The report 
assesses both government and private-sector capabilities. It relegates the most troublesome 
U.S. adversaries, Russia and China, to a second tier of cyber powers. That group also contains 
the United Kingdom, Canada, Australia, Israel and France. While the report concludes that 
China is years behind the US, it assesses that “China’s rapid development and its growing slate 
of technology firms make it the only state currently on a trajectory to join the US in the first tier of 
cyber powers.” Despite the fact that the US has a strong cyber offensive capability, it has yet to 
stop major cyber attacks from less capable nations, particularly lately. #Cybersecurity #USA 
#CHN #RUS #ISR #CAN #AUS #FRA Washington Post  
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→ Researchers said cyber insurance isn’t helping with cybersecurity and might be 
making the ransomware crisis worse.  Cyber insurance is designed to protect organisations 
against the fallout of cyberattacks, including covering the financial costs of dealing with 
incidents. However, some critics argue that insurance encourages ransomware victims to simply 
pay the ransom demand that will then be covered by the insurers, rather than have adequate 
security to deter hackers in the first place. Insurers argue that it's the customer that makes any 
decision to pay the ransom, not the insurer.  According to a research paper examining cyber 
insurance and the cybersecurity challenge by defense think tank Royal United Services Institute 
(RUSI), this practice isn't just encouraging cyber criminals, it's also not sustainable for the cyber 
insurance industry, which warns ransomware has become an existential threat for some 
insurers. Some ransomware gangs are even actively seeking to target victims with cybersecurity 
policies because they believe that's the best way to guarantee they'll make money from 
encryption campaigns. #Cybersecurity #GBR ZDNet 
 
 
→ The House Appropriations Committee on Tuesday included almost $400M more than 
last year for the Cybersecurity and Infrastructure Security Agency (CISA) in its budget 
proposal for the upcoming year. The committee proposed the increase in the wake of months 
of escalating cyberattacks, most notably the so-called SolarWinds hack that compromised 9 
U.S. federal agencies and 100 private sector groups, and ransomware attacks on Colonial 
Pipeline and meat producer JBS. The committee specifically proposed a budget of $2.42B for 
CISA in fiscal year 2022, just shy of $400M over CISA’s budget in 2021, and more than $288M 
above what the agency requested earlier this year. These funds would go towards issues 
including critical infrastructure security, emergency communications, risk management, and 
other cybersecurity-related concerns. #USA #Cybersecurity The Hill 
 

SUPPLY CHAINS  
 
→ Loaded with stimulus checks, American’s demand for the world’s goods is driving 
global economic recovery from the pandemic setback, setting the US up to play the role 
China played in the aftermath of the 2008 financial crisis, according to economists. While 
other countries largely welcome a burst of demand from the world’s largest economy, the force 
of America’s expansion is ricocheting through financial markets and causing dislocations around 
the world such as shipping bottlenecks in East Asia, effects on currencies and booming 
commodity prices. Through the mid-2000s, the U.S. was the main locomotive for global growth, 
until China’s explosive expansion provided a second, and often leading, driver of the world’s 
economy. Now, China, while still growing strongly, is expected to slow later in the year following 
its rapid comeback from the pandemic, as its government seeks to rein in credit. Europe’s 
slower economic recovery, weighed down by weak consumer spending, is also helping to blunt 
global inflation and demand. Meanwhile, the US has approved stimulus spending about seven 
times as large as a share of world GDP as China’s fiscal stimulus after the 2008 financial crisis. 
The most recent U.S. spending program alone is expected to lift output by up to 0.5 percentage 
point in Japan, China and the eurozone over the next 12 months, and by up to 1 percentage 
point in Canada and Mexico, according to the Organization for Economic Cooperation and 
Development. The OECD in May raised its forecast for global economic growth this year to 
5.8%, which would be the fastest since 1973. The ripple effects of muscular U.S. growth on the 
global financial system far outweigh those of China, now or after 2008, because China’s capital 
market remains relatively insulated, while the dollar dominates international debt markets and 
foreign-exchange reserves.  #SCRM #USA #CHN #EUR WSJ 
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→ Australia, the US, and Canada teamed up to launch an interactive map of rare earth 
mineral deposits and other critical minerals that are expected to be in hot demand as the 
world moves to cleaner forms of energy. The website contains the world’s largest dataset of 
minerals such as cobalt, lithium, and rare earth elements and has more than 7,000 mineral 
samples from over 60 countries which could help identify new areas of critical minerals. The 
data can be used by governments to identify options to diversify their critical minerals sources 
and by the companies to better target their exploration strategies. China is the dominant 
supplier of rare earths, which are used in electric vehicle batteries, a wide range of consumer 
products as well as satellites and lasers. Western governments have been keen to diversify 
procurement amid trade and political tensions with Beijing. The United States said this month it 
would work with allies to secure the minerals needed for electric vehicle batteries and process 
them domestically. #SCRM #GRN #USA #CAN #AUS Reuters For a guide on reading the map, 
click here. 
 

 
 

 


