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SeclQ Technologies

This is to certify that SeclQ Technologies has performed Vulnerability Assessment and Penetration Testing
(VAPT) on xoxoday Empuls from 1 February 2023 to 6 March 2023 for the following applications:

1. Empuls web application
2. Empuls MS-Teams application
3. Empuls Slack application

The above applications were tested for compliance of Open Web Application Security Project( OWASP)
security guidelines & the following issues were identified as part of the VAPT have been fixed and verified

as part of the retesting.
Category Name Vulnerability Name  Instances Status Severity
Identification and Unauthorized Access to .
L . L 1 Closed High
authentication failure | Authorization Token
Broken Access
Improper Access Control 68 Cl High
Control prop osed g
Lack of Resources and | pppjication-level Denial
. 3 Closed
Rate-Limiting of Service (DOS)
Injection CSV Injection 1 Closed Low
Identification and Insufficient Session
. . . 1 Closed Low
authentication failure | Expiry After Logout
. Username enumeration
Insecure Design 1 Closed Low
By Verbose Error
Vulnerable and .
Vulnerable JavaScript
Outdated 3 Closed Low
Dependency
Components

*Note: This Certificate is valid till any changes are made to the Website/Application

Date: 15 March, 2023 For SeclQ Technologies
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Bivin Jacob
Co-Founder & Business Head

SeclQ Technologies LLP | 5th cross KempeGowda layout, NN Halli, Dr.S. K Nagar post, Bangalore 560077
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