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This is to certify that SecIQ Technologies has performed Vulnerability Assessment and Penetration Testing 

(VAPT) on xoxoday Empuls from 8 March 2023 to 23 March 2023 for the following applications: 
 

1. Empuls iOS mobile application 
2. Empuls Android mobile application 

 

The above applications were tested for compliance of Open Web Application Security Project (OWASP) 
security guidelines & the following issues were identified as part of the VAPT have been fixed and verified 
as part of the retesting. 
 

  Category Name Vulnerability Name Instances Status Severity 

 
Security 

Misconfiguration 

App Transport Security 

AllowsArbitraryLoads is 

Allowed 

iOS Closed High 

 
Security 

Misconfiguration 
Insecure Local Storage Android 

Closed 
Medium 

 
Using Components with 

Known Vulnerabilities 
PKCS& Padding Issue Android 

Closed 
Medium 

 
Security 

Misconfiguration 
Missing SSL Pinning Android & iOS 

N/A (Closed) 
Low 

 
Security 

Misconfiguration 
Leaked Secret Key Android 

Closed 
Low 

 
Security 

Misconfiguration 
No Code Obfuscation Android & iOS 

Closed Android 
Risk Accepted iOS  

Low 

 
Security 

Misconfiguration 
No Root Detection Android 

Closed 
Low 

 
Security 

Misconfiguration 
Leaked Employee Details iOS 

Closed 
Low 

 
*Note: This Certificate is valid till any changes are made in the code of the Website/Application or one year from the data of 

issue whichever is earlier.  
 

Date:  19 April 2023            For SecIQ Technologies 

 
Bivin Jacob 
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