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This is to certify that SecIQ Technologies has performed Vulnerability Assessment and Penetration Testing 

(VAPT) on xoxoday Plum in April 2023 for the following application(s) on the staging environment: 
 

1. Plum web application - https://stores.xoxoday.com, https://stores.xoxoday.us 
 

The above application(s) was tested for compliance of Open Web Application Security Project (OWASP) 
security guidelines & the following issues were identified as part of the VAPT have been fixed and verified 
as part of the retesting. 
 

   Category Name  Vulnerability Name  Instances  Status  Severity  

 Broken Access Control  
Super Admin API is 

Accessible by Admin 
1 Closed High 

 Broken Access Control Access Control Bypass 2 Closed High 

 Cryptographic Failures 
Lack of Masking on 

Bank Details 
1 

Closed 
Medium 

 
Security 

Misconfiguration 

TLS Cookie Without 

Secure Flag Set 
1 

Closed 
Medium 

 
Security 

Misconfiguration 

Email/User 

Enumeration via 

Verbose Error 

1 

Closed 

Low 

 
Security 

Misconfiguration 

Strict transport security 

is not enforced 
1 

Closed 
Low 

 Insecure Design 
Frameable Response 

(Potential Clickjacking) 
1 

Closed 
Low 

 
*Note: This Certificate is valid till any changes are made in the code or configuration of the Application or one year from the 

data of issue - whichever is earlier.  
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