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I. Introduction and Historical Background

Until 2002 there was no explicit legislation regarding

personal data protection in Bulgaria.1 Separate provi-

sions devoted to the right to privacy were introduced

in the Constitution of the Republic of Bulgaria of 1991

(the Constitution2) in Art. 32(1): ‘The privacy of citi-

zens shall be inviolable. Everyone shall be entitled to

protection against any unlawful interference in their

private or family affairs and against encroachments

on their honour, dignity and reputation’. Further, Art.

32(2) provides that: ‘No one shall be followed, pho-

tographed, filmed, recorded or subjected to any oth-

er similar activity without their knowledge or despite

their express disapproval, except when such actions

arepermittedby law’. TheConstitutionalsoproclaims

the inviolability of the freedom and confidentiality of

correspondenceandallothercommunications, except

where there is a permission by the judicial authorities

for the purpose of discovering or preventing a grave

crime (Art. 34). It can be said that these constitution-

al provisions laid down the foundations of the priva-

cy and data protection legislation that was adopted at

the beginning of the 21st century in Bulgaria.

In the course of its accessionperiod to theEuropean

Union (EU), Bulgaria adopted the Personal Data Pro-

tection Act (PDPA3) in 2002 to implement Directive

95/46/EC4 into national legislation.With the PDPA the

Commission for Personal Data Protection (CPDP) was

established. The CPDP is a collective body consisting

of a chairperson and four members, all chosen by the

National Assembly. The basic concepts of the data pro-

tection regime were introduced: ‘personal data’, ‘spe-

cial categories of personal data’, ‘data controller’, ‘data

processor’, the data protection principles, the legal

grounds for data processing and the data subjects’

rights (right to information, access, erasure/ anonymi-

sation of data, blocking the processing, updating/ rec-

tification of data, objection, right to prohibit the con-

troller to disclose the data with the intention to have

them processed for commercial information, advertis-

ing or market research and right to request to be in-

formed before such disclosure5). In 2003, The Conven-

tion for the Protection of Individuals with regard to

Automatic Processing of Personal Data (CETS No. 108

of 1981) was ratified.6 With the adoption of the PDPA

and the ratification of Convention 108 the legislator

aimed to harmonise the Bulgarian legislation with the

European standards in the field of human rights and

themainframeworkregulatingtheautomatedprocess-

ing and protection of personal data was established.7

The PDPA underwent several amendments

through the years to be extensively transformed on

26 February 2019 in order to harmonise it with the

provisions of Regulation 2016/6798 (GDPR) and to
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implement Directive 2016/680 (LawEnforcement Di-

rective, LED)9 in thenational legislation. Later in2019

the CPDP also adopted new Rules on the Activity of

the Commission for Personal Data Protection and its

Administration in order to introduce procedures for

fulfilling the tasks of thenational supervisory author-

ity enlisted in Art. 57 GDPR. Additional secondary

legislation regarding certification mechanisms and

accreditation of bodies monitoring approved codes

of conduct is expected.

Before GDPR became applicable, there was sec-

ondary legislation of theCPDP (OrdinanceNo. 1 from

30 January 2013) which outlined the suitable techni-

cal and organisational measures according to the lev-

el of risk. This act was innovative and quite practical

since data protection authorities usually do not pro-

vide detailed guidance on this matter. As of 25 May

2018, Ordinance No. 1 was repealed, because enlist-

ing statutory security measures was considered con-

tradictory to the risk-based approach introduced by

GDPR. Currently, it is undergoing revision by the

CPDP and it is expected to be transformed into me-

thodic guidelines for the controllers.10

II. The Amendments in the National
Data Protection Law PDPA

The amendment of the PDPA led to the removal of

whole sections which were either replaced by the di-

rectly applicable provisions of GDPR (eg the princi-

ples and the legal grounds for processing) or were re-

pealed as contradictory to the GDPR’s rules (eg the

mandatory registration of data controllers which

originally were obliged to file an application with

CPDP before performing data processing activities).

In addition, the amendments introduced a new sec-

tion (Chapter 8) implementing the provisions of Di-

rective 2016/680 into national legislation. The most

important changes are presented in the following.

1. Competent Authorities

The amendments in PDPA establish two Superviso-

ry Authorities under the GDPR: the CPDP (as men-

tioned above, itwas established andhas been in func-

tion since 2002), which is competent to supervise all

data processing activities with the exception of those

performed by the bodies of the judiciary when exer-

cising their judiciary tasks, and the Inspectorate to

the Supreme Judicial Council (the Inspectorate). As

a body internal to the judicial system, the Inspec-

torate is competent to supervise the data processing

activities that are explicitly excluded from the com-

petence of bodies external to the judicial system such

as the CPDP.11 This includes the data processing ac-

tivities of courts when they act in their judicial ca-

pacity and of the prosecution offices and the inves-

tigation authorities (when they are part of the judi-

cial system) while performing their activities for pre-

vention, investigation, detection or prosecution of

criminal offences or the execution of criminal penal-

ties. The aim of this rule is to ensure the indepen-

dence of the judiciary by removing the possibility to

have administrative control over its bodies through

an authority that is not part of the judicial system,

namely the CPDP. However, all activities of judiciary

bodies which are not related to the performance of

judicial tasks, eg processing activities in relation to

employment, are still monitored by the CPDP.12

2. Means under the PDPA for Exercising
Data Protection Rights

The data subjects can exercise their rights under

GDPR by means of a written request to the data con-

troller or by other methods specified by the con-

troller.13 A request may also be submitted electroni-

cally in conformity with the legislation in the field

of electronic documents, electronic trust services,

electronic governance and electronic identification.

It may also be submitted through actions in the user

interface of the information system that processes

the data after the person has been identified with the

9 Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA OJ L
119/89.

10 See CPDP’s website, <https://www.cpdp.bg/?p=element&aid
=1151> accessed 6 March 2020.

11 GDPR, Recital 20.

12 The CPDP outlines the dualism of the nature of judiciary bodies
as data controllers when performing judiciary tasks and non-
judiciary tasks. See Opinion of the Commission for Personal
Data Protection НДМСПО-17-865/12.10.2018, <https://www
.cpdp.bg/?p=element_view&aid=2135> accessed 8 March 2020.

13 PDPA, Art 37b.
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identification means in the information system.

Therefore, data controllers under Bulgarian law have

the opportunity to choose the most suitable means

for receiving data subject requests among various op-

tions. Art. 37c PDPA enlists what information data

subjects should provide in their request.When filing

through proxy, a power of attorney must be provid-

ed as well. CPDP has rendered in its practice that no

notary certification of the signatures is necessary for

exercising the data protection rights except in cases

where a special law stipulates so.14

3. Limitation Period of the Right to Lodge
a Complaint with the Supervisory
Authority

Theamendments significantly shortened theperiods

for exercising the right to lodge a complaint. Before

GDPR, the data subjects were able to lodge a com-

plaint within one year of becoming aware of the vi-

olation but no longer than five years from the date

of the violation. Currently data subjects have to file

their complaint with the competent authority with-

in six months of becoming aware of the violation,

but no later than two years from the date of the vio-

lation.15 The purpose of this shortening is most like-

ly to discipline data subjects to exercise the right to

file a complaint in a timely manner and not to use

this right as a tool for putting pressure on data con-

trollers in situationswhere the alleged infringements

took place a long time ago. For violations that took

place in the transitional period between the effective

date of GDPR (25May 2018) and the date of entry in-

to force of the amendments in the PDPA (2 March

2019) the periods for filing the complaint remain the

same as those before the changes. The ratio of this

transitional period is that the fundamentals of the

rule of law do not allow to deprive the citizens of

their rights with retroactive effect, namely, to short-

en ex tunc the term for filing complaints as of 25May

2018.

4. Implementation of the Law
Enforcement Directive

The PDPA includes provisions implementing the

LED regarding the exchange of personal data be-

tween competent authorities within the EU, the prin-

ciples of data processing, rights and obligations of

data controllers and data processors, rights of data

subjects, data transfers and tasks and powers of the

supervisory authorities in the context of the activi-

ties under the LED. These provisions seek to achieve

a balance between the right to data protection and

the increasedpublic powers of the competent author-

ities when performing the processing operations to

which the Directive applies.

5. Penalties

InaccordancewithArt. 83(5)(d)GDPR, thePDPApro-

vides for sanctions up to the maximum amounts un-

der GDPR for incompliancewith rules for processing

of personal data for journalistic purposes, special

rules for processing in the employment context and

processing of personal data for archiving purposes

in the public interest, scientific or historical research

purposes or statistical purposes (described in detail

below). Sanctions up to the higher amount of EUR

10 000 000 / 2 % of the total worldwide annual

turnover of the preceding financial year for under-

takings canbe imposed for infringements of the rules

for obtaining consent from children under the age of

14. The PDPA sets a general penalty of up to BGN 5

000 (approx. EUR 2 550) for ‘other infringements’, ie

for all infringements for which no higher penalty is

provisioned by the GDPR or national legislation.

III. Use of the ‘Opening Clauses’

Bulgaria made use of the ‘opening clauses’ and intro-

duced a number of specific provisions. Below there

is a short overview of the national specific rules

adopted with the 2019 amendments of the PDPA.

1. Specific Obligations of Controllers
and Processors

Where personal data is provided by the data subject

to a controller or processor of personal data without

14 Opinion of the Commission for Personal Data Protection
НДМСПО – 01-197/2019, <https://www.cpdp.bg/?p=element
_view&aid=2197> accessed 8 March 2020.

15 PDPA, Art 38.
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a legal basis under GDPR or contrary to the GDPR

principles, within one month of becoming aware of

the situation, the controller/ processor shall return

them, and if this is not possible or would require dis-

proportionate efforts, it shall erase or destroy them.

Erasure and destruction have to be documented.16

Controllers and processors are obliged to notify

the CPDP in case they appoint a Data Protection Of-

ficer (DPO). This notification is performed by filling

a form published on the CPDP’s website and send-

ing it to the CPDP.17 The form contains personal and

contact details of the DPO and grounds for appoint-

ing the DPO (either one of the grounds under Art.

37(1) GDPR or that the controller/ processor decided

to appoint a DPO without being obliged to do so).

No additional legal grounds to those under GDPR

were introduced for mandatory appointment of a

DPO.

The processing of data of a person under the age

of 14 years based on consent, including in cases of

direct provision of information society services, is

lawful only when the consent is given by the parent

exercising parental rights or by the guardian of the

person.18 It should be underlined that this provision

is applicable not only to information society services

(for which GDPR introduces such a special regime

for obtaining consent from children), but to any pro-

cessing (incl. non-digital) that is based on consent

and concerns minors of that age range.

The PDPA establishes rules for the processing of

personal data of deceased persons, which is outside

the scope of GDPR (recital 27). The controller or the

processor may process personal data of the deceased

only if there is a legal basis for that.19 In such cases,

the controller or the processor shall take appropriate

measures to prevent the unfavourable impairment

of the rights and freedoms of others or the public in-

terest. The controller is obliged to provide upon re-

quest access to the personal data of a deceased per-

son, including a copy of it, to their heirs or other per-

sons who have legal interest.

If a controller or processor uses large-scale pro-

cessing of personal data and large-scale surveillance

of publicly accessible areas, it has to adopt and ap-

ply rules concerning this processing. They shall con-

tain the legal grounds and purposes for setting up a

monitoring system, the territorial scope of surveil-

lance and the means of monitoring, the period of

storage of records and their deletion, the right of ac-

cess by the monitored persons, informing the public

about the monitoring carried out, as well as restric-

tions on the provision of access to information to

third parties.20 In accordance with the PDPA, the

CPDP shall publish on its website guidance on the

controllers’ and processors’ obligations in this con-

text. Suchguidance, however, hasnotbeenpublished

yet.

2. Copying of Official ID Documents and
Access to Personal Identification
Numbers

A controller or processor may copy an identity doc-

ument, a driving license or a residence document on-

ly if this is provided for by law21 (eg the identifica-

tion of natural persons under the anti-money laun-

dering legislation). This provision corresponds to the

long-established practice of the CPDP that copying

such documents without legal authorisation is un-

lawful and contradicts the data minimisation prin-

ciple. The said rule imposes serious limitations on

the processing of such data and leads to issues for

the business in all cases where the copy is necessary,

but there is no explicit legal obligation, and there-

fore, the processing will be considered unlawful (eg

copying of ID cards in employment context). What

is more, it should be underlined that this restriction

applies in all relations regardless of the purposes of

processing and essentially permits making and stor-

ing copies of the enlisted documents solely on the

basis of performing legal obligation / exercising of-

ficial authority vested in the controller, thus, pro-

hibiting the use of all other legal grounds under

GDPR.

In Bulgaria the national identifier used for all Bul-

garian citizens is called ‘personal identification num-

ber’ (PIN). For continuous, permanent and long-term

resident foreigners, there is another identifier called

‘personal number of a foreigner’ (PNF). Free public

access to information containing these numbers is

16 PDPA, Art 25a.

17 PDPA, Art 25b; the form is available at <https://www.cpdp.bg/
download.php?part=rubric&aid=4229> accessed 8 March 2020.

18 PDPA, Art 25c.

19 PDPA, Art 25f.

20 PDPA, Art 25e.

21 PDPA, Art 25d.
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not allowed unless a law provides otherwise.22 The

controllers providing electronic services shall take

appropriate technical and organizational measures

that prevent the PIN or the PNF from being the on-

ly means of identifying the user when providing re-

mote access to the service. This is especially relevant

in the context of ensuring remote access to medical

test results – healthcare institutions used to have the

practice to use the PIN as a password for access to

medical information, which under PDPA is no longer

lawful. For the purposes of provision of electronic

administrative services, the public authorities shall

ensure the persons can be identified bymeans estab-

lished in law, ie these rules do not obstruct the iden-

tificationwith PIN/PNF under the e-government reg-

ulations.

3. Processing of Personal Data for
Journalistic Purposes and other
Specific Processing

The processing of personal data for journalistic pur-

poses, as well as academic, artistic or literary expres-

sion, is lawful when performed for the exercise of

freedom of expression and the right to information,

while respecting privacy.23 The PDPA also explicitly

states that the exercise of the powers of the supervi-

sory authorities under GDPR cannot lead to disclo-

sure of the confidentiality of the source of informa-

tion.

When personal data is processed for these purpos-

es, numerous provisions of GDPR do not apply: the

grounds for processing in Art. 6 and the restrictions

of processing of certain categories of data in Art. 9

and Art. 10, the obligations for maintaining records

of processing activities and for communicating per-

sonal data breaches to the data subject, obligations

related to data subjects’ rights and the special regime

for transfers of data outside EU. The specific rule for

obtaining consent for children under 14 introduced

by the PDPA is also excluded. The grounds for pro-

cessing, the obligations for maintaining records of

processing activities and for communicating person-

al data breaches to the data subject, as well as the

obligations connected to data subjects’ rights also do

not apply to the processing of personal data for the

purpose of the creation of a photographic or audio-

visual work by filming a person in the course of their

public activities or in a public place.

Initially, the PDPA introduced ten criteria for as-

sessing the balance between freedom of expression

and the right to information and the right to the pro-

tection of personal data. However, this provisionwas

declared unconstitutional by the Constitutional

Court (CC) from 15 November 201924. The CC noted

that any assessment of the balance of rights must be

carried out through a rational and pragmatic ap-

proach, taking into account the specific circum-

stances of each individual case. Therefore, the intro-

duction of criteria into a general legal provision cre-

ates a risk to the proper balancing of interests and is

contrary to the practice of the European Court of Jus-

tice and the European Court of Human Rights for

making an objective assessment. According to the

CC, the provision ran counter to the GDPR spirit and

reason, since GDPR sought to allow Member States

to introduce exemptions and derogations to the gen-

eral rules that balance the protection of personal da-

ta and the right to freedom of expression and infor-

mation, rather than to allow them to adopt rules that

are ‘burdensome to the media/journalists’.

Further, the PDPA establishes that certain provi-

sions of GDPR related to the data subject’s rights do

not apply to processing of personal data for the pur-

pose of the National Archival Fund and for statisti-

cal purposes. The PDPA permits the processing of

personal data that was originally collected for anoth-

er purpose for the purposes of the National Archival

Fund, for the purposes of scientific or historical re-

search or for statistical purposes. In such cases, the

controller shall implement appropriate technical and

organisational measures that ensure the rights and

freedoms of the data subject in accordance with Art.

89(1) GDPR.

4. Obligations of Employers

When the employer introduces systems concerning

its employees for:

1. using a reporting system for violations (ie

whistleblowing system);

2. restrictions on the use of in-house resources;

22 PDPA, Art 25g.

23 PDPA, Art 25h.

24 Decision 8 from 15 November 2019 under constitutional case
No. 4/2019 of the Constitutional Court promulgated with issue 93
of State Gazette from 26 November 2019.
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3. introduction of systems for access control, con-

trol over theworking time and the labor discipline

it must adopt special rules and procedures.25 These

must contain information on scope, obligations and

methods for their implementation in practice. The

PDPA explicitly stipulates that employees shall be in-

formed of the rules and procedures which obliges

employers to keep proof that the document was du-

ly presented to them. From the practice of CPDP be-

fore GDPR, it could be concluded that e-mail moni-

toring, Internet monitoring, restrictions of access to

certain websites / applications and GPS tracking

would fall under this obligation.26

The retention period for personal data of partici-

pants collected in job recruitment procedures should

be determined by each data controller, but it may not

exceed (six) months unless the applicants have giv-

en their consent for a longer retention period. After

the expiration of that period, the employer has to

delete or destroy the stored personal data, unless a

special law stipulates otherwise. Based on this provi-

sion, the usual practice of employers is to provide

non-selected candidates with consent declarations

for inclusion of their data in databases for consider-

ation in case of future recruitments. According to

CPDP, this rule relates only to primary documents

usually provided by the candidate, but not to addi-

tional (secondary) documents or information creat-

ed by the HR team (eg during interviews) – these can

be retained by the employers to defend their legal

rights in case of claims by the applicant within the

statutory limitation periods (eg for alleged discrimi-

nation).27

In case the employer has collected original docu-

ments or notarised copies of documents certifying

the applicant’s physical and mental fitness, the re-

quired qualification degree and work experience, it

shall return those documents to the candidates who

werenot approvedwithin sixmonthsof the final con-

clusion of the recruitment procedure, unless a spe-

cial law stipulates otherwise. According to an Opin-

ion of the CPDP28, the six-month period starts either

from the final conclusion of the recruitment proce-

dure or from the end of the deadlines for appealing

the recruitment procedure (in case there is such a

possibility).

5. Processing of Personal Data for
Humanitarian Purposes

The PDPA stipulates that processing of personal da-

ta for humanitarian purposes by public authorities

or humanitarian organisations, as well as processing

in the event of disasters, is considered lawful. In this

case the provisions of GDPR establishing data sub-

ject rights and establishing the obligationof data con-

trollers to communicate personal data breaches to

the data subject do not apply.

IV. Enforcement Since Applicability of
GDPR

1. Penalties

For the time being, the CPDP has imposed two fines

that are significantly larger than the ordinary prac-

tice which rarely exceeds BGN 10 000 – 20 000

(around EUR 5 100 – 10 200). The first one concerns

a data breach from a bank and the second a data

breach from the National Revenue Agency (NRA)

which was widely covered by the media across the

world.

a. The Bank Data Breach Case

In August 2019 the CPDP imposed a fine of BGN 1

000 000 (approx. EUR 512 000) on a Bulgarian bank

because it did not apply suitable technical and organ-

isationalmeasures anddid not ensure that itwas able

to guarantee a permanent confidentiality, security,

integrity, availability and sustainability of the sys-

tems and servers for processing personal data of per-

sons.29 Personal data of customers of the bank

(around33 500persons) and related third partieswas

25 PDPA, Art 25i.

26 Privacy protection in the workplace. Guide for employees, jointly
developed by the data protection authorities from Poland, the
Czech Republic, Croatia and Bulgaria, pp. 20-21, <https://www
.cpdp.bg/en/index.php?p=element&aid=837> accessed 8 March
2020.

27 Opinion of the Commission for Personal Data Protection
НДМСПО-01-211/2019, <https://www.cpdp.bg/?p=element_view
&aid=2200> accessed 8 March 2020.

28 Opinion of the Commission for Personal Data Protection
НДМСПО-01-142/14.03.2019, <https://www.cpdp.bg//index.php
?p=element_view&aid=2184> accessed 5 March 2020.

29 CPDP Press release <https://www.cpdp.bg/index.php?p=news
_view&aid=1514> accessed 5 March 2020.
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compromised, including names, citizenship, person-

al identification number, permanent or current ad-

dress, copies of identity cards, personal data con-

tained in tax documents, certifying the income and

health insurance of the borrowers and third parties,

as well as health status information, payment ac-

counts details, as well as registration numbers and

dates of notarised acts with signatures. According to

the bank’s press release, a person informed it that he

was in hold of a data base containing client data of

the bank. The bank announced that therewas no suc-

cessful digital attack against its informational sys-

tems and that it informed CPDP and the judicial au-

thorities of the incident. The bank also stated that it

accepted the fine (ie would not appeal against it) and

was cooperating with the authorities for further im-

provement of its data protection measures.

b. The NRA Data Breach Case

Again, in August 2019 the CPDP imposed a record

fine of BGN 5 100 000 (approx. EUR 2 613 000) on

the NRA for a cyberattack resulting in data breach

of the personal data of more than 6 100 000 people,

4 000 000 of which living persons.30 The CPDP stat-

ed that as a data controller the NRA had not imple-

mented the appropriate technical and organisation-

al measures, which resulted in a data breach and

unauthorised access to personal data of persons alive

and deceased. The names, personal identification

numbers and addresses of Bulgarian citizens, tele-

phones, e-mail addresses and other contact details,

insurance data, data on issued acts for administra-

tive violations and different kinds of personal data

connected to tax obligations were subject to unau-

thorized disclosure. The data breach was discovered

after apersoncontacted themedia anddisclosedpub-

licly the personal data from the NRA. Currently, the

NRA is contesting the fine before the court, while

multiple persons have filed civil claims for damages

suffered as a result from the data breach. All of these

proceedings are still ongoing. Three personswere ac-

cused of an organised attack against the data bases

of the NRA and the trial against them is in the initial

stages.31

c. Sanctions Imposed against the Judiciary

Ofparticular interest is the fine imposedby theCPDP

on the Inspectorate32, although it is of a small amount

(BGN 2 000 or approx. EUR 1 025). The reason for

that interest is that the one DPA fined the other su-

pervisory authority competent to monitor compli-

ance with data protection legislation in the judiciary.

The fine was imposed because of the publication on

the Inspectorate’s website of declarations of judges

and prosecutors without the removal of certain cat-

egories of personal data which the CPDP had speci-

fied in an Opinion from 2018. The declarations in

question serve for public disclosure of the property

and conflict of interests of members of the judiciary

and contain numerous categories of personal data,

including personal data of related persons, such as

spouses and children of members of the judiciary.

The publication of the declarations without the re-

moval of any of the personal data contained in them

was defined by the CPDP as ‘unlawful disclosure and

spreading of personal data’ and as an infringement

of the principle of integrity and confidentiality.

2. CPDP’s Acts and Interpretations of
GDPR

The CPDP has been active in issuing Opinions (on a

particular request or when numerous similar re-

quests were received) and other informative docu-

ments. Below some of the documents of interest the

CPDP has published after GDPR became applicable

are mentioned.

In complying with its obligation under GDPR, the

CPDP issued a list of the types of processing opera-

tions forwhich aData Protection Impact Assessment

(DPIA) is required.33 The list includes the following

processing operations:

‘1. Large scale processing of biometric data for the

unique identification of the individual which is

not sporadic.

30 CPDP Press release <https://www.cpdp.bg/en/index.php?p=news
_view&aid=1519> accessed 5 March 2020.

31 For more information on the matter cf eg <https://bnt.bg/news/
three-people-indicted-over-the-hacker-attack-on-the-revenue
-agency-235614news.html> and <https://www.reuters.com/
article/us-bulgaria-cybersecurity-fine/bulgarias-tax-agency-fined-3
-million-over-data-breach-will-appeal-idUSKCN1VJ0YY> ac-
cessed 8 March 2020.

32 CPDP Press release of 21.01.2020, <https://www.cpdp.bg/index
.php?p=news_view&aid=1585> accessed 5 March 2020.

33 List of processing operations requiring data protection impact
assessment (DPIA) pursuant to Art. 35, paragraph 4 of Regulation
(EU) 2016/679, <https://www.cpdp.bg/en/index.php?p=element
&aid=1186> accessed 5 March 2020.
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2. Processing of genetic data for profiling purpos-

es which produces legal effects for the data sub-

ject or similarly significantly affects him/her.

3. Processing of location data for profiling purpos-

es which produces legal effects for the data sub-

ject or similarly significantly affects him/her.

4. Processing operations for which the provision

of information to the data subject pursuant to Art.

14 of GDPR is impossible or would involve dispro-

portionate effort or is likely to render impossible

or seriously impair the achievement of the objec-

tives of that processing, when they are linked to

large scale processing.

5. Personal data processing by controller with

main place of establishment outside the EU when

its designated representative for the EU is located

on the territory of the Republic of Bulgaria.

6.Regular and systematicprocessing forwhich the

provision of information pursuant to Art. 19 of

GDPR by the controller to the data subject is im-

possible or requires disproportionate efforts.

7. Processing of personal data of children in rela-

tion to the offer of information society services di-

rectly to a child.

8.Migrationof data fromexisting tonew technolo-

gies when this is linked to large scale data process-

ing.’

As evident from the list, the CPDP requires a DPIA

mostlywhen either processing on a large scale or pro-

filing is involved. Of particular interest is the require-

ment concerning data controllers established outside

the EU: in case such a controller processes personal

data of individuals in Bulgaria and for that reason

designates a representative in Bulgaria, it is manda-

tory for it to carry out a DPIA for all its processing

operations that fall within the scope of GDPR.

Further, the CPCP published on its website Prac-

tical Guidelines34 to better informdata controllers on

when consent of the data subject is not necessary.

The CPDP highlighted that consent does not have a

hierarchical supremacy towards the other grounds

for processing and is only one of the possible condi-

tions for data processing. The CPDP also issued a list

of practical examples where consent is not needed –

eg for the ordinary professional activities of lawyers,

schools, couriers, banks, etc.

Recently, theCPDPpublishedaBrochurewith clar-

ifications on the legal grounds that could be used for

data processing.35 According to this Brochure, the le-

gal grounds under Art. 6 GDPR cannot be used cu-

mulatively, or otherwise said, for each processing ac-

tivity there should be only one legal basis. It is to be

seen whether the future decisions of the CPDP will

reflect this notion, since in the past in particular cas-

es it has stipulated that more than one legal basis

might be applicable to a certain data processing ac-

tivity.

The CPDP has also issued several other relevant

Opinions36 on the roles of certain entities in relation

to data protection. According to the CPDP’s constant

practice, all entities that provide services which are

under strict and exhaustive state regulation, are per-

formed after acquiring a license or other individual

permission by the state and are under the control of

explicitly determined public authorities cannot be

considered data processors. Such entities include in-

surance companies, banks, payment services

providers, pharmacies and postal service operators.

In addition, not any exchange in the course of assign-

ment contract automatically leads to a controller-

processor relationship and not any exchange be-

tween data controllers automatically means a joint-

controllership exists – the CPDP recognises that con-

trollersmight exchange andprocess data not for joint

but for their own purposes, ie as independent con-

trollers.37

V. Conclusion

Bulgaria introduced a number of specific provisions

whose practical implications are to be seen. As stat-

ed above, the most restrictive provision of the PDPA

34 Practical Guidelines on the Cases in which Consent for Personal
Data Processing is not Required of the Commission for Personal
Data Protection, <https://www.cpdp.bg/index.php?p=element
&aid=1163> accessed 5 3 2020.

35 Brochure of the Commission for Personal Data Protection on the
legal grounds for processing of personal data, <https://cpdp.bg/
userfiles/file/Documents_2020/Brochure_Legal%20Ground_2020
.pdf> accessed 5 3 2020.

36 See eg Opinion of the Commission for Personal Data Protection
НДМСПО-01-873/10.08.2018, <https://www.cpdp.bg/index.php
?p=element_view&aid=2119> accessed 8 March 2020; Opinion
of the Commission for Personal Data Protection
НДМСПО-01-859/01.08.2018, <https://www.cpdp.bg/?p
=element_view&aid=2138> accessed 8 March 2020; Opinion of
the Commission for Personal Data Protection
НДМСПО-17-604/20.06.2018, <https://www.cpdp.bg/index.php
?p=element_view&aid=2118> accessed 8 March 2020.

37 See Opinion of the Commission for Personal Data Protection
НДМСПО-17-949/28.11.2018, <https://www.cpdp.bg/?p
=element_view&aid=2148> accessed 8 March 2020.
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is Art. 25d which introduces a prohibition for copy-

ing certain official identity documents. This text cre-

ates a greater number of issues for the business and

every controller should take it into consideration, es-

pecially employers and online service providers

(when requiring identification with copy of ID doc-

ument) who seem to be the most affected by it.

With regard topenalties, it couldbe concluded that

in the majority of cases the CPDP imposed a fine

when it considered that there was either an infringe-

ment of the principles of GDPR, unlawful processing

or failure on behalf of the controller or processor to

implement appropriate technical and organisational

measures. The latter reason for the moment is the

cause for the imposition of the biggest fines.

Overall, there are many new provisions of the

PDPA that are to be applied and interpreted by the

competent authorities in the following years, includ-

ing procedural provisions, considering that for the

timebeingnoproceedings on claims for damages un-

der thedata protection legislationhavebeen conclud-

ed. It is to be seen what stance national authorities

and courts will take on numerous data subject rights

and data protection requirements.


