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Thank you for your interest in Secure Code Warrior! This FAQ document has been created to address commonly asked
security, privacy and compliance questions regarding Secure Code Warrior’s services.

Corporate Security / Privacy

Question Response

Does Secure Code Warrior have a formal information security
and/or privacy program in place?

Yes. Secure Code Warrior’s security and privacy program is certified to
ISO 27001/27701 and includes in its scope the Secure Code Warrior
learning platform and organisational processes, including its
subsidiaries, employees, contractors, subcontractors, partners and
anyone who creates, maintains, stores, accesses, processes or
transmits Secure Code Warrior’s or its users’ information in connection
with performance of the service provided by Secure Code Warrior.

Which Security standards and certifications does Secure Code
Warrior comply with?

Secure Code Warrior is ISO 27001 and ISO 27701 certified and
undergoes audits annually.

Does Secure Code Warrior have dedicated Security personnel? Yes. Our security practices are guided and monitored by our Security
Team and wider Security Trust Group, which is led by our CTO and
CEO with additional representatives from Engineering, Operations and
IT.

Is Secure Code Warrior SOC2 Compliant? No. SOC2 is on our roadmap for 2023/24

Is Secure Code Warrior PCI Compliant? Secure Code Warrior uses the services of a PCI-DSS certified billing
processor; thus, any credit card payments paid through our third party
billing processor are PCI-DSS compliant. Secure Code Warrior’s
service is not certified for PCI-DSS and accordingly it does not process
billing information on its service, thus PCI-DSS data is not stored on
our service.

Does Secure Code Warrior have an information security
awareness program?

Yes. As part of our initial onboarding process, as well as on an ongoing
basis (at least annually), our employees receive training regarding their
respective information security/privacy obligations. In addition,
developers undergo periodic security training in order to keep them
up-to-date with security related development best practices on an
annual basis.

Does Secure Code Warrior perform background checks on all
personnel with access to Customer Data?

Yes. Secure Code Warrior staff and contractors globally are required to
complete a background check if they've received an offer of
employement. These checks include, criminal, education verification,
employment verification and right to work (visa).

How frequently are Secure Code Warrior’s information security
policies reviewed?

Our information security policies are reviewed at least annually, or upon
a material change to our service or security and privacy posture.

Do you have a Privacy Policy? Yes, you can find our Privacy Policy here.

Is Secure Code Warrior Compliant with International Privacy
Regulations?

Yes, Please refer to our Privacy Policy for more information.

Is Secure Code Warrior a Processor, Controller or both? Being a SaaS provider, Secure Code Warrior acts as either a processor
or a controller, depending on the circumstances. Specifically:

● Secure Code Warrior is a processor with regard to the personal
data that our customers (the controller) provide to us through
the use of the Secure Code Warrior learning platform.

● Secure Code Warrior is, by necessity, a controller when we
determine the means and purposes for which personal data is
processed. For example, as visitors to our website, we may
collect personal data with your consent that we then use for
marketing communications or data analytics to provide
additional services to our customers and improve our product.

What type of data does Secure Code Warrior collect? Upon creation of a new account in the Secure Code Warrior Learning
Platform, we store your personal data provided to us by you, such as:
the user's full name and email address. When you start using the
platform service, the data stored by us will depend on your usage of the
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service and the type of data stored may include IP address, passwords,
logs and user performance data. Please refer to our Privacy Policy for
more information.

Does Secure Code Warrior engage any third parties
(sub-processors) who will have access to the personal data
you share with us?

Yes, we use sub-processors for the performance of our services. A list
of our sub-processors including their location and the type of service
they provide us with, is available here.

By design, the third parties we use in the above list, may process
personal data, however Secure Code Warrior controls how this data is
accessed. Access is strictly limited to integration accounts which pass
information into the third party systems (for example an API). We limit
what vendors can get access to in our application environment. This is
limited for support use only, and access is governed by a strict process
including approvals.

How does Secure Code Warrior ensure adequate protection for
International Data Transfers?

Secure Code Warrior offers customers a robust international data
transfer framework as a part of our Data Processing Agreement
(“DPA”). The DPA ensures that our customers can lawfully transfer
personal data to our Services outside of the European Economic Area
by relying on the Standard Contractual Clauses. Our DPA also contains
specific provisions to assist customers in their compliance with the Data
Protection Laws.

How does Secure Code Warrior ensure any third parties
engaged also comply with privacy regulations and the
appropriate information security and risk management
controls are in place? What due diligence is performed?

Secure Code Warrior has a supplier due diligence process for
managing our suppliers. We perform due diligence reviews
incorporating security/privacy requirements into supplier contracts as
part of onboarding and renewals.

How long does Secure Code Warrior retain my data? What
happens to it if I stop using the service?

You may request deletion of your data as part of the account closure
procedures by emailing support@securecodewarrior.com.

We will hold your personal information on our systems only for as long
as required to provide you with the Services and then for a further 12
months unless agreed otherwise in your contract with us.

Does Secure Code Warrior have a formal incident response
plan?

Yes. Our Incident Response Plan sets forth internal guidelines for
detecting incidents, escalating them to the relevant personnel,
communication (internal and external), investigation, mitigation and
post-mortem analysis.

Do you have cyber insurance? Yes.

Where are you legal entities based? UK, US, Belgium, Iceland, Australia. We comply with all relevant laws
and regulations within these countries.

Application and Infratructure Security

Question Response

Do you perform web/application penetration testing? How
often is it performed?

Yes. Pen testing is performed annually by a trusted third party. A
summary of the testing results is available upon request with an NDA in
place.

How does Secure Code Warrior secure its users’ access into
the Secure Code Warrior Learning Platform?

Access into the Secure Code Warrior Learning Platform is performed
via the following authentication methods:

● Credentials: username (your email address) and password;
● We also support the use of external identity providers that are

SAML 2.0 compliant, refer to KB article on this.

Is Secure Code Warrior’s customers’ data encrypted? What
methodologies are used to encrypt data?

Yes, Secure Code Warrior uses the following methods to encrypt
customer data:

● Data at rest is encrypted using Server Side Encryption with
AES-256.

● Data in transit across open networks is encrypted using TLS 1.2
● User passwords are hashed and salted.

How does Secure Code Warrior ensure that its code is being
developed securely?

We use OWASP Top 10 and CVSS standards to build in security for our
software development lifecycle. All code written by our developers is
statically analyzed and peer reviewed to ensure code quality before its
deployment. We continuously evaluate and monitor our application for
vulnerabilities during and after deployment.

Does Secure Code Warrior perform application security
testing?

Yes, application penetration testing is performed on an annual basis by
an independent third party. Additionally, we perform static code
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analysis, open-source vulnerability scanning, container image
scanning, unit, integration and functional testing.

Does Secure Code Warrior have an easy way for external
parties to report security vulnerabilities?

Yes, security vulnerabilities can be reported following the guidance in
our Responsible Disclousre Policy.

Where are Secure Code Warrior’s data centers located? Secure Code Warrior is a cloud-based service. Our service is hosted on
Amazon Web Services infrastructure and we use MongoDB Atlas for
storage. We operate these services in the US region (Oregon) and EU
region (Frankfurt, Germany) across multiple Availability Zones, with a
DR site established in a different region.

These data centers employ leading physical and environmental security
measures, resulting in highly resilient infrastructure. More information
about their security practices is available at:

AWS Security Page
MongoDB Security Page

Does Secure Code Warrior have a physical security policy? Yes. Having said that, our service is cloud-based, with no part of our
infrastructure retained on-premise. Physical security at our office
includes access control based on security cards, 24/7 CCTV monitoring
and alarm systems.

How do you ensure your service's availability? Refer to our Service Level Schedule which is incorporated into our
Subscription Agreement. Additionally, our services availability can be
monitored through our status page.

Do you have a Business Continuity and Disaster Recovery
Plan?

Yes, our plans are updated and tested annually in accordance with the
requirements of ISO 27001.

Does Secure Code Warrior employ best practices for secure
architecture design?

Yes, we are an AWS Technology Partner. This serves as an
attestation that AWS itself has rigorously vetted Secure Code Warrior in
terms of infrastructure, security, best-practice design and more.

Does Secure Code Warrior support secure deletion of
customer data?

Yes. Our service is hosted on AWS, with data stored on MongoDB
Atlas. Both cloud computing providers implement proprietary data
distribution and deletion strategies to allow for safe storage and
deletion of sensitive data in a multi-tenant environment. Storage media
decommissioning is performed by the aforementioned providers using
the techniques detailed in NIST 800-88.
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