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Workshop: Anywhere Workplace in the critical infrastructure 

In this multi-day workshop, we want to illuminate your critical infrastructure 
with regard to the requirements of information and cybersecurity. In relation to 

end-user computing we jointly want to develop strategies on how security in 
the company can be increased. Overall, we are talking about a zero trust 

strategy. 

It is very difficult to spot a problem when you understand the threat but not 

how each device and workload maps your critical infrastructure. In this 
workshop we develop this picture in four pillars: devices, access, apps / cloud 

and security in the area of antivirus / EDR.  

 

What can I expect? 
Devices! Unified Endpoint Management.  

In this part of the workshop, we will take stock of the types of devices that require access to the organizational network. 
These include stationary or mobile endpoints such as PCs, servers, laptops, smartphones, tablets and IoT devices. The 
aim of this part of the workshop is to develop a concept that combines the management of stationary clients and 
Enterprise Mobility Management (EMM) into an all-encompassing device management concept. 

Particular attention should be paid to the fact that our system only allows access to devices that are patched and 
secured in accordance with the guidelines.!

Products aligned with this engagement   

• VMware Workspace ONE UEM 
• VMware Workspace ONE Access 
• VMware Carbon Black 
• (VMware SASE) 

High level project timeline 

• 5-12 Days 

Tasks included in this engagement 

• Valuation 
• Implementation planning 
• Documentation 
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Access –	Identity 

Who actually accesses our network? After the devices are organized and 
secured, the second step is to determine whether the user is also 
authorized to access the network with this device. Whether to the 
company's own legacy apps or SaaS and web applications, access must 
be as easy as possible for the user in addition to the high security 
requirements. In this way, we prevent users from writing down 
passwords, sharing accesses with each other, etc. During the workshop, 
we will look at how accesses are currently taking place and how security 
is increased and acceptance is improved at the same time using modern 
multiple authentication and single sign-on. 

Apps ! Legacy or Cloud-Native 

We are increasingly using cloud-hosted SaaS applications such as 
Microsoft Office 365. As a result, we had to say goodbye to the premise 
“the good guys inside, the bad guys outside”. More and more holes had 
to be drilled in the firewall to enable SaaS applications or to connect 
branches. In this part of our workshop we will deal with the question of 
how we can move the security perimeter to the cloud.  

NextGen AV/Endpoint Detection and Response 

There are three areas involved in securing endpoints and workloads:  

• Hardening: How do we harden the devices in order to reduce the attack surface, i.e. how do we make them less 
susceptible to attacks. 

• Prevention: Then we have to prevent the attacks that we cannot fight off simply by hardening. 

• Detection and Response: Attacks need to be detected and we need to react to them that we cannot simply prevent. 

These three areas have so far been silos, so they happen separately from each other. But they should be processes that are 
interconnected.  

So in reality we have a whole range of tools for each area:  

• Hardening: Audit and remediation or weak point management through to tools for visibility of workloads. 

• Prevention: next-gen antivirus or app control or encryption 

• Detection and Response: Endpoint detection and response or security analytics or forensics. 
 

While these areas should really be connected, we buy them and implement them as separate tools with their own policy 
sets and consoles, and we are more concerned with the misconfiguration and misalignment of these tools than with the 
actual problem. 
 

Zero Trust 

The heart of Zero Trust is an access model 

in which users are only given the 

authorizations they absolutely need to 
use the app called up and no longer have 

access to the entire data center. 

This trust relationship is checked ... First of 
all, whether the device is also what it 

claims to be, the identity of the user is 

determined and it is checked whether the 

transport route of the data packets is 
secure. 

This is placed over all types of 

applications, i.e. cloud-hosted SaaS 
applications, on-premises software, 

virtual or OS-native apps - and then we 

see what are the lowest permissions that 

this application needs to run. 
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In addition, it is very difficult to identify a problem if you do not understand it, because you are aware of the threat, but 
not how the individual devices and workloads map our critical infrastructure or in which context they are related to each 
other and it will be more and more difficult to keep track of things; So which agent is now responsible for what and 
maybe we knock over what we have just built up with our backside. 
 

What are we going to do together? 

We look at how we can view all of these topics as a connected use case. How we can get a richer, native context for what 
and who these users, devices and workloads really are and how they are used by the applications and data we ultimately 
want to protect. We want to find out how to record device status information and configuration information, and register 
the various settings that are enabled or disabled on the device. Then we have to correlate this with the applications that 
are installed on these devices, i.e. which applications were started and what failed, and this results in different types of 
authentication. 

Get in touch!  
Please do not hesitate to call and inquire about any of those features or ways to customize this offering:  
+49 251 703839 0 or send us an email to info@comdivision.com  

More Information 
Learn more about VMware Workspace ONE und Carbon Black auf: www.comdivision.com/cd-solutions/digital-
workspace 
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