DATA TYPE

LEGAL PROCESSING
REQUIREMENTS

LEGAL BASE TO
PROCESS

CRITERIA
REQUIRED

NEXT STEP

CONCLUSION

PERSONAL DATA:
Identifiable natural
| > [person:

e.g. name; location;
address or online
identifier

PROCESSING MUST BE:

SENSITIVE
PERSONAL DATA:

Relating to Racial/
ethnic origin;

Religious belief;
Political opinions;
Health issues;
Criminal offences
Sexual Orientation;

Vulnerable persons
i.e. children

Lawful, fair &
transparent; and

Collected for a
specified, explicit &
legitimate purpose; and

Adequate, relevant &
limited; and

Accurate & up-to-
date,rectifiable; and

Kept for no longer than
necessary; and

Appropriate security
must be ensured.

PERFORM A CONTRACT

=

COMPLY WITH LEGAL
OBLIGATION

=

PROTECT VITAL
INTEREST OF DATA
SUBJECT

PERFORM A TASK IN
THE
PUBLIC INTEREST

CONSENT OF DATA
SUBJECT

TO PURSUE A
LEGITIMATE INTEREST
OF THE FIRM
[except if overridden by
interests fundamental to
rights & freedoms of the
data subject]
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FREELY GIVEN;and
SPECIFIC; and
INFORMED; and
UNAMBIGUOUS; and
SEPARATE FROM
T’s & C’s; and
VERIFIABLE; and
PROPERLY
DOCUMENTED; and

EASILY WITHDRAWN/
RECTIFIED.

Have CONSENT

Can LEGITIMATE
INTEREST be identified?

\/
YES

Is PROCESSING
NECESSARY?

[not merely useful]

YES

Has the BALANCING
TEST been passed?

YES

REQUIREMENTS been
met and is CONSENT

DATA can be
HELD/PROCESSED in
order to fulfill obliga-

tions

up-to-date? YES
NO DATA can be
E: HELD/PROCESSED with
regard to the specific
CONSENT given.
[for a reasonable
UPDATE period of time or until
CONSENT CONSENT is
WITHDRAWN]
[NO | I

[ NO P> SEEK CONSENT or

another legal base
to

enable processing

If CONSENT does not
ulfill all the criteria; or
is not up-to-date;
or is withdrawn do
not HOLD/PROCESS
individual’s data

DATA under
LEGITIMATE INTEREST
can be
HELD/PROCESSED
[Decision must be
documented]




