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Partners. Contractors. Vendors. Service providers. Suppliers. Distributors.
Agents. Resellers. In this age of digital transformation, most companies
outsource some business activities. In fact, we sponsored a January 2022
CyberRisk Alliance survey of 301 IT and cybersecurity decision makers and
influencers who worked with outside vendors and found that 95% of
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organizations partner with IT software, platform or service providers; more
than three-quarters of those surveyed contract with up to 25 different
outside companies.

In the past, it may have seemed easier to assume those companies had
adequate cybersecurity measures in place—especially SaaS companies born
in the digital era. It still may seem easier to ignore cyber risk in a rush to
market when pausing for a detailed security inquiry could mean costly
delays.

However, when it comes to protecting against cyberattacks, your
organization's cybersecurity is only as good as your vendors'. If anyone up or
down the supply chain has access to your networks, data or internet
connectivity, threat vectors may exist that comingle your vulnerabilities. A
resulting data breach can result in losses of thousands—and even hundreds
of thousands—of dollars due to multiday shutdowns, lawsuits and a
damaged reputation. For a small- or medium-size business—the cohort least
likely to have a cybersecurity plan in place for themselves, let alone
confirmation of a vendor's—these costs can lead to devastating financial loss
or, worst case, permanent closure.

Concerns about third-party cyber risk have increased since 2020, according
to industry reports. Many organizations may have learned about third-party
risk the hard way.

• According to a study by Prevalent: "The pandemic meant supply chain and
vendor performance problems for many risk management practitioners,
with 83% of study respondents reporting increased organizational focus on
third-party risk as a result."
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• As CENTRL notes, damaging infrastructure attacks like the Colonial
Pipeline hack "resulted from a larger issue that received significant attention
this year: a lack of effective vendor risk management, also referred to as
third-party risk management."

• Three in five surveyed by CyberRisk Alliance said they had undergone an
IT security incident in the past two years "due to a third-party partner with
access privileges" and were most likely to have sensitive data stolen or
suffered some type of business outage.

Protecting Yourself From Cyberattacks

Clearly, all organizations need to pay attention to third-party cyber risk as a
part of their cyber risk management plan—and they know it. Where should
they begin?
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• "Physician, heal thyself." When it comes to cybersecurity, the first step
is to secure your own data and that of your customers. Begin with an
assessment process, then mitigate the vulnerabilities you discover,
prioritizing according to risk severity. Bear in mind that cyber risk is a
chronic condition; hackers are always finding new ways to break in, so a
regular cadence of assessment and mitigation is crucial.

• What goes up must come down. Your safety practices don't end with
you—in fact, unless you have a clear understanding of the vulnerabilities and
mitigation efforts up and down the supply chain, you could argue that your
own cybersecurity picture is incomplete. Ask vendors to provide information
on their own protocols. The questions you ask them should be the same
questions you ask yourself.

• Take a lesson from big business. Enterprise organizations have begun
performing cyber due diligence to vet potential vendors. Almost half of all
CyberRisk Alliance's survey respondents (45%) reported using the NIST
Cybersecurity Framework in their third-party vendor assessments.
Requesting SOC2 attestation or proof of ISO 27001 compliance is another
option. (Requesting proof that they meet these standards even without
official documentation is another.) Whichever options you choose, you must
ensure your prospective partners prioritize cyber safety and are able to prove
it. Some organizations stipulate cybersecurity requirements in their
contracts.

Whatever your business size, cyber risk is real and ever-changing. Your list
of partners, contractors, vendors, service providers, suppliers, distributors
and agents may be long, but they are also part of your risk landscape.
Regular cyber risk check-ins with them should become part of your own
protocol.

Remember that cyber risk is business risk.

https://www.nist.gov/industry-impacts/cybersecurity-framework
https://us.aicpa.org/interestareas/frc/assuranceadvisoryservices/aicpasoc2report
https://www.iso.org/isoiec-27001-information-security.html
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