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I N T R O D U C T I O N

Greg Pierson started what he calls “a crazy
adventure called iovation” around 15 year ago. 

Since then he has been innovating to create ways
of helping organisations understand their
customers better. 

iovation was acquired by TransUnion nearly 2years
ago, and as a unified business they are working to
make the internet a safer place to do business.

PassFort’s Head of RevOps, Tom Andrews, spoke
to Greg about the best ways banks can solve some
of their KYC challenges.

Using a network of data that's shared across the
financial services eco-system is what he
recommends, along with measuring both success
and failure around customer account login and
creation.

Read on for the full story.

A C K N O W L E D G E M E N T S

Thanks to Greg Pierson and TransUnion for their
time and contribution to this process.
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W H A T ' S  K E E P I N G  T H E  H E A D
O F  C O M P L I A N C E  A W A K E ?

Tom: What are the biggest KYC challenges you see
banks facing? And have those challenges changed
over recent months for compliance teams?

Greg: If you look at the KYC trends over the last five
years and then pick a country, you are going to see a
continual increase in complex regulation. 

The requirements and demands on organisations
from government and regulators and their own
board members is huge. 

If any financial institution around the world looks for
the most stringent KYC requirements, they can be
sure it’s only a matter of time until the jurisdiction
they operate in is going to get there too. 

It would be a safe bet that there's going to be more
regulation before there is less. Banks, especially new
entrants, can use that to get ahead of the game
when setting up their KYC compliance processes. 

Tom: How is technology, especially TransUnion's,
playing a part in the solving KYC issues for banks?

Greg: We would make a strong argument that we're
having a big impact as we help organisations manage
the chaos of millions of customers, different risks
and complex regulations by bringing a structured
approach.

Another real challenge is the constant changes
organisations have to make to respond to the
changing marketplace. Doing this without impacting
consumers and adding more friction for “good”
consumers because of the small percentage out to
do no good is where we come in. 

It's our mission be flexible and help banks reduce
friction for good consumers while increasing security
and knowledge about bad actors. 

"We position ourselves front and centre in helping
organisations share intelligence about consumers in
a way that reduces friction and increases security." 

We want to ensure organisations don't have to
operate in a silo. A particular service of a large
organisation in a particular jurisdiction doesn't have
to protect themselves in isolation of other parts of
the business. We can help share their knowledge of
consumers at each touchpoint.
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W H E R E ' S  T H E  B E S T  P L A C E  T O
S T A R T  W I T H  K Y C ?

Tom: Where is a good place for banks to start with
digital transformation of KYC?

Greg: With the consumer experience in mind. Ideally
that would start before you even begin building the
services you want to provide consumers.

If you're launching something new, the answer is
right from the beginning. Security and KYC
requirements of the business need to be built in
from the beginning, not something that you add at
the end. 

The reality is many financial services firms have been
providing services for years and you can't hit rewind.
So it’s the reality of knowing what you have now and
deciding the most efficient and cost-effective way of
moving digital KYC in the right direction.

We like it best when we can be involved very early
and roll up our sleeves and be in the design process
with customers as they're designing new capabilities. 

More often than not, we find ourselves rolling up
those same sleeves and helping organisations decide
the best way to implement into an existing service
and platform.

Once an organisation has device-based consumer
insight, whether it's designed from the beginning for
a new service or added to an existing service, the
organisation is in a better position to benefit from all
the other brands using it - i.e. using iovation as part
of a network of intelligence. 

There are some 30,000 brands around the world
using by iovation. Any of those organisations using
different technologies to understand consumers; any
of those organisations that identify a problem
enables us to help other firms. 

The business will know someone touching their
digital service has tripped a KYC flag or another risks
indicator. This means it's not just every business
fending for itself. There is a data eco-system out
there to support KYC and compliance.
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S H A R I N G  B E S T  P R A C T I C E  I N
T H E  E C O - S Y S T E M

Tom: You’ve talked about sharing best practices
within your client community - can you give us an
examples of how this works?

Greg: The way our platform works is that unless
you're sharing your own experience, you're not
allowed to use, leverage or understand the
experience of other businesses around the world. 

The vast majority of our customers, there are a few
rare exceptions, share their experience with our
platform. The whole point is, of course, that we
share the experiences of consumers with others to
benefit everyone. 

"Our knowledge that someone is a good citizen and
our knowledge that someone has caused a problem
someplace else has value."

The most sophisticated financial services firms
understand KYC isn't a one-time event. When an
account is created and you use this identity
information; you use device-based intelligence to
learn everything you can about that consumer. 

KYC is something you learn more about each time a
consumer logs in to your site. Other organisations
can borrow that playbook, recognising you can learn
about consumers over the lifetime of an account. 

Also, take advantage of the knowledge that comes
from account creation and login failures. All the
times an interaction doesn't end up in an account
creation is important. Invalid user password, for
example, is sometimes dropped and the organisation
moves on to the next transaction. They're not
retaining the knowledge of that failure. 

Why is that critical? Well, when you deny account
creation based on identity instead of device what
happens is the bad actor comes back to that same
service using a different identity. They change
something and if you don’t remember the past
failure related to the device, you're starting from
scratch. 

There's huge opportunity to leverage failed events. 

Imagine you've got multiple failures on an account. If
you knew those log-in failures were the same device
known to be associated with the account holder and
they've logged in previously from that device, now
they've failed to log in several times that's not an
account takeover risk it's a customer service
opportunity. 
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Imagine this same device failing to log in to account
A and then account B and account C, etc. There's a
point along the way where any reasonable person
would say, no customer is trying to log into this
many different accounts. It doesn't make sense. This
is attempted account takeover.

There are different layers of KYC. 

When there are bad customers - people you don't
want to do business with - you keep track of the
failures to understand who they are and what's
behind the scenes. 

Looking at log in failures is a great example of
continual KYC. You are continually learning
something that's persistent with a device. Then you
know when that device is trying to break into an
account and you're not going to let it log in through
any of your network. Plus, you'll share the
knowledge with others in the eco-system.

R A I S I N G  S T A N D A R D S  I N
C O N S U M E R  E X P E R I E N C E

Tom: Are banks are raising their standards in terms
of consumer experience and is that increasing the
need for older or larger institutions to go on a digital
transformation journey with KYC?

Greg: I do think organisations are doing a better job.
It's very common now that organisations are
concerned about user experience. 

10 years ago the primary driver for risk-based
intelligence was to catch fraud and stop bad actors.
Secondary was the impact on the consumer. This has
absolutely flipped. Today we see organisations'
primary driver is to reduce friction for the vast
majority of consumers out there that are good and,
oh by the way we want to stop the bad guys too.

I'm reminded of a recent experience. I was on my
laptop at home trying to do something with an online
business and it was a pain in the butt. I ended up
giving up and went back to the same business from
my mobile phone and got it done. It was easier for
me to execute the transaction from my mobile
device than my laptop. 

Afterwards, I started thinking about that. It’s a pretty
awesome trend. Three or four years ago doing
transactions from your mobile device was awkward
and clunky. Things are improving to the point now
where it's easier to get something done with a
mobile. Things are moving toward this channel and
increasingly countries are skipping web-based
interfaces for PCs and going straight to mobile
interfaces with user experience top of mind.
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Tom: What would you say this evolution enables
compliance leaders in banks to do better or more of?

Greg: They can't, and don't, think about KYC as
check the box, but an exercise that evolves over
time. They can think about how understanding your
customers can help continually improve the user
experience. 

This might sound mundane, but it's a significant issue
for us. A lot of large organisations, where the
business has evolved over time, have different
systems that would ideally be connected together
seamlessly. But, this is the real world and they're
not. 

They have a consumer who has an account on this
platform as Bob Smith and on another as Robert
Smith. On this platform they have his old address
instead of the new one. Even things as seemingly
mundane as truly understanding those differences in
an account are important. 

An application for credit over here, this retail
banking account over there are 100% truly the same
individual. And, if you can connect the dots on this,
you can better serve the customer as they traverse
different services in your business. That insight can
come from thinking about KYC as a constant thing
that you're always improving.

T H E  M E A S U R E  O F  S U C C E S S F U L
K Y C

Tom: Are there specific metrics that help banks
understand if they're doing a good job with KYC?

Greg: I can't recommend a specific metric, but I
highly recommend thinking about measures. It's hard
to improve what you're not measuring. There are any
number of ways to do this. 

Measuring what's happening at different consumer
touchpoints is critical. Let's take something as
obvious as account creation. If you don't have
insight into how many account creations get started,
how many fail and, more importantly where in the
process they fail, it's hard to improve the process.
You won’t know where you stand, so how can you
then improve over time?

It would also be ideal for other organisations to
share their numbers with you, but they probably
aren’t going to! So, from your own metrics find out
where you are and work on improving that. If
something is broken, being alerted to it can help
prevent the business from pushing new business
away inadvertently or introducing unnecessary risk.
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T H E  F U T U R E  O F  K Y C

Tom: If I asked you now to look into your crystal ball
and into the future - you can choose whether it's
going to be a year, five years, 10 years - where do
you see KYC going?

Greg: I'm not sure how good I am at predicting the
future. If you would have told me five years ago that
in 2020 consumers were still going to be logging into
financial services with nothing more than a username
and password I wouldn't have believed it. This has to
change at some point. 

The way we authentic consumers is going to change.
Then organisations will know, very precisely, that
they are dealing with Bob Smith from 2 Elm Street
and that this is a real identity they are interacting.
Then they will be able to get insight about Bob Smith
that allows the bank to properly serve him and take
care of him. 

We will continue to move toward that point, but if
my failed predictions in the past are an indicator, this
is going to take longer than I would have thought. 

We are in a world where bad actors increasingly
have perfect information. 

It’s ridiculous, but bad actors have such good
information that when you put knowledge-based
questions in front of a good consumer and they get
it perfect, you're still suspicious. 

"You just have to assume now that bad actors have
everything. They have your exact account IDs and
all your customers’ emails and passwords - they
have everything."

With that in mind, now how do you function? How
do you operate your business? How do you take care
of your good customers? How do you still prevent
the bad actors from abusing your business and
abusing your valuable customers? 

We have to see a paradigm shift where organisations
can continue to do business despite the fact
consumer information is out there in the hands of
bad actors. TransUnion is doing its best to help firms
function in that world.
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BEST PRACTICE
IN CUSTOMER
LIFECYCLE
MANAGEMENT
B E S T  P R A C T I C E  S E R I E S

Knowledge of device-based risk is expanding. It is
becoming a formal part of onboarding journeys. The
challenges of synthetic ID aren't going away,
neither are ID breaches. But as fraud evolves, firms
are adding layers to their processes and device is a
fundamental one. 

This episode in our best practice series has been
about finding out how to use data within a
compliance eco-system and how customer
intelligence can be used to really "Know Your
Customer" on an ongoing basis to create better
experiences through the lifetime of an account. 

For more information email info@passfort.com

A B O U T  P A S S F O R T
PassFort offers a single SaaS solution for full
customer lifecycle management. Headquartered in
London, PassFort serves financial institutions of all
types and sizes, processing more than 150,000
compliance journeys each month. 

www.passfort.com | info@passfort.com

A B O U T  T R A N S U N I O N
TransUnion, formerly iovation, makes it safer to do
business online. Instantly knowing which devices
can be trusted and which can't.

www.iovation.com

PASSFORT & TRANSUNION


