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£107 per Record £112 per Record

COST SIZE IMPACT TIME

If we were to record a time-lapse of data breaches across the globe in 2019, it would reveal 
consistent increases in four key categories: 

According to the 2018 Cost of Data 
Breach by the Ponemon Institute, 
aside from a 6.4% year-over-year lift on 
the average total price tag of a single 
breach (now £2.26B), the number of 
records lost or stolen has climbed by 
2.2% this year alone.

THE AVERAGE SIZE OF A DATA BREACH HAS INCREASED

2.2% INCREASE

To make matters worse, the 
consequences of each record 
compromised continue to skyrocket. 
The global average per capita cost 
went from £107 to £112, with United 
States and Germany leading at £177, 
£153 respectively. This means that
the more records lost, the greater
the cost of the breach.

£2.75 Million £2.93 Million

THE AVERAGE TOTAL COST OF A BREACH INCREASED

6.4% INCREASE

4.8% INCREASE

THE AVERAGE TOTAL COST OF A RECORD 
LOST DUE TO A BREACH INCREASED

SUMMARY
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GDPR
KEY GDPR CHANGES:

BREACH NOTIFICATION INCREASED TERRITORIAL SCOPE

Introduced in May, the privacy regulation 
applies to any organization that collects 
or processes data about EU citizens. 
The business implications are stringent, 
ranging from a 72-hour window for notifying 

global revenue. Companies across the 
world are taking notice, doubling down on 
investments in cybersecurity governance 
and risk mitigation. It should be noted that 
with the GDPR in full e�ect, the number of 
breaches reported is likely to increase due to 

Regardless, privacy regulations are far 
from a catch-all solution for preventing 
data breaches. Although there were plenty 
of security incidents recorded in 2018 for 
Europe, the next page shows some of the 

PENALTIES CONSENT

RIGHT TO ACCESS RIGHT TO BE FORGOTTEN

PRIVACY BY DESIGN DATA PROTECTION OFFICERS

IN 2018 GOOGLE WAS FINED 
£43 MILLION FOR VIOLATING 

THE GDPR RULES

authorities to fines of up to 4% of annual

strict notification requirements.

most significant.

£££
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FIFA  admitted to su�ering a hack via 
phishing campaign, where UEFA sta� 
was tricked into sharing password-
protected login details. The revelations 
are based on information accessed by 
the Football Leaks organization, which 
sent over 70M documents and 3.4 
terabytes of data to German magazine 
Der Spiegel for analysis. Keep in mind 
that this the second large-scale cyber 
attack that FIFA has experienced in 
recent years, immediately following 
the ‘Fancy Bear’ hack originating from 
Russia in 2017. It is reported that the 
threat of cyber attack has become so 
important that UK’s National Cyber 
Security Centre (NCSC) briefed the 
England national football team on how to 
avoid cybercrime during the World Cup.

UK supermarket Morrisons  will face a 
massive payout to sta� after losing an 
appeal for a class action decision. The 
lawsuit stems back to a data leak from 
2014 involving Andrew Skelton, a senior 
internal auditor, who posted personal 
and payroll details of more than 100,000 
employees. The High Court ruling 

Skelton’s actions, setting precedents for 
increased scrutiny, more class action 
lawsuits surrounding data breaches, and 
yet another cost that must be factored 
into corporate risk assessments.

During a 2-week online hack back in 
August, credit card details for almost 
250,000 customers of British Airways
was stolen and sold for up to $12.2M 
on the Dark Web. Cybersecurity 

demonstrated how payment information 
went for sale between £8 to £45 per 
card, and was linked to a Russian 
hacking group known as Magecart.
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determined that the firm was liable for

intelligence firms Flashpoint and Risk IQ



CONCLUSION

it will be important to account for the good 
with the bad. Even though cyber attacks 
are growing in cost, size, and impact, 
there is an enhanced sense of 
global awareness and vigilance 
that will serve as the foundation 
for better cybersecurity. With 
privacy regulations taking 
shape in countries that are 
most a�ected, we can 

escalation, and mitigation 
will be the focus of 
many organizations 
going forward. As we’ve 
all heard before, it’s no 
longer a question of “if,” 
but “when” a company 
will get breached. In order 
to future-proof ourselves, 
our employees, and our 
customers, it will become 
paramount to invest in solutions 
that can pinpoint threats 
proactively, contain compromises 
quickly, and empower parties that are 
a�ected so that they can take action.

When we reflect on data breaches in 2019,

predict that identification,
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