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HIPAA ADDENDUM 

Pursuant to the Master Subscription Agreement between Inkit and the Customer 
(“Agreement”) and any additional terms set forth in this HIPAA Addendum, the Customer 
intends to submit Protected Health Information, as defined in 45 CFR §160.103 (“PHI”), to Inkit’s 
Services, either directly or indirectly, and Inkit has agreed to store and process such PHI subject 
to the terms of a Business Associate Addendum between the Parties and the terms of this 
HIPAA Addendum. Capitalized terms used but not defined in this HIPAA Addendum have the 
meanings given to them in the Agreement.  

1. The Customer agrees that, in connection with the use of the Services to collect or store 
PHI, the Customer shall notify Inkit in writing of: (i) the type of PHI being sent to, or collected 
by, the Services by or on behalf of the Customer; (ii) the way that the PHI is being submitted to 
the Services (e.g., by API); and (iii) the specific end user attributes or events related to the 
submission of any PHI. 

2. The Customer acknowledges and agrees that, if the Customer uses any third-party 
integrations with the Services (such as print, mail, or fulfillment functionalities provided by 
third parties), such third-party integrations may not be HIPAA compliant and Inkit is not liable 
for any non-compliance, data breaches, or damages that may arise as a result of the 
Customer’s use of any such third-party integrations. 

3. The Customer is responsible for securing and controlling its logins and API keys related 
to the Services. Inkit urges the Customer to use IP whitelisting for dashboard and server usage 
and an API key secret manager. Inkit is not liable to the Customer for violations of HIPAA arising 
from any incidents, non-compliance, data breaches, or damages that are attributable, directly 
or indirectly, to the Customer’s failure to protect its logins or API keys related to the Services. 

4. The Customer agrees that: (i) it shall not store or submit to the Services medical reports, 
medical records, or medical images; and (ii) it shall use the Services exclusively for 
engagement, retention, customer relationship management, and marketing purposes and 
not as part of any patient treatment. The Customer acknowledges that Inkit does not warrant 
the availability of PHI maintained through the Services and that the Customer is responsible 
for ensuring that all PHI submitted to or stored on the Services exists elsewhere in duplicate. 

5. The Customer is exclusively responsible, and Inkit has no liability to the Customer for, 
the Customer’s compliance with HIPAA in connection with the Customer’s export or transfer, 
directly or indirectly, of PHI from or via the Services. 

6. Inkit disclaims any liability for violations of HIPAA arising from the Customer’s use of 
the Services to send messages or other materials that contain PHI or that are related to clinical 
quality issues, patient safety issues, clinical or medical care, or patient health-related issues. 

7. The Customer will be provided with custom HTTPS endpoints for ingestion of Customer 
Data, including PHI, into the Services in a HIPAA-compliant manner. The Customer 
acknowledges that it is the Customer’s responsibility to ensure that Customer Data, including 
PHI, sent via API uses these endpoints and failure to do so may result in processing of the 
Customer Data in a non-HIPAA-compliant manner. Inkit is not liable to the Customer for 
breaches of HIPAA arising from the Customer’s failure to use the custom HTTPS endpoints 
provided by Inkit. 
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Except as modified by this HIPAA Addendum, the Agreement remains unmodified and in full 
force and effect. The Customer hereby ratifies and reaffirms acceptance of all terms and 
conditions of the Agreement. 


