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C hances are, when you opened your email inbox today there was ei-
ther an “order confirmation” note, or one purporting to be from your 
bank stating, “you need to change your password” — both containing 
convenient links to click on. If you did, you’ve likely been phished. If 
you’re lucky, those emails were redirected to a spam folder and you just 
deleted them. 

Welcome to phishing in 2019, where it’s the “same as it ever was,” to 
coin a phrase by the rock band Talking Heads. The term ‘phishing’ dates back to the 1990s 
and is a neologism combining “phone” and “fishing.” It is a malicious ploy to gain sensitive 
information such as passwords, credit card numbers and user names.

Email continues to be the go-to method for distributing malware – 92.4% is delivered 
through email, according to Verizon’s 2018 Data Breach Investigation Report. The report 
also finds that 90% of data breaches have a phishing or social engineering component 
to them. Last year, 95% of data breaches were caused by phishing, according to Gartner, 
which listed anti-phishing as one of its Top 10 Security Projects for 2018. As such, the firm 
encouraged organizations that continue to experience successful phishing attacks to 
adopt a three-pronged strategy: technical controls/tools, end-user controls and process 
redesign.

Types Of Phishing
Phishing attacks can take many flavors that individuals and organizations should 
be aware of, says David Jevans, chairman of the Anti-Phishing Working Group  
(APWG) coalition:

SPEAR PHISHING
This is when an individual, business or organization is targeted, usually to steal account 
credentials or financial information. Phishers do their homework and will include de-
tails that make the email seem more credible. Often, a cybercriminal is trying to install 
malware on that individual’s computer. This is “the most profitable and most difficult to 
defend against,” in terms of dollar losses and impact, says Jevans.

WHALE PHISHING 
This technique is aimed at well-known individuals, who tend to be wealthy and powerful, 
such as celebrities and politicians. These attacks tend to be smaller in nature and are not 
always financially motivated, he says. Sometimes they are done as a revenge tactic. 

WATERING HOLE PHISHING
This technique is used by a cyber attacker to target a community on a website or in chat 
forum where a bunch of people are congregating. The attacker will either email people 
who are part of that forum directly to take over their account or attack the IP administra-
tor of the forum in order to get the information needed to target the people hanging out 
at the water hole, says Jevans. 

Often, cybercriminals will use data from tracking companies to learn the behavior of the 
organization or industry they are targeting. Once they install malware, the site becomes a 
distribution point and visitors are unaware it has been infected by malware via their flash 
player, for example. “We see more and more of that, but it’s low volume compared to con-
sumers … but it’s a great way to target a selected constituent of users,” Jevans says.
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SMS PHISHING, OR SMSPHISHING 
This form of phishing uses social engineering techniques. An individual will get an SMS/
text message from an authentic-looking, trustworthy sender like your bank or ISP, asking 
you to verify a PIN, for example. 

VISHING
This is a voice phishing social engineering scheme that tricks someone over the phone to 
gain access to their personal financial information.

BUSINESS EMAIL COMPROMISE (BEC)/CEO FRAUD
This approach typically targets finance and other corporate executives who are tricked 
into issuing payments that could be upwards of millions or hundreds of millions of dollars, 
Jevans says. “They send an email saying, ‘I’m a supplier in Taiwan and I changed my bank 
account information’” and instructing the recipient to forward payment to the so-called 
new account. In 2017, 77% of treasury and finance professionals said they experienced an 
attempted or actual BEC scam, according to the Association for Financial Professionals.

Why Phishing Continues To Grow
Even with all the attention phishing scams have received, industry experts  
say phishing remains a serious cyber security threat in 2019 because it is so profitable.

“They are very, very effective and there’s so much data that’s out there already, from all 
of these other breaches in terms of profiling … and targeting an individual to essentially 
perform a business email compromise by way of a phishing attack,” observed Tomas 
Maldonado, CISO of International Flavors & Fragrances, and a guest on Task Force 7 radio 
in December. As a result, Maldonado said, “you have to assume that that’s just going to 
continue to rise.”

Phishing is the lowest cost way for a threat actor to gain access to an organization’s net-
work and assets, according to Kayne McGladrey, an IEEE member and director of Security 
and IT at Pensar Development. “While it might be fashionable to worry about the latest 
zero-day, or shadowy nation-state threat actors developing crippling remote exploits, the 
fact is that it’s cheaper to ask users for their passwords.” 

The fact that nearly a billion people had their personal information exposed in Novem-
ber 2018 “has further helped threat actors to develop more compelling and targeted 
phishing content,’’ McGladrey adds.

77% 
OF TREASURY AND FINANCE  
PROFESSIONALS SAID THEY EXPERIENCED  
AN ATTEMPTED OR ACTUAL BEC SCAM.
-The Association for Financial Professionals

IN 2017
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“On the email side, the problem is there’s been a massive proliferation of protocols and 
standards and backwards compatibility,” says Jevans. Additionally, “There are 150 million 
email servers in the world, and they were never designed for security so everything you 
do is really trying to patch some other problem, and there’s just no effective way to stop 
people from spoofing and pretending to be somebody else.”

In 2018 SMS phishing became more prevalent, along with cryptocurrency hacks and 
targeting third-party providers, according to Jevans. If a threat actor can get ahold of a 
password, “they can effectively impersonate an entire company. They don’t have to phish 
an individual; if they get access, they can phish an IT person and create a separate website 
and get all the traffic going there” including user names and passwords.

How To Identify A Phishing Email
The most common phishing emails incorporate two elements: a sense of urgency or a re-
quest for help, says McGladrey. This could mean an email saying that an invoice was over-
due, or an email purporting to be from a colleague asking for help on a project at work.

Some phishing emails are so clever IT professionals have been duped as well. Here are 
some tell-tale signs:

• The domain name might have a different spelling, but sound alike.
• There are similar but different characters are used for the domain name.
• There are mismatched URLs.
• The “From” and “Reply-To” fields are mismatched (e.g., the email comes from one per-

son, but you reply to a different address).  This is typically seen with CEO fraud phish-
ing emails.

• Recipients are informed their accounts show suspicious activity and have been sus-
pended. Often, they will be asked to provide information to restore them.

• Recipients will be warned there will be dire consequences unless they take action, 
such as paying the IRS to settle a “tax debt” through a wire transfer.

• Emails contain spelling and grammar mistakes.
• Emails have attachments containing macros.
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In every organization, users are always the targeted link when it comes to getting 
phished, and security professionals say you have to go the extra mile and never assume 
the problem has gone away. 

Municipalities and counties are not immune to phishing attacks either. “We have seen 
phishing emails that look like they’re from one of our city and county agencies saying 
‘Hey, you need to update your password,’ so it’s an easy way for an attacker to get infor-
mation without having to hack into your firewall,’’ observes Herman Brown Jr., CIO in the 
Office of District Attorney for the city and county of San Francisco.

Brown says the phishes aren’t particularly creative, rather, just the opposite. “I think 
[attackers are] trying to keep them simple and not full of fluff. The more you put into an 
email the more it will be captured by the system,’’ he says. 

A phishing email Brown has seen that has he calls “clever and simplistic” is one that says 
“We’ve shared this secure file with you. You need to click on this link, so you can access it.” 
It’s clever because “everyone’s using Dropbox and shared drives, so it’s more common to 
see that,” he says.

Since they are a law office, the subject line of the email will contain a bogus case num-
ber, Brown says. He also sends out a monthly security tips and tricks note. 

It’s good to maintain a healthy level of skepticism whenever an email comes requesting 
sensitive information and telling you to click on a link — instead, type the URL directly into 
your browser, experts say. Phishing attacks are also successful in organizations that have poor 
approval processes. Accounting should never send out payment and HR should never send 
out sensitive data based on an email purporting to be from a C-level executive. Verify with a 
text, pick up the phone and call or take a walk down the hall and speak to the person. 

Implementing A Multi-Layered Approach
There is no single panacea, unfortunately, and no one is immune from falling prey to in-
creasingly sophisticated phishing attacks. Going on the offense to protect your organiza-
tion requires a multi-layered approach that will:

Cameron Zink, senior systems engineer, Campbell Global, which manages forest and 
natural investments, says they have a very aggressive, ongoing education campaign for 
employees.

“We regularly send out phishing emails internally to try and dupe them and people who 
fail once are given a warning and have to watch some security videos and some basic train-
ing. The ones who fail consistently are required to go through a full education course on 
securing their credentials.”

1  Reduce the LIKELIHOOD of a  
successful phishing attack 
through:
a. Ongoing Employee  

 Education
b. Spam and Phishing  

 Filtering Software

2  Reduce the IMPACT to the  
 organization of a successful  

 attack through:
a. Endpoint Protection
b. Two-Factor Authentication
c.  Security Patches
d.  Changing Passwords  

 Regularly
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Three years ago, when Campbell Global started 
the education program, quite a few employees 
failed consistently — around 5% of the user base, 
Zink says. “Now it has dropped pretty signifi-
cantly.”

The campaign is done about quarterly and 
there are usually one or two people who fail con-
sistently, “which is a lot better than the 10 to 15 
we had at the start.” 

Like Zink, Brown says educating users and 
providing security training on how to recognize 
a phishing email is done regularly. That way, they 
can be flagged and sent to IT for review. IT has 
also applied web content filtering software to 
block phishing attempts from being forwarded. 

“Any time we get a phishing email we screenshot it, highlight it with arrows and send 
it to the entire agency, with kudos to Joe for spotting this and sending it to IT,’’ Brown 
says. “That’s also a great way to get staff to be competitive and want to be first to detect [a 
phishing attempt]. 

McGladry agrees that sending phishing and spear-phishing emails to all users in an or-
ganization on a monthly cadence is the best approach, since they can often be rushed or 
preoccupied by work and aren’t paying close attention to the content of a note. Echoing 
Brown, he says, “Users who report the phishing to the appropriate security team should 
be congratulated and thanked.” Users who interact with phishing lures should be given 
short training on how to avoid phishing. This strategy helps to raise the level of organiza-
tional awareness of the risks of phishing.

 Any time we get a  
phishing email we  
screenshot it, highlight  
it with arrows and send 
it to the entire agency,  
with kudos to Joe for  
spotting this and  
sending it to IT.

-  CAMERON ZINK, 
Senior Systems Engineer, Campbell Global
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FILTERING SOFTWARE
Spam and phishing filtering software has also cut down on phishing attempts, Zink says. 
“We’re regularly catching 15 to 20 phishing emails that never make it to users daily. It will 
be someone trying to use the CEO’s name or someone who bought a domain that’s two 
letters off from ours, so if you’re glancing at it, you’d never know it, and we have all that 
blocked at edge so no one sees it.”

Better protection from targeted phishing attacks remains the most critical inbound pro-
tection capability of a secure email gateway for 96% of respondents to a Gartner survey. 

Protecting the Enterprise
As phishing schemes become more and more sophisticated, it is imperative for organiza-
tions to implement a multi-layered approach — one that focuses on both the human ele-
ment as well as the technologies needed — in order to reduce the likelihood and impact 
of a successful phishing attack. Most importantly, as people are always the target, educa-
tion and training must be ongoing. 

For example, Campbell Global not only has its aggressive education program in place, 
but it also uses two-factor authentication on all systems so if an employee’s credentials 
get lost or leaked no one can gain access to the network from outside the organization 
without validating who they are. In addition to entering a password the organization uses 
a mobile app that will pop up on an employee’s phone when they log in and they will 
have to validate who they are by entering a code.

In the end, phishing will continue to worsen until the underlying economics make it 
cost prohibitive for threat actors to run their illegitimate businesses, says McGladrey. In the 
meantime, the simple answer is, stay vigilant. •



TraceSecurity is a leading provider of cybersecurity and  
compliance solutions that help organizations of all sizes  

reduce the risk of cyber breaches and demonstrate  
compliance. With a combination of software and services, 

TraceSecurity can help organizations manage their  
information security program and supplement it  

with third-party validation.
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ABOUT CYBER SECURITY HUB
The Cyber Security Hub is an online news source for global cyber security professionals and 

business leaders who leverage technology and services to secure the entire perimeter in their 
enterprise.

We’re dedicated to providing the latest industry news, thought leadership and analysis in 
the cyber security space. Cyber Security Hub’s expert commentary, tools and resources are 
developed through obtaining data and interviewing end users and analysts throughout the  
industry to deliver practical and strategic advice.

Our editorial team surveys and monitors the latest trends in cyber security and creates 
news articles, market reports, case studies and in-depth analysis for a captive audience 
consisting of C-Level executives, VPs and directors of cyber security and information 
technology.
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