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What is the role of a systems integrator? 

https://www.control-infotech.com/index.html

https://www.control-infotech.com/index.html
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- Case 1 - Cybersecurity and NERC-CIP Compliance Testing 

We help organizations identify points of departure from standards and develop strategies to address 

the gaps in  meeting the North American Electric Reliability Corporation (NERC) Critical Infrastructure 

Protection (CIP) standards. 

• Consider our IT Infrastructure Services 

– Control Infotech provides Networking (wired and wireless) and server setup and virtualization services. 

– We have developed, delivered and managed on-premise and cloud-based systems and security services.  

– We feature Siemens’ world-leading networking gear, switches, routers, industrial PCs and Power Supplies

– We collaboratively work with users to tailor our systems to the users and EPC’s cyber specifications 

• Work with our subject matter experts to specify Cyber Security Services over the life of your operations. 

– We offer customized solutions for securing OT (Operations Technology) infrastructure. 

• Security Awareness Workshops

• Cyber Asset Data collection and Analyses,

• Security Information and Event Management (SIEM) solutions  

• Cyber Security Threat Vulnerability and Risk Assessment 

– Not only do we 

• Develop APIs for specific customer requirements and;. 

• Install and commission computer operating systems and runtime applications  

– We also manage the Security Operations Center (SOC) at the facility 

• We provide the sensor(s) and services to supervise your network traffic  

• Our Cyber SOC platform helps bring state-of-the-art security operations to your organization 

The role of Cyber Security Analyst  is to assist organizations at all levels in the development 
and testing of Cybersecurity prevention, protection, mitigation, and response capabilities 
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• Developing Information Security standards and guidelines for Operations 
• Implementing Cybersecurity Event and Incident management solutions 
• Compliance Management Services
• Vulnerability Assessment 
• Penetration Testing 
• Security Awareness and Training 
• Cybersecurity Threat Assessment Program 
• Automating daily Cybersecurity Tasks

• – data collection and analyses 
• – timely reporting of events and incidents
• – ETL of log data, etc. 

Please refer to the handout detailing solutions 
provided.

Cyber Security   – Solutions & Services 
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NERC Cyber Security Compliance 

Proposal Quote for Switchgear OEM 

• CI NERC 

compliance testing 

services proposals 

was packaged by 

Switchgear OEM 

with the E Houses 

for Generating 

Stations and 

Balance of Plant 
Click Link to See 

Cyber Asset 

Estimating 

example

Click Link to 

See Cyber 

Requirements

Case 1  - CI Capabilities overview – Generating Station    

Please refer to NERC CIP Standards – available .

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
../Downloads/VA Hospital 1/Dashboard.GIF
../Downloads/Cyber Security Stress Capture.PNG


Control Infotech – Power Automation & Control

NERC Cyber Security Compliance 

CI Capabilities overview 

EPC - Specification Example

Refer to the EPC sample 
specification for 
examples of what to 
look for? 

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
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SI delivers spec review – a checklist of deliverables

Allowed EPC Project 
Lead to define who does 
what.  
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CI Capabilities overview 
NERC Cyber Security Compliance 

CI Delivered Scope 

Question: 

Why was it necessary to assist the EPC in defining the 

scope of services:  

- Shouldn’t the user just provide the scope? 

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
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5 Dimensions of ICS Security

Information Technology is characterized by 

• Confidentiality 

• Integrity

• Availability

Operations Technology is characterized by 

• Safety

• Reliability

Availability
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Security Objectives & Controls
• Confidentiality: Preserving authorized restrictions on information 

access and disclosure, including means for protecting personal 

privacy and proprietary information.

• Integrity: Guarding against improper information modification or 

destruction and includes ensuring information non-repudiation and 

authenticity.

• Availability: Ensuring timely and reliable access to and use of 

information.

• Security Control: A safeguard or countermeasure prescribed for an 

information system or an organization designed to protect the 

confidentiality, integrity, and availability of its information and to 

meet a set of defined security requirements.
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Security Assessments

• An information security assessment is the process of 

determining how effectively an entity being assessed 

(e.g., host, system, network, procedure, person—known 

as the assessment object) meets specific security 

objectives. [NIST SP.800-115]

• Self Assessments and Third-Party Assessments
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Infrastructure Protection & Compliance

• Critical Infrastructure Protection (CIP) standards
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

• NIST (National Institute of Standards & Technology)
https://www.nist.gov/

• Cybersecurity & Infrastructure Security Agency (CISA)
https://us-cert.cisa.gov/ics

https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.nist.gov/
https://us-cert.cisa.gov/ics
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NERC CIP* 002-5-1a

* North American Electric Reliability Corporation Critical Infrastructure Protection

https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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NERC CIP* 003-6

* North American Electric Reliability Corporation Critical Infrastructure Protection

https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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Poll Questions   

• Question 1   

– Which of the following are not primary tasks 

required to generate cyber asset log.  

a) Organizing and Collecting Data

b) Checking designated assets for known threats 

c) Reporting findings and mitigation 

d) Tracking down known hackers 
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• Developing Information Security standards and guidelines for Operations 
• Implementing Cybersecurity Event and Incident management solutions 
• Compliance Management Services – (Case 1) 
• Vulnerability Assessment 
• Penetration Testing   ( Case 2)
• Security Awareness and Training 
• Cybersecurity Threat Assessment Program 
• Automating daily Cybersecurity Tasks

• – data collection and analyses 
• – timely reporting of events and incidents
• – ETL of log data, etc. 

Please refer to the handout detailing solutions 
provided.

Cyber Security Analyst – Solutions & Services  - continued
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Commercial Cyber Security - Penetration Testing 

Proposal Quote for TPSS Switchgear OEM 

• Primary Customer: 

Municipal Area 

Transportation 

System specifies 

penetration testing 

for Traction Power  

substation SCADA

Click Link to See 

Cyber Asset 

Estimating 

example

Click Link to 

See Cyber 

Requirements

- Case 2 - CI Capabilities overview – Traction Power Substation  

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
../Downloads/VA Hospital 1/Dashboard.GIF
../Downloads/Cyber Security Stress Capture.PNG
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Cyber Security Threat Testing  

• CI delivers real time 

analytics – SCADA 

for Traction power 

station with Cyber 

Security Penetration 

Testing 

CI Capabilities overview

Transportation Authority specification example

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
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Vulnerability Assessment & Penetration Testing 

• We handle and perform simple-to-complex Application Penetration Tests on any 

software or applications that sit on premise, on the web or via cloud-based systems

• Not only do we cover the standard set of threats defined in the “Open Web 

Application Security Project (OWASP) Top 10 Dangerous Vulnerabilities”  but we can 

also go one step further with complex testing, depending on each customer’s needs. 

* OWASP is  an organization that provides unbiased and practical, cost-effective 

information about computer and Internet applications.  This organization defines the 

following most dangerous vulnerabilities
• Injection

• Broken Authentication

• Sensitive data exposure

• XML External Entities (XXE)

• Broken Access control

• Security misconfigurations

• Cross-Site Scripting (XSS)

• Insecure Deserialization

• Using Components with known vulnerabilities

• Insufficient logging and monitoring

CI Capabilities overview 

CI Delivered Scope 

https://blog.sucuri.net/2018/10/owasp-top-10-security-risks-part-i.html
https://blog.sucuri.net/2018/10/owasp-top-10-security-risks-part-i.html
https://blog.sucuri.net/2018/10/owasp-top-10-security-risks-part-ii.html
https://blog.sucuri.net/2018/10/owasp-top-10-security-risks-part-ii.html
https://blog.sucuri.net/2018/12/owasp-top-10-security-risks-part-iii.html
https://blog.sucuri.net/2018/12/owasp-top-10-security-risks-part-iii.html
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CI Capabilities overview 
Commercial/Industrial  Penetration Testing 

CI Delivered Scope 

Why would commercial users require 3rd Party testing -

What are the main services these users want ? 

CI Verticle Industry Initiative/Microgrid Campaign/VA Hospital Screens.pptx
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Security Assessment Methods

• Testing is the process of exercising one or more assessment 

objects under specified conditions to compare actual and expected 

behaviors. 

• Examination is the process of checking, inspecting, reviewing, 

observing, studying, or analyzing one or more assessment objects 

to facilitate understanding, achieve clarification, or obtain evidence. 

• Interviewing is the process of conducting discussions with 

individuals or groups within an organization to facilitate 

understanding, achieve clarification, or identify the location of 

evidence. 
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Penetration Testing
• A test methodology in which assessors, typically working under specific 

constraints, attempt to circumvent or defeat the security features of an 

information system.

• Execution• Post 
Execution

• Planning

• Scoping

• Review 
Reports

*Remediation*Remediation

* Security 
Perimeter

* Cyber 
Assets 
Review

* Security 
Perimeter

* Cyber 
Assets 
Review

* Target 
Vulnerability 
Identification 
& Validation

* Target 
Vulnerability 
Identification 
& Validation

* Root Cause 
Analysis

* Mitigation

* Root Cause 
Analysis

* Mitigation
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Schematic to Illustrate Concepts

* Contains Animation

HMI

DB

PLC

Switch

To Field Devices
To SCADA

Fuzz Testing
Switch Assessment

SQL Injection Cross-site Scripting

Denial of Service
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Poll Questions   

• Question 2    

– What systems and devices are tested?
» Networks   

» Switches

» Controller HMIs 

» HMI  

» TSA restricted items 
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Cyber Security Analytics for Power & Control Operations 

Cyber Security – Solutions & Services  
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Cyber Security Analytics for Power & Control Operations 


