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:RUNSDWK WDNHV VSHFLDO FDUH LQ KDQGOLQJ DOO VHQVLWLYH GDWD KDQGHG WR XV E\ &XVWRPHUV�
(PSOR\HHV DQG 3DUWQHUV� 7R HQVXUH HYHQ KLJKHU OHYHOV RI VHFXULW\� :RUNSDWK GHFLGHG WR
SXUVXH DQG PDLQWDLQ WKH FHUWLILFDWLRQ RI LWV ,QIRUPDWLRQ 6HFXULW\ 0DQDJHPHQW 6\VWHP �,606�
DFFRUGLQJ�WR�WKH�,62������������VWDQGDUG�

6FRSH�RI�WKH�,606

7KH :RUNSDWK SODWIRUP IRU RXWFRPH�IRFXVHG VWUDWHJ\ H[HFXWLRQ DV ZHOO DV WKH SURGXFW DQG
HQJLQHHULQJ GHSDUWPHQWV� ,QFOXGHG DUH UHVSHFWLYH LQIUDVWUXFWXUH VHUYLFHV DQG VXSSRUWLQJ
SURFHVVHV WKDW HPSRZHU :RUNSDWK¶V FXVWRPHUV WR LPSOHPHQW DQG DFFHOHUDWH RXWFRPH
PDQDJHPHQW�ZLWKLQ�WKHLU�RUJDQL]DWLRQ�

7KH�LPSRUWDQFH�RI�LQIRUPDWLRQ�SURFHVVLQJ

,QIRUPDWLRQ SURFHVVLQJ SOD\V D NH\ UROH LQ WKH IXOILOOPHQW RI RXU WDVNV� $OO HVVHQWLDO VWUDWHJLF
DQG RSHUDWLYH IXQFWLRQV DQG WDVNV DUH VLJQLILFDQWO\ VXSSRUWHG E\ LQIRUPDWLRQ WHFKQRORJ\ �,7��
2YHUDOO� LW PXVW EH SRVVLEOH WR FRPSHQVDWH IRU D IDLOXUH RI ,7 V\VWHPV LQ WKH VKRUW WHUP� 2XU
EXVLQHVV�PXVW�QRW�EH�DOORZHG�WR�FROODSVH�HYHQ�LQ�VXE�DUHDV�

6HFXULW\�REMHFWLYHV

$OO DFWLYLWLHV WR PDLQWDLQ DQG LPSURYH LQIRUPDWLRQ VHFXULW\ DUH DLPHG DW HQVXULQJ WKH EDVLF
YDOXHV RI FRQILGHQWLDOLW\� LQWHJULW\ DQG DYDLODELOLW\ RI LQIRUPDWLRQ DQG� LQ SDUWLFXODU� RXU
FXVWRPHU�GDWD�

7KH VSHFLILF VHFXULW\ PHDVXUHV PXVW EH HFRQRPLFDOO\ SURSRUWLRQDO WR WKH QHHG IRU SURWHFWLRQ
RI WKH GDWD SURFHVVHG� $V D FRUH DFWLYLW\ IRU PDLQWDLQLQJ DQG LPSURYLQJ LQIRUPDWLRQ VHFXULW\�
ULVNV WR LQIRUPDWLRQ VHFXULW\ DUH FRQWLQXRXVO\ LGHQWLILHG� HYDOXDWHG DQG GHDOW ZLWK� 9DULRXV
OHJDO� RIILFLDO DQG FRQWUDFWXDO UHTXLUHPHQWV DUH SODFHG RQ LQIRUPDWLRQ VHFXULW\� ZKLFK DUH
FRQWLQXRXVO\�LGHQWLILHG�DQG�WDNHQ�LQWR�DFFRXQW�IRU�LQIRUPDWLRQ�VHFXULW\�

6HFXULW\�RUJDQL]DWLRQ

7R DFKLHYH WKH LQIRUPDWLRQ VHFXULW\ REMHFWLYHV� DQ LQIRUPDWLRQ VHFXULW\ RIILFHU �,62� KDV EHHQ
DSSRLQWHG�E\�PDQDJHPHQW�

$Q LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP �,606� KDV EHHQ LQWURGXFHG WKURXJKRXW WKH
FRPSDQ\�DQG�LV�UHJXODUO\�UHYLHZHG�IRU�LWV�HIIHFWLYHQHVV�

0DQDJHPHQW LV UHVSRQVLEOH IRU WKH VHFXULW\ RUJDQL]DWLRQ� 7KH LQIRUPDWLRQ VHFXULW\ RIILFHU
DGYLVHV PDQDJHPHQW RQ WKH SODQQLQJ DQG LPSOHPHQWDWLRQ RI LQIRUPDWLRQ VHFXULW\ ZLWKLQ WKH
FRPSDQ\� ,Q WKDW IXQFWLRQ� VKH LV LQ FORVH FRQWDFW WR PDQDJHPHQW DV UHTXLUHG� DQG UHSRUWV DW
OHDVW�RQFH�D�\HDU�LQ�WKH�PDQDJHPHQW�UHYLHZ�

7KH LQIRUPDWLRQ VHFXULW\ RIILFHU LV SURYLGHG E\ PDQDJHPHQW ZLWK VXIILFLHQW ILQDQFLDO DQG WLPH
UHVRXUFHV�WR�UHFHLYH�UHJXODU�WUDLQLQJ�DQG�LQIRUPDWLRQ�

7KH LQIRUPDWLRQ VHFXULW\ RIILFHU LV WR EH LQYROYHG LQ DOO SURMHFWV DW DQ HDUO\ VWDJH LQ RUGHU WR
WDNH�VHFXULW\�UHOHYDQW�DVSHFWV�LQWR�DFFRXQW�DV�HDUO\�DV�WKH�SODQQLQJ�SKDVH�
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$ GDWD SURWHFWLRQ RIILFHU KDV EHHQ DSSRLQWHG� 7KH GDWD SURWHFWLRQ RIILFHU KDV DQ DGHTXDWH
WLPH EXGJHW IRU WKH IXOILOOPHQW RI KLV�KHU GXWLHV� 7KH GDWD SURWHFWLRQ RIILFHU LV UHTXLUHG WR
SDUWLFLSDWH�LQ�FRQWLQXRXV�IXUWKHU�WUDLQLQJ�

6HFXULW\�PHDVXUHV

)RU DOO SURFHGXUHV� LQIRUPDWLRQ� ,7 DSSOLFDWLRQV DQG ,7 V\VWHPV� D UHVSRQVLEOH SHUVRQ LV
DSSRLQWHG ZKR GHWHUPLQHV WKH UHVSHFWLYH VHFXULW\ UHTXLUHPHQWV DQG JUDQWV DFFHVV
DXWKRUL]DWLRQV�

6XEVWLWXWHV PXVW EH VHW XS IRU DOO UHVSRQVLEOH IXQFWLRQV� ,W PXVW EH HQVXUHG E\ PHDQV RI
LQVWUXFWLRQV�DQG�VXIILFLHQW�GRFXPHQWDWLRQ�WKDW�VXEVWLWXWHV�FDQ�IXOILOO�WKHLU�WDVNV�

%XLOGLQJV DQG SUHPLVHV DUH SURWHFWHG E\ DGHTXDWH DFFHVV FRQWUROV� $FFHVV WR ,7 V\VWHPV LV
SURWHFWHG E\ DSSURSULDWH DFFHVV FRQWUROV DQG DFFHVV WR GDWD E\ D UHVWULFWLYH DXWKRUL]DWLRQ
FRQFHSW�

$QWL�YLUXV SURWHFWLRQ VRIWZDUH LV XVHG ZKHUHYHU LW PDNHV VHQVH� EXW HVSHFLDOO\ RQ HPSOR\HH
3&V� $OO ,QWHUQHW DFFHVV LV VHFXUHG E\ D VXLWDEOH ILUHZDOO� $OO SURWHFWLRQ SURJUDPV DUH
FRQILJXUHG DQG DGPLQLVWHUHG LQ VXFK D ZD\ WKDW WKH\ SURYLGH HIIHFWLYH SURWHFWLRQ DQG SUHYHQW
PDQLSXODWLRQ� ,Q DGGLWLRQ� ,7 XVHUV VXSSRUW WKHVH VHFXULW\ PHDVXUHV E\ ZRUNLQJ LQ D
VHFXULW\�FRQVFLRXV PDQQHU DQG� LQ WKH HYHQW RI DQRPDOLHV� LQIRUP WKH DSSURSULDWHO\
GHVLJQDWHG�SRLQWV�

'DWD ORVV FDQ QHYHU EH FRPSOHWHO\ UXOHG RXW� &RPSUHKHQVLYH GDWD EDFNXS WKHUHIRUH HQVXUHV
WKDW ,7 RSHUDWLRQV FDQ EH UHVXPHG DW VKRUW QRWLFH LI SDUWV RI WKH RSHUDWLRQDO GDWD VWRFN DUH
ORVW RU REYLRXVO\ LQFRUUHFW� ,QIRUPDWLRQ LV XQLIRUPO\ PDUNHG DQG VWRUHG LQ VXFK D ZD\ WKDW LW
FDQ�EH�IRXQG�TXLFNO\�

,Q RUGHU WR OLPLW RU SUHYHQW PDMRU GDPDJH DV D UHVXOW RI HPHUJHQFLHV� VHFXULW\ LQFLGHQWV PXVW
EH UHVSRQGHG WR TXLFNO\ DQG FRQVLVWHQWO\� 0HDVXUHV IRU HPHUJHQFLHV DUH FRPSLOHG LQ D
VHSDUDWH HPHUJHQF\ SUHYHQWLRQ FRQFHSW� ,W LV RXU JRDO WR PDLQWDLQ FULWLFDO EXVLQHVV
SURFHVVHV HYHQ LQ WKH HYHQW RI D V\VWHP IDLOXUH DQG WR UHVWRUH WKH DYDLODELOLW\ RI WKH IDLOHG
V\VWHPV�ZLWKLQ�D�WROHUDEOH�SHULRG�RI�WLPH�

,I DQ\ ,7 VHUYLFHV DUH RXWVRXUFHG WR H[WHUQDO SDUWLHV� ZH VSHFLI\ VSHFLILF VHFXULW\
UHTXLUHPHQWV LQ WKH VHUYLFH OHYHO DJUHHPHQWV� 7KH ULJKW WR FRQWURO LV GHILQHG� )RU H[WHQVLYH
RU FRPSOH[ RXWVRXUFLQJ SURMHFWV� ZH GUDZ XS D GHWDLOHG VHFXULW\ FRQFHSW ZLWK FRQFUHWH
VSHFLILFDWLRQ�RI�PHDVXUHV�

,7 XVHUV UHJXODUO\ WDNH SDUW LQ WUDLQLQJ FRXUVHV RQ WKH FRUUHFW XVH RI ,7 VHUYLFHV DQG WKH
DVVRFLDWHG VHFXULW\ PHDVXUHV� 7KH FRPSDQ\ PDQDJHPHQW VXSSRUWV QHFHVVDU\ IXUWKHU
HGXFDWLRQ�DQG�WUDLQLQJ�

6HFXULW\�LPSURYHPHQW

7KH LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP LV UHJXODUO\ UHYLHZHG IRU LWV DFFXUDF\ DQG
HIIHFWLYHQHVV� ,Q DGGLWLRQ� WKH PHDVXUHV DUH DOVR UHJXODUO\ H[DPLQHG WR GHWHUPLQH ZKHWKHU
WKH\ DUH NQRZQ WR WKH HPSOR\HHV FRQFHUQHG DQG ZKHWKHU WKH\ FDQ EH LPSOHPHQWHG DQG
LQWHJUDWHG�LQWR�WKH�RSHUDWLQJ�SURFHVV�

6HLWH � ��3XEOLF�� :RUNSDWK�,QIRUPDWLRQ�6HFXULW\�3ROLF\



0DQDJHPHQW VXSSRUWV WKH FRQWLQXDO LPSURYHPHQW RI WKH OHYHO RI VHFXULW\� (PSOR\HHV DUH
UHTXLUHG WR FRPPXQLFDWH SRVVLEOH LPSURYHPHQWV RU ZHDNQHVVHV WR WKH UHOHYDQW
GHSDUWPHQWV�

7KH GHVLUHG OHYHO RI VHFXULW\ DQG GDWD SURWHFWLRQ LV HQVXUHG E\ FRQWLQXDO UHYLVLRQ RI WKH
UHJXODWLRQV DQG WKHLU FRPSOLDQFH� 'HYLDWLRQV DUH DQDO\]HG ZLWK WKH DLP RI LPSURYLQJ WKH
VHFXULW\�VLWXDWLRQ�DQG�NHHSLQJ�LW�FRQVWDQWO\�XS�WR�GDWH�ZLWK�WKH�ODWHVW�,7�VHFXULW\�WHFKQRORJ\�

2EOLJDWLRQV�WR�FRRSHUDWH

0DQDJHPHQW LV FRPPLWWHG WR LWV WDVN RI VXSSRUWLQJ WKH LQIRUPDWLRQ VHFXULW\ REMHFWLYHV
GHVFULEHG LQ WKLV SROLF\ DQG FDOOV RQ DOO HPSOR\HHV WR DOVR FRQWULEXWH WR PDLQWDLQLQJ DQG
LPSURYLQJ�LQIRUPDWLRQ�VHFXULW\�

0XQLFK��$XJXVW���VW������

-RKDQQHV�0�OOHU $QQH�-RVHILQ�*DUWKH

&(2��:RUNSDWK�*PE+ ,QIRUPDWLRQ�6HFXULW\�2IILFHU��:RUNSDWK�*PE+
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