
 
 

Privacy Policy 
 

 
Important information and who we are 

Albus is a trading name of Castel Underwriting Agencies Limited and Castel Underwriting Europe B.V. 
(“Albus”, “Castel”, “we”, “our” or “us”).  

Castel Underwriting Agencies Limited is registered in England and Wales under company number 
07774336 with its registered office at 33 Gracechurch Street, London EC3V 0BT. Authorised and 
regulated by the Financial Conduct Authority. 

Castel Underwriting Europe B.V. is registered in the Netherlands, registration number KVK 73042242 
with its registered office at Wilhelminakade 149a, De Rotterdam, East Tower, 29th Floor, 3072 AP 
Rotterdam.  Authorised and regulated by the Autoriteit Financiële Markten, (AFM), under licence 
number 12046122. 

We are committed to protecting your personal data and complying with data protection laws. Please 
read this privacy policy carefully. It provides information about how we use personal data and the 
rights available to you under data protection laws. 

 
LAYERED APPROACH 

We use a layered approach to delivering information about data protection through: 

• A brief privacy notice in policy documentation when we issue your policy, which will refer to 
this more detailed privacy policy; 

• This privacy policy accessible online; 

• The London Market Core Uses Information Notice. 
This Notice provides further information on how personal data is used within the insurance 
market. 

This privacy policy covers the following areas of our data protection and privacy practices: 

 

1. Information we may collect about you 

We may collect and process the following personal data about you: 

• Information provided to us through enquiry, application or claims forms, including: 

o Information such as your name, address or contact details; 

https://lmg.london/wp-content/uploads/2019/07/LMA-Insurance-Market-Information-Uses-Notice-post-enactment-31-05-2018.pdf


o Sensitive information (e.g. details of any criminal or fraudulent behaviour or medical 
information) obtained either through you or third parties; 

• We may maintain records of any correspondence with you including phone records; 

• Information we collect through cookies. Please see our cookies statement for further 
information. 

 

2. Why we collect data 

We are required by data protection laws to have a legitimate reason to process and use your personal 
data. The main purpose for processing your personal data is for the provision and performance of an 
insurance contract e.g. reviewing your application, setting you up as a policyholder, administration 
and maintenance of your insurance policy or in order to process a valid claim. 

With regards to ‘Special Category’ data i.e. sensitive information, we must obtain your consent at the 
point of collecting your personal data (i.e. when you input your details online or when completing a 
form) in order to process the data unless exemption for insurance purposes is applicable. In some 
circumstances, if we do not have your consent to process your data, it may impact our ability to issue 
you with insurance cover or to handle any claims. 

We may also gather personal data for the following purposes: 

• in order to prevent, identify and investigate fraud or any activity that is in the public interest; 

• to defend ourselves against or make any legal claims; 

• where we have lawful purpose for processing your data e.g. for maintaining our accounts and 
records, gathering market intelligence in order to develop and improve our products and 
services. We will ensure that the processing of your personal data does not affect your rights 
under applicable data protection laws; 

• to comply with a legal or regulatory obligation e.g. where we are required to maintain records 
of any transactions with you, or for compliance with international legal and regulatory 

• where we have an appropriate business need to use your information which does not cause 
any harm to your interests such as keeping you informed of our product range and providing 
you with market commentary. 

 

3. Sharing and safeguarding your personal data 

All personal data supplied to us is stored on secure servers and only accessed and used in line with 
our data protection policies and procedures. Your personal data will only be accessed by our 
employees or authorised third parties who require the information for their business purposes. In 
circumstances where it is necessary to share your personal data with a third party, there are 
contractual agreements in place to ensure the security and confidentiality of your personal data and 
the information will only be used for the specific purpose for which it has been provided to them. 

• Our group companies: We may share your personal data with our group companies, based in 
the UK, but only for the purposes laid out in this privacy policy and we will ensure the security 
of your personal data. 



• Authorised third parties: We may also be required to allow authorised third parties, including 
service providers and suppliers, access to your personal data, for the purposes stated in 
section 2 of this notice. Any data sharing with third parties will be in compliance with 
applicable data protection laws. 

• Governmental, legal and regulatory authorities: It may be necessary for us to share your 
personal data with financial and regulatory organisations (e.g. the Financial Ombudsman 
Service, the Financial Conduct Authority, the Information Commissioner’s Office) or law 
enforcement agencies (including courts) in order to assist them with enquiries, investigations 
or proceedings and ensure our compliance with our regulatory and legal requirements. As a 
financial services company, we are required to have certain processes in place with regards to 
anti-bribery and corruption, money laundering and fraud. If any criminal offence is detected 
or suspected, we may share data with third parties (e.g. law enforcement agencies, fraud 
prevention agencies, anti-money laundering agencies) in order to prevent crime or aid 
investigations if crime is identified. We may also access this data as part of our ‘Know Your 
Client’ procedures to establish the parties we are dealing with and when assessing a claim 
payment in order to prevent criminal offences. 

• International transfers: We (or third parties acting on our behalf) may store or process 
information that we collect about you in countries outside the European Economic Area 
(EEA). Where we make a transfer of your personal information outside of the EEA we will take 
the required steps to ensure that your personal information is protected. If you would like 
further information regarding the steps we take to safeguard your personal information, 
please contact us. 

 

4. Retention of your personal data 

We will only keep your personal data for as long as is reasonably necessary for the relevant purposes 
set out in this privacy policy or when we are obliged to do so in order to comply with legal or 
regulatory requirements. The amount of time we retain your data for depends on the nature of the 
personal data and what we require it for. When your personal data is no longer required, we will 
ensure it is securely deleted. 

 

5.  Your rights 

Our policy complies with the EU General Data Protection Regulation. The law requires us to tell you 
about your rights and our obligations with regards to the processing and control of your personal 
data, however not all of the following may be applicable in our business dealings: 

• The right to be informed; 

• The right to access your personal data; 

• The right to rectification; 

• The right to erasure; 

• The right to restrict processing; 

• The right to data portability; 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-rectification/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-restrict-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/


• The right to object to processing; 

• The right to withdraw consent; 

• Rights related to automated decision making including profiling; 

There are some circumstances where we may be required to restrict your rights in order to safeguard 
the public or our own interests. 

For further information regarding your rights, please visit the Information Commissioner’s 
Office’s website or click on the links provided above. 

 

 

6. Contact Us 

If you have any questions regarding privacy or how we use personal data, you may contact our Data 
Protection Officer: 

• dataprotectionofficer@castelmga.com; or 

• Data Protection Officer 

Castel Underwriting Agencies Limited. 33 Gracechurch Street. London. EC3V 0BT. 

 

7.  Changes to our Privacy Policy 

We may change our privacy policy from time to time and any changes will be displayed on this page. 
This privacy policy was last updated in August 2021.

 

8.  Cookies Statement 

• We only collect information such as your Internet Protocol address and which pages you 
viewed on our website. Unless explicitly provided by an individual, we will not collect any information 
that can personally identify you. This information is used to analyse usage in order to improve our 
website.  

• We use third party companies as suppliers for some of our functions. Their use of the data is 
controlled by our contract with them and they are only allowed to use the data strictly for the 
purpose we have stated e.g. the data is not used in connection with data from other companies and 
we are not tracking user behaviour outside our own sites.  

• This website uses Google Analytics, which is a web analytics service provided by Google. 
Google Analytics uses cookies (small data files stored on your computer) to help Castel analyse how 
users use the site. These cookies are used to collect information about how visitors use our site. This 
information is sent and stored by Google on servers in the United States. Google uses this information 
to compile reports on website activity in order to help us improve the site for you. The cookies collect 
information in an anonymous form, including the number of visitors to the site, where visitors have 
come to the site from and the pages they visited. Google may share this information with third parties 
where legally required to do so, or where Google contract third parties to process information on 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/
mailto:dataprotectionofficer@castelmga.com


their behalf. By using this website, you consent to Google processing your data for the purposes set 
out above.  

• This cookie policy only covers the Our websites. Any other websites, such as social networking 
sites, which may be linked to by the Website may be subject to their own cookies and privacy policy, 
which may differ from ours and we are not responsible for the content provided on any third-party 
web sites. 

• Your browser may be capable of being programmed to reject cookies, to warn you before 
downloading cookies, or to disable cookies and information regarding this may be found in your 
browser’s ‘help’ facility.  However, disabling or rejecting cookies may affect our websites functionality.  

For more details about managing and switching off cookies, please see the All About Cookies website. 

If you have any questions regarding the use of cookies, please contact us. 

 

 

9. Your right to complain 

Should you have any concerns regarding how we process your personal data, then you have the right 
to report your concern to either:  

UK Information Commissioner’s Office. For more information, please visit their Website 

Or 

Dutch Autoriteit Persoonsgegevens.  For more information, please visit their Website

 

 

https://www.allaboutcookies.org/
https://www.castelmga.com/talk-to-us/
https://ico.org.uk/
https://autoriteitpersoonsgegevens.nl/
https://autoriteitpersoonsgegevens.nl/
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