
One Identity Starling
Identity Analytics
& Risk Intelligence
Actionable Insights – Get smarter about risk

BENEFITS

Security intelligence – Accelerates 
the discovery of problematic access 
rights and violations to enhance 
overall security

Managed visibility – Increases 
awareness of potential risk factors 
or vulnerabilities to better prioritize 
investigative efforts

Analysis – Improves risk detection 
and analysis accuracy to better 
focus remediation efforts

Reduced burden – Decreases 
administrative effort by eliminating 
manual gathering and processing of 
entitlement data

TCO - Improves efficiency and 
effectiveness and reduces overall 
operational costs 

Security is evolving. Historically, Identity and Access Management (IAM) 
focused on securing the enterprise but now it must also enable an 
organization’s digital transformation. Get IAM right with an Identity as a 
Service (IDaaS) solution that reduces risk for such business initiatives. 
Support your organization’s digital transformation with a solution that 
enables you to detect threats and efficiently inspect anomalies so that you 
can make decisions, prioritize actions and remediate risk.

With Starling Identity Analytics & Risk Intelligence (IARI), you can reduce risk, 
and thus your attack surface, before bad behavior impacts the business. 
Accomplish this by eliminating unnecessary or dormant entitlement grants 
before someone can abuse or exploit them. Starling IARI exposes risk and 
access behavior enabling faster and improved security decision-making.



About One Identity
One Identity helps organizations get identity and 
access management (IAM) right. With our unique 
combination of offerings, including a portfolio of 
identity governance, access management, privileged 
management and identity as a service solutions, 
organizations can achieve their full potential – 
unimpeded by security, yet safeguarded against 
threats. 
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ONE IDENTITY DISTRIBUTOR

Data Source Modules and Collector
Automates the gathering, processing and transmission of 
entitlement data from targeted data sources and enables rapid 
addition of data sources.

Risk Classification Rules
Collects and processes entitlement grants into groups and 
classifications providing an entitlement base-line to identify 
high-risk entitlement areas.

User Risk Profile
Evaluates entitlement grants against the risk classification rules 
to identify high risk accounts. Changes to an account's risk profile 
triggers an alert and can be further validated with a business 
verification.

Alerting and Business Verification
Notifications when entitlement grants and resulting user risk 
profile changes move into “high risk” area enabling the profile 
“owner” to evaluate and analyze role certifications for 
business-impacting security threats.

Entitlement Usage Analysis
Identifies dormant access and initiates governance and/or 
remediation activities.

Access Comparison and Peer Group Analysis
Compares users and peer groups within and across organizations 
to determine populations of similar users and entitlements and 
pinpoint differences to prioritize where to troubleshoot access 
related issues.

Analytical Dashboards and Reports
Compliance and operational dashboards and reports of user 
identity, access and audit data deliver an instant review to better 
prioritize efforts of IT staff, business users, and auditors.
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FEATURES

• If an individual is actually using all of their entitlements

• If the granted entitlements are appropriate for a user’s role

• Whether a user with significant entitlements should even have those rights

• How one user’s rights compare to his/her peers, the rest of the organization or even between organizations

• Why a user’s entitlements shifted from low risk to high

Actionable 
insights to help 
you determine:
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