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Tapered Race Rotary Reel Collars
New & IMPROVED!

9030 64th Street NW
Annandale, MN 55302

WWW.FS3INC.BIZ

Improve Efficiency & Safety

Reduce your Labor Costs

Works Great on Plows, 
Trailers & Trucks

Tapered Sleeves to Fit Various 
Size Reel Hubs

3pt. Bolt Safety Fastening 
System (Bolts will NOT fall out 
& Reel will NOT slide on Bar)

NOW AVAILABLE 
for 2-1/4” and 2-1/2” Reel Bars

For more information call: 320.274.7223

Yes, it can happen to you: Thief River Falls shares its experience of cyber attack

EXCEPTIONAL SOLUTIONS FOR 
INDUSTRY-LEADING ENGINES 
AND POWER SYSTEMS

Fairbanks Morse Defense offers an extensive 
portfolio of services to optimize performance, 
ensure reliability, and extend your engine’s life 
cycle — from the day it’s commissioned and for 
the many years that follow.

Contact us today    +1-800-356-6955    https://www.fairbanksmorse.com/contact

www.spiegelmcd.com  |  202.879.4000

to the people
POWER 

 Of all the threats municipal 
utilities have faced over the 
years, perhaps none is more 
insidious than a cyber-securi-
ty intrusion. 
 And it can happen to you.
 City of Thief River Falls 
staff were working after-
hours in December 2020, in-
stalling a new billing system. 
While setting up a new fire-
wall, staff received a notifica-
tion that they couldn’t log-in 
to the network, followed by a 
ransomware notification mes-
sage. 
 In quick succession, staff 
was confronted with a back-
up failed error, a red light 
on a firewall, erased firewall 
logs, and data being encrypt-
ed. 
 The first call city staff made 
went to a council member and 
IT professional. Initial steps 
to assess the situation were 
taken. The various city de-
partment heads were called 
in. It was determined that 
only certain computers were 
affected—those running mal-
ware protection software 
didn’t appear to be affected. 
 A loaner server was ob-

tained as a back-up on an 
interim basis and the city 
quickly hired Morris Elec-
tronics to help it through the 
troubles. 
 “They saved us,” said City 
of Thief River Falls Electric 
Superintendent Dale Nar-
lock. “They were on it right 
away.”
 City staff, with the extra 
help, proceeded to recover 
most of its data.
 In the meantime, the city 
was receiving ominous mes-
sages. The first said that the 
criminal(s) had copied most 
of the city’s data and that the 
city should “contact us.” The 
would-be extortionists asked 
for $500,000, payable in cryp-
to currency. After a week that 
request went to $1 million. 
 The city didn’t respond.
 Over the course of the next 
weeks it became increasingly 
clear that the city and its cus-
tomers had escaped serious 
damage. Physical operations, 
including utility operations, 
were threatened but not af-
fected. It was, however, a 
time of intense activity.
 With the breach isolated, 
work was underway to reme-

The City of Thief River Falls electric department serves several large, international corporations, 
including Arcto (Arctic Cat) and Digi-Key.

diate the city’s computer net-
work. 
 Among the thorny ques-
tions was, what to do with 
the billing system change-
over: should work go forward 
or back? 
 It went ahead.
 While the source of the 
breach was not definitely 
identified, there were sev-
eral possibilities. It may 
have been a combination of 
a phishing email with social 
engineering, in the guise of 

offering help with a technical 
issue.
 Many city employees were 
working from home at this 
time of COVID-19 response. 
New procedures were devel-
oped and firewalls installed.
 The network architecture 
was changed, so that the abil-
ity to move from one comput-
er to the next was made much 
more difficult.
 In the end, the city lost its 
League of Minnesota Cities 

Insurance Trust (LMCIT) de-
ductible of $25,000, racked up 
some staff overtime and un-
budgeted consulting bills. It 
counted itself fortunate, how-
ever, and is much more wary 
of cyber-security issues going 
forward.
 “Don’t be too comfortable,” 
Narlock said.
 For more information, con-
tact the LMCIT or your trust-
ed IT professional. 
 

 On March 10, the U.S. Con-
gress passed legislation that 
mandates critical infrastruc-
ture providers and federal 
agencies promptly report cy-
berattacks and ransomware 
payments to the Cybersecu-
rity and Infrastructure Secu-
rity Agency (CISA). The his-
toric reporting requirements 
are part of a $1.5 trillion om-
nibus spending bill. 
 The law requires critical in-
frastructure organizations in 
16 industry sectors identified 
by the federal government, 
including the energy sector, 
to report to the Cybersecu-
rity and Infrastructure Secu-
rity Agency (CISA) within 72 
hours if they are experiencing 
a cyberattack, and within 24 
hours of making a ransom-
ware payment.
 The law further stipulates 
that CISA will have the au-
thority to subpoena organi-
zations within the identified 
industry sectors that fail to 
report cybersecurity incidents 
or ransomware payments and 
can refer non-compliant orga-
nizations to the Department 
of Justice.
 Critical Infrastructure Pro-
tection (CIP) rules overseen 
by the North American Elec-
tric Reliability Corp. already 
require utilities to report 
some attacks. 

Federal cyber-attack
reporting law adopted


