Notice of Privacy Practices

Effective 9/23/13

Inaccordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and
the Omnibus HIPAA Rule of 2013.

Thisnotice describes how medical information about you may be used and disclosed and how
you can getaccess tothis information. Please review it carefully.

If you have any questions about this notice, please contact Ear, Nose and Throat
Associates of Chester County (ENTACC) at 610-363-2532.

This notice describes the privacy practices of ENTACC and that of any health care professional that
is authorized to enter information into your medical record.

All these entities, sites and locations follow the terms of this notice. In addition, these entities,
sites and locations may share medical information with each other for treatment, payment or
health care operations purposes described inthis notice.

We understand that medical information about you and your health is personal. We are committed to-
protecting medical information about you. We need this record to provide you with quality care and
to comply with certain legal requirements.

This notice will tell you about the ways in which we may use and disclose medical information
about you. We also describe your rights and certain obligations we have regarding the use and
disclosure of medical information.

We are required by law to:

e Make sure that medical information that identifies you is kept private;

» Give you this notice of our legal duties and privacy practices with respect to
medical information about you; and

e Follow the terms of the notice that are currently in effect.

How We May Use and Disclose Medical Information About You

The following categories describe different ways that we use and disclose medical information. For each
category of uses or disclosures we will explain what we mean and try to give some examples. Not every
use or disclosure in a category will be listed. However, all of the ways we are permitted to use and
disclose information will fall within one of the categories.

For Treatment We may use medical information about you to provide you with medical treatment or
services.

For Payment We may use and disclose medical information about you so that the treatment and services
you receive may be billed to and payment may be collected from you, an insurance company or a third
party. For example, we may need to give your health plan information about surgery you received at the
hospital or surgery center so your health plan will pay us or reimburse you for the surgery. We may also



tell your health plan about a treatment you are going to receive to obtain prior approval or to determine
whether your plan will cover the treatment. You have the right to request a restriction on certain
disclosures to your health plan when you pay for your care at ENTACC out of pocket in full.

Health Information Exchange We will make your protected health information available electronically
to ahealth information exchange (HIE) established by the ENTACC whereby other health care providers,
health plans, health care clearinghouses and you, the patient, may receive and review your health care
information. A HIE is part of the federally-mandated plan to assure that key medical information is available
anywhere in the country should you need emergency or ongoing medical care. Federal law requires HIE
networks to follow strictly-defined privacy, security and data standards. Access to the HIE is also strictly
controlled and only appropriately cleared personnel will have access to your records on an as-needed basis.
You have the right to opt-out of having your information sent to the HIE by completing the proper paperwork
supplied by ENTACC.

Appointment Reminders We may use and disclose medical information to contact you as a reminder that
you have an appointment for treatment.

Treatment Alternatives We may use and disclose medical information to tell you about or
recommend possible treatment options or alternatives that may be of interest to you.

Health-Related Benefits and Services We may use and disclose medical information to tell you about
health-related benefits or services that may be of interest to you.

Individuals Involved in your Care or Payment for your Care We may release medical information
about you to a friend or family member who is involved in your medical care. We may also give information
to someone who helps pay for your care. We may also tell your family or friends your condition. In
addition, we may disclose medical information about you to an entity assisting in a disaster relief effort so
that your family can be notified about your condition, status and location.

Marketing and Sale of your PHI We will not engage in any marketing activities, as that term is
defined under HIPAA, and wewill not disclose your protected health information (PHI) to any third party for
financial gain (directly or indirectly) without your authorization. We will not sell your PHI without your
expresswritten authorization.

Research We may use medical information to see if you are eligible for clinical research studies that are
being coordinated at ENTACC. We may approach you totell you about or recommend possible clinical
research studies that you may want to consider. Before clinical research studies can be conducted at
ENTACC, they must be approved by a diversified group called the institutional review board (IRB). The IRB
reviews submitted clinical research studies and determines its significance as a clinical study, the risk/benefit
analysis to the participant, the protection of human rights, and the method of reporting the research results as
a contribution to generalized knowledge. Participation in clinical research studies is voluntary. You will
continue to receive the same standard of care whether you choose to or not to participate in a clinical research
study. We will obtain your consent before any identifiable medical information is shared with an agency
outside of ENTACC. You may choose to withdraw your consent to participate in a clinical research study at
any time.

As Required by Law We will disclose medical information about you when required to do so by federal, state
or local law.



Note: Pennsylvania and federal law provide protection for disclosure of certain types of health information,
including information about alcohol or drug abuse, mental health and aids/HIV, and may limit whether and
how we may disclose information aboutyou to others.

To Avert a Serious Threat to Health or Safety We may use and disclose medical information about you
when necessary to prevent a serious threat to your health and safety or the health and safety of the public or
another person. Any disclosure, however, would only be to someone able to help prevent the threat.

Special Situations:

Organ and Tissue Donation If you are an organ donor, we may release medical information to
organizations that handle organ procurement or organ, eye or tissue transplantation or to an organ
donation bank , as necessary to facilitate organ or tissue donation and transplantation.

Military and Veterans Ifyou are a member of the armed forces, we may release medical
information about you as required by military command authorities. We may also release medical
information about foreign military personnel to the appropriate foreign military authority.

Workers' Compensation We may release medical information about you for workers' compensation or
similar programs. These programs provide benefits for work-related injuries or illness.

Minors and Guardians If you are a minor (under 18 years old), under legal guardianship or have given a
power of attorney to someone, we will comply with Pennsylvania law for these situations. \We may release
certain types of your medical information to your parent, guardian or power of attorney, if such release is
permitted or required by law.

Decedents We may disclose phi to the personal representative of the decedent, to a family member or other
person involved in an individual's care or payment for care prior to the decedent's death unless doing so
would be inconsistent with the decedent's prior expressed preference that ENTACC is aware of.

Public Health Risks We may disclose medical information about you for public health activities.
These activities generally include the following:

e Toprevent or control disease, injury or disability;

e To report births and deaths;

e To report suspected child abuse or neglect;

e To report reactions to medications or problems with products;
e To notify people of recalls of products they may be using;

e To notify a person who may have been exposed to a communicable disease or may
otherwise be at risk for contracting or spreading a disease or condition.

* To notify the appropriate government authority if we believe you, the patient, has been
avictim of abuse, neglect or domestic violence. We will make this notification either
with your permission or when required or authorized by law.

Health Oversight Activities We may disclose medical information to a health oversight agency for
activities authorized by state or federal law. These oversight activities include, for example, audits,
investigations, inspections, and licensure. These activities are necessary for the federal and state
governments to monitor the health care system, government programs, and compliance with civil rights
laws.



Lawsuits and Disputes Ifyou are involved in a lawsuit or a dispute, medical information about you may be
disclosed by us in response to a court or administrative order. We may also disclose medical information about you in
response to a valid subpoena, discovery request, or other lawful process by someone else involved in the dispute, but
only if the party seeking the information has made attempts to notify you of the request and you or your attorney has
not objected to the request, or the court has issued an order not to produce the information.

Law Enforcement We may release medical information if asked to do so by a law enforcement
official:

e Inresponse to a court order, subpoena, warrant, summons or similar process;
* Toidentify or locate a suspect, fugitive, material witness, or missing person;

e About the victim of acrime if, under certain limited circumstances, we are
unable to obtain the person's agreement;

e About a death we believe may be the result of criminal conduct;
e About criminal conduct at entacc; and

< Inemergency circumstances to reportacrime; the location of the crime or
victims; or the identity, description orlocationof thepersonwhocommittedthe
crime.

Coroners, Medical Examiners and Funeral Directors We may release medical information to a
coroner or medical examiner. This may be necessary, for example, to identify a deceased person or
determine the cause of death.

National Security and Intelligence Activities We may release medical information about
you to authorized federal officials for intelligence, counterintelligence, and other national securlty
activities authorized by law.

Inmates Ifyou are an inmate of a correctional institution or under the custody of a law enforcement
official, we may release medical information about you to the correctional institution or law
enforcement official. This release would be necessary (1) for the institution to provide you with health
care; (2) to protect your health and safety or the health and safety of others; or (3) for the safety and
security of the correctional institution.

Your Rights Regarding Medical Information About You

You have the following rights regarding medical information we maintain about you:

Right to Access, Inspect and Copy you have the right to inspect and copy medical information that
may beusedto make decisions aboutyour care. Usually, thisincludes medical and billing records, but
doesnot include psychotherapy notes. Toinspectand copy medical informationthat may be used tomake
decisionsaboutyou, youmustsubmit your request in writing to ENTACC, 111 Arrandale Blvd, Exton,
PA 19341. Ifyourequestacopy of the information, we may charge afee for the costs of copying,
mailing or other supplies associated with your request.

We may deny your request to inspect and copy in certain very limited circumstances. Ifyou are denied
access to medical information, you may request that the denial be reviewed. Another licensed health care
professional chosen by ENTACC will review your request and the denial. The person conducting the review
will not be the person who denied your request. We will comply with the outcome of the review.



If we use or maintain electronic health records ("EHR") for your protected health information (PHI), you
have the right to access your phi contained in an EHR, and to direct us to send a copy of the EHR to a
designated third party, so long as the request is in writing and identifies the individual or entity to whom the
PHI is to be sent. We have the right to charge you reasonable costs for the copying and mailing of the PHI.
We will provide you access to your electronic record in electronic format form so long as it is readily
producible in electronic form or format. Ifnot, we will provide you with a paper copy. You may also
request/authorize us to send a copy of your record to a third party designated by you when the request is in
writing, signed by you, and you provide clear direction as to the person and their location who is to receive
the record copy. We may charge you for postage, etc.

Right to Amend If you feel that medical information we have about you is incorrect or
incomplete, you may ask us to amend the information. You have the right to request an
amendment for as long as the information is kept by or for ENTACC.

To request an amendment, your request must be made in writing and submitted to ENTACC. In addition, you
must provide a reason that supports your request.

We may deny your request for an amendment if it is not in writing or does not include a reason to support
the request. Inaddition, we may deny your request if you ask us to amend the information that:

e Was not created by us, unless the person or entity that created the information is no
longer available to make the amendment;

e Is not part of the medical information kept by or for ENTACC;
e Is not part of the information which you would be permitted to inspect and copy; or

e Isaccurate and complete.

Right to an Accounting of Disclosures You have the right to request an “accounting of disclosures.” this is
a list of the disclosures we made of medical information about you for purposes other than treatment,
payment or health care operations, as described in this notice. Italso excludes disclosures we may have
made to you; to others where you have authorized the disclosure; disclosures to family, friends or others if
they are involved in your care.

To request this list or accounting of disclosures, you must submit your request in writing to ENTACC. Your
request must state a time period, which may not be longer than six years and may not include dates before
April 14,2003. Your request should indicate in what form you want the list (for example, on paper,
electronically). The first list you request within a 12-month period will be free. For additional lists, we may
charge you for the costs of providing the list. We will notify you of the cost involved and you may choose to
withdraw or modify your request at that time before any costs are incurred.

Right to Request Restrictions You have the right to request a restriction or limitation on the
medical information we use or disclose about you for treatment, payment or health care operations. You
also have the right to request a limit on the medical information we disclose about you to someone who
is involved in your care or the payment for your care, like a family member or friend. For example, you
could ask that we not use or disclose information about a surgery that you had.

With certain exceptions, we may use and disclose medical information about you so that the treatment and
services you receive may be hilled to and payment may be collected from you, an insurance company or a
third party. You have the right to request arestriction on certain disclosures to your health plan when you
pay for your care at ENTACC out of pocket in full for health care items or services provided by ENTACC.
We are not required to agree to your request unless your request relates to self-paid care not being
reported/disclosed toyour health plan. Inall other circumstances, if we do agree, we will comply with



your request unless the information is needed to provide you emergency treatment.

Right to Request Confidential Communications You have the right to request that we
communicate with you about medical matters in a certain way or at a certain location. For example, you
can ask that we only contact you at work or by mail.

Right to a Paper Copy df this Notice You have the right to a paper copy of this notice. You may ask
us to give you a copy of this notice atany time. Even if you have agreed toreceive thisnotice electronically,
you are still entitled to paper copy of this notice.

You may obtain a copy of this notice at our website at www .entacc.com.

Right to Receive Notifications of Data Breach We are required to notify you upon abreach of
any unsecured protected health information (PHI). PHI is "unsecured" if it is not protected by a
technology or methodology specified by the Secretary of the U.S. Department of Health and Human
Services. The notice must be made within 60 days from when we become aware of the breach. The
notice must include: (a) abrief description of the breach, including the date of breach and discover; (b)a
description of the types of unsecured PHI disclosed or misappropriated during the breach; (c) the steps
you can take to protect your identity; (d) a description of our actions to investigate the breach and
mitigate harm now and in the future; and (e) contact procedures for affected individuals to find
additional information.

We must notify you in writing by first class mail (unless you have opted for electronic communications with
us). However, if we have insufficient contact information about you, an alternative notice method may be
used. Ifabreach affects more than 500 individuals, we must immediately notify the Secretary after which the
Secretary will post our name on its internet website. Additionally, we may be required to publish a notice in
a prominent media outlet in each state or jurisdiction where more than 500 individuals ' unsecured PHI has
been breached. For breaches involving less than 500 individuals, we may maintain a log of such breaches to
submit annually to the secretary. Finally, we may give telephonic notice to you if we reasonably believe there
is a possibility of imminent misuse of your unsecured PHI; however, such telephonic notice will not
substitute for our written notice obligations.

Changes to this Notice We reserve the right to change this notice. We reserve the right to make the revised or
changed notice effective for medical information we already have about you as well as any information we
receive in the future. We will post a copy of the current notice in the office. The notice will contain on the first
page, in the top right hand corner, the effective date. In addition, each time you are seen for treatment or health
care services, we will offer you a copy of the current notice in effect.

Other Uses of Medical Information Other uses and disclosures of medical information not covered by this
notice or the laws that apply to us will be made only with your authorization. Ifyou provided us permission to
use or disclose medical information about you, you may revoke that permission in writing at any time. To revoke
an authorization, please submit the revocation in writing to ENTACC. Ifyou revoke your permission, we will no
longer use or disclose medical infoInation about you for the reasons covered by your written authorization. You
understand that we are unable to take back any disclosures we have already made with your permission, and that
we are required to retain our records of the care that we provided to you.

Complaints Ifyou believe your privacy rights have been violated, you may file a complaint with
ENTACC or with the Secretary of the U.S. Department of Health and Human Services at
http://www.hhs.swv/ocr/privacy/hipaa/complaints /index.html.

You will not be denied care, discriminated against or otherwise penalized or retaliated against for filing a
complaint.



ACKNOWLEDGEMENT OF REVIEW OF
NOTICE OF PRIVACY PRACTICES

1, have reviewed E.N.T.A.C.C.’s
Notice of Privacy Practices. | am entitled to retain a copy if requested.

Print Name

Signature

Date

* You may refuse to sign this acknowledgement

For Office Use Only
We attempted to obtain written acknowledgement of receipt of our Notice of Privacy
Practices, but acknowledgement could not be obtained because:

Individual Refused to Sign

Communication barriers prohibited obtaining the acknowledgement

An emergency situation prevented us from obtaining acknowledgement

Other ( please specify)
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