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THE IMPORTANCE OF APIS
Before explaining why APIs are one of the most important parts of modern IT infrastructure, let’s 
begin by describing what an API actually is. In short, an API (Application Programming Interface) is a 
set of clearly defined methods of communication between various components. To help give us a 
better definition, let’s draw a comparison with something more organic.

Imagine a living breathing organism. Within that organism, there is a set of vital organs such as the 
brain, lungs and heart. Each organ serves a specific, vital purpose yet is incapable of existing on its 
own. They all need to coexist and are in constant communication with each other. In an organism, 
the veins are responsible for linking all the organs together.

Let’s take this example and translate it to IT terms. The organism represents the IT infrastructure. 
The organs are systems, applications and various other IT assets that are vital for business 
continuity. So that leaves the veins, which roughly translate to APIs: they are responsible for tying 
together all the assets and enabling communication between them.

So why are APIs necessary? Currently there is no single IT solution that serves all the needs and 
purposes that an organization might require. Instead, there are countless assets serving one specific 
purpose. They are incapable of existing or contributing to the common goal without a means of 
communicating with other task-specific assets. As a result, there is a strong need for a way to 
enable all the IT assets to communicate and share data with each other. This is where APIs come 
into the picture.
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PRIVATE API
Private APIs are restricted to internal use only. Their main 
purpose is to enhance the efficiency of business-related 
processes and provide a foundation for improvement and 
innovation. Private APIs tend to be lacking in terms of 
official documentation regarding usage and tend to fall 
behind on trends and norms, meaning they quickly 
becoming legacy systems. These drawbacks come from the 
tendency for private APIs to never leave the organization's 
perimeter. As a result, instead of making them secure, we 
surround them with a secure infrastructure.

PUBLIC API
Public APIs are basically accessible to everyone. The level of 
the applicable authentication method determines what type 
of information can be accessed via public API. But mainly 
they only allow access to publicly available information. 
Because they only allow access to low-risk data, these 
types of APIs are easy to maintain and keep up-to-date, 
meaning they are less rigid than private APIs.

PARTNER API
Partner APIs are a mix of private and public APIs. They allow 
access to the internal network but are also accessible to 
almost all partners of the organization. In terms of security, 
these are the hardest to manage. Although partner APIs 
won't allow partners to see all critical information, there is 
still enough accessible information to cause severe 
problems for the business if it should fall into the wrong 
hands. Strong authentication is necessary to make sure only 
authorized personnel access partner APIs. Another 
commonly applied method is the ‘least privileges’ principle. 
In this case, users are only granted essential rights, and if 
they need anything more, they can fill out a request form 
which is then evaluated, granted or denied.

PRIVATE
OR PUBLIC?

It is crucial to decide in a very early stage who and for what purpose the developed API will be used. It can be public, completely private 
or somewhere in the middle, such as a B2B partner API, which is a kind of hybrid. When deciding which one to choose, we need to adjust 
security, operative, maintenance and any applicable business-related measures.2
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3
to develop APIs to reach their potential in terms of both maximum 
reliability and efficiency.

Developing a robust API is heavily reliant on preliminary business 
analytics. If the focus is solely kept on the function, then security will 
surely take a back seat, resulting in major security gaps. Although 
the opposite approach can be just as problematic. Aiming for an 
extremely high level of security can also have its downfalls, as the 
product may eventually end up being completely unusable.

What we want you to take away from this is that neither function 
nor security should be a focal point nor a tacked-on concept. 
Instead, they should be equally balanced core angles of the develop- 
ment process. A product or system development only ends up being 
successful if there is a laid-down formula that accommodates all 
potential scenarios and also addresses them. Some functions 
should be sacrificed for the sake of security, while at the same time 
some risks should be acknowledged and considered acceptable so 
that primary functions won't be hindered. Naturally, at the end of 
the day this balance should strive towards ensuring the develop- 
ment of a system that is successful in meeting business demands.

The internet allows IT assets to exchange tremendous amount of 
data via APIs. We are talking about billions of terabytes transferred 
from one location to the next and so forth within mere seconds. To 
top it off, all the sensitive information within these massive data 
streams is growing exponentially. This is both a good and a 
disturbing thing.

It is good in the sense that this enables more efficient data sharing 
and greater business efficiency. This means that customers receive 
their services much more quickly and that these services are far 
more suited to their needs. At the same time, solely relying on APIs 
can bring several risks to the table. This is because, in all honesty, 
current APIs are not designed to meet any of the advanced security 
measures. Not even on a conceptual level. It feels as if we are 
building our future on an extremely loose foundation. To ensure 
strong security, API-related risks must be addressed and corrected. 
The best time to start addressing these issues is during the 
development process.

In the following segment, we will showcase the four cornerstones of 
API security that can provide a solid security framework by helping 

THE FOUR CORNERSTONES OF API SECURITY

IDENTIFICATION 
AND AUTHORIZATION

ROUTING ENCRYPTION

CONTENT
FILTERING
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3.1
3.1.1

AUTHENTICATION AND 
AUTHORIZATION

Authentication (identification)
In IT terms, authentication is the process of figuring out who an individual is 
and nothing more. Successful authentication does not necessarily mean 
approved user access. That part is yet to come.    

When it comes to authentication, we have four commonly used methods to 
choose from. Each method requires more details to be provided by the user 
to receive access rights. One could argue that it makes sense to go with the 
strictest method, but, in reality, the deciding factor on how strict security 
should be boils down to what the user will be able to access once they have 
been authenticated.
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Temporary authentication: In the simplest cases, we don't necessarily require full 
identification. This situation can be solved by issuing temporary identifiers. For example, an 
anonymous user can easily view exchange rates using an API.

Account authentication: Going a level deeper, we can request something like an account 
name that we consider without any doubt to be valid. This can be something like a 
registration form for something as simple as an online game.

Activity authentication: We can then move to the next type of identification. We are still 
not quite interested in who the individual actually is, but we want to correlate all their 
actions. This is currently the most common method of authentication. The user registers 
and, although we still can't exactly tell who he/she is, we can recognize him/her whenever 
he/she returns. This type of user can only access publicly available or self-made content.

Personal authentication: The strictest identification method is when we need to know 
exactly who the user is. In situations like this, we need to involve a reliable third party who 
attests to the user's identity. Who this third party should be depends on our security needs 
and procedures. In many cases, a simple Facebook or LinkedIn attestation will do just fine. 
We can amp up the level of trust by relying on sources like banks, credit card information, 
or by applying digital certifications. Registering in person also works. This is the most 
commonly used method for registering new employees at a given workplace.

The previously described list only answers the question of ‘what 
are my options?’ in terms of what questions to ask for 
authentication. As for deciding how reliable identification should 
be, well, that is a whole different can of worms.

The most commonly used identification method is the 
knowledge-based method. This mainly refers to password- 
based authentication, as only the users possess this knowledge. 
These can be any number of things, ranging from something 
simple like a PIN to something like an asymmetric private key.

Next, we have the possession-based method and, as the name 
suggests, it relies on something in the possession of the user like 
a key, an ID card, a token or a cellphone.

The third authentication factor is based on inherence. Something 
that ties directly to an individual, such as biometric identifiers. 
This can range from anything from signature, fingerprints, iris or 
retina to behavior.

API security mainly relies on knowledge-based authentication. 
However, this is commonly accompanied by a second, 
possession-based factor, with something like a mobile app or 
token. The combination of two or more authentication factors is 
known as multi-factor authentication.

A

B

C

D
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Authorization happens after successful authentication has taken 
place. Once we know who the user is, we check what rights are as-
sociated with their account. Authorization is responsible for deciding 
if the user has the right to access something or not.

When talking about authorization the term group and permissions 
should also be addressed.

GROUPS
The easiest way for any organization to issue permissions is with 
the help of sorting users into groups. That is because whether we 
are talking about employees or customers, there is a set of rules 
that can be associated with what they are allowed to access and to 
what extent. Groups help to create buckets, where similar types of 
users can be poured in automatically and receive the same access 
rights. This ties directly to permissions.

AUTHENTICATION, AUTHORIZATION
Separating authentication from authorization is a commonly applied 
and practical method. The reason behind it is that the user rights can 
constantly change, so separation allows for a more flexible environ-
ment. If we take separation into account, we can have functions that 
allow temporary or permanent termination of accounts.

3.1.2 Authorization PERMISSIONS
These are the factors that the authorization process evaluates. This 
is also what defines a group. When it comes to deciding what 
permissions a group should have, we have three options.

A, Top-down: The permissions necessary to complete tasks are 
created from the company’s viewpoint; from higher up. As a result, 
this method requires significant preparation and a detailed concept 
phase that lays out the organizational structure and processes. From 
there, we can start building hierarchies, assigning permissions, and 
identifying the groups that should be assigned to them. This method 
regularly fails in its purest form because of its organizational 
complexity. The bigger the company, the more difficult it is to 
construct.

B, Bottom-up: This method involves analyzing your existing 
permissions and groups. It is also referred to as ‘garbage in, garbage 
out’, as most of the work will consist of figuring out what permissions 
are needed, and which ones are not. You may end up realizing that 
your current permissions and groups are a mess that needs to be 
cleaned up before you can proceed. In addition, this IT-based method 
also runs the risk of concealing the business purposes behind the 
permissions.   

C, Top to Bottom: The third version is the combination of the two, 
where hierarchies and analysis go hand in hand. This method is built 
from the ground up, but once it is complete it will leave room to 
import or set up necessary permissions and groups later on.
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There is a common misconception associated with Single-Sign-On (SSO) or federated 
security systems. Some see federated security systems as a more convenient but 
less secure solution. In truth, they are quite the contrary. Federation is a very conven-
ient means of authentication that at the same time often functions as a more secure 
method. Usually, users can act as they please once access is granted to them, but this 
is not the case with federated security.

User actions are continuously reviewed, and their identity is constantly checked, even 
multiple times during a single log in. When talking about federated security, the easi-
est way to describe it is like entering a restricted area with semi-proper clearance. 
The individual's access request will be granted but a member of the security person-
nel will accommodate them from that point on and act as an additional attester at 
each security checkpoint. This isn't complete freedom, but the boundaries are only 
visible to the users when they act outside of their jurisdiction.

As mentioned before, there are quite a few security checkpoints in a federated securi-
ty system. Each security check can red flag a user if they no longer trust their security 
escort, their SSO token.

The most commonly applied variation of federated security is called Open ID. All the 
big players in the IT industry, such as Google, Yahoo, Microsoft and Oracle, apply this 
method. 

3.1.3 Single-Sign-On

Although delegation shares some common grounds with federated SSO, the list of 
differences is much greater. In this case, delegation is a process when we essentially 
outsource authentication to another system. For example, to grant access to our 
webpage for someone, we request Facebook authentication, meaning we delegate the 
process to a relevant Facebook domain. Then, once the authentication is complete, we 
redirect the user to our domain.

3.1.4 Delegation
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2.3 ROUTING

In that case you should look for an alternative route. System communications act the same way 
and having only one path between systems can cause various inconveniences. These include:

Difficulty with scalability. Think of it as when the road is unable to accommodate the amount 
of traffic coming through at one time, so you either make the road bigger or distribute the 
traffic to multiple other roads.

Just as with traffic, we can have  peak-hours when it comes to data exchange. This is similar 
to the previous example, except that in the previous case we are talking about constant 
overload, whereas in this instance the issue only occurs at certain points during the day.

The lack of high availability can also hinder data flow. Occasionally, some systems will suffer 
from an error that can break the data flow. To guarantee availability at all times, in certain 
cases additional copies of one system should be in place so when the main system is out, the 
subsidiary can take over for a certain period of time.

Just like when passing the border, once you are in a different country you must abide by 
different laws. The same goes for data. Sharing data across the globe depends on where it is 
stored, and different regulations are applicable to secure it.

All in all, routing is a fundamental aspect that should be properly addressed to ensure swift and 
efficient data flow.

When we are talking about accessibility via API, it is essential to establish the pathways one 
system can use to reach another. This process is referred to as routing. 

Consider your infrastructure as a gigantic city, with all IT assets acting as buildings and structures. 
To figure out how to get from one to another you need to set up a route. But what if there is a 
traffic jam or one of the roads is blocked?
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Encryption is applicable while data is in transit and when it is at rest. While in transit we must 
make sure that the communication channel, the API, is properly secured and that no one can listen 
in to the conversation between two systems.

Data at rest refers to information stored in an IT asset. Here, the main goal is to make sure the 
data is stored in an encrypted format and that only authorized personnel are allowed to access it.

What makes encryption so important? The short answer is standards and regulations. All major 
international regulation requires organizations to ensure data security by encrypting the data. 
These include PCI-DSS, GDPR series, HIPAA and SOX, just to name a few.

Although we may consider APIs to be a robust and secure way to communicate between IT assets, 
we should pay close attention to what data we allow to pass through. Just like we don't allow any 
data to get into our infrastructure from the open web. In several cases, unfiltered APIs have turned 
out to be just as bad or even worse than an email-based malware. We should establish a content 
filtering capability to make sure the data we stream or receive isn't infected.

3.4 ENCRYPTION 3.5 CONTENT FILTERING
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SECURITY MIDDLEWARE
In many cases, embedding security from the beginning isn't an option. 
Although in many scenarios it would be great to simply start from scratch, 
unfortunately with legacy API infrastructures there is no option to do that in 
most cases. Many systems now considered to be legacy were created at a 
time when risks that are common nowadays were nowhere to be found. This 
doesn't mean that there shouldn't be a solution that can operate alongside 
these systems and at the same time bring them up to speed in terms of 
security. This is where security middleware comes into the picture. Security 
middleware refers to a set of additional security measures that can easily 
coexist with already-in-place legacy systems while being able to patch all the 
security gaps of an API infrastructure. 

Indeed, the middleware layer is a very important part of the API security. In 
many ways, it is optimal to implement certain types of security measures. 
These include routing, traffic validation, and content filtering.

In fact, security middleware can make even old generation technologies feel 
shiny and new in terms of security.

4



LEARN MORE AT
www.zorp-apigateway.com

https://www.zorp-apigateway.com

