
THE URGENT NEED FOR SECURITY 
INSTRUMENTATION

Richard Stiennon
Chief Research Analyst, IT-Harvest

In cybersecurity we have been missing that. Yes, 
we scan, patch, and conduct penetration tests but 
tKat doesnȇt reall\ validate tKe eectiveness oI our 
securit\ tools, optiPi]e our deIenses, or iPprove 
our deIenders� $ttacNers are constantl\ proEing, 
developing neZ attacN vectors, and e[ploiting 
ZeaNnesses ZKile our poorl\ optiPi]ed securit\ 
tools do little more than eat up time, money, and 
resources ZKile not adequatel\ reducing risN�

7Ke Kistor\ oI c\Eersecurit\ Kas evolved, 
alZa\s ZitK a neZ set oI products to address a 
neZ tKreat� antivirus Ior PalZare, fireZalls Ior 
gateZa\s, Ζ'6�Ζ36 to add a la\er oI signature and 
anomaly detection, SIEMs and log management to 
collect all those logs to try and correlate them into 
actionable events.
 

DEPLOY SECURITY INSTRUMENTATION. 
YESTERDAY.

Security Instrumentation is both familiar and 
reIresKingl\ dierent� Ζt even deserves to Ee 
called a new category in the cybersecurity 
industr\, and it is urgentl\ needed� 3erKaps tKe 
reason it caught my attention is that it recalls my 
e[perience in autoPotive PanuIacturing� 

Ζn tKe pK\sical realP oI autoPoEiles and auto 
coPponents, ever\ process is Podeled and ever\ 
coPponent undergoes testing IroP protot\pe 
all tKe Za\ to final production� 7Kere are a series 
oI 1+76$ standard tests intended to ensure tKe 
perIorPance and saIet\ oI ever\ part oI a car, 
IroP seatEelts to steering ZKeels� 
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The sensors run a large and growing library of test 
behaviors against other sensors, operating safely 
and ensuring that your assets aren’t targeted 
while measuring if the security tools that you 
purchased to protect those assets are working. 
There are never false positives because sensors 
communicate with each other. Either the test was 
successful, or it wasn’t. There’s no guesswork, 
and asset confidentialit\, integrit\, and availaEilit\ 
aren’t impacted.

%ut validating tKe securit\ eɝcac\ oI \our 
preventative controls isn’t where Security 
Instrumentation stops. There are also integrations 
with security management solutions such as 
fireZall Panagers, endpoint securit\ Panagers, 
log managers, SIEMs and so on. These integrations 
provide precise and actionable details regarding 
incident detection and response. 

)or e[aPple, \ou Pa\ find tKat not onl\ Zas a test 
not blocked, but perhaps it wasn’t even detected. 
2r, it could Ee tKat a test Zas detected on a fireZall 
manager but the events never made it to the 
SIEM. And all too often, events that do make it to 
the SIEM don’t result in a notable or correlated 
event Eecause oI Iault\ configurations as Zell as 
problems around alerting, parsing, time stamping, 
routing etc., meaning that the likelihood of a 
human seeing and responding to the event is very 
low.

6ecurit\ ΖnstruPentation autoPaticall\ identifies 
these issues and provides actionable, prescriptive 
information on how to mitigate them.
 

In more sophisticated environments we are even 
layering in threat hunting, incident response, 
security orchestration, and, lately, deception 
sensors everywhere to try to catch nefarious 
activity coming into, across or out of our 
environments.

Why is the answer always to add more tools?

A lot of time and money is spent deploying 
“next-gen” solutions, but we never go back and 
test tKe eɝcac\ oI tKe tools Ze alread\ Kave in 
place. We cannot just “set and forget” security 
technologies; our infrastructures are extremely 
coPple[ and siPple Pisconfigurations can 
draPaticall\ undercut our eorts� 6ecurit\ 
Instrumentation is the answer to the blind spots 
that will inevitably develop in our multi-layer 
deIenses� 6ecurit\ ΖnstruPentation is a 
gaPe�cKanger Ior securit\ sta and securit\ 
leadership as well as CFOs, CEOs, boards, and 
anyone else that has a stake in the business, 
brand, and budget.

7Ke concept oI 6ecurit\ ΖnstruPentation 
actually seems pretty obvious: deploy sensors 
— generally as virtual machines, in a cloud, or 
on small dedicated hardware devices — across 
your network zones such as partner, desktop 
and server networks, DMZs, and Internet.  These 
sensors live in your production environment and 
Peasure tKe eɝcac\ oI \our securit\ tools across 
network, endpoint, email, and cloud.

INSIDE SECURITY INSTRUMENTATION

IT-HARVEST.COM2 _ k Ζ7�+arvest, 1ovePEer ����

http://www.it-harvest.com


The traditional approach of standards, compliance, 
and policies have not worked. How many retail 
organizations that have experienced breaches 
have been PCI compliant? Just about all of them. 
How many of the targets of cyber espionage had 
ISO, COBIT, or ITIL compliance programs? Most of 
them.
 
Security Instrumentation is something that can 
be deployed today with no impact or risk to the 
existing environment. It can immediately deliver 
value by:
 
Answering questions the CISO has such as: 

On top of that, the CISO is armed to respond to 
questions he or she receives from higher up in the 
organization. Today, that could include, “Someone 
just released exploit code against NSA-developed 
exploits like those seen with NotPetya and 
WannaCry. Are we protected against these?”

%est oI all, once \ou appl\ tKe fi[ sucK as a 
signature, fireZall rule cKange, endpoint securit\ 
adMustPent, or 6Ζ(0 correlation rule, \ou can 
re�validate to ensure tKe cKanges ZorNed and 
tKen continuousl\ validate to ensure tKere isnȇt 
driIt IroP a NnoZn good state� 7Kis autoPated, 
continuous validation results in end�to�end 
securit\ PeasurePent and iPprovePent across 
\our entire securit\ stacN�

7o put in tKe Post Easic terPs, 6ecurit\ 
ΖnstruPentation is securit\ qualit\ control ȃ 
tangiEle prooI tKat \ou are getting \our Pone\ȇs 
ZortK IroP securit\ purcKases �or not�� Ζt 
provides a IeedEacN loop tKat leads to Eetter 
resource allocation, process iPprovePent, and 
configuration assurance� 7Kese iPprovePents 
are equall\ eective at Peasuring and 
sKarpening \our people and processes as Zell�
 
:itK 6ecurit\ ΖnstruPentation, \ou never Kave 
to Zorr\ aEout inadvertentl\ taNing doZn a 
production s\steP ZitK a dangerous test or 
soPetKing as siPple as a credentialed scan� 
6o�called attacN and penetration testing is rarel\ 
autKori]ed against production s\stePs �Eecause 
no one Zants to risN disrupting Eusiness� so \ou 
are oIten stucN testing soPe environPent tKat is 
onl\ a IacsiPile oI tKe real tKing�  :itK 6ecurit\ 
ΖnstruPentation, \ou get all tKe Eenefits oI 
ensuring \our securit\ is eective ZitKout an\ oI 
tKe risNs�

7Ke need Ior 6ecurit\ ΖnstruPentation is urgent 
Eecause so Pan\ securit\ environPents are 
oEviousl\ ȵaZed� 

THE TIME FOR SECURITY 
INSTRUMENTATION IS NOW

Is this particular technology that is coming up 
Ior reneZal providing a Eenefit"

How can I better invest my limited budget  
ZKile increasing P\ resilience to c\EerattacN"

What level of assurance do I have that 
we are not exposed to a particular attack 
PetKodolog\"
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Because of continuous and empiric evidence 
regarding \our true state oI securit\ eectiveness, 
your organization can make more exacting 
plans, ePErace neZ initiatives, generate Pore 
precise Eudgets, and ultiPatel\ PaNe \our 
Eusiness Pore coPpetitive� 7Kis PaNes \ou Pore 
coPpetitive, all ZKile 6ecurit\ ΖnstruPentation 
is ensuring eective risN Pitigation, Erand, and 
revenue protection� 7Ke convergence oI Eusiness 
and securit\ ȃ tKatȇs ZK\ Ζ tKinN 6ecurit\ 
ΖnstruPentation is so e[citing�

6ecurit\ ΖnstruPentation is tKe first PetKodolog\ 
Ζ Kave seen tKat can put a stop to tKe tKrasKing 
around Ζ see at even soPe oI tKe largest 
organi]ations� 6ecurit\ ΖnstruPentation is a PaMor 
leap aKead, not Must an increPental iPprovePent� 

7Kere are several large financial institutions tKat 
spend Kundreds oI Pillions oI dollars a \ear on 
securit\ and support tKousands oI KigKl\ paid 
securit\ people� (ver\ neZ developPent in tKe 
arPs race EetZeen deIenders and attacNers 
Peans Pore people and Pore Eudget�
 
(ver\one acNnoZledges tKat good securit\ 
requires Kard ZorN� %ut Kard ZorN applied ZitKout 
testing and PeasurePent is oIten Zasted eort 
and Zasted dollars� :itK 6ecurit\ ΖnstruPentation, 
itȇs not aEout ZorNing Karder� Ζtȇs aEout ZorNing 
sParter� 7KanNs to 6ecurit\ ΖnstruPentation, Ior 
tKe first tiPe, organi]ations Kave tKe advantage in 
tKe ongoing c\Eer arPs race� 

Another question often heard is, “What happened 
to that next generation widget that you got 
budget for last year? Is it working?”
 
A deployment of Security Instrumentation will 
ansZer all oI tKese questions and finall\ put 
an IT security team on the same footing as 
PanuIacturing, finance, logistics and +5�  $ll oI 
those teams undergo regular audits and tests 
oI processes� 8ntil noZ, a CΖ2 or C)2 Kas Kad 
to rely on trusting their security team — and if 
worst comes to worst — replacing them after a 
EreacK� 6ecurit\ ΖnstruPentation Kas tKe proPise 
to EreaN tKat c\cle� Ζt Pa\ identiI\ a gap in \our 
technology and justify that next layer, whether 
it Ee tKreat intelligence or 'ata /eaN 3revention� 
But, in the meantime, it will assure you that the 
investPents \ou Kave Pade are doing tKeir MoE�
 
You should be prepared for the fact that a lot 
of your security processes are broken or not 
actuall\ doing ZKat tKe\ are supposed to do� %ut 
Security Instrumentation gives you the platform 
you need to start down the road of continuous 
iPprovePent� 7Ke urgenc\ is to get tKe Ead 
news out of the way and start addressing the 
proElePs� 6trive Ior increPental iPprovePents� 
Now, you have the ability to measure and 
coPPunicate tKose iPprovePents� %ut soPe 
of the most exciting advantages of Security 
Instrumentation aren’t even those squarely 
related to classical perspectives on the role of 
securit\�

WORK SMARTER
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