MINISTRY OF

HEALTH

ATU HAUGHA




MINISTRY OF

HEALTH

MANATU HAUORA

Our Objectives

» Develop a Connected Health 2.0 framework that will
support and enable health providers to safely share
health information across networks between
themselves and to health information consumers.

* Develop a Connected Health 2.0 framework that will
allow system developers to take full advantage of what
emerging technologies have to offer.

« To augment the existing Connected Health network
such that it loses none of its’ value or benetfit yet so that
it also does not eventually become an isolated artefact.
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PI'Oblem Statements (referencing Themes in the Health Technology Vision)

Collaborative care; Accessible trusted information

* The current Connected Health network is in essence a closed, multi-provider wide area
network. It does allow for inter provider collaboration with a degree of communication
safety due to its private architecture, yet at the same time it stands isolated from consumer
access and modern internet based technologies.

* Responsive, Predictive, personalized; and closer to me care

+ Secure digital connectivity framework/standards are needed to support emerging models of
care, particularly mobile, remote healthcare delivery and self-management — with the rise of
Internet-of-things, AI and mobile technologies, connectivity has to go beyond connecting
provider systems in a closed network.

» The Connected Health network in its present form offers a higher degree of reliability,
predictability and guaranteed bandwidth than internet connections typically do and these
are qualities to be preserved as required within the future framework for Connected Health.

» The internet is invariably the preferred avenue of consumer based access for health
information - therefore the Connected Health network needs to be evolved to incorporate
internet connectivity without compromising either provider or consumer confidence in the
sharing of health information.

* Sustain change and Innovation; value for NZ; Actionable Insights

+ Digital Health services require more than a private network. Innovative services and new
technologies tend to be delivered via the internet meaning the internet needs to be integral
to how New Zealand connects health in the future.

» To be able to develop and adopt innovative ideas with confidence, trust, privacy and
accountability are key principles to be maintained.
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« Preliminary future state view of Connected Health v2.0 - June 2018
« Proposed standards needed by Connected Health v2.0 - July 2018

« Draft roadmap/adoption plan — August 2018

 Draft guidelines and transition pathways — September 2018
 Draft roadmap released — November 2018

« Draft standards released — March 2019

« Published standards and roadmap — June 2019
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*  Midwives 3100

« GP Practices 1100

» Private Specialists 900

* Pharmacies 900

* Aged Residential care 700
* Private Hospitals 36

« PHOs 32

« DHBs 20

...and the list goes on...

PRIVATE & CONFIDENTIAL



e (Talbrage

Tha Curmene Coarwnacuid Hamith Babwect i in s & Cioubae], Mol DA ki MUK aOwE T E
o dlow Far e of corereu Ao Jefe Rt o D pe
amHT, e o the e b = oy een e reodre | e
0 ) T el

Tha et

¢ Daesiop 8 Covvenad Hasid 15 fnreaonk fon i sppen wrd smsbi i pae
swtaky e bkt | rir i on s el btewen the e bas e o e R infer ation
EOraETL.

1 Dueaiop w Tooreced Hesle Frergwort ther will dew paer dembpen o tse il

The Prisciphe
Ageaiic
a8 B LSl s B B 0 B ol 1

BT I o B 0 0 b i T P o 2L T
' B e A

Rvhor pearpacss B Lo et il O i e i, B ol i, ] 1 S LR
DO i ORI Y EDDTE R I e com e

i e i g s e v g £ wrk v a2 b ool e
Pl b A S T By, b Ll ol ) 5 M B | i i
[T ST

., T b Ty s B ey e 0 e ST i e v
L L

[

withou oo

Dpmiraierac sy

i cudar io Mo fem e network ceniee approach i supparing hesth ot by conractng beskh, e
numzer of'd spenden e resd 1o e scdremed that
Theaa rciuda

= smnceers MO SO06 DN S AOTETN DITAAGER, DO SELNE TEN (W DT BOORETENS AR L
I ETRSE D411 ETADYRE T P TS 500 T 3 N R T VRS

Communicrton snd sducsdion for heekh providen and snid tes, oo sreum & conastenia prosch snd thet
chercedmeg 3 mp smened

G Trin Bhadel — dgnocinad Risk

VO 5 258 3 [ I LS o L 1) 1o o g Y 4 1 S B T 1 0 3 KT £ o o o L
sream o e Anoappd o o B EEETHIT B 8 s reTended sowree f s on priarss publshng e s

Barite henmith sectcr crc the i nEsrTae.

LoW

e of iy b o | g e e i
WECALW

Pk o i pd bk P A B " | TP DTSN
HaGH

Fi o o o vy B4 iAo R vy i il el

-— s or bisod
wei s Tal ey iy e topicslly e e
trarer i reriming inforrpion.

Feduri { Cormrear Ererppiee ooty
EERE Cl T
N mrvicn, Serdon seslebie ot be public. e
o Ll s s n bl bl o b canorel
=
Frnsdida Pritinonst Erarpprisa-saip
eurmm TR

Thul wEal uhnlmpﬂ-ldﬂ:ldlh]

sonz -r-l-rhhhhdi-l-hnirh-
iy pRCEE.

Frovidar Cee Weorker Ermrypeize oeiy
I o ST Th Tk

TR S e i

Bnrnechar i Chaly bepover e Ererypsioe oy
Tk

tka Wirmy ol Haslth, s Dimnio Hii!hlnlu'!

VAt £ Tt o 3 A bl LT | M TR L

Furach i Proyide B rppiad ey
T n By wow i ba the Vi piry of Heslih, s Dt s

M TR RS 4 P By T O I e

Eadd B i | ke d i Pl O B B e ST

W dy raqa ing 3 oy Coave
wior lagecy Corractnd Hawlih comrmtioe

i B 1l i A Evachi i R MR

cecch
e £ Pt Ercrppien oy

o &l 4
b i TiE
i vt e e o S| o

i O £ 5o T B B | WL 0 i 30 6 B 106 1 B S e ' LG B T
N PO 0 CO V. T i LR 8 AT 0 W i bl ol 0 0 ol Pl

Ercrygiion Erzrypiion
A e el
Sahy
Ercrygiion Ergrypiion Ermrppsine
A e el 3 Fattad Sathi Ga e s
Coprrbn i
Sahy Rerum wpir PE1
Eroryption Erorypion Errppmics
Aartareimion TP ammr fa e v wion !P-nl-lnllnﬁl-l
Caprcin daxil
um-mm
Ercrygiion Ergrypiion Ermrppsine
ATl R Tl CH O 3 FaC1Ed st CB 8
Coprxtn i
Sahy Rerum wpir PE1
Eroryption Eroryption
an e v
Firewd | F° Micaing
daadit
Ercrygiion Erzrypiion Ermrppsine
A o F e i W'y 3 Fattad Sathi Ga e s
Caoenbn Sahy i
Rerum wpir PE1
Eroryption Erorypion Errppmicd
Aartareimion TP ammr fa e v wion !P-nl-lnllnﬁl-l
Caprcin daxil
um-mm

i AT ] e B O B DAL B SR

O s o P gk, s iy ok s mkcrran i Frvacy o B bea. Linmod kb B B i y v H B0 sl ifkarrmackon Excetem araci ol it e B ez mach e

0 Hampk Intorre e Sam.ricy Frre e

PRIVATE & CONFIDENTIAL

MINISTRY Ol

HEALTH

MANATU HAUORA




CONNECTED HEALTH = CONNECTING HEALTH: migrating from a private network to
a public ecosystem... ...and moving from good to great!

An immediate priority for the future of the Connected Health capability is to lift the
security maturity of its user community thereby ensuring data, applications and
services are accessible by consumers without the need for a special network.

Popular wisdom among the sector suggests Connected Health is both a secure and
assured network. In reality, it really is a ‘trusted community’ on an isolated network.

Therefore, in order to drive improvement in the security of users, data applications

it will be necessary to be more prescriptive regarding:

* the minimum mandatory technical security standards and maintenance practices
required of current Connected Health users [and their connection providers] and

* the minimum mandatory technical security standards and maintenance practices
required of new/onboarding Connected Health users [and their connection
providers] in accordance with a much greater choice of technology solutions that
can be leveraged to begin Connecting Health [as per the Connect Health matrix].

Alongside with defining these new standards, added emphasis should also be given
to requiring transparent evidence of compliance with these security standards, and
the provision of a clearly defined migration timeline towards the achievement of
these measures.

This action will create two defined outcomes:

* the existing Connect Health network will begin organically transitioning towards
a more secure and assured network and

* those whom cannot/don’t want to meet these next Connected Health standards
will transition away from the status quo towards the more open
solution/standards-defined ecosystem approach envisaged within the
Connecting Health matrix.

We are moving to an internet first connection model whilst mandating that
appropriate security is in place to properly protect users, data and applications used
in the digital delivery of healthcare services.
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