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Response Fact Sheet - Frontier Software Data Breach 

Background 

The South Australian Government was recently informed by its external payroll software 
provider, Frontier Software, that it was the victim of a cyber incident.  

The Government was able to confirm that significant personal information of SA Government 
employees had been stolen from Frontier’s systems. Up to 80,000 employees could be affected. 

It is recommended that SA Government employees, excluding Department for Education 
employees, consider their own additional security measures.  

This fact sheet provides important recommendations for SA Government employees, based on 
IDCARE’s intimate knowledge of identity security risks impacting our community. 

Response Considerations 

With the assistance of IDCARE, the South Australia Government has informed the Australian 
Taxation Office, Services Australia and a number of financial institutions.  

The Government also extends specialist care and support of impacted persons via IDCARE 
through our National Case Management Centre. This service is available to individuals at no cost 
who believe their personal information is at risk or has been misused as a result of this incident.  

IDCARE recommends that impacted persons undertake the following actions: 

➢ Keep a close eye on your banking and superannuation. In particular, review personal
particulars, any banking details provided and account recovery settings.

➢ Wherever possible it is always recommended that any accounts you have in place are
protected with multi-factor authentication. Talk to your account providers as to whether
this security measure is available.

➢ Remain vigilant about scams and unsolicited calls, emails and text messages. Scammers
often impersonate government and businesses. Never respond to requests to provide
personal and account information, or access to your device. Make sure you disconnect
and make your own enquiries. Consider subscribing to www.scamwatch.gov.au for the
latest information about scams impacting our community.

➢ Keep a close eye on your salary statements and speak with your payroll team if you see
there are any anomalies.

Other Measures 

We encourage individuals to review their Medicare or Centrelink online services for any 
suspicious or unexpected activity, such as changes to their contact details or particulars. If 
individuals do observe any of these anomalies, they are encouraged to call the Services Australia 
Scams & Identity Theft Help Desk on 1800 941 126. 
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The Australian Taxation Office (ATO) has been informed of the incident so that that they can 
add additional security measures to your Tax File Number. 

SuperSA have been made aware of the Frontier Software data breach. No Super account 
details, ID/policy numbers have been exposed as part of the incident, only the Superannuation 
contribution amount.

In response to this breach, financial institutions have already been notified about the impacted 
individuals for additional security, you will not need to contact them yourself.

These measures aim to detect fraudulent activity. There is nothing further you need to do; 
however, if you have any concerns, you may wish to contact the ATO’s specialist Client 
Identity Support Centre on 1800 467 033 Monday to Friday 8.00am–6.00pm AEST. More 
information is available on the ATO's website by searching identity security and scams. 

IDCARE’s Case Management team can be engaged through completing a Get Help form 
at idcare.org and by referencing the incident referral code FSSA22 or by calling 08 7078 

7741 (830am to 530pm ACDT). 

In reaching our advice, IDCARE has assumed that the information communicated to IDCARE about this 

incident is accurate and reliable. IDCARE has relied upon the information provided by the South Australia 

Government and from our own monitoring of the online environment. IDCARE reserves the right to adjust 

our response should further information become available post the provision of this document dated 9 

December 2021. IDCARE provides identity and cyber security incident response services (the Services) in 

accordance with the following disclaimer of service:  

1. IDCARE is Australia national identity and cyber incident community support service. IDCARE is a

not-for-profit and registered Australian charity.

2. The Services provided do not constitute legal advice. IDCARE recommends that you consult a

solicitor in relation to your legal rights and obligations, including but not limited to your legal rights

or obligations under Australian and international privacy and data protection laws.

3. To the extent the Services are based on information and documents that you have provided,

IDCARE has not verified the accuracy of the information and documents and accepts no

responsibility for the accuracy of the information and documents.

4. While every effort has been made to ensure the accuracy of the information in this Harm

Assessment, to the maximum extent permitted by law all conditions, terms, representations, and

warranties (in each case, whether express or implied) in connection with the provision of the

Services which might otherwise be binding upon IDCARE are excluded.

5. IDCARE’S liability for any loss or damage suffered by any person or organisation (including, without

limitation, any direct, indirect or consequential loss or damage) arising out of or in connection with

the Services (including without limitation liability for any negligent act or omission, or statement,

representation or misrepresentation of any officers, employees, agents, contractors or consultants

of IDCARE) shall be limited to the fees paid by you to IDCARE in respect of the Services.  For the

avoidance of doubt, this limitation of liability extends to any liability arising from any actions

performed or not performed as a result of any recommendations made in the course of providing

the Services.

The Services provided by IDCARE are intended to be provided solely to inform persons who may be impacted 

by this incident and will not be liable to any other person who may receive this document.  

Information Relied Upon, Assessment Limitation & Disclaimer 




